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4.19.7 Set log-in timeout time fOr HTTP SEIVET........ccciviieiirieiiieiesiieie ettt st ee e e 101
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4.21.7 ShoW SSH SErVer PUDIIC KEY....ccuieiiiieiiriieie ettt sttt se et e ensenseenaenseenes 106
4.21.8 Set SSH client alive ChECKING........coeruirtiriiriirtiierieetet ettt sttt 107
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4.23.7 Destination e-mail address setting for e-mail tranSMISSION. ........c.eerueeeereeriieriieiereeieseeeie e see st eeeeeeeeeens 113
4.23.8 Setting for subject used when sending €-mails............ccoecveririieririieiieie e 113
4.23.9 Wait time settings for €-mail tranSIMISSION. .......c.ecueeruerrierierieriestenteeterieeee e eteteeeesseeeesseessesseesesneessesnnes 114
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4.25.9 SEt IEEE-802.1 TLV....iiutiiitiiiiiieiententestete ettt ettt sttt ettt ettt et ettt ebe bbb e enes 122
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4.25.21 Clear LLDP fTame COUNETS. .......ccueerieruieierieteeeieteeeeeteestesseeeesseesesseesesseesesssensesssessesssessesssesseensesssenses 131
4.26 L2MS (Layer 2 management SETVICE) SETHIES. ......ecueruerrierieriiertieiestietessieteeeeeseeeseesseseessesnsessesssesseensessesnsesseensesseenes 131
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4.26.8 Set L2MS control frame tranSmit/TECEIVE. ... .euieuerrieiereietietieteeieseeeeeseeeeesseeeesseesaesseessesseensessaesesseensenns 135
4.26.9 Reset aZeNt MANAZEIMENL. ...c...eeiuiirieeitieiteertte et stte et erb e et esteesbeesatesabeesbteeabeesbaeeabeesbeesabeesabesnbeessseeseenaeean 135
4.26.10 Show L2MS TN OIMALION. .....ccueeriieiieiieieeiieie ettt este sttt e e e stesteene e st eseesseensesseensesneensesseensesnnensens 136
4.26.11 Show L2MS agent config information...........cocoueieieieiririninene sttt ettt et 137
4.26.12 Set the device information acquisition time interval for downstream of a wireless AP.............cccccoeeee.. 139
4.26.13 Set event MONILOTING TUNCHION. ......c.evieiieeieiieieie ettt ettt et e e et et e e neesteeneesseeneesseensesneensesnnas 140
4.26.14 Set event information acquisSition time INEEIVAL..........cccvecieriieiierierie e 140
4.26.15 Set whether to use the L2MS agent's zero config function.........cc.ceceverereririnenenencneneneeieieeeceene 141
5 T o1 110 USRS 141
4.27.1 Set SNAPSIOt TUNCHION. .....ccuiieieiieieiieiee ettt ettt ettt et e e e s e enseeseessesseensesnnensesnsessennsens 141
4.27.2 Set whether to include terminals in the snapshot COMPAriSON...........cceverierierierieerinenineneneseesee e 142

4.27.3 Create SNAPSNOL.......eeiiiieieieeieteeete ettt ettt et et e b et e st et e st e et b et e e st et e ent e st et e eneense st eseeneeseennenseennens 142



6 | Command Reference | Contents

T B Y T (] 0T 1] 1 o | A USRS 143
4.28 FIMMWATIE UPAALE. ... ccuveiuieieetieieetietietieteetesteetesseetesseestesseensesseessesseenseaseesseeseanseensesseansesseensesseensesseensesseensenssensenseenes 143
4.28.1 Set fIrmMWare UPAALE SIEC........ccveruieierieeiereeiteseestesteeteetteteesteteesteseeseesseeneesseensesseensesssensesssenseensanseensenseenes 143
4.28.2 Configure the HTTP proxy server used for firmware updates............ccoecverierieririenieiieneee e 143
4.28.3 EXECULe fIIMWAIE UPAALE.......eeruieieeiieieeiieieeieieeteteste e et e it e te e eete st essesteenseeseenseeneensesneesesneensesnsensesnsens 144
4.28.4 Set firmware download timeout AUIAtION. ..........ccuieierieierieie ettt ee s ae s esesneens 145
4.28.5 AlLOW TEVISION-AOWIL......eouiiiiiiesiieteeiiete et teteeteeteeete et eeesaeeseesseessesseenseesaesseensesseensanseensesseensesseensesneensennsens 145
4.28.6 Show firmware update fUNCtION SELHNES. ......coervirririiriirieteietei ettt ettt 145
4.28.7 Update firmware from SD Card............ccoviriiiriiieiieieeeeieeeee ettt sttt st ene e eeneenneenes 146
4.28.8 Set firmware update reload tME. .........coeviririiriiririii ettt ettt 147
4.28.9 Set reload method for firmware update of stack configuration.............cecceeveneneninienienennieecececncas 147
429 SEACK . ...ttt ettt h b bt h ettt a et e h e bbbt btk b e bbbt et a b e st e st ebeebeebeeheebenbenaen 148
4.29.1 Set StACK FUNCION. ....c.eiuiiiiitiitiiiitietetert ettt ettt sttt et et ettt eb et e bbbt be bbb et enaenee 148
4.29.2 Changing the StACK ID.........cccieriiieiiiieieieeee ettt sttt et e e st et e e e e steensesseeneesneensesneensesnees 148
4.29.3 ShOW Stack INFOIMALION. ......ccueeuiiiieiieiieiee ettt et et e eneesseeneesseeneesseensesseennens 149
4.29.4 Set range of IP addresses used by the Stack POrt..........cocvevieiiiiieiieiieieeeeee e 150
4.29.5 Remote 10ogin to @ MEMBETr SWILCH........ccueiiiiiiirieiieiert ettt ae s be e esesneens 151
430 SCREAUIE. ...ttt ettt ettt b e bt bbb sttt ettt et eb bbbt bt be s a et b e et nee 151
4.30.1 SCHEAULE SELLINES. ... .eeieeiieieetieieeiiesteette et et et e et este s et eneeeseessesseeseeseeseeseenseessenseensaseensesseensesneensesseensesnnes 151
4.30.2 Schedule template deScription teXt SELEINES. .......evereriereeriertieieeiieieeeeseeeee e eeesseeeesseeaesseessesseensesseenseans 153
4.30.3 Settings to enable/disable schedule template............ccoeveriirieiiiiere e 153
4.30.4 Schedule temMpPlate SELHNES.......ccvrverieieriieiesieieeeete et et et etestesaeseestesseeseesaesseeseenseenseseensenseensesseensesnes 154
4.30.5 Schedule template command eXeCUtion SELHNES. ......c..coveverierieiriririinene ettt nes 154
4.30.6 Schedule template SCript €XECULtION SELLINES. .....eervieiererrierieeierieeeesieeteetteteeseeeeeseesseeeesseeneesseesesseensesseens 155
ZL.31 BUZZET ..ottt ettt ettt et h e e bt bt e bt e a bt e e bt e bt e e bt e e bt e e bt e sht e e bt e sabeeabeeshteebeenaees 156
4.31.1 BUZZET SYSTEIM SCTLINES......cveeueetieieeieetesteetesteestesseeeesseesesseesesseesesseensesssesseessenseessenseensenseensesseensesseensesnes 156
4.31.2 BUZZET tTIZEEL SEIINES. .. .eveeuveeiieteeeieteetiesteetesteetesseestesseesesseensesseensesseessesseenseeseanseeneessesneessesnsessesnsessesnsens 156
4.31.3 Executing the buzzer check command............cccociiiririninininincec ettt 157
B34 MIUEL......coeteeeetet ettt ettt sttt ettt et a e a e bbbt e h e ekt h e bttt bt e et et e e bttt eaeeae b 158
315 UNMULE....coieiieiieieeitet ettt ettt ettt et et s et e sat e bt s et e st e as e eeas et e e s e bt easesbeessesaeennesueennesanen 158
4.31.6 Display buzzer infOrmatioN...........ccevuieierieeiieiieriesieie ettt ettt e ste et e s e e e s e esesseenseeseenseensanseensenseenes 158
4.32 General maintenance and Operation fUNCLIONS. .........cocciiririririninierteteetet ettt ettt eae e 159
4.32.1 SELRNOSE NAIME....c.eeeieteeiieteeiietee ettt et et et e st et e st e seeseessessteseesse s eesseseensenseensesseensesneensesnsesesnsensennsans 159
4.32.2 REIOAA SYSTEIMN......euieieieieieeiieteete st et et et e et et e e st et e set e seeseesseeseeseesseseesseseensesseansesseensesneensesnnensesnsessennsans 159
4.32.3 TNItIALIZE SCTINES. ... eeiveeeeeteeeieteeiesteeteete et e et eteeteeteseeesesseeseesaeseassenseesseseenseaseanseeseansesneensesnsesesnsensennsens 160
T3 Y o101y AT B N 7 1 ' TSR 160
4.32.5 UNMOUNE SD CATG......eeiiiiiieieeiecieete ettt et ettt e et et e s et este s st essesseenseessenseensanseansesseensesseensesneensesneensesnsens 160
4.32.6 Set default LED MOME.......c.ccveiieiieieeiieieeieie ettt ettt et st e e ssa et e est et e ensenseensenseensesneensesseensesnees 161
4.32.7 SHOW LED MOME.......cciiiriiririintinieiistestestertet ettt ettt sttt ettt et et ebt bbbt b sbeseesbenbenaens 161
4.32.8 Show port €1T0r LED STATUS.......eecuieeieiieiieieeierieeeesteeie st ete st etesteetesseessesseesseeseanseeseesseeneesseensessesnsessesnsens 161
4.32.9 Starting the "Find this SWitcCh" fUNCHON. .........coiiiiiiieieeeee e 162
4.32.10 Stop the “Find this SWitCh” fUNCHON. .......ccuiviiiieieiieiee e ens 162
4.32.11 Backup SYStem INTOIMATION. .......eeueeiieeieiieeieriteie st eee st este st eteese e e eseeteeseesseeneesseessesseesesneesesnsessennsensenns 163
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5.3.10 Set the Web authentication fUNCHON. ...........eoieierieieriee ettt sneesseeeesseennesseennens 196
5311 St HOSE INOAE. .....cuenieiiiieiieiieieeee ettt ettt ettt sttt b e s st ettt st et eaeebeebeebeebesbe e 196
5.3.12 Configuring the authentication OTdET...........c.ccoiririririirieiiieietete ettt 197
5.3.13 Set 1e-aULHENTICAtION. ......eouieeieieiiiete ettt ettt e sttt et e e st e te s et et eessesseessenteensesseensesseensesneesesnnensesnsens 197
5.3.14 Set dynamic VLAN. ..ottt ettt sttt sttt ettt et et es et ebe et e bt bt et ebes 198
5.3.15 Set the UESE VAN .....ueiiieeiee ettt ettt ettt ettt et e s st e e es e e teent e seeneesseenseeseensesneensesneensesnnansens 198
5.3.16 Suppression period settings following failed authentiCation............c.cccuecveeeeiriniininienieneneneneneeeeeee 199
5.3.17 Set reauthentication INEETVAL.........c.ccieiiirieiieiiee ettt st te s e e se e e seenseseensenseenes 200
5.3.18 Set the reply wait time for the RADIUS server overall............ccoovvieiieiiinieiiieieeee e 200
5.3.19 Set supplicant 1ePLY WaIt tIINIE. ......c.eruerriereieieeieieeieieetete et e ete st e teseeetesseessesseessesseensesseensesseenseeneensesnes 201
5.3.20 Set RADIUS SEIVET NOSL......eeuieiiiieieciieie sttt ettt et esaeesee s st enaesaeensesseensesseensenseensennnenes 201
5.3.21 Set the reply wait time for each RADIUS SEIVET......cc.ecveiuirieiieierieieeeeee ettt eeens 202
5.3.22 Set number of times to resend requests t0 RADIUS SEIVeT........ccoovvieiiiiieriieiereeeseeeeee e 203
5.3.23 Set RADIUS server shared PassWOTId. .........cecueeieriirierieiiesieseenie et ettt ete st eesseesesseesesneessesneessessnensens 203
5.3.24 Set time of RADIUS SErver USage PIreVENTION. ......c.eeeervieiereieiereieeesteeaeseeesesseeseseaeseessesseeseesseensesseensenses 204
5.3.25 Set NAS-Identifier attribute sent to0 RADIUS SEIVET........c.eecueiiieiiiriieieeieeeeeet et 204
5.3.26 Show port authentication INFOIrMAtION. ...........ceerierieriirieieeiee ettt eee s e et e seensesseenes 204
5.3.27 Show supplicant INfOrMALION. ..........ccuerirrieiierie ettt ettt ettt et e s eeeee st nbesreensesseensesseensenneenes 205
5.3.28 Show statistical INTOIMATION. ........ccuertieiireierit ettt ettt et e seseesseeneesseensesseensenseenseeneenes 206
5.3.29 Clear statiStical INFOIMAtION. ... ...ccuiiierierierietest ettt ce et e et e st eesseesesseensesseenseesaenseeneenseeneesseensennes 207
5.3.30 Show RADIUS server setting information.............c.ceereriererieneeieseeiesie ettt seeeseeseesseseeesseesaensens 207
5.3.31 Settings for redirect destination URL following successful Web authentication............c.ccoceeveceecerenenncnn 207
5.3.32 Clear the authentiCation STALE...........eecvertieriirieieeierieeterteete e ete st e e steeste st ensesseessesseessesneesesneessesnsessesnsens 208
5.3.33 Setting the time for clearing the authentication state (SYStEIM)........c.evueeruerererierierierieriesiereeseesreeeeseeseeens 208
5.3.34 Setting the time for clearing the authentication state (Interface).........c..cocceveverereneneninencncecceceee, 209
5.3.35 Locate the file for customizing the Web authentication SCIEEN...........c.vecverreerieeieriieiere e 209
5.3.36 Delete the file for customizing the Web authentication SCIEEN...........ceveevveriereeiierie et 210
5.3.37 Set EAP Pass thrOUZN.......cc.iiiiieeeeeeee ettt sttt ettt ne et et nneeneeeneennas 210
5.4 POIT SECUIILY .....eteeteeiteteetesteete et e et et eet e e st esteeseesseeseeseeseesseenseaseensesseense st enseeseenseeseenseeneenseensesseensesseensesseensenseensenneensenns 211
5.4.1 Set POIt SECUTIEY TUNCHION. ... .etiitieiieiieiieiiett ettt e et e et et et et e e st e st e sseenseeseensesseensesnnensesnsesennsensenns 211
5.4.2 Register permitted MAC addreSSes.......eouiiuieriirierieiierieeieieeie ettt e st aestessesseesseeneesseensesseensenseenes 212
5.4.3 Set operations used fOr SECUTItY VIOIAtIONS. .........evuieiereieierieie ettt e e e s eneeseensesnnesseeneens 212
5.4.4 Show pOrt SECUTitY INTOIMALION. ... .c.eertieiiriieieeierte ettt et et et esteeseeeesstesesneessesnsesseensesseensenseensenneenes 212
5.5 Error deteCtion fUNCLION. ......c.iiiiriieie ittt ettt ettt et e st e ae st e b e s e e seestenseesaenseensesseanseeneensesntensesnnensennnensenn 213
5.5.1 Set automatic recovery from errdisable State...........ceecirieriirieieiiee e 213

5.5.2 Show error detection funCtion INFOIMAION. ..........oiiiiieviiiieiiieeieee et eee et ee e e et eeeeeeesaaeeeeesesaseeessesinnees 214
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Chapter 6: Layer 2 fUnCHiONS.....cocceiierivriecsssnnicsssnrecsssnsnessssssicsssssssssssssssssssssssssssssssssssnes 2 15

6.1 FDB (Forwarding Data BaSE).........c.cccvevieiierieiieieiieiecteie et ettt ste et e steesaesaeesaesseessessaessasssessasssansenssessesssesseessessesnss 215
6.1.1 Set MAC address acquiSItion fUNCHON. .........cevcieriiiieriieierieeiesteet ettt e e sae e sreeeaesbeessesseessesseenseeseenns 215
6.1.2 Set dynamic entry a@EING tINC........ccueeieriieierieeeerieetesteesesteesesseesesseessesseessesseessesseessesssessesssessesssessesssessenss 215
6.1.3 Clear AYNAMIC CNEIY....ccuievieieiieierteeiesteete st etesteeseeteesseeseeseeseesseesaesseessesseessesssessasssessenssessesssenseessesseensesses 216
6.1.4 SEE STALIC CIILIY...ecuietieeiesteeeiesteete st ete st et e steebeeteesseeseesseeseesseeseesseesaesseesaesseassesseessasssessenssessenseessenssensenssensenses 216
6.1.5 ShOW MAC address table........cc.oouiiiiiiiiiieieeee ettt sttt ettt be bbb b 217
6.1.6 Show NUMDBET Of MAC addIESSES. ... .cuveuieueeiieiiiiiitieteite sttt ettt sttt sttt ettt ebeenes 218

6.2 VILAN ...ttt ettt ettt ettt ettt ettt ettt et et et e s e e b e e s e st e s e st s s e st e s e st ek e st et e st et en s ek et ek et es et e b e eae st ehe st b e st kene et entetenteteneetenas 218
6.2.1 MOVE t0 VLAN IMOGE......cueeuienienieiieiieitetieteeie sttt ettt et b bt s h et be sttt a et et et et e st ebeene e 218
6.2.2 St VLAN INEETTACE. ...e.vetiteietetetet ettt sttt ettt et a et e h e bbbttt b e bt e b et et enteneeneebeebeeneene 219
6.2.3 St PIIVALE VAN .....oiiiitieieieet ettt ettt et e et et e st e besee e beesaebeesaebeessaseessaaseesseessessesseessesssessesssessenssensens 219
6.2.4 Set secondary VLAN for primary VLAN.........cccooiiiiriiiierieiestee ettt seesae e e ssessae e saesseessensaens 220
6.2.5 Set access POrt (UNTAZZEA POTT)....cverriecrierieiieieriieeesteetesteetesteeaestesssesteessesseesseeseesseessessesseessesssessesssessesssens 221
6.2.6 Set associated VLAN of an access port (Untag@ed POIT)........ccveveerveiueeriieieniieienieeeesteeseesseesseseesesenessessnens 221
6.2.7 Set trunk port (tAZZEA POT).....cveiuieieiieeieiteeteete ettt et et et e st e seestessaesseessesseessesseessesseessesseessesseessesseessenses 222
6.2.8 Set associated VLAN for trunk port (tagZed POIT).....c.ccveruirieriirieniiiienieeiesieeteteetesteesresreeseesaeeaesseessesnnes 223
6.2.9 Set native VLAN for trunk port (ta8Zed POTL).......ccvereeriiiieriiiieieeieieeiesteeeesreeee e eseeseeeaeseeessesseessessaessens 224
6.2.10 Set Private VAN POIt LY PC.....cveriiiierieeieiieiesteeteeteeseestesteeseesseestesseessesseessesssessesssessesssessesssessesssesseessenses 224
6.2.11 Set Private VLAN ROSt POTt.....c.ccciiiiieiieieiiiieteitetesteste st e ste et esteeeteteessesseessesseessesseessesssessesssessesssesensenns 225
6.2.12 Set promiscuous port for Private VLAN.........cccooiiiieiiiiesieteseeteet ettt sae e saesse e ssesseessenseens 226
6.2.13 St VOICE VAN . ...ttt ettt ettt a e bt b e s bttt b et e st et e b et et e st e st e bt ebeebesbeebeebesbentens 227
6.2.14 Set CoS value for VOICE VLAN....c.coiiiiiiieiietete ettt sttt ettt b et ebeenes 227
6.2.15 Set DSCP value for VOICE VLLAN.....c.cooiiiiiiiiite ettt ettt sttt et e e eneene 228
6.2.16 Set MUILIPIE VALN IOUD....ccueeiiiiiiiieieeteetesteeteeteeteettessesseeaesseessessaesseessessaessesseessasseessesseessesseessesssessessees 228
6.2.17 Set name of MUItIPle VAN GIOUP......ccuiiiiriiiieriieierieeiesteete sttt eresteeae e esesseesaessaesseessessaessesseessessenns 229
6.2.18 Configuring the YMPI frame transmission when multiple VLANS are configured..........c.cceceverinenennene 230
6.2.19 SHOW VLAN INTOIMALION. ¢..c.vetiiiieiieiieicetieicei ettt ettt eb bttt sttt ettt e et e e s e et eneebeenes 230
6.2.20 Show private VLAN INfOIMAtION.........cciiiiriieieriieiestieteseesteseestestesseesestesssesseessesseessesseessesssessesssessesssens 231
6.2.21 Show multiple VLAN group setting information.............c.ecvieieriieieniieieneeeeseeeesieeieseesesseesesseessesseenns 231

6.3 STP (Spanning Tree PrOtOCOL)........ccciuiiciiriieieiieiieeeti ettt ettt e ste et e e esbesteesseesaesbeeseeseeseesseesaesseessesseensesseessessnensens 232
6.3.1 Set spanning tree for the SYSTEIML.....cc.iiiiriieieiiieiertieieete ettt te e b e ste e s e sseessesseessesssesseessens 232
6.3.2 Set forward delay tIME..........ccveiieriiiieiieieie et ettt et ste et e st e b e s te e b e esaesseessesseessesseessesseessesseessesssensesssensens 232
6.3.3 Set MaXIMUM AZING TIMC......eeveereriierestieteeeesteeeeteeseesestessesssessesssesseessasseessasseessesssessesssessesssessesssessesssesses 233
6.3.4 SEt DIIAZE PIIOTILY...eeviieieiieiieieeieste et eeteet e et et e st etesre e beseeessesssesseessesseessaseessaeseesseessensesssessesssessesssessenssansens 233
6.3.5 Set spanning tree for an INTEITACE. ........cviviieiiiieieeicteec ettt ettt e e ssesseesaesaeessesseesnesenes 234
6.3.6 Set SPANNING tre€ LINK LYPC.....cviiiiriiiieii ettt ettt ettt ste et s teesaesteesbesteesseessesseessesseessesseessesseensenses 234
6.3.7 Set interface BPDU fIIteriNg.........cciicieiiiiieiieiecieieeteie ettt ettt sttt e st beesaeseessesseeseesseenaeneas 235
6.3.8 Set interface BPDU GUAIC.........c.ooiiiiiiiiiiiieit ettt ettt et saeeteesbesreesaessaessesssessaessesseessensenns 235
6.3.9 Set INTEITACE PAI COSE...uviiiiiiriieieiieie sttt ettt ettt e este e e e steesaesaeesbesssesbeesaesseessesseessenseessesseensenses 236
6.3.10 SEt INLEITACE PIIOTIEY ...cuvievierieiestieiertietesteerteseetesttessessaesbeessesteessesseesseaseessesssessesssessesssessesssesseessanseessenseeses 237
6.3.11 Set edge POrt fOr INTEITACE.......ccviiiiiiiiiiiciesteet ettt ettt ettt sbesbae b e esaesseeseesessnesseennas 237
6.3.12 ShOW SPANNING tIEE STATUS....c.vievierrieeierieeiereetesteeseetteseestesseestesseessesseessesseessesssessesssessesssessesssesseessesseessesses 238
6.3.13 Show spanning tre€ BPDU StAtiSTICS. .......cccviiieriieiertieieiietesieeeesteeaesreeaesteessesseessesseesseeseessesseessesssesseenees 240
6.3.14 Clear protocol compatibility MOME.......cc.eeieriieiiriieieitieie ettt saesteeaesteesse e essessnessessnens 241
6.3.15 MOVE 10 MST IMOMC.....c.eitiniiieieiee ettt ettt ettt a bbbt bt e bt st st e bt e st et et eeenean 241
6.3.16 GENETate MST INSLANCE. .. cc.eetiruiitietiite ittt ettt ettt ettt b ettt b et be et et es e st e st e bt ebeebesaeebeebesbenteneenee 242
6.3.17 Set VLAN fOr MST INSTANCE. .....cuveteieuieiieiietietiet ettt ettt sttt ettt ettt ettt s bt bt et st seestete e eneenneneene 242
6.3.18 Set Priority OFf MIST INSTANCE.......cccveiiiiiriieieeiieieeeeteetete et et eesaeeaesteesaesseessesseessesseessesssessesssessesseessenses 243
6.3.19 St MIST ICEION NAIMC........eervieererieeieriietesteetesteetesseesesseesseaseesseaseessesssessesssessesssessesssessesssessesssesseessenseessenns 243
6.3.20 Set revision NUMDET Of MST TEZION..........ccciiiiieiieiieiieiete ettt ettt e st beete e b e eseessesseesesseesaeennas 244
6.3.21 Set MST InStance fOr INTETTACE. .......c.ueiriiiiiiiiieee ettt b et 244
6.3.22 Set interface priority for MST INSTANCE. .........ccveriiiieriieieieeieste ettt ettt e e ae st sseseaesseesaesseessesseessesseenes 245
6.3.23 Set interface path cost for MST INStANCE.......cceiieriieieriieieiieie st ete st ete st ete st eae e esaeseessesseesaesseenseseas 245
6.3.24 Show MST re@ion INFOIMAION. .........ccierierieieiteieeteteeeereeeeesteertesseeseesseeseesseesaesseessessaessesssensenssessenseenns 246
6.3.25 ShOW MSTP INTOIMALION. ....c.tiniiiieiieiieiiee ettt ettt b et sbe bt s bbbt e e e naeaeneene 246
6.3.26 Show MST insStance iNfOrMatiON. .........coueieiriiieieiie ettt ettt ettt st s be bbb aeneenean 247

6.4 00D AELECLION. .....cueiiieiietieiietieeteete et e et et e et eteeet e teeseesbeessesseessesseesseaseesseaseesseesaesseessesseessesssenseessensenssesseassanseessesseansas 248
6.4.1 Set loop detection fUNCLION (SYSEEIM).......eivieiirieieerieteeieteetesteseesteeaesteesaesteessesseessesseessesseessesseessesseessesses 248
6.4.2 Set loop detection function (INTETTACE)..........ccvirieriiiieriieieieetere ettt ste e s sae e e sbe e e beesaebeessenseens 249
6.4.3 Set port blocking for 100D AetECtION........ecvieiiriieiieiiciietete ettt seste b e steessesseesesseesaeennas 250
6.4.4 Detects Port Blocking loop clearing at regular intervals............cccecieeieeieriieieniieiesieeeeste e sre e sreeneseeesnens 251

6.4.5 Reset 100D deteCtiON SLALUS. ......veitieieiiieiiitteieeteete et et et et e et e bt e teesaessaesseesaesseessesseessenseessesseessesseessesseensenses 251
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6.4.6 Show 100p detection fUNCLION STATUS........ccuerieriieieieeteieete ettt ettt et et e st etesseesesneensesneesseensensens 251
6.5 DHECP SNOOPINE. ... e ueeveeiietieiieetieteettete et eteettesteestes st estesseessesseenseaseessesseanseeseenseessanseaneestansesseansesseensesseensesseensensannsenns 252
6.5.1 Enable/disable setting for DHCP SN00pINg (SYStEIM).....c.cetreruereririineneriinteniensentetenteneeieeeeeseeneereseseeseennes 252
6.5.2 Enable/disable DHCP snooping (VLAN) SEHNE.......cccctiieriirieieeieiieiesieeeesieeeeseeeeeseeenseseesseseeesseennensens 253
6.5.3 DHCP Sno0ping POrt tyPe SEHNG. .......ecueerieeeieieeieteeterteetesteetesteetesseesaesseensesseessesseesesseessesseessesssessessessens 254
6.5.4 Enable/disable setting for MAC address VErifiCation. ..........ccvecuerierieriesiesieieseeie e 254
6.5.5 Enable/disable Option 82 SELINE.......c.ecverierierieeieieeieriestestesite e etesteeeaesseeseesteensesseensesseesesneensesneessesssensens 255
6.5.6 Settings for permitting receipt of packets on an untrusted port, including Option 82 information............. 256
6.5.7 Option 82 ReMOtE-TD SETINES. ... .ccueeieetieieeiieieeierieetesteetesteete st ete e esae st ensesseesseeseensesseensesneensesnsesseensensens 256
6.5.8 Option 82 CirCUit-TD SEELINES. . ccueererrerieriieiertieieeiteeteeterteeteseestestestesseessesseensesseensesseenseeseensesneensesnsesseennas 256
6.5.9 Option 82 SUDSCIIDEI-ID SEHINES.......eecverrieiieiieieeierieeeerte ettt e te st et e st ensesseeseeseesesseensesnnessesnsensesnnens 257
6.5.10 DHCP packet reception rate imitation SEHING........ceeververeerierierierierieeieieeees e eeeseeeeesseeseseensesneessesnnens 258
6.5.11 Setting to enable/disable SYSLOG output when DHCP packets are discarded............cccoevvevereierinienncns 258
6.5.12 Show DHCP snooping system setting information............c..eouevverierieieiiniininencnineneneesteeseeeeeeeeeeeieenes 259
6.5.13 Show interface setting information for DHCP SNOOPING........cceoiririnienienienieiiieteieenenesesie e 259
6.5.14 View the DINding database..........cccoeieiiieieiieieeeee ettt et esee e e sseeneesseeneesseennens 260
6.5.15 ShowW DHCP SNOOPING StALISTICS. ..uverviereriieiesiieieetieteeteeteetteteeseesseeseesseeeesseesaesseessesseensasseensesseessesseensenns 260
6.5.16 Clear the binding database............cc.eeeuirieriirieriieiere ettt ee st et et te st esesseesseeseesesseensesneessesnsessennsens 260
6.5.17 Clear the DHCP SNOOPING STALISTICS. .....eevervieieriieieeiieiieiesteeeesteeeeseeeeesseessesseessesseesesssesseensesseensesseensesnes 261

Chapter 7: Layer 3 fUNCHiONS.....ccccvieeivvricnssniccsssnnecssssiessssssisssssssssssssssesssssssssssssssssssssscs 202

7.1 TPV4 address MANAZEIMENL. . ......cuvertiiiertietesteeteeteeteeteeteestessesseesseesaesseassesseessasseessasseessesssessesseesseessessesssessesssesseessensenns 262
T 1.1 St IPVA AAAIESS. ..ottt ettt eh bt b e sttt e e s et e st e bt ebe e bt ebe bt ebe sttt e beneenean 262
7.1.2 SHOW IPVA QAAIESS. ...cueeueeiieiieiietietee ettt et b ettt b ettt et et e bt e st e bt ebeebesbe sttt e nbeneenean 263
7.1.3 Automatically set IPv4 address by DHCP CHENL.........cccviiuieeiieieiicieiecieie e 263
7.1.4 SHOW DHCP CHENE STALUS. .....couiiuiiiietiitiitieteie sttt ettt ettt b ettt et et e ettt ebe et aeebeebesbesbe b e 264
7.1.5 Set QULO TP fUNCHION. ...cuiitiiiiiiitiitiee sttt bbbttt ettt et ae b ebesae st sbesbenaens 265
7.2 TPVA TOULE COMETOL......eeitiititiititetet ettt ettt ettt et et e st a e et eb bt e bt e bt e bt s bt st e b et et enten b et e st eneeaeeneebeanes 265
7.2.1 SEt StAIC TPVA TOULE.....cvitititiietet ettt ettt ettt e bt e st bt e bt e bt s bt sbeebe st e st e beteneennan 265
7.2.2 Set number of equal-cost multi-path regIStratioNS...........ceevveriiicierieiesieeieeeete ettt eeesre e reeaesaeesnens 266
7.2.3 Show IPv4 Forwarding Information Base............ccceceeciiiieiiieieiieieis ettt sseeseeneenne e 266
7.2.4 Show IPv4 Routing Information Base...........ccceiieriiiiiriiiieiieieiceteste ettt esae s 267
7.2.5 Show summary of the route entries registered in the IPv4 Routing Information Base.............ccccceevenenns 267
7.2.6 ClLEAT IPVA TOULE......cuveteeeniee ettt ettt e b e bt e bt bt e bt bt s bt et e b s b et e et et entesteneeneebeeneee 268
T3 ARP ..ttt ettt ettt ettt s ARt A n ke a ek n ek ea skt s et e st Ae st be Rt ben e sen s en s sent et et enebenen 268
7.3.1 SHOW ARP taDIC.....cueiiiieiieeee ettt ettt a et b bbbt e nean 268
7.3.2 Clear ARP tabIe.......cc.eiuiiiiiiieeet ettt a et eh bbbt bbbttt e et neene 269
7.3.3 Set StAtIC ARP CNIY...cuiiiiiiiiiiciieiecitetee ettt ettt et et b e s te e e e te e e e sbesbeessebeesseeseesseeseensesseessesseenseesnenrens 269
7.3.4 St ARP HITIEOUL.....c..etitiiiitietete ettt ettt ettt ettt et e st e st e st e bt ebe s bt st e eb e b et e b e b et enteseeneeneeneanes 269
7.3.5 ARP request transmission method settings during ARP timeouL..........c.covecverieieiiecienecieceeeeeere e 270
7.4 TPV4 fOTWArdINg CONTIOL.....c.viiuiiiiiiitieieiteeie st ete ettt ettt e et et e eseesteesaesaeesbesseessessaessaessassaessenseessesssessesseessesssessenssensens 270
7.4.1 TPVA fOrWarding SCHHINES. ......ccveiieriieieriieiestietesteetesteetesteeaesteessesseessesssesseessasseessesseessesseessesssessesssessesssensens 270
7.4.2 Show IPV4 fOrwarding SEtNES. ........ccuereerierieieiieteeteteetesteetesteeeesteesaesseessesseessesssesseessesseessesseessesseessenses 271
7.4.3 1Pv4 directed broadcast forwarding SCtHNES........ceevevuieieriieieriietesesteseete e eeeste s e sreessesaeessesseesseeseessenes 271
T4 4 MTU SCHING.....cueeiveeeieitieteieeteeteteetteteestesseeste st essesseessesseessesseessesssesseessessaassanseesseaseessesssensesssessesssessesssensens 271
TS TPVA PINE..ccnviiiieiieiieetieie ettt ettt et e ste et e steestesteesbeessesseessesseessasseesseeseessesseessesseesseessessaesse s e esseeseenseeseenseeseesseesaesseensensean 272
TS T TPVA PINE .ttt ettt ettt ettt et e st e b e st e e b e e st es s e essesseess e seassesseessesseensesssesseessenseesseseessenseenseeseensennes 272
7.5.2 CHECK TPVA TOULE......cueeiieiieiietieieet ettt et h bbbt bt b s bbbt e e et et et e st es e e st ebeebeebeeaeebeabes 273
7.6 TPVO address MANAZEIMENL. . ....eivvetiiiestieieiteeteeteeteeteeteeseesseestesseestesseessesseessasseessesseessenssesseeseessesssessesssesseessesseessensenns 274
To0.1 SEEIPVO....ecuiieeiietiiet ettt ettt ettt sttt st ettt e b st et e st et e st et et e be e e b et e b et ettt e Rt s e st et e st teneebeneetenene 274
7.6.2 St IPVO AAAIESS.....eueenienieiieiieieeeet ettt ettt b bbb bttt e s et e st e bt e bt e bt bbb st et e b neenean 274
7.6.3 Set RA fOT IPVO AAAIESS......coueitiitiitiitiiteitestete ettt ettt sttt sttt ettt ae bt ebeebe st sbesbe e 275
7.6.4 Set dynamic IPv6 addresses with @ DHCPVO CHENL.........c.ocveiiiiieiiiieiicieeeeeee et 276
7.6.5 Set an IPv6 address using DHCPVO-PD.........c.ccooooiiiieiiieiiciceetee ettt st ssaenne e 277
7.6.6 SEt DHCPVO-PD CHENL. ...c..couiiiiitiiiieieeee ettt ettt b ettt be bttt e ettt ebeenes 278
7.6.7 Set automatic registration of default gateway using RA..........cccoevveriieiirieiiiieeie e 279
7.6.8 SHOW IPVO QAAIESS. ...c.eeueeuieiieiietieiieieee ettt b bbbttt ettt et e st e st e bt eb e b ebe st et e nbenaeneen 279
7.6.9 ShOW DHCPVO CHENLE SLALUS......cveetietiitiititetesteteet ettt ettt st st sbe bbb e et et e et e st ebe e st bt ebeebesbesbeebe e 280
7.6.10 ReSEt DHECPVO CHENL. ..ottt ettt sttt sttt ettt be s e 281
7.6.11 Set ND prefix received when configuring a DHCPVO Client.............ccvvvieviiiieniiiieniieieieciesie e 281
7.7 TPVO TOULE COMETOL......ceiiititiititetest ettt ettt b et ettt e s e st ea e eb e bt e bt et e e b e e b e st e b e be st en b et et e st eseeaeeaeebeanes 282
7.7.1 St IPVO SEALIC TOULE. .. .evititititeteteteie ettt ettt sttt b e bbbt e et e et e st es e e bt ebeebeebesbe st e e besbe st e benteneenean 282
7.7.2 Show IPv6 Forwarding Information Base............cceciecieriieiiiiieiiieieii ettt eeae st sessa s eseenne e 283

7.7.3 Show IPv6 Routing Information Base...........cccueiieriiiieriiiieiieieicetesie ettt ess et e s 283
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7.7.4 Show summary of the route entries registered in the IPv6 Routing Information Base...........ccccceccvenencnn 284
T.7.5 ClEAT IPVO TOULE. .....cveuieiiteiieieteiteitet ettt ettt ettt ettt et et a e b bt sa et be et et et et estenteneebeebeebeene 284
R T\ e 10103 o7 T 1 USSR 285
7.8.1 Set static NEIGhDOT CACKE ENLIY.......ccoiriieiiiiee ettt st s e se et ensenseensenseenes 285
7.8.2 Show Neighbor CAChE taDIE..........ccieiiiiieieeieieee ettt ettt e e st eaesseensesnnesseennens 285
7.8.3 Clear neighbor CACKe taADIC.........ccuiiieiieieieieeee ettt ettt et et e st e eneesneenneens 286
TUOTPVO RA .ttt ettt ettt h e bt b et et ettt ea e bt e bt e bt bt e bt bbb bt ettt et ean bt bt ebeebes 286
7.9.1 Set IPVO RA tranSIISSION. ......ecuieieriieiertieieseeestesteteseeeteeseenseeseeseeestesseensesseensesseensesseensesseensesssensesssensenseenes 286
7.9.2 Set prefix information advertised DY RA..........coioiiiiiei ettt 286
7.9.3 Set maximum RA periodic tranSmission iNterval............cccveeuieieriieienieiene ettt 287
7.9.4 Set minimum RA periodic tranSmission iNtIVal............ccecieeieririienieiiereeie e 288
7.9.5 Set the Cur Hop Limit field fOr RA.........cooioiiiie ettt 288
R T A1 TS 2N B - TS OSSO 289
R A T A1 TS 2N I TSR 289
7.9.8 Set RA ROULET LIfEIMIC. ... ccueeiieiieiieeiecieeie ettt ettt et n et e snee s e sneensesneenseennesens 290
7.9.9 Set RA Reachable TIIME. ......cc.eiiriiiiiiiiriirienietetetetet ettt ettt ettt sttt ettt eae bt b enes 290
7.9.10 Set RA REIANS TIMICT.....cueiuieiieiieiieeiete et et e st ete st eteseetesseetesseesteeseesseensenseensesseensesseensesseensesseensesneens 291
7.9.11 Set MTU Option fOr RA.......coiiieiieieieeeee ettt ettt et e et e e st et e eneesesaeensesneensesneensesnnens 291
7.9.12 ShOW RA INTOIMATION. 1...c.tieieiiieiiciieieetiee ettt ettt ettt et e e ee e teent e seensesseensesseensesneensesneensesnnensens 292
7.10 TPV fOrwarding CONTIOL.......c..oiiiiiiiiiiriiitereetet ettt ettt b et sttt ettt ebeeb e ebesbe bt b st se e b enaenaeneen 292
7.10.1 IPVO fOrwarding SEHHNES. ......ccuerverieieiiieiieiirieeieetert sttt ettt ettt ettt eb e bt bttt be bbb bt eenneneenees 292
7.10.2 Show IPVO fOrwarding SEHHINES. .......cuevirrieriieiesieteeiteie ettt et e st e e st ete st e seeseeseesseseensenseensesseensennes 293
T LT TPVO PINEZ. ittt ettt ettt et h e et sttt et ettt e st e bt eat e bt e bt e bt e bt s btk be s bt st e b e b et emteateme e st entebeeneebeebesbenaea 293
T LT TPVO PINZ. ittt sttt sttt ettt et b bbbt e b bt sae et b et et et et et et estebeebeebeebesuesaeas 293
T.11.2 CRECK TPVO TOULE. .......eeutiiieii ettt ettt sttt s et e et e e et e et e e st eneeeaeensesneesseeneesseensesseensesseensesseensenseensenns 294
T2 DINS CHENE. .ttt ettt ettt et et b e bt s b e s bt b e e bt s a et e b et e st et et et eatestentemeebeebesbesbeebenbenaens 294
7.12.1 Set DNS 100KUP fUNCHION. .....eeitieiieiieiieiieit ettt sttt ettt e teensesaeensesseensesneesesneensesnnensens 294
7.12.2 St DINS SEIVET LIST....eetieuieiiieie ittt sttt ettt et et e et et e st eseesaeesae s st ensesseensesseensesseansesneenseeseanseeneensennes 295
7.12.3 Set default dOMAIN NAIME........ccuirieiieieet ettt ettt et et e st eseesseesesseessesseessesnsenseensensenssenseans 295
7.12.4 Set Search dOMAIN LIST.......c.ccierieiieieiieieeiete ettt st et et e et e st ente st e esseeseensesseeseeneenseensesseensens 296
7.12.5 Show DNS client iNfOrmMationN...........ccueruieiereeiesie ettt ettt e steseesseeaesseensesseensesseensesseens 297
T I3 OSPE ...ttt a e a e h e h e bbbkt b e ettt eh et e ae e bt bt e bt eb e b e b st et bentens 297
7.13.1 Move to OSPFV2 MOAE (IPV4)....ocueiieiieiee ettt sttt et se et sseensesseenteeseensesneenes 297
7.13.2 Move to OSPFV3 MOdE (TPVO).....cueiiiiiiiiiiiiiiiinierintteesese ettt sttt et 298
7.13.3 Set authentication for an OSPF Qrea...........cccociiieiieieiieeeeee ettt ees 298
7.13.4 Set metric value for default route (OSPEV2).....cccoiiiiiiniiiiiiieiciceeeerr ettt e 299
7.13.5 Set filtering for route information advertised bEtWEen areas............coevverveieireeininieneneneneseee e 299
7.13.6 Set area @S NSSA (OSPFV2)....oi ettt ettt ettt ettt e e veestaeebeessbeesbeesaseasseessseeseessaeanns 300
7.13.7 Summarize route information of a specified network address region, and advertise to other areas
(OSPE V).t ettt ettt bt et e b e bt be s h e bbb e bt ettt ettt et ene b 301
7.13.8 Set area as Stub area (OSPEFV2)......ooioiiieeeeec ettt sttt ne e e ens 302
7.13.9 Specify virtual link on area (OSPEFV2)......cccuiviiiiieieeeeet ettt 303
7.13.10 Set bandwidth of interface (OSPEV2).....cccciiiiriririieecetete ettt 304
T 1311 Set OPAQUE-LSA......eeeeeieee ettt ettt st e st st e s bt e et e e be e e bt e bt e st e e bt e st e e abeeabeenbee 305
7.13.12 Set method for calculating the SUMMAry route MELTIC.......cccevririririneririieerertet et 305
7.13.13 Set LSDB summary list optimization (OSPFV2).........cccoiiiniiiniiiiiiiicinineceeesesese e 305
7.13.14 Set default external ToUte (OSPEFV2)....cc.coiiiiiiniiniiiiieectetete sttt 306
7.13.15 Set metric value when advertising to OSPF routing domain (OSPFV2)......ccccceviviiiiininininncncncnne 306
7.13.16 Set priority of route taken from OSPF into FIB (OSPFV2)......ccccoiviiiiiiiiniiiiiiicinincscnenencseeeeee 307
7.13.17 Set filtering for route information between RIB and OSPF routing table (OSPFV2)........ccccoveevvrvennnnne. 307
7.13.18 Set Stub host roUte (OSPFV2).....ooiiiiei ettt ettt et st e e s reebesseensesneens 308
7.13.19 Set number of concurrent DD exchange processes (OSPEFV2)......ccocevirinirininienenenceecieeececeenene 309
7.13.20 Associate areas with interface running OSPF........cccccoiiiiiiiiiinineeeee e 309
7.13.21 Set OSPE rOUter ID......ccoioiiiiiiiiieience ettt et et e st st st 310
7.13.22 Set upper limit of link status advertisements handled by OSPF process.........c.ccccecevvererencncnenenennenee 310
7.13.23 Set upper limit of receivable AS external LSA........cocovoiiiieiieeeeee et 311
7.13.24 Set OSPF passive interface (OSPEFV2).......ccoiiiiiiieieee ettt 311
7.13.25 Advertise the specified external route information to the OSPF area as an AS external LSA
(OSPE V).t ettt ettt et et b et b e bbbtk b e bttt ettt et a e ebeeae b 312
7.13.26 Set summary destination network address when advertising to OSPF area (OSPFV2)......ccccoecvvvuvenennne. 312
7.13.27 Set minimum wait time until LSA 1S 1€CEIVEd.......cciririieieiieiesieeieeeee e 313
7.13.28 Set delay time for changes related to the shortest path calculation.............cceeveeieriecienieieriee s 313
7.13.29 Set transmission wait time for link state advertiSemMents............coecerierieriereeiereeiee e 314
7.13.30 Set metric value for default route (OSPFV3)......coiiiiiiiiiiiiiiici et 314

7.13.31 Set area as NSSA (OSPEV3).....ui oottt ettt et entesseesesne e sesneensesnnennens 315
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7.13.32 Summarize route information of a specified network address region, and advertise to other areas

(OSPEFV3). ettt ettt ettt et b et b e bbbkt h e bt a et et ettt et ebe e ehe 316
7.13.33 Set area as stub area (OSPEFV3)....cc.ooiiiriiiiice ettt e 317
7.13.34 Specify virtual link on area (OSPEFV3).....cc.ooiiieieieieeeet ettt ae s 318
7.13.35 Set bandwidth of interface (OSPEV3).....cciiiiiniiiriiieccctete ettt 318
7.13.36 Set LSDB summary list optimization (OSPFV3)......ccccoiiiiiiiiniiniiiiicicinieccceeesesee e 319
7.13.37 Set default external route (OSPFV3)......oui it 319
7.13.38 Set metric value when advertising to OSPF routing domain (OSPFV3)......ccccceviviiininininnnincnienne 320
7.13.39 Set priority of route taken from OSPF into FIB (OSPFV3).....c.ccoiiiriiieiieieeeee e 320
7.13.40 Set filtering for route information between RIB and OSPF routing table (OSPFV3).......c.ccoccoeninenneee 321
7.13.41 Set Stub host route (OSPEV3).....ooiiiii ettt ettt e e s reebesseensenneens 321
7.13.42 Set number of concurrent DD exchange processes (OSPEFV3)......ccocvirinininineneninccectceececeenee 322
7.13.43 Set OSPF passive interface (OSPEFV3)......ooiiiiiiiieieeeeet ettt 322
7.13.44 Advertise the specified external route information to the OSPF area as an AS external LSA

(OSPEV3). ettt ettt ettt e a bt et b e bbbtk b e h ettt ettt ettt ebeene b 322
7.13.45 Set OSPF 1outer ID (OSPEV3)....iiiiiiiiiieecte ettt ettt ettt s aes 323
7.13.46 Set summary destination network address when advertising to OSPF area (OSPFV3)......ccccoecvvvvenennne. 324
7.13.47 Set area authentication for €ach INTETACE. .........cceriiriiriiniiiiiiic s 324
7.13.48 Set authentication key used for area authentiCation..............ecveeeeriecierierieneee et 325
7.13.49 Set fixed cost fOr an INEEITACE. ........cceeiriiiririiere ettt ettt 325
7.13.50 Reduce LSA flooding for an iNterfaACE..........ecveieriiiierieiiesie ettt se e sseennens 325
7.13.51 Set time until neighboring router is considered dOWN..........ccevverieririeriieiirieeee et 326
7. 13.52 DiSAbIe OSPF ...ttt ettt ettt ettt ettt 326
7.13.53 Set transmission interval of HEllo PaCKELS.......c.ocveriieieriieieit et 326
7.13.54 Set MDS5 digest authentication key used for OSPF authentication..............cecceveeeeeriecienienenieeeeeee e 327
7.13.55 Set priority for selecting designated router (DR)........coceeeriririninininieiciccetetecnceeee e 327
7.13.56 Set packet retranSmMiSSION INEETVAL..........ceiuiiuieiieiieiieieieetee ettt ettt eeae st e ensesseensesneenes 327
7.13.57 Set increment value when transmitting age field of Link State Update packets..........cccccevvererencrcnncnne. 328
7.13.58 Set fixed cost for an interface (IPVO)..........oocirieiiieieieiee et eeas 328
7.13.59 Set time until neighboring router is considered down (IPVO)..........ccceceririniininincncnencicceiceecnae 329
7.13.60 Set transmission interval of Hello packets (IPV6O).........cccocceiriririninininiicictciciceeteeececeicee e 329
7.13.61 Set priority for selecting designated router (DR) (IPVO).......coocueoiieiiirieiiiiee e 329
7.13.62 Set packet retransmission interval (IPVO).........ccccoeiiiiniiiininiiecccterc e 330
7.13.63 Specify area in the interface (IPVO).........cccueviiiieiieieieeeee et 330
7.13.64 Set increment value when transmitting age field of Link State Update packets (IPVO)........ccccccceeerennene 331
7.13.65 Restart OSPE Process (IPVA)......cvo ittt ettt sttt st se e sseente s e ensesseenseeneenes 331
7.13.66 Show OSPF process information (IPVA4)..........ccoeieriieierieeeeeeeee et 331
7.13.67 Show ABR and ASBR route information (IPV4).........cccccueviriiinininininineecccteceeeese e 332
7.13.68 Show LSA information in the link state database matching the specified conditions (IPv4).................. 332
7.13.69 Show ASBR summary LSA information in the link state database.............ccoeceevirienircieniiierieieeeeens 332
7.13.70 Show AS external LSA information in the link state database (IPV4)..........ccccoevenienencciinninincncnene, 333
7.13.71 Show network LSA information in the link state database (IPV4)........ccccoccoverenerinincnenciiiiccenenen 333
7.13.72 Show NSSA AS external LSA information in the link state database..........c..coccovevenencneninninincnene. 334
7.13.73 Show router LSA information in the link state database (IPV4)..........ccccoeviriiiiiinininininncncceeeee 334
7.13.74 Show network summary LSA information in the link state database.............cccooeerircienincieniecienieies 334
7.13.75 Show OSPF interface information (IPV4)..........ccceoieiiiiiiinininineneeeeeeteteee e 335
7.13.76 Show OSPF neighbor information for the specified neighbor (IPV4).........ccccocevirininincniciiicceeenn 335
7.13.77 Show OSPF routing table (IPV4)........cceiiiieriieieeieieeee ettt ettt sttt sse e s seensesneenne e 336
7.13.78 Show OSPF virtual link information (IPV4).........ccccoiririiiiiniiiiiiicecseeee et 336
7.13.79 Show OSPF settings and Statis (IPV4)..........cooieieiirieieiere ettt 336
7.13.80 Restart OSPEF Process (IPVO)......c.oouieiiiieii ettt sttt sseente s e nsesseenseeneenes 336
7.13.81 Show OSPF process information (IPVO).........cc.coueieiiiriiiiniiniiinenenesesenetetetecee et 337
7.13.82 Show ABR and ASBR route information (IPV6).........ccccceoiririninininininiieereceteceeeesesesesie e 337
7.13.83 Show LSA information in the link state database matching the specified conditions (IPv0).................. 337
7.13.84 Show AS external LSA information in the link state database matching the specified conditions

(IPVO) .ttt ettt ettt e h bbbt bt bt h et b e bttt ettt et ebeeae bt b 338
7.13.85 Show Inter-Area-Prefix LSA information in the link state database (IPV6)........cccccceceevererencncncncnnenn 338
7.13.86 Show Inter-Area-Router LSA information in the link state database (IPV6)........c.cccceceecervervencnencncnncne 339
7.13.87 Show Intra-Area-Prefix LSA information in the link state database (IPV6)........cc.ccccocervirinieninincncnene 339
7.13.88 Show Link LSA information in the link state database (IPVO).........ccccoevevieieniiiininininnncecceee 340
7.13.89 Show network LSA information in the link state database (IPV6)........cc.cccceevenereninenenecieiiceceenen 340
7.13.90 Show router LSA information in the link state database (IPVO)..........ccccovevieiriiiiiniininicninncncceenee 341
7.13.91 Show OSPF interface information (IPVO)..........ccccoueiiiririniniiinineeeeeteteceeee e e 341
7.13.92 Show OSPF neighbor information (IPVO)...........ccecieieriiriiieeet et 342
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7.13.94 Show OSPF virtual link information (IPVO).........ccccoeririiiiiniiiiiiiiiienceeese e 342
7.13.95 Show OSPF settings and Statis (IPVO)..........cecueeieriirieriieiert ettt 343
TLA RIP.c ettt ettt e h bbbtk h e et h ettt et h e et e a e bt e b e bt e bt bbbt et e bt e e ennennent 343
7.14.1 MOVE t0 RIP MOAE.......eotiiiiiiiiiieieicte ettt ettt sb ettt st st b et aene e ennen 343
7.14.2 MOVE t0 RIPNE MOGE.......cuiiiiiiieieciieieeee ettt sttt ettt et ettt e st e s e eseensesneensesnnensesnnennens 343
7.14.3 Set default eXtErNal TOULE.........ceeiieieriieieeeee ettt ettt e et e et eneesseensesseensesneesesseesesnnensens 343
7.14.4 Set default metric value when redistributing external route in RIP........c.cccccoeviiinininninnninnccne 344
7.14.5 Set priority of route taken from RIP into RIB.........ccocciiiiiiiiiiiiieieee et 344
7.14.6 Set filtering for RIB and RIP routing table.........c..cceoiiiiririirininininiciececteeeceeeese e 344
7.14.7 Set NeIZhDOT RIP TOULET........ccciiitieiieiieieeieeie sttt ettt ettt et e et e e e sstesesneesseeneesseensesseensenseensenneenes 345
7.14.8 Set network advertised DY RIP..........ccooiiiiiiiiiee ettt neesneens 345
7.14.9 Offset metric value for route information matching the access list.........cccoceverenirininenenenienieeieeeen 346
7.14.10 Set VLAN interface for RIP packet reception Only........cccccceceeveriririniinininieneniieeneeeeeeeeceeeeeieenens 346
7.14.11 Redistribute external route information to RIP network..........cccoeovvieiiiieiiiiee e 347
7.14.12 Set RIP-TElAtEA tIMETS. .....eeoveitieieetieiietieit ettt te st et et e e ss e teesee e esee s e eneesseensesseensesseensesneensesnnansens 347
714,13 SEt RIP VEISION. .. .ecuiitieiietieieetieteettet et te et et e et e steeete st e eetesteessesseenseeseansesneenseeneesseansesseansesseensenseensenseenes 347
7.14.14 Set key chain used for RIPV2 authentiCation...........c.ccieierieiiirieiesiee e 348
7.14.15 Set authentication method used for RIPV2...........occiiiiiiiiiiiee e 348
7.14.16 Set password used for RIPV2 authentiCation............ccccveruieierieiieniieieeieee ettt sne s 348
7.14.17 Set operation when a route whose metric is 0 1S T€CEIVE........eerveruiriiirieiieiei e 349
7.14.18 Set RIP PACKEL TECEPLION. ......eeuieiieiieieeieeieeie sttt e te et e st et e sseessesseentesseenseesaenseeneenseeneesseensennes 349
7.14.19 Set RIP version that can be reCEIVE. .........eiuiriirieieeieeeieie ettt ee e enneeneas 350
7.14.20 Set RIP packet tranSmMiSSION. .......verveeierieeiestieteetteteeeeeteeteseesetessestesseensesseessesseensesseensesseessesneensesnsesseennes 350
7.14.21 Set RIP version that can be tranSmitted............cueruieierieiierieiereee et eeas 350
7.14.22 Set SPlit NOTIZON (IPVA)......coiieiiiiee ettt ettt et sa e et e s seetesseensesseensesseenseeseensenneenes 351
7.14.23 Set poiSON TEVETSE (IPVA).....ocuiiiiiieieeee ettt ettt e sttt e st enaesne e sesneensesnnennens 351
7.14.24 Set metric for offsetting route information of the transmitted and received RIPng packets.................... 352
7.14.25 Set SPlit NOTIZON (IPVO).......couiiieiieieeiiee ettt ettt ettt et e s e e saeensesseensesseenseeseensennnenes 352
7.14.26 Set PoiSON rEVEETSE (IPVO).....c.eiiieeieiieieeieie ettt ettt ettt et e st et e st ensesneensesneenseennensens 352
T LA2T SEERIPIZ.....ccuiiuiiiiitietieteite ettt ettt ettt et b e et ettt ettt et et e bt ebe e bt e bt s bt e bt e b s b st e benaenaennen 353
7.14.28 Generate key chain used for RIPV2 authentication.............ecevceeririenenieniieieeeee e s 353
7.14.29 Generate key for registration in K€Y Chain..........c.ccveierieiiinieiiciee e 353
7.14.30 Set password used for RIPV2 authentiCation.............cccuerueeieriieiieniieieeieee ettt 354
7.14.31 Set the term in which key received for use in RIPv2 authentication is accepted as valid...........c..c..c..... 354
7.14.32 Set the term in which key for use in RIPv2 authentication is valid for transmission...............cccceevueeneens 355
7.14.33 Delete route information from the RIP routing table (IPVA4)..........ccccoeviniiniinineiiniiieinincceeeereeee 356
7.14.34 Clear RIP statistical INfOIrMAtION. .......cc.eeieriirierieeierie et teeie st ete et ete st eeeeeeeeeseesaeeneesseensesseensesseensenseens 357
7.14.35 Delete route information from the RIPng routing table (IPVO).........ccccoeviiviininiiiieiiiinnnccecrcce 357
7.14.36 Show RIP settings and Status (TPV4)........coeoiriiiiiiiiieieiecenese ettt 357
7.14.37 Show RIPng settings and status (IPVO).......cc.coevieiiiiiiiiiiiiiinsere ettt 357
7.14.38 Show RIP routing table (TPV4)........ccooiiieiieieee ettt et et sae e sseesesseensesseensenseens 358
7.14.39 Show RIPng routing table (IPVO)..........cccueiieieiieieeieeie sttt ettt sae e s seeaesseensesneens 358
7.14.40 Show RIP status for each interface (IPV4)........cccouriiiriiininininreccccce e 358
7.14.41 Show RIPng status for each interface (IPVO).......ccccuvviririiiniinininiicccctcteee e 358
7.14.42 Show RIP statistical infOrmMation. .........cceeveriiriereiierie ettt ettt etesneesesneessesneesseensenseas 359
ToLS VRRP ..ottt ettt ettt ettt a bbbt h e bt bbb bt et e ettt et beeaeeaeene 359
7.15.1 MOVE t0 VRRP MOGE. .....couiiiiiiiiiiiiiiiiitc ettt ettt ettt ettt 359
7.15.2 Move to VRRP MOAE(IPVO).......oceiieiiieiieieciieeeeee ettt sttt sttt se e e s enseeneensesneenneennas 359
7.15.3 Set advertisement packet tranSmiSSiON INEETVAL..........ccieieriieriirieie ettt eeas 360
7.15.4 Set CITCUIL TAILOVET.....coiti ettt ettt et et st esse st e s e e na e se e st et eenseeseensenseensesneensennes 361
7.15.5 Enable/disable VIrTUAL TOULET.........ccieiiiriieiieieieeieie sttt ettt sttt et e et enteeseensesseessesneensesnnessesnnessennsens 361
7.15.6 Set Pre@mMPt NOAC. ... eeuieiieiieiieteeteett ettt ettt et e st e st e et et e et e te et et e esseeseansesseessesneessesnsesseansesseensenseensenseanes 362
7.15.7 Set VIItUAL TOULET'S PIIOTIEY . ...cuvertieietieiertieteeteeteetteteetesteeetesaeestesseesaesseensesseensesseenseeseenseeseenseaseessesnsessesnses 362
7.15.8 Set VIrtUAL TP @dAIESS. .. .ecueeeieeieiieieeieeeee ettt ettt et e st e st st esseensesseentesseenseeseenseeneenes 363
7.15.9 Set virtual IP addreSS(IPVO)........oouieiiriieieeieieetee sttt ettt et et e e sneesesneessesneenseensensens 363
7.15.10 ShOW VRRP INFOIMAION. ......eeiiiiieieiiieie ettt ettt ettt e e e eaesaeensesseensesseenseeseenseennenes 364
7.15.11 Show VRRP information(IPVO).........ccoecvirieiiiiieie ettt st sesnnens 365
7.15.12 Show VRRP statistical iNfOrmation............ccoeieeuerierieiienie ettt ssesnae e 365
7.15.13 Show VRRP statistical information(IPV6O).........cc.ccueciriririnininininencsecreeteteteeee e 366
ToLO PBR ...ttt bt h b bbbt h e a ettt et e a bbbt bt bt bt sb e b b st nn et entene 367
7.16.1 GENETatiNg & TOULE INAP......eeueruerteruertirtertertentetetenteutetteteeteetesuesteetesbessebensensentessesteneebeebesbesbesbesbesaensensenseneen 367
7.16.2 Set description t0 the TOULE MAP.........ccueriieieiieieeieieee ettt et e et et eeete st eeseesseensesseesseeseensesneensesneas 367
7.16.3 Parameter settings for application to route Map ENLIIES. ........ccereeruereierierierieeieieeteteeeeseeeeeseeeeeseeeaeenes 368
7.16.4 Processing content (IPv4 forwarding destination) settings for route map entries...........ccoeeverveeeeeeeennens 369

7.16.5 Processing content (IPv6 forwarding destination) settings for route map entries..........ccoeevevvereeeeeeennens 369
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7.16.6 Processing content (packet discard) settings for route map entries..........ccoeeveeeeeerenererenenenenerreneneen 370
7.16.7 Applying a route map to the interface (for IPVA).........ccoccviriiininininiicctctcccceeceeeese e 371
7.16.8 Applying a route map to the interface (for IPVO).........ccocceiviiirinininiiiiieicicctecceesce e 371
7.16.9 Enable/disable PBR fUNCHON.........c.coiiiiiiiiiiiiicncrccece et 372
7.16.10 Show route map INFOIMATION......c..ccuiriiiiiriiiitieere ettt ettt sttt et ese et et ebe v 373
7.16.11 Show IPv4 PBR INTOTMAtION. ....c..ertitiiiieieieieiiei ettt sttt ettt ettt st sae st see s 373
7.16.12 Show IPV6 PBR INfOIMatioN......cc.eouiiiiiiiiiiiiiriinie sttt 374

Chapter 8: IP multicast CONLIOl..........uuiieivvueiiiicniicsssniicsssnnncssssnsicsssnssecsssssessssssssssssssssse 3 19

8.1 IP MUIICASE DASIC SELLINES. .. ..uvevieiieitieiieitieieeeeteetteteeeeesteeste st estesteesbesseessasseesseeseesseeseesseaseeseessesseessesssessanssensensaensenss 375
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Chapter 1

How to read the command reference

1.1 Applicable firmware revision

This command reference applies to firmware Yamaha Standard L3 Switch SWX3220 of Rev.4.02.16.

For the latest firmware released after printing of this command reference, manuals, and items that differ, access the following
URL and see the information in the WWW server.

http://www.rtpro.yamaha.co.jp

1.2 How to read the command reference

This command reference describes the commands that you enter from the console of the Yamaha Standard L3 Switch
SWX3220.

Each command is described by a combination of the following items.

Explains the command input syntax. Key input can use either
uppercase or lowercase characters.

Command names are shown in bold (Bold face).

[Syntax] The parameter portion is shown in italic (Italic face).

Keywords are shown in normal characters.

Parameters that can be omitted are enclosed in square
brackets ([ ]).

Explains the type and significance of keywords that can be

[Keyword] specified for the command.

[Parameter] Explains the type and significance of parameters that can be
specified for the command.

[Initial value] Displays the default setting value for the command.

[Input mode] Indicates the modes in which the command can be executed.

Description Explains the command.

p P

[Note] Explains points that you should be aware of when using the
command.

[Example] Provides specific examples of the command.

1.3 Interface names

In the command input syntax, interface names are used to specify each interface of the switch.
The following interface names are handled by the SWX3220.

Interface type Prefix Description Examples
Uosrid éo :f ief;lztz (S(hﬁs)lf?f v | When specifying LAN port
LAN/SFP port port p " P ; " |#1 on LAN port stack #1 :
+ "port number" after the port portl. 1

number.

Used to specify a VLAN.
VLAN interface vlan Specify vlan followed by the | To specify VLAN #1: vlanl
"VLAN ID".
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"logical interface ID".

Interface type Prefix Description Examples
. Lo Used to specify link To specify static logical
static logical interface sa aggregation that combines interface #1: sal
multiple LAN/SFP port. . )
LACP logical interface po Specify sa or po followed by | To specify LACP logical

interface #2: po2

1.4 Input syntax for commands starting with the word '"no"

Many commands also have a form in which the command input syntax starts with the word no. If you use a syntax that with
begins with the word no, the settings of that command are deleted and returned to the default value, unless explained otherwise.
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Chapter 2

How to use the commands

The SWX3220 lets you perform command operations in the following two ways.

Type of operation

Method of operation

Description

Operation via console

¢ Access from a console terminal
¢ Access from a TELNET client
¢ Access from a SSH client

Issue commands one by one to
interactively make settings or perform
operations.

Operation via a config file

» File transfer via TFTP
» File transfer via GUI operation
» File copy via SD card

A file containing a set of necessary
commands (called a configuration or
"config" file) is used to specify multiple
settings, or to obtain multiple settings
from the SWX3220, in a single
operation.

This chapter explains how to use each method.

2.1 Operation via console

2.1.1 Access from a console terminal

Use a USB cable or RJ-45/DB-9 console cable when making settings from a terminal that is connected to the CONSOLE port

of SWX3220.

For the USB cable connected to the mini-USB CONSOLE port, use a USB cable that supports data communication between a
USB Type A connector and a mini-USB Type B (5-pin) connector. Cables for recharging only cannot be used.

If you are using a computer as a console terminal (serial terminal), you'll need a terminal program to control the computer's
serial (COM) port. Set the communication settings of the console terminal as follows.

Setting item Value
Baud rate 9600bps
Data 8-bit
Parity none
Stop bit 1-bit
Flow control Xon/Xoff

For settings related to the console terminal, use the line con command to move to line mode.

2.1.2 Access from a TELNET client

You can use a TELNET client on a computer to connect to the TELNET server of the SWX3220 and control it. In order to make
settings using TELNET, you must first set up a connection environment (IP network) and then make TELNET server settings.

The IP address settings of the SWX3220 are as follows.

» The default IPv4 address setting is 192.168.100.240/24 for VLAN #1.
» To change the IPv4 address, use the ip address command.

The TELNET server settings of the SWX3220 are as follows.
»  With the default settings of the TELNET server function, it runs on the default port (TCP port 23) and allows access only

from VLAN #1 (vlan0.1).

* To change the reception port number, use the telnet-server command.
» Access to the TELNET server can be controlled in VLAN units, and can be specified by the telnet-server interface

command.

A virtual communication port by which a TELNET client connects is called a "virtual terminal (VTY: Virtual TYpewriter)
port." The maximum number of simultaneous TELNET client connections depends on the number of VTY ports of the
SWX3220. The VTY ports of the SWX3220 are as follows.

*  With the default VTY port settings, eight VTY ports (ID: 0--7) can be used.

* To check the number of VTY ports, use the show running-config | include line vty command.
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* To change the number of VTY ports, use the line vty command. (maximum 8 (ID: 0--7))

To make VTY port settings, use the line vty command to specify the target VTY port, and then move to line mode. ID
management for virtual terminal ports is handled within the SWX3220, but since login session and ID assignments depend on
the connection timing, you should normally make the same settings for all VTY ports.

2.1.3 Access from an SSH client

You can use an SSH client on a computer to connect to the SSH server of the SWX3220 and control it. In order to make settings
using SSH, you must first set up a connection environment (IP network) and then make SSH server settings.

The IP address settings of the SWX3220 are as follows.

* The default IPv4 address setting is 192.168.100.240/24 for VLAN #1.
» To change the IPv4 address, use the ip address command.

The following settings on the SWX3220 must be made beforechand when accessing from an SSH client.

* Generate a host key on the SSH server using the ssh-server host key generate command.
» Enable the SSH server functions using the ssh-server command.
* Register the user name and password using the username command.

The SSH server settings of the SWX3220 are as follows.

* Access to an SSH server can be controlled for each VLAN, and is set using the ssh-server interface command.

* Note that the following functions are not supported.

» SSH protocol version 1

» User authentication aside from password authentication (host response authentication, public key authentication, challenge-
response authentication, GSSAPI authentication)

* Port forwarding (X11/TCP forwarding)

» Gateway Ports (Port relay)

* Permitting blank passwords

A virtual communication port by which an SSH client connects is called a "virtual terminal (VTY: Virtual TYpewriter) port."

The maximum number of simultaneous SSH client connections depends on the number of VTY ports of the SWX3220. The

VTY ports of the SWX3220 are as follows.

*  With the default VTY port settings, eight VTY ports (ID: 0--7) can be used.

* To check the number of VTY ports, use the show running-config | include line vty command.

* To change the number of VTY ports, use the line vty command. (maximum § (ID: 0--7))

To make VTY port settings, use the line vty command to specify the target VTY port, and then move to line mode. ID

management for virtual terminal ports is handled within the SWX3220, but since login session and ID assignments depend on
the connection timing, you should normally make the same settings for all VTY ports.

2.1.4 Console terminal/VTY settings

The SWX3220 lets you make the following settings for console terminals and VTY.

1. Timeout duration interpreted as no operation
2. Number of lines shown in one page of the terminal screen

Setting item Content of setting

Specifies the time after which the login session is forcibly
ended when there has been no key input from the terminal.
Timeout duration interpreted as no operation With the default setting, the session is forcibly disconnected
after ten minutes.

To make this setting, use the exec-timeout command of the
line mode; this takes effect from the next session.
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Setting item Content of setting

Specifies the number of lines shown on one page of the
terminal screen.

This can be set as 0--512 lines/page, and the default setting is
24 lines/page.

When displaying in this state, 23 lines are displayed, then
"---More---" is displayed and the system waits for key input.
There are two types of this setting, and they are applied to the
Number of lines shown in one page of the terminal screen system starting with the upper type.
1) unprivileged EXEC mode terminal length command
2) global configuration mode service terminal-length
command

Setting 1) is a function that temporarily applies to the user
who is using the terminal, and is applied as soon as the
command is executed.

Setting 2) applies starting with the next session.

2.2 Operation via configuration (config) files

A file containing a set of needed commands is called a configuration (config) file.

The settings that have been made on the SWX3220 can be read as a configuration file by a host on the LAN via TFTP. A
configuration file on the host can also be loaded into the SWX3220 to specify its settings.

A configuration file contains all the settings for the entire unit; it is not possible to partially read or write only the settings for a
specific area. The configuration file is a text file consisting of ASCII + line-return (CRLF or LF).

The commands and parameters in a configuration file must be in the correct syntax. If the syntax or content are incorrect, that
content is ignored and is not applied to operation.

2.2.1 Access from a TFTP client

In order to transfer a configuration file via TFTP, you must first set up a connection environment (IP network) and then make
TFTP server settings.

The IP address settings of the SWX3220 are as follows.

* The default IPv4 address setting is 192.168.100.240/24 for VLAN #1.
» To change the IPv4 address, use the ip address command.

The TFTP server settings of the SWX3220 are as follows.

»  With the default settings of the TFTP server function, it is running on the default port (UDP port 69) and does not allow
access from anywhere.
» To change the reception port number, use the tftp-server command.

* Access to the TFTP server can be controlled in VLAN units, and can be specified by the tftp-server interface command.
Specify the VLAN ID for which access is allowed.

2.2.2 Reading/writing a configuration file

Reading/writing a configuration file is performed by executing a TFTP command from the host on the LAN.
The following configuration files are read or written.

» configuration file

Applicable configuration Applicable file Description
. Setting values for current operation
running-config CONFIG file (.txt) (Basic settings)
CONFIG file (.txt) Saved setting values (Basic settings)

startup-config #0, #1, #SD

All settings (.zip) Saved setting values (All settings)

Specify the following as the remote path of the configuration file read (GET) or write (PUT) destination.

* Remote path for applicable files (No automatic restart)
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Appllcable. Applicable file Remote path Load (GET) Save (PUT) Automatic restart
configuration
running-config CONFIG file (.txt) | config v v -
CONFIG file (.txt) | configO v v -
startup-config #0
All settings (.zip) | config0-all v 4 -
CONFIG file (.txt) | configl v v -
startup-config #1
All settings (.zip) | configl-all v v -
startup-config CONFIG file (.txt) | configsd v v -
#SD All settings (.zip) | configsd-all v v -

If you want to restart the system automatically after applying the CONFIG file, specify the following remote path. The currently
running configuration is applicable.

* Remote path for applicable files (with automatic restart)

Appllcable‘ Applicable file Remote path Load (GET) Save (PUT) Automatic restart
configuration

Currently running CONFIG file (.txt) | reconfig - v/ v/
startup-config All settings (.zip) | reconfig-all - v v/

When applying (PUT) a CONFIG file, confirm that the target CONFIG and the type of the target file are correct.
If an incorrect file is specified, it cannot be reflected correctly.

The command syntax used depends on the OS of that host (TFTP client). Keep the following points in mind when executing
commands.

» [P address of the SWX3220

» Use "binary mode" as the transmission mode.

* You must specify the administrator password after the remote path in the format "/PASSWORD".
When the admin password is in the default state, you cannot read/write configuration files. The admin password must be
changed first.

« Ifyou PUT (write) with "config" specified as the remote path, the changes are added or overwritten to the current operating
settings.
Settings that you do not add or change will remain as the current operating settings.
Since the setting values are not saved, you must use the write command etc. if you want to save them.

» The encrypted password (password 8 or enable password 8 command format) is not applied to the settings even if it is
PUT to running-config via TFTP.
And, users are not actually registered when making settings for users that include encrypted passwords (username
command).

2.3 Login

When the SWX3220 has finished starting up, a login screen is displayed.

You can log in by entering the configured user name and password.
By default, a default administrator is configured, and you can log in with the user name:adminand password:admin.

» Login screen

Username:admin
Password:

* Console screen following login

SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX3220>
When logging in as the default administrator for the first time, the password change screen is displayed. Change the password.

» Password change screen

Username:admin
Password:
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SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration

If the incorrect password is entered three times in a row, you will be restricted from logging in for one minute. After one minute
has passed, please enter the correct password.

* Login restriction screen

Username: user

Password:

% Incorrect username or password, or login as user is restricted.

Password:

% Incorrect username or password, or login as user is restricted.

Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

» Ifarestricted user enters the wrong password again, the time limit will be refreshed.
* After the restriction time limit expires, you can log in by entering the correct password.

2.4 Command input mode

2.4.1 Command input mode basics

In order to change the settings of the SWX3220 or to reference the status, you must move to the appropriate command input
mode and then execute the command. Command input mode is divided into hierarchical levels as shown below, and the
commands that can be entered in each mode are different. By noting the prompt, the user can see which mode they are currently
in.

Login Prompt
(Input Password) ¢

login
successful

exit, logout

Non-Privileged EXEC Mode
(User Mode) SWX3220=
enable [ administratar disable
Privileged EXEC Mode - SWX3220#
exit, logout
configure terminal
Global
Configuration Mode SWX3220(config}#

e.g. interface

Local

SWX3220(config-if)#

Configuration Mode

The basic commands related to moving between command input modes are described below. For commands that move from
global configuration mode mode to individual configuration mode, refer to "individual configuration mode."

* exit command

* logout command

* enable command / administratorcommand
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* disable command
+ configure terminal command
* end command

2.4.2 individual configuration mode

individual configuration mode is the overall name for the mode in which you can make detailed settings for specific items such
as LAN/SFP port, VLAN interface, and QoS. To enter individual configuration mode, issue the command for transitioning to
the respective mode from global configuration mode.

On SWX3220, individual configuration mode contains the following modes. Some of the modes within individual configuration
mode have a hierarchy. For example, policy map mode — policy map class mode.

individual configuration mode

Transition command

Prompt

interface mode

interface command

SWX3220(config-if)#

command

line mode line con command SWX3220(config-line)#
line vty command
VLAN mode vlan database command SWX3220(config-vlan)#
VLAN access map mode vlan access-map command SWX3220(config-vlan-access-map)#
MST mode spanning-tree mst configuration SWX3220(config-mst)#

class map mode

class-map command

SWX3220(config-cmap)#

policy map mode

policy-map command

SWX3220(config-pmap)#

policy map class mode

class command

SWX3220(config-pmap-c)#

aggregate policer mode

aggregate-police command

SWX3220(config-agg-policer)#

L2MS mode 12ms configuration command SWX3220(config-12ms)#
LLDP agent mode lldp-agent command SWX3220(lldp-agent)#
OSPFv2 mode router ospf command SWX3220(config-router)#
OSPFv3 mode router ipv6 ospf command SWX3220(config-router)#
RIP mode router rip command SWX3220(config-router)#
RIPng mode router ipvé6 rip command SWX3220(config-router)#

key chain mode

key chain command

SWX3220(config-keychain)#

key chain key mode key command SWX3220(config-keychain-key)#
VRRP mode router vrrp command SWX3220(config-router)#
VRRP mode(IPv6) router ipv6 vrrp command SWX3220(config-router)#

Route map mode

route-map command

SWX3220(config-route-map)#

DHCP mode dhcp pool command SWX3220(config-dhcp)#

DHCEP class mode dhcep class command SWX3220(config-dhcp-class)#
DHCP pool class mode dhcp pool class command SWX3220(config-dhcp-pool-class)#
DHCPv6 mode dhcpv6 pool command SWX3220(config-dhcp6)#

E-mail template mode

mail template command

SWX3220(config-mail j#

Schedule template mode

schedule template command

SWX3220(config-schedule)#

RADIUS configuration mode

radius-server local-profile command

SWX3220(config-radius)#
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2.4.3 Command prompt prefix

he command prompt prefix indicates the host name. In the default state, the host name is the model name "SWX3220". This
indication can be changed by using the hostname command to specify the host name. In cases where multiple SWX3220 units
are used, management will be easier if separate names are assigned to each switch.

Changing the host name

SWX3220 (config) # hostname Switch-012
Switch-012 (config) #

2.4.4 Executing commands of a different input mode

Because the commands that can be used on the SWX3220 differ depending on the mode, you must transition to the mode in
which a command can be executed before you execute that command. The do command is provided as a way to avoid this
requirement.

By using the do command you can execute privileged EXEC mode commands from any configuration mode. This allows you
to reference the current configuration or save settings from any configuration mode without having to transition to privileged
EXEC mode.

However, since the completion function cannot be used with do, you must enter the command that follows either in its full
spelling or in its abbreviated form.

* Entry in full spelling

SWX3220 (config) #do show running-config
* Entry in abbreviated form

SWX3220 (config) #do sh ru

2.5 Keyboard operations when using the console

2.5.1 Basic operations for console input

The SWX3220 allows the following operations in the command line.

* Moving the cursor

Keyboard operation Description and notes
— Move right one character
— Move left one character

Move right one word (move to the character following the

Press Esc, then F .
’ end of the word at the cursor location)

Move left one word (move to the first character of the word

Press Esc, then B .
’ at the cursor location)

Ctrl + A Move to the beginning of the line

Ctrl + E Move to the end of the line

» Deleting an input character

Keyboard operation Description and notes

Backspace
Delete the character at the left of the cursor

Ctrl + H

Delete the character at the cursor.
Ctrl + D If this operation is performed when the command line is
empty, the result is the same as the exit command.

Delete from the cursor position until immediately before the

Press Esc, then D
first space

Ctrl + K Delete from the cursor position until the end of the line

Ctrl + U Delete all characters that are being entered

e Other
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Keyboard operation Description and notes

Ctrl + T

Exchange the character at the cursor position with the
preceding character.

If the cursor is at the end of the line, exchange the preceding
character with the character that precedes it.

In unprivileged EXEC mode and privileged EXEC mode,
discard the command being entered and move to the next
line.

Ctrl +C In individual configuration mode, discard the command line

being entered and move to privileged EXEC mode.
Command processing that is currently being executed will
be stopped. (ex: ping command)

Move from individual configuration mode to privileged

Ctrl+Z EXEC mode.

This is the same operation as the end command.

2.5.2 Command help

By entering '?" in the command line you can search for the available commands or parameters.

SWX3220#show vlan ?
<1-4094> VLAN
access-map Show
brief VLAN
filter Show

id

VLAN Access Map

information for all bridges (static and dynamic)
VLAN Access Map Filter

private-vlan private-vlan information

SWX3220#show vlan

2.5.3 Input command completion and keyword candidate list display

If you press the "Tab" key while entering a command in the console, the command name is completed. If you press the "Tab"
key after entering a keyword, a list of keyword candidates that can be entered next is shown. The same operation can also be
performed by pressing the "Ctrl + " key.

* Command name completion
SWX3220#con "press the <Tab>key"

l
SWX3220#configure

» Keyword candidate list display

SWX3220 (config) #vlan "press the <Tab> key"
access-map database filter
SWX3220 (config) #vlan

2.5.4 Entering command abbreviations

When you enter commands or parameters in abbreviated form, and the characters you entered can be recognized
unambiguously as a command or parameter, that command is executed.

Example of entering a command abbreviation (show running-config)

SWX3220# sh run

2.5.5 Command history

By using the command history function, you can easily re-execute a command that you previously input, or partially modify a
previously input command and re-execute it. Command history is shown as a history that is common to all modes.

Operation is shown below.

Keyboard operation Description and notes

1

Ctrl + P

Move backward through command history
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Keyboard operation

Description and notes

|

Ctrl + N

Move forward through command history

2.6 Commands that start with the word "show"

2.6.1 Modifiers

Modifiers send the information produced by the show command through a filter, restricting the content that is shown in the
screen and making it easier for you to see the desired information.

The SWX3220 provides the following three modifiers for the show command.

Modifiers Description
include Output only the lines that include the specified character
grep string
exclude Output only the lines that do not include the specified

character string

Modifiers can be used only one at a time. You cannot specify more than one modifier.

(Example) Using show running-config to view information that includes VLAN #1 (vlanl).

SWX3220#show running-config

interface vlanl

http-server interface vlanl

telnet-server interface vlanl

grep vlanl

(Example) Using show spanning-tree to view information that includes Role.

SWX3220# show spanning-tree
% pol: Port Number 505 - Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

Discarding

3 portl.1l: Port
State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
3 portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
3 portl.8: Port
State Forwarding

% portl.9: Port
State Forwarding

% portl.10: Port Number 914

State Forwarding

Number

Number

Number

Number

Number

Number

Number

Number

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

include Role

5001 Role Disabled -

Port Id 0x8389

5002 - Port Id 0x838a - Role Disabled -

5003 - Port Id 0x838b - Role Disabled -

5004 - Port Id 0x838c - Role Disabled -

5006 - Port Id 0x838e - Role Disabled -

5007 - Port Id 0x838f - Role Disabled -

5008 - Port Id 0x8390 - Role Disabled -

5009 - Port Id 0x8391

Role Disabled -

- Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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Chapter 3

Configuration

3.1 Manage setting values

The SWX3220 uses the following configurations to manage its settings.

Types of configuration

Description

User operations that can be
performed

Running configuration (running-config)

Setting values currently used for
operation. Managed in RAM.

Note / Save to startup configuration

Startup configuration (startup-config)

These are the saved setting values. This
manages 2 configurations in Flash ROM
and 1 configuration on an SD card.

The data in Flash ROM to be used

is determined using the startup-config
select command.

The single configuration on the SD card
is managed in the "/swx3220/startup-
config" folder.

Note / Delete / Copy

Default configuration (default-config)

Default setting values. Managed in Flash
ROM.

No operations possible

The start-up flow for the SWX3220 system is as follows.

1. The setting value of the startup-config select command is referenced to determine the startup config that will be used.
If "sd" is specified by the startup-config select command, and an SD card on which a startup config is saved is not inserted,

startup config #0 is selected.

2. If the startup configuration that was selected exists, the data in question is deployed to RAM as a running configuration.
If the startup configuration file that was selected according to the setting values in the startup-config select command does
not exist in Flash ROM, the default configuration is deployed to RAM.

If commands etc. are used to modify the settings while the SWX3220 is running, the modified settings are immediately
reflected in the running configuration. After modifying the running configuration, executing the write or copy command
will update the startup configuration. If you restart without saving the content that was specified or modified, the settings or
modifications are lost. Please be aware of this.

3.2 Default value

The default setting values for the SWX3220 are shown in the table below.

Note that the default values listed in this documentation are not applied for the factory settings, but the default settings listed

below for each command are used instead.

» Default setting values for the entire system

Category Setting item Default value
CONFIG CONFIG used at startup Startup config in SD card
Console timeout 600 sec
Terminal settings Number of VTYs 8
Number of lines displayed 24
Login password of no user none
Password Administrator password admin
Password encryption not encrypted
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Category Setting item Default value

Time zone JST (UTC + 9.0H)
Time management NTP server none

NTP update cycle once per hour
RMON Behavior enabled
sFlow Behavior disabled

firmware-update
Download URL url http://www.rtpro.yamaha.co.jp/

Firmware update

firmware/revision-up/swx3220.bin

Allow revision-down don't allow

Timeout 300 sec

Behavior enabled
LLDP

Automatically set enabled

Behavior enabled
L2MS

Role agent

Debug level log output OFF

Information level log output ON
SYSLOG

Error level log output ON

SYSLOG server none

Telnet server status run

Telnet server access allow only VLAN #1

SSH server status do not run
Access control TFTP server status do not run

HTTP server status run

HTTP server access allow only VLAN #1

Secure HTTP server status do not run
Maintenance VLAN VLAN interface VLAN #1

Automatic MAC address learning enabled

Agtomgtlc MAC address learning 300 sec
L2 switching aging time

Spanning tree enabled

Proprietary loop detection disabled
DNS cliant Behavior enabled
Interface control PoE power supply -

QoS disabled
Traffic control

Flow control (IEEE 802.3x) disabled

Web GUI Language setting Japanese (selectable)
Operation Disabled
Stack Stack ID 1

Range of IP addresses used by the
stack port

192.168.250.0/24
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Category Setting item Default value
Enabled Disabled
Buzzer
Buzzer triger All disabled

Default settings per LAN/SFP port

Category Setting item Default value
Speed/duplex mode setting auto
Cross/straight automatic detection enabled
MRU 1,522 Byte
Common setting Port description none
EEE disabled
Port Mode Access
Associated VLAN ID 1 (default VLAN)
L2MS L2MS filter disabled
Spanning tree enabled
L2 switching
Proprietary loop detection enabled
QoS trust mode CoS
Traffic control Flow control (IEEE 802.3x) disabled
Storm control disabled

PoE power supply

Power supply operation

Power supply priority

LLDP agent

Transmit/Receive mode

transmit and receive

Settings for the default VLAN (vlanl)

Category

Setting item

Default value

Layer3 function

IPv4 address

192.168.100.240/24

Multicast frame forwarding

239.192.128.250 (for Y-

IP multicast

UNOS)
Behavior enabled
Querier disabled
IGMP Snooping
Fast-Leave disabled
Check TTL enabled
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Chapter 4

Maintenance and operation functions

4.1 Passwords

4.1.1 Set administrator password

[Syntax]
enable password password
[Parameter]
password . Administrator password

Single-type alphanumeric characters and " and ' and | and > and ? and single-byte symbols other than
space characters (32 characters or less)

The first character must be a single-byte alphanumeric character

[Initial value]
enable password admin

[Input mode]

global configuration mode

[Description]

Specifies the administrator password needed to enter privileged EXEC mode.
You cannot change it to the default password, "admin".

[Note]

If the password was encrypted by the password-encryption command, it is shown in the configuration in the form "enable
password 8 password."

The user cannot enter the password in this form when making configuration settings from the command line.

Automatically set the default administrator password (admin) if no administrator password is set at boot.

[Example]

Specify admin1234 as the administrator password.
SWX3220 (config) #enable password adminl234

4.1.2 Encrypt password

[Syntax]
password-encryption switch
no password-encryption

[Parameter]
switch : Set password encryption
Setting value Description
enable Encrypt
disable Don't encrypt

[Initial value]
password-encryption disable

[Input mode]

global configuration mode



34 | Command Reference | Maintenance and operation functions
[Description]
Enables password encryption.

If this is enabled, the password entered by the password command, the enable password command, and the username
command are saved in the configuration in an encrypted form.

If this command is executed with the "no" syntax, password encryption is disabled, and the password entered by the password
command, the enable password command, and the username command are saved in the configuration as plaintext.

[Note]

If password encryption is changed from disabled to enabled, previously-entered passwords are converted from plaintext to an
encrypted form; however if it is changed from enabled to disabled, previously-encrypted passwords in a configuration file do
not return to plaintext.

[Example]

Enables password encryption.

SWX3220 (config) #password-encryption enable
Disabled password encryption.

SWX3220 (config) #no password-encryption

4.2 User account maintenance

4.2.1 Set user

[Syntax]

username username [privilege privilege] password password
no username username

[Keyword]
privilege . Specifies the user's privileges
password . Specifies the user's password
[Parameter]
username : User name
Single-byte alphanumeric characters (32 characters or less)
privilege . Whether to grant privilege
Setting value Description
Password input is not requested when moving to
privileged EXEC mode
on
Access to Web GUI is allowed with
administrator privileges
Password input is requested when moving to
off privileged EXEC mode
Access to Web GUI is allowed with guest
password . User's login password

Single-type alphanumeric characters and " and ' and | and > and ? and single-byte symbols other than
space characters (32 characters or less)

The first character must be a single-byte alphanumeric character
[Initial value]
none

[Input mode]

global configuration mode
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[Description]
Sets user information.

A maximum of 33 items of user information can be registered. However, while there can be up to 32 privilege off users, 1
privilege on user is required.

The following words cannot be registered as user names.

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

The default password of "admin" cannot be used as a password.

[Note]

If the password was encrypted by the password-encryption command, it is shown in the configuration in the form "username
username 8 password password."

The user cannot enter the password in this form when making configuration settings from the command line.
At boot, if no privilege on user has been set, a default administrator (admin/admin) is added.

At boot, users who do not have a password set will have their password set to the same string as the user name.
[Example]

Set the user "user1234".

SWX3220 (config) #username userl234 password user pass

Set the privilege on user user1234 .
SWX3220 (config) #username userl234 privilege on password user pass

4.2.2 Changing User Permissions

[Syntax]

username username privilege privilege
[Keyword]
privilege : Specifies user permissions
[Parameter]
username : User name

Up to 32 half-width alphanumeric characters

privilege : Whether or not privileges are granted

Setting value Description

Users will not be prompted to enter a password
when switching to privileged EXEC mode

on
Web GUI can be accessed with Administrator
permissions
Users will be prompted to enter a password
” when switching to privileged EXEC mode
0

Web GUI can be accessed with Guest
permissions

[Initial value]

None

[Input mode]

global configuration mode

[Description]

Permissions of a registered users can be changed.

[Note]

Cannot be configured for unregistered users.
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[Example]

Grants privileges to user1234 registered users.
SWX3220 (config) #username userl234 privilege on

4.2.3 Show login user information

[Input mode]

unprivileged EXEC mode, privileged EXEC mode, global configuration mode
[Description]

Shows information on the current logged-in users.

The following items are shown.

Item Description

Shows the login method.

con 0 is the serial console port
Line vty N is the VTY port

stk N is the remote login port
http N is the Web GUI

Own An * is shown for the line of one's own connection port.

User Shows the currently logged-in user names.

Status Shows the login status. If the user is in use, this indicates

Login.
Login time Shows the login time.
IP address Shows the IP address of the connected user.
[Example]

Show login information for the users when the stack function is disabled.

SWX3220>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =

vty 5 = = =

vty 6 = = =

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 - - -

Show login information for the users when the stack function is enabled.

SWX3220>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =



vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234
(noname)

WNRPFRPOWNRE OJoy U
|

4.2.4 Set banner
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Login 00:33:11

Login 01:12:25 192.168.100.4
Login 00:18:04 192.168.100.102

[Syntax]
banner motd word
no banner motd

[Parameter]

word . Single-byte alphanumeric characters and single-byte symbols ( 256 characters or less)

[Initial value]
no banner motd

[Input mode]

global configuration mode

[Description]

Sets the banner that is displayed when logging in to the console.

[Example]

Set the banner display to "Hello World!".

Username:
Password:

SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX3220>enable
SWX3220#configure terminal

Enter configuration commands,

one per line. End with CNTL/Z.

SWX3220 (config) #banner motd Hello World!

SWX3220 (config) #exit
SWX3220#exit

Username:
Password:

Hello World!

SWX3220>enable
SWX3220#configure terminal

Enter configuration commands,
SWX3220 (config) #no banner motd

SWX3220 (config) #exit
SWX3220#exit

Username:
Password:

one per line. End with CNTL/Z.

SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX3220>
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4.3 Configuration management

4.3.1 Save running configuration

[Syntax]
copy running-config startup-config [config num)|

[Parameter]

config_num . Configuration number
Setting value Description
<0-1> Startup configuration #0-#1
sd Startup config in SD card

[Input mode]

privileged EXEC mode

[Description]

Saves the current operating settings (running configuration) as the settings for startup (startup configuration).

If config _num is omitted, it is saved in the startup config that was used for the current startup.

[Note]

The running configuration can also be saved by executing the write command and save command.

In a state in which the SD card is not mounted, executing this command on a config that is in the SD card produces an error.
When stack is enabled, this can be executed only on the main switch (Active status).

[Example]

Save the running configuration.

SWX3220#copy running-config startup-config
Succeeded to write configuration
SWX3220#

4.3.2 Save running configuration

[Syntax]
write [config num]
save [config_num]

[Parameter]
config_num . Configuration number
Setting value Description
<0-1> Startup configuration #0-#1
sd Startup config in SD card
[Input mode]

privileged EXEC mode, individual configuration mode

[Description]

Saves the current operating settings (running configuration) as the settings for startup (startup configuration).

If config_num is omitted, it is saved in the startup config that was used for the current startup.

[Note]

The running configuration can also be saved by executing the copy running-config startup-config command.

In a state in which the SD card is not mounted, executing this command on a config that is in the SD card produces an error.
When stack is enabled, this can be executed only on the main switch (Active status).

[Example]

Save the running configuration.



SWX3220#write
Succeeded to write configuration.
SWX3220#

4.3.3 Show the running configuration
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[Syntax]
show running-config [section]
show config

[Parameter]
section . Section to be shown
Setting value Description
access-list Access list related
dhcp DHCP server related
dhcp-relay DHCP relay related
dhcpv6 DHCPv6 server-related
dns-forwarding DNS relay-related
http-server HTTP server related
interface Interface related
ip IP related
ipv6 IPv6 related
key Authentication key related
12ms L2MS related
lldp LLDP related
mail E-mail notification-related
multicast Multicast related
pim PIM related
radius-server RADIUS server related
router Router setting related
router-id Router ID related
schedule Schedule related
sflow sFlow-related
snmp SNMP related
spanning-tree STP related
ssh-server SSH server related
telnet-sever TELNET server related
[Input mode]

privileged EXEC mode, individual configuration mode

[Description]

Shows the currently-operating settings (running configuration).

If section is not specified, all settings are shown.
[Example]

Show the running configuration.
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SWX3220#show running-config
|

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWX3220#

4.3.4 Show startup configuration

[Syntax]
show startup-config [config num]
show config [config num]

[Parameter|
config_num . Configuration number
Setting value Description
<0-1> Startup configuration #0-#1
sd Startup config in SD card
[Input mode]
privileged EXEC mode
[Description]

Shows the startup settings (startup configuration).
If config num is omitted, the following are displayed.
- show startup-config: Displays the startup configuration for the currently operating configuration number.

- show config: Shows the currently operating running configuration.

[Note]

In a state in which the SD card is not mounted, executing this command on a config that is in the SD card produces an error.

[Example]

Show the startup configuration on the next startup.

SWX3220#show startup-config
|
! Last Modified: 00:00:00 JST Mon Jan 01 2018
|
interface portl.l
switchport
switchport mode access

no shutdown
|

|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
!

telnet-server enable
|



line con O
line vty 0 7
|

end

SWX3220#

4.3.5 Erase startup configuration
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[Syntax]
erase startup-config [config num)|

[Parameter]

config_num Configuration number
Setting value Description
<0-1> Startup configuration #0-#1
sd Startup config in SD card

[Input mode]

privileged EXEC mode

[Description]

Erase the settings used at startup (startup config) and the information associated with them.

If config_num is omitted, the startup config that was used for the current startup is erased.

[Note]

In a state in which the SD card is not mounted, executing this command on a config that is in the SD card produces an error.

[Example]
Erase the startup configuration.
SWX3220#erase startup-config

Succeeded to erase configuration.
SWX3220#

4.3.6 Copy startup configuration

[Syntax]
copy startup-config src_config_num dst_config_num

[Parameter]

src_config num Copy source configuration number

Setting value

Description

<0-1>

Startup configuration #0-#1

sd

Startup config in SD card

dst_config_num Copy destination configuration number

Setting value

Description

<0-1> Startup configuration #0-#1
sd Startup config in SD card
[Input mode]
privileged EXEC mode
[Description]

Copy the startup settings (startup config) and the information associated with them.
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[Note]
In a state in which the SD card is not mounted, executing this command on a config that is in the SD card produces an error.
[Example]
Copy startup config #0 to startup config #1.
SWX3220#copy startup-config 0 1

Succeeded to copy configuration
SWX3220#

4.3.7 Select startup config

[Syntax]
startup-config select config num
no startup-config select

[Parameter]
config_num : Configuration number
Setting Description
<0-1> Startup config #0-#1
sd Startup config on the SD card

[Initial value]
startup-config select sd

[Input mode]

privileged EXEC mode

[Description]

Select the settings to use at startup (startup config), and restart.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

At startup, if "sd" is specified as config num and an SD card on which a startup config is saved is not inserted, startup config #0
is selected.

This command cannot be used if the stack function is enabled.

[Example]
Select startup config #1 and restart.

SWX3220#startup-config select 1
reboot system? (y/n): y

4.3.8 Set description for startup config

[Syntax]
startup-config description config num line
no startup-config description config num

[Parameter]

config num ;o <0-1>
Configuration number

line . Single-byte alphanumeric characters and single-byte symbols (63 characters or less)
Description for applicable startup config

[Input mode]

privileged EXEC mode

[Description]

Specify a description for the applicable startup config.
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If this command is executed with the "no" syntax, the description is deleted.

The description is shown at the beginning of the execution result of the show startup-config command.

[Example]
Specify a description for startup config #1.

SWX3220#startup-config description 1 TEST CONFIG 1

4.4 Manage boot information

4.4.1 Show boot information

[Syntax]
show boot num
show boot all
show boot list

[Keyword]
all . Shows up to five entries of the boot information history
list . Shows a simplified version of up to five entries of the boot information history
[Parameter]
num c <0-4>
Shows the boot history entry of the specified number
[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Show the boot information.

[Note]

This history is cleared when you execute the cold start command or the clear boot list command.

[Example]
Show the current boot information.

SWX3220>show boot

Running EXEC: SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Previous EXEC: SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Restart by reload command

Shows a list of the boot history.

SWX3220>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 Clear boot information

[Syntax]

clear boot list
[Input mode]
privileged EXEC mode
[Description]
Clears the boot information history.
[Example]
Clear the boot information.
SWX3220#clear boot list
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4.4.3 Set SD card boot

[Syntax]
boot prioritize sd switch
no boot prioritize sd

[Parameter]

switch . Enable or disable SD card boot
Setting Description
enable Enable SD card boot
disable Disable SD card boot

[Initial value]
boot prioritize sd enable

[Input mode]

privileged EXEC mode

[Description]

Enable or disable the SD card boot function of the firmware.
After this command is executed, the system will restart.

Since this setting is common to the system, it cannot be specified individually for each startup configuration (startup-config #0
~ strtup-config #1).

By default, SD card boot is enabled.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

The SD card boot function enabled/disabled status can be viewed by using the show boot prioritize sd command.
[Example]

Enable the SD card boot function of the firmware.

SWX3220#boot prioritize sd enable
reboot system? (y/n): y

4.4.4 Configuring the SD card boot auto-apply function

[Syntax]
boot auto-apply switch

[Parameter|

switch . Enable or disable the SD card boot auto-apply function
Setting value Description
enable Enab?e or disable the SD card boot auto-apply

function

disable Disables the SD card boot auto-apply function.

[Initial value]
boot auto-apply enable

[Input mode]

privileged EXEC mode

[Description]

Enables or disables the SD card boot auto-apply function.

The state of this function can be checked with the show environment command.
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[Example]

Disables the SD card boot auto-apply function.
SWX3220#boot auto-apply disable

4.4.5 Show the SD card boot setting information

[Syntax]

show boot prioritize sd
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the setting of the SD card boot function.
[Example]

Show the setting of the SD card boot function.

SWX3220#show boot prioritize sd
SD boot configuration:
firmware : enable

4.5 Show unit information

4.5.1 Show inventory information

[Syntax]
show inventory
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows inventory information for this unit and the SFP modules.

The following items are shown.

Item Description
NAME Name
DESCR Description
Vendor Vendor name
PID Product ID
VID Version ID, 0 if invalid
SN Serial number

[Example]

Show inventory information.

SWX3220>show inventory
NAME: L3 switch

DESCR: SWX3220-16MT
Vendor: Yamaha

PID: SWX3220-16MT
VID: 0000

SN: S00000000

SWX3220>

4.5.2 Show operating information

[Syntax]

show environment
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[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]
Shows information about the system's operating environment.
The following items are shown.

* Boot version

* Firmware revision

* Serial number

* MAC address

* CPU usage ratio

*  Memory usage ratio

» Fan status

* Fan speed

* Firmware file

» Startup configuration file
» Configuring the SD card boot auto-apply function
» Serial baud rate

» CPLD version

» PHY version

* Boot time

» Current time

» Elapsed time from boot

* Temperature status

+ Temperature

[Example]

Show operating information.

SWX3220>show environment
SWX3220-16MT BootROM Ver.1.00
SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
main=SWX3220-16MT ver=00 serial=S00000000 MAC-Address=00a0.de00.0000
CPU: 2% (5sec) 2% (1lmin) 1% (5min) Memory: 10% used
Fan status: Normal
Fan speed: FAN1=4000RPM FAN2=3870RPM
Startup firmware: execO
Startup Configuration file: configO
selected file: configO
Auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 16
PHY version: 10.5.0.0
Boot time: 2018/01/01 11:06:36 +09:00
Current time: 2018/01/02 16:12:23 +09:00
Elapsed time from boot: ldays 05:05:49
Temperature status: Normal
Temperature: 37 degree C

SWX3220>

4.5.3 Disk usage status

[Syntax]
show disk-usage
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the usage status of the disk used by the system.

* Area used by the system (including settings information)
+ Temporary : Temporary area



[Example]
Show the disk usage status.

SWX3220#show disk-usage

Category Total Used
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System
Temporary

4.5.4 Show currently-executing processes

[Syntax]
show process

[Input mode]
privileged EXEC mode

[Description]

Shows all currently-executing processes.
[Example]

Show currently-executing processes.

SWX3220#show process

4.5.5 Display memory usage

[Syntax]
show memory
[Input mode]
privileged EXEC mode
[Description]
Shows how much memory is used by each process.

The following items are shown.

Item

Explanation

PID

Process 1D

NAME

Process name

%MEM

Percentage of physical memory used

SIZE

Amount of physical memory used (current value)

PEAK

Amount of physical memory used (maximum value until
now)

DATA

Size of dynamic virtual memory area

STK

Stack size

[Example]

This shows how much memory is used by each process.

SWX3220#show memory

4.5.6 Show technical support information

[Syntax]

show tech-support
[Input mode]
privileged EXEC mode
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[Description]

Show technical support information. The technical support information includes a list of the results of executing the following
commands.

If stack functions are enabled, technical support information for all devices configured for the stack is shown.

Note that the commands executed using a main switch or member switch are different. Refer to the command list below for
details.

Stack enabled
Command Stack disabled

Main switch Member switch

v v

show running-config

show startup-config

show stack

show environment

NSNS

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show fan history

show logging

show process

SNTSNTSNTSINTNTNS

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcp interface

show ipv6 forwarding

ANI NN N BNV EAYEYEY Y Y Y Y Y N I N AN I N B N BN N B N NG B N I N N BN N NG N NN N B N BN
NSTSNTSNTSNTINISNISNINISNSININIS TSNS ISTSNTISTISTINTESN TSNS IS TSNS TSNS SIS S

show ip route
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Stack enabled
Command Stack disabled

Main switch Member switch

show ip route database v -

show ip route pbr

show ipv6 route

show ipv6 route database

show ipv6 route pbr

show arp

show ipv6 neighbors

show ip rip

show ip rip interface

show ipv6 rip

show ipv6 rip interface

show ip ospf

show ip ospf database

show ip ospf interface

show ip ospf neighbor

show ip ospf route

show ipv6 ospf

show ipv6 ospf database

show ipv6 ospf interface

show ipv6 ospf neighbor

show ipv6 ospf route

show ip mroute

show ip mroute summary

show ip mroute count

show ip igmp groups

show ip igmp interface

show ip igmp ssm-map

show ip pim bsr-router

show ip pim interface detail

show ip pim mroute detail

show ip pim neighbor detail

show ip pim nexthop

show ip pim rp mapping

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show vrrp

NTSNTSNTSN NSNS NSNS ISNS TSN TSN SIS IS SIS SIS SIS SN IS IS TN TSN NSNS NS S
AN NN N NN YR Y Y Y Y Y Y N AN BN B N B N B N N BN NN N B N NN N NN I NN N NN NN N B NN NN I N B N N BN

show dhep server
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Command Stack disabled

Stack enabled

Main switch Member switch

show dhep binding

v

show dhcp relay

show dhcpv6 server

show dhcpv6 binding

show dns-forwarding

show dns-forwarding cache

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

DN NN N I N B N N B N O N I N B N N N RN

show sflow sampling

STSNTSNTSINTISNTNINSINN S

[Example]

Show technical support information.

SWX3220#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database

vlan 2 name VLANO0O0O2

vlan 3 name VLANO0OOO3
|

interface portl.1l
switchport
switchport mode access

*** show startup-config ***
*** show stack ***

*** show environment ***
*** show disk-usage ***

#

# End of Information for Yamaha Technical Support

#

SWX32204#
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4.5.7 Save technical support information

[Syntax]
copy tech-support sd

[Input mode]

privileged EXEC mode

[Description]

Saves technical support information to the SD card.

This is saved on the SD card with the following file name.

/swx3220/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS ... Year month day hour minute second that the command was
executed

[Note]

The SD card must be inserted in advance.

[Example]

Save technical support information to the SD card.

SWX3220#copy tech-support sd

SWX3220#

4.5.8 Show fan operating history

[Syntax]
show fan history

[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]
Shows the fan operating history.

[Example]
Shows the fan operating history.

SWX3220>show fan history
2020/10/22 15:45:54: FANl status:Low perform:80%

4.6 System self-diagnostics

4.6.1 Showing system self-diagnostics results

[Syntax]
show system-diagnostics
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows all system self-diagnostics results (bootup diagnostics, on-demand diagnostics, and health-monitoring diagnostics).
[Example]
Shows system self-diagnostics results.

SWX3220#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass
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RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

- Health monitoring

SFP Test:
Port 13 14 15 16

4.6.2 Executing on-demand diagnostics

[Syntax]
system-diagnostics on-demand execute [no-confirm]

[Keyword]

no-confirm . Execute on-demand diagnostics immediately without an execution check (y or n)

[Input mode]
privileged EXEC mode

[Description]
Executes on-demand diagnostics.

Shut down all LAN/SFP port during the diagnostics. At the end of the diagnostics, simple diagnostic results are shown and the
system is automatically rebooted.

If no parameters are specified, confirmation is requested as to whether to execute on-demand diagnostics.

"ne,o

You must enter "y” to execute diagnostics or "n" to not execute diagnostics.

[Note]

Detailed on-demand diagnostics results can be checked after reboot by using the show system-diagnostics command.

[Example]

Executes on-demand diagnostics.

SWX3220#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...

4.6.3 Clearing the on-demand diagnostics results

[Syntax]

clear system-diagnostics on-demand
[Input mode]
privileged EXEC mode
[Description]
Clears the on-demand diagnostics results.
[Example]

Clears the on-demand diagnostics results.
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SWX3220#clear system-diagnostics on-demand

4.7 Cable diagnostics

4.7.1 Execute cable diagnostics

[Syntax]
cable-diagnostics tdr execute interface ifname
test cable-diagnostics tdr interface ifname

[Parameter]

ifname : LAN port interface name
Target interface

[Input mode]

privileged EXEC mode

[Description]

Execute cable diagnostics. The previous diagnostic result can be viewed with the show cable-diagnostics tdr command.
[Note]

Only the prior diagnostic result is stored, and the result is overwritten when executing the cable diagnostics again.
[Example]

Execute diagnostics on the LAN cable connected to portl.1.

SWX3220#cable-diagnostics tdr execute interface portl.1l
The port will be temporarily down during test. Continue? (y/n): y

[o)

% To check result, enter "show cable-diagnostics tdzr"

4.7.2 Clear cable diagnostic results

[Syntax]
clear cable-diagnostics tdr
clear test cable-diagnostics tdr
[Input mode]
privileged EXEC mode
[Description]
Clears the results of the prior cable-diagnostics tdr execute interface command execution.
[Example]
Clear the results of the prior cable diagnostic execution.

SWX3220#clear cable-diagnostics tdr
SWX3220#

4.7.3 Display cable diagnostic results

[Syntax]
show cable-diagnostics tdr
show test cable-diagnostics tdr
[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]

Displays the result of the prior cable-diagnostics tdr execute interface command execution.

[Example]
Display the result of the last cable diagnostic execution.

SWX3220#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022
Port Pair Status Fault distance
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portl.8 1 OK =
2 OK -
3 Open 15 m
4 Open 15 m

4.8 Time management

4.8.1 Set clock manually

[Syntax]
clock set time month day year
[Parameter]
time : hh:mm:ss
Time
month . <1-12>or Jan, Feb, Mar, ..., Dec
Month or name of month
day ¢ <1-31>
Day
year : Year (four digits)
[Input mode]
privileged EXEC mode
[Description]

Set the system time.

[Example]

Set the time to 0 hours 0 minutes 0 seconds on January 1, 2015.
SWX3220#clock set 00:00:00 Jan 1 2015

4.8.2 Set time zone

[Syntax]
clock timezone zone
clock timezone offset
no clock timezone

[Parameter]

zone . UTC, JST
Name of the time zone shown when standard time is in effect

offset : -12:00, -11:00, ..., -1:00, +1:00, ... , +13:00
Enter the difference from UTC

[Initial value]

clock timezone UTC

[Input mode]

global configuration mode

[Description]

Sets the time zone.

If this command is executed with the "no" syntax, UTC is specified.

[Example]

Set the time zone to JST.
SWX3220 (config) #clock timezone JST
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Set the time zone to UTC+9 hours.
SWX3220 (config) #clock timezone +9:00

4.8.3 Configuring daylight saving time (recurring)

[Syntax]
clock summer-time name recurring week wday month time week wday month time [offset]
no clock summer-time

[Parameter]
name : Time zone name to be displayed when daylight saving time is in effect
Alphanumeric characters (up to 7 characters)
week ;. <1-4> or first, last
Specifies the week of the month
wday : Sun, Mon, Tue, ..., Sat
Day of the week
month . <1-12>or Jan, Feb, Mar, ... , Dec
Month or month name
time : hh:mm
Time
offset o <1-1440>

Time to add during daylight saving time. Specify in minutes. The default value is 60.

[Initial value]
None

[Input mode]

global configuration mode

[Description]

Configure daylight saving time.

Configure daylight saving time to start and end on a specified week and day of the week every year.
The first part specifies the daylight saving time start period and the second part specifies the end period.
If this command is executed with the "no" syntax, the setting is cleared.

[Note]

Daylight saving times cannot overlap.

[Example]

Set daylight saving time to start at 2 AM on the second Sunday of March and end at 2 AM on the first Sunday of November
every year.
SWX3220 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Configuring daylight saving time (by date)

[Syntax]
clock summer-time name date month day year time month day year time [offset]
no clock summer-time

[Parameter]

name : Time zone name to be displayed when daylight saving time is in effect
Alphanumeric characters (up to 7 characters)

month . <1-12>or Jan, Feb, Mar, ... , Dec

Month or month name

day ;o <1-31>
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Day
year . Year (4 digits)
time : hh:mm

Time
offset o <1-1440>

Time to add during daylight saving time. Specify in minutes. The default value is 60.

[Initial value]
None

[Input mode]

global configuration mode

[Description]

Configure daylight saving time.

Configure daylight saving time to start and end on specified dates.

The first part specifies the daylight saving time start date and the second part specifies the end date.
If this command is executed with the "no" syntax, the setting is cleared.

[Note]

Daylight saving times cannot overlap.

[Example]

Set daylight saving time to start on March 14, 2021 at 2 AM and end on November 7, 2021 at 2 AM.
SWX3220 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 Show current time

[Syntax]
show clock [detail]
[Keyword]
detail : Also display detailed information

[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows the current time, year, month, and date.

When detail is specified, detailed information (current time and daylight saving time) is displayed.

If daylight saving time is recurring, it displays the actual date of the next (or currently in effect) daylight saving time period.
[Example]

Show current time.

SWX3220>show clock
Thu Jan 1 00:00:00 JST 2015

Display detailed information about the current time. (If daylight saving time is configured)

SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

Display detailed information about the current time. (If daylight saving time is not configured)

SWX3220>show clock detail
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SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 Set NTP server

[Syntax]
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[Keyword]

ipv4 . Specify the NTP server by IPv4 address

ipv6 . Specify the NTP server by IPv6 address

name . Specify the NTP server by host name

[Parameter]

ipv4_addr . IPv4 address of the NTP server

ipv6_addr . IPv6 address of the NTP server
If you specify an IPv6 link local address, you must also specify the output interface (fe80::X%vlanN
format)

fqdn . Host name of the NTP server

As character types, alphabetical characters (uppercase/lowercase), numerals, . (period), and - (hyphen)
can be used

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Registers the address or host name of the NTP server.

Up to two instances of this command can be set.

If this command is executed with the "no" syntax, the NTP server setting is deleted.

If time synchronization is performed with two NTP servers specified, they are queried in the order of NTP server 1 and NTP
server 2 as shown by the show ntpdate command.

The query to NTP server 2 is performed only if synchronization with NTP server 1 fails.

[Example]
Specify 192.168.1.1 as the NTP server.

SWX3220 (config) #ntpdate server ipv4 192.168.1.1
Specify fe80::2a0:deff:fe11:2233%vlan1 as the NTP server.

SWX3220 (config) #ntpdate server ipv6 fe80::2a0:deff:fell:2233%vlanl

Specify ntp.example.com as the NTP server.
SWX3220 (config) #ntpdate server name ntp.example.com

4.8.7 Synchronize time from NTP server (one-shot update)

[Syntax]

ntpdate oneshot
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[Input mode]
privileged EXEC mode

[Description]
Attempts to obtain time information from the registered NTP server.

This is performed only once when this command is executed.

[Example]

Obtain time information from the NTP server.
SWX3220#ntpdate oneshot

4.8.8 Synchronize time from NTP server (update interval)

[Syntax]
ntpdate interval interval-time
no ntpdate interval

[Parameter]
interval-time o <0-24>

Interval (hours) for time synchronization. If this is set to 0 hours, periodic synchronization will not
occur.

[Initial value]

ntpdate interval 1

[Input mode]

global configuration mode

[Description]

Specifies the interval (in one-hour units) at which time information is periodically obtained from the registered NTP server.
If this command is executed with the "no" syntax, the setting returns to the default.

When this command is executed, the time is updated immediately, and is subsequently updated at the specified interval.
[Example]

Request the time every two hours.

SWX3220 (config) #ntpdate interval 2

Disable periodic time synchronization.
SWX3220 (config) #ntpdate interval 0

4.8.9 Show NTP server time synchronization settings

[Syntax]
show ntpdate
[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows the settings that are related to time synchronization from an NTP server.

[Example]

Show time synchronization settings. *If the synchronization update interval is one hour

SWX3220#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

Show time synchronization settings. *If periodic synchronization is not being performed
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SWX3220#show ntpdate

NTP Server 1
NTP Server 2
adjust time
sync server

ntp.nict.jp

none

Thu Jan 1 09:00:00 2015
ntp.nict.jp

4.9 Time synchronization

4.9.1 PTP function settings (system)

[Syntax]
ptp Hype
no ptp

[Parameter]

type : System-wide operations for the PTP function

Setting value

Description

enable

Enables the PTP function for the entire system

disable

Disables the PTP function for the entire system

[Initial value]

ptp disable

[Input mode]

global configuration mode

[Description]
Enables or disables the system-wide PTP function.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

To make the PTP function operate, you must enable the PTP function for the interface as well.

This command cannot be used if the stack function is enabled.

[Example]

Enable the PTP function for the entire system.

SWX3220 (config) #ptp enable

Disable the PTP function for the entire system.

SWX3220 (config) #ptp disable

4.9.2 Set PTP function (interface)

[Syntax]
ptp type
no ptp

[Parameter]

type . Operations for the PTP function of the applicable interface

Setting value

Description

enable

Enable PTP function for the applicable interface

disable

Disable PTP function for the applicable interface

[Initial value]

ptp disable
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[Input mode]

interface mode

[Description]

Enables or disables the PTP function for the applicable interface.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

This command can be specified only for LAN/SFP port.

If the system-wide PTP function is disabled, this will not operate.

This command cannot be used if the stack function is enabled.

[Example]

Enables the PTP function for LAN port #1.

SWX3220 (config) #interface portl.1l
SWX3220 (config-if) #ptp enable

Disables the PTP function for LAN port #1.

SWX3220 (config) #interface portl.1l
SWX3220 (config-if) #ptp disable

4.9.3 PTP operation mode settings

[Syntax]

ptp mode #ype delay-mechanism mechanism step step-mode

no ptp mode
[Keyword]
delay-mechanism

step
[Parameter]

type

mechanism

step-mode

[Initial value]

Specifies the delay mechanism type

Specifies the step mode type

PTP operation mode

Setting value Description
transparent Transparent clock
Delay mechanism
Setting value Description
ee End-to-end mode
Step mode
Setting value Description
one-step One-step mode

ptp mode transparent delay-mechanism e2e step one-step

[Input mode]

global configuration mode

[Description]

This configures the PTP operation mode, delay mechanism and step mode.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

If the system-wide PTP function is disabled, this will not operate.
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The PTP operation mode only support transparent clocks.
Delay mechanisms only support end-to-end mode.

Step mode only supports one-step mode.

[Example]

This sets the PTP operation mode to transparent clocks, the delay mechanism to end-to-end mode, and step mode to one-step
mode.

SWX3220 (config) #ptp mode transparent delay-mechanism e2e step one-step

4.9.4 Forwarding protocol settings for PTP messages

[Syntax]
ptp transport protocol fype
no ptp transport protocol

[Parameter]
type . Protocol used for forwarding PTP messages
Setting value Description
ipv4-udp Use IPv4 UDP
ipv6-udp Use IPv6 UDP
layer2 Use L2 Ethernet frames

[Initial value]

ptp transport protocol ipv4-udp

[Input mode]

global configuration mode

[Description]

Sets the forwarding protocol settings for PTP messages.

If this command is executed with the "no" syntax, the setting returns to the default.
[Note]

If the system-wide PTP function is disabled, this will not operate.

If the data was saved in startup-config using the old format, it will be automatically converted to the new format.
[Example]

This uses IPv6 in UDP to forward PTP messages.

SWX3220 (config) #ptp transport protocol ipvé-udp

4.9.5 Show PTP setting status

[Syntax]
show ptp
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the PTP setting status.
[Example]

Shows the PTP setting status.
SWX3220>show ptp

PTP State : Enabled

PTP Mode : Transparent Clock
Delay Mechanism : End to End

Step Mode : One-step

Transport Protocol : UDP (IPv4)
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4.9.6 Show interface PTP information

[Syntax]
show ptp interface [ifname]
[Keyword]
interface . Specifies the interface to show
[Parameter]
ifname : Name of LAN/SFP port or logical interface
Interface to show
[Input mode]

unprivileged EXEC mode, privileged EXEC mode
[Description]
This shows the PTP information for the specified interface.

If "interface" is omitted, information for all interfaces is shown.

[Example]
This shows PTP information for all ports.

SWX3220>show ptp interface
Interface PTP

portl.l Disable
portl.2 Disable
portl.3 Enable
portl.4 Enable
portl.5 Enable
portl.6 Enable
portl.7 Enable
portl.8 Enable

Shows the PTP information for LAN port #1.

SWX3220>show ptp interface portl.1l
Interface PTP

4.10 Terminal settings

4.10.1 Move to line mode (console terminal)

[Syntax]

line con port
[Parameter]
port . 0

Serial console port number

[Initial value]

line con 0

[Input mode]

global configuration mode

[Description]

Moves to line mode in order to make console terminal settings.

[Note]

To return from line mode to global configuration mode, use the exit command. To return to privileged EXEC mode, use the end
command.
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[Example]

Move to line mode in order to make console terminal settings.

SWX3220 (config)#line con 0
SWX3220 (config-line) #

4.10.2 Set VTY port and move to line mode (VTY port)

[Syntax]
line vty portl [port2]
no line vty portl [port2]

[Parameter]
portl . <0-7>

VTY port number
port2 . <0-7>

Last VTY port number when specifying a range
[Initial value]
no line vty 0 7

[Input mode]

global configuration mode

[Description]

After enabling the specified VTY ports, moves to line mode for making VTY port settings.
If this command is executed with the "no" syntax, the specified VTY ports are disabled.

If you specify port2, a range of ports is specified; all VTY ports from port! through port2 are specified. port2 must be a number
greater than portl.

[Note]
The maximum number of simultaneous Telnet client connections depends on the number of VTY ports that are enabled.

To return from line mode to global configuration mode, use the exit command. To return to privileged EXEC mode, use the end
command.

[Example]
Enable VTY port #0 and then move to line mode.

SWX3220 (config) #line vty O
SWX3220 (config-line) #

4.10.3 Set terminal login timeout

[Syntax]
exec-timeout min [sec]
no exec-timeout

[Parameter]
min 1 <0-35791>

Timeout time (minutes)
sec 1 <0-2147483>

Timeout time (seconds)
[Initial value]
exec-timeout 10

[Input mode]

line mode
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[Description]

Sets the time after which automatic logout occurs if there has been no key input from the console terminal or VTY.
If sec is omitted, 0 is specified. If min and sec are both set to 0, automatic logout does not occur.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

After this command is executed, the setting is applied starting at the next login.

[Example]

Set the console timeout time to five minutes.
SWX3220 (config)#line con 0

SWX3220 (config-line) #exec-timeout 5 0
SWX3220 (config-1line) #

4.10.4 Change the number of lines displayed per page for the terminal in use

[Syntax]
terminal length /ine
terminal no length

[Parameter]
line 1 <0-512>

Number of lines displayed per page on the terminal
[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Changes the number of lines displayed per page for the terminal in use.
If line is set to 0, the display is not paused per page.

If the terminal no length command is executed, the number of lines is set to 24 in the case of a serial console, or to the window
size when connected in the case of VTY.

[Note]

When this command is executed, the change applies immediately.

The result of executing this command takes priority over the setting applied by the service terminal-length command.
[Example]

Change the number of lines displayed per page for the terminal in use to 100 lines.

SWX3220>terminal length 100
SWX3220>

4.10.5 Set the number of lines displayed per page on the terminal

[Syntax]
service terminal-length /ine
no service terminal-length

[Parameter]
line ;o <0-512>
Number of lines displayed per page on the terminal
[Initial value]
no service terminal-length

[Input mode]
global configuration mode
[Description]

Sets the number of lines displayed per page on the terminal.
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If line is set to 0, the display is not paused per page.

If this command is executed with the "no" syntax, the number of lines is set to 24 in the case of a serial console, or to the
window size when connected in the case of VTY.

[Note]
After this command is executed, the setting is applied starting at the next login.

If the terminal length command is executed, the result of executing the terminal length command takes priority.

[Example]

Change the number of lines displayed per page for the terminal in use to 100 lines.

SWX3220 (config) #service terminal-length 100
SWx3220 (config) #

4.10.6 Changing the serial baud rate

[Syntax]
baudrate select baudrate
[Parameter]
baudrate : 9600, 19200, 38400, 57600, 115200

Serial baud rate (bps)
[Initial value]
baudrate select 9600

[Input mode]
privileged EXEC mode

[Description]

This sets the serial baud rate.
[Example]
Sets the serial baud rate to 115200.

SWX3220#baudrate select 115200

4.11 Management

4.11.1 Set management VLAN

[Syntax]
management interface interface
no management interface

[Parameter]

interface . VLAN interface name

[Initial value]
management interface vlanl

[Input mode]

global configuration mode

[Description]

Set the VLAN that is used for management.

By setting this command, it will be possible to set and acquire the IP address assigned by the L2MS manager to the
corresponding VLAN when operating as an L2MS agent.

If this is executed with the "no" syntax, or if the VLAN is deleted, this command also returns to the default settings.
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[Example]
Set VLAN #2 as the management VLAN.

SWX3220 (config) #management interface vlan2

4.12 SYSLOG

4.12.1 Set log notification destination (SYSLOG server)

[Syntax]
logging host /o5t
no logging host /ost
[Parameter]
host : AB.CD
IPv4 address of the SYSLOG server
X: XXX

IPv6 address of the SYSLOG server

If you specify an IPv6 link local address, you must also specify the output interface (fe80::X%vlanN
format)

[Initial value]

no logging host

[Input mode]

global configuration mode

[Description]

Specifies the IP address of the SYSLOG server to which log notifications are sent.

Up to 2 entries can be specified.

If this command is executed with the "no" syntax, the setting returns to its default value, and notifications are not sent.
[Example]

Set the SYSLOG server IPv4 address to 192.168.100.1.

SWX3220 (config) #logging host 192.168.100.1
Set the SYSLOG server IPv6 address to fe80::2a0:deff:fe11:2233.

SWX3220 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4.12.2 Setting the notification format of the log

[Syntax]
logging format fype
no logging format

[Parameter]

type . Log format type

Setting value Description

Proprietary format that does not include the

legac . .
gacy header section (time stamp, host name)

[Initial value]
no logging format

[Input mode]

global configuration mode
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[Description]
Change the format of messages sent to the SYSLOG server.

If this command is executed with the "no" syntax, the header (time stamp, host name) is included in the SYSLOG message.

[Example]
Sets the format of the SYSLOG message to no header.

SWX3220 (config) #logging format legacy

4.12.3 Setting the log facility value

[Syntax]
logging facility facility
no logging facility
[Parameter]
facility . Log facility value
Setting value Description
0..23 facility value
user 1
local0..local7 16..23

[Initial value]

logging facility local0
[Input mode]

global configuration mode

[Description]

Change the facility value of messages sent to the SYSLOG server.
[Note]

The meanings of the facility values are assigned independently on each SYSLOG server.

[Example]
Set the facility value of the SYSLOG message to 10.

SWX3220 (config) #logging facility 10

4.12.4 Set log output level (debug)

[Syntax]

logging trap debug

no logging trap debug
[Initial value]

no logging trap debug

[Input mode]

global configuration mode

[Description]

Output the debug level log to SYSLOG. If this command is executed with the "no" syntax, the log is not output.

Since enabling debug level will output a large volume of log data, you should enable this only if necessary.

If you use the logging host command to send notifications to the SYSYLOG server, you should ensure that there is sufficient
disk space on the host. With the default setting, this is not output.

[Example]

Output the debug level log to SYSLOG.
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SWX3220 (config) #logging trap debug

4.12.5 Set log output level (informational)

[Syntax]
logging trap informational
no logging trap informational

[Initial value]
logging trap informational
[Input mode]
global configuration mode

[Description]
Outputs the informational level log to SYSLOG.

If this command is executed with the "no" syntax, the log is not output.

[Note]

This can be output to the console by executing the logging stdout info command.

[Example]
Output the informational level log to SYSLOG.

SWX3220 (config) #logging trap informational

4.12.6 Set log output level (error)

[Syntax]
logging trap error
no logging trap error

[Initial value]

logging trap error

[Input mode]

global configuration mode

[Description]
Outputs the error level log to SYSLOG.

If this command is executed with the "no" syntax, the log is not output.

[Example]
Output the error level log to SYSLOG.

SWX3220 (config) #logging trap error

4.12.7 Set log console output

[Syntax]
logging stdout info
no logging stdout info

[Initial value]

no logging stdout info
[Input mode]

global configuration mode

[Description]
Outputs the informational level SYSLOG to the console.

If this command is executed with the "no" syntax, the log is not output.
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[Example]
Output the informational level SYSLOG to the console.

SWX3220 (config) #logging stdout info

4.12.8 Set log output in event units

[Syntax]
logging event #ype
no logging fype
[Parameter]
type . Type of events specified for log output
Setting value Description
lan-map LAN map

[Initial value]

no logging event lan-map
[Input mode]

global configuration mode

[Description]
Enables log output for the specified type of events.

If this command is executed with the "no" syntax, the log is not output.

[Example]
Enable log output for LAN map.

SWX3220 (config) #logging event lan-map

4.12.9 Back up log

[Syntax]
save logging
[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]
Saves all logs accumulated in RAM to Flash ROM.

Logs are accumulated in RAM, and are periodically backed up automatically to Flash ROM, but you can use this command to
back up this data manually.

If the logging backup sd enable command has been set and an SD card is inserted, the log data is saved to Flash ROM and also
simultaneously saved to the SD card with the following file name.

/swx3220/1og/YYYYMMDD syslog.txt

YYYYMMDD .. Year month day that the savelogging command was executed

[Example]
Back up the log.

SWX3220#save logging

4.12.10 Set log backup to SD card

[Syntax]
logging backup sd enable
logging backup sd disable
no logging backup sd
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[Keyword]
enable . Enable log backup to SD card
disable . Disable log backup to SD card

[Initial value]
logging backup sd disable
[Input mode]
global configuration mode

[Description]

Enables or disables backup of the log to the SD card.

If this is enabled, the log is saved on the SD card when you execute the save logging command.
If this command is executed with the "no" syntax, the setting returns to the default.

This is saved on the SD card with the following file name.

/swx3220/1og/YYYYMMDD syslog.txt

YYYYMMDD .. Year month day that the savelogging command was executed

[Example]
Enable log backup to SD card.
SWX3220 (config) #1logging backup sd enable

4.12.11 Clear log

[Syntax]
clear logging

[Input mode]
privileged EXEC mode

[Description]

Clears the log.

[Example]
Clear the log.

SWX3220#clear logging

4.12.12 Show log

[Syntax]
show logging [reverse]
[Keyword]
reverse . Shows the log in reverse order

[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows the log that records the operating status of the unit. Normally the log is shown starting with the oldest events, but the
display order is reversed if "reverse" is specified.

The log contains a maximum of 10,000 events. If this maximum number is exceeded, the oldest events are successively deleted.
In order to save more than the maximum number of logs, you must use the logging host command to forward the log to the
SYSLOG server and save it on the host.

The level of log events to be output can be specified by the logging trap command.

[Note]

Log events are accumulated in RAM, and are automatically backed up to Flash ROM at regular intervals. When the power is
turned off, log entries that are not backed up will not be saved, so you must back them up manually if you want to save the log.
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The log is maintained when the reload command or a firmware update etc. cause a reboot.

[Example]
Show the log.

SWX3220#show logging

4.13 SNMP

4.13.1 Set host that receives SNMP notifications

[Syntax]
snmp-server host host_address type version version community
snmp-server host rost_address type version version seclevel user
no snmp-server host host_address
no snmp-server host rost_address type version version community
no snmp-server host sost_address type version version seclevel user

[Parameter]
host_address . Destination IPv4 address or IPv6 address for notifications
If you specify an IPv6 link local address, you must also specify the output interface (fe80::X%vlanN
format)
type . Notification message
Setting value Description
Send notifications as traps (without response
traps .
confirmation)
Send notifications as inform requests (with
informs response confirmation). This can be specified if
version is '2¢' or '3'.
version : SNMP version
Setting value Description
1 Use SNMPv1
2c Use SNMPv2c
3 Use SNMPv3
community : Community name (maximum 32 characters)
This can be specified if version is '1' or "2¢'
When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of
characters
seclevel . Security level requested for authenticating the notification
This can be specified only if version is '3'
Setting value Description
No authentication / No encryption
noauth (noAuthNoPriv)
auth Authentication / No encryption (authNoPriv)
priv Authentication / Encryption (authPriv)
user : User name (maximum 32 characters)

This can be specified only if version is '3'

When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of

characters
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[Initial value]
none

[Input mode]

global configuration mode

[Description]

Set the destination of SNMP notifications.
Up to 8 entries can be specified.

If this command is executed with the "no" syntax, the specified destination hosts are deleted.

[Note]

Note that if this is specified as an IPv6 link local address, and you add a setting that specifies a different transmitting interface
for the same address, the combination of address and transmitting interface is considered to have changed, and all settings of
the old combination are deleted. For example if there are multiple settings that specify "fe80::10%vlan1" and you newly add
the setting "fe80::10%vlan2," all settings for "fe80::10%vlan1" are deleted, and only the settings of the added "fe80::10%vlan2"
will remain.

[Example]

Using SNMPv1, set 192.168.100.11 as the destination for traps. Set "snmptrapname" as the trap community name.

SWX3220 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

Using SNMPv2c, set 192.168.100.12 as the destination for notifications. Specify the notification type as informs, and the
notification screen community name as "snmpinformsname".

SWX3220 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

Using SNMPv3, set 192.168.10.13 as the destination for notifications. Set the notification type to traps, set the security level for
transmission to priv, and set the user name to "adminl1".

SWX3220 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.13.2 Setting the time to wait before sending a notification message at system boot

[Syntax]
snmp-server startup-trap-delay sec
no snmp-server startup-trap-delay

[Parameter]
sec ;. <10-600>

Wait time (seconds)
[Initial value]
snmp-server startup-trap-delay 10

[Input mode]

global configuration mode

[Description]

Sets the time to wait before sending an SNMP notification message (trap) at system startup.

SNMP notification messages generated after system boot and before the wait time has elapsed will be sent after the wait time
has elapsed.

If this command is executed with the "no" syntax, the setting is cleared.

[Note]

The wait time measurement starts and ends at the timing at which the following logs are output.

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)
[Example]

Set the time to wait before sending an SNMP notification message at system startup to 30 seconds.



SWX3220 (config) #snmp-server startup-trap-delay 30

4.13.3 Set notification type to transmit

Command Reference | Maintenance and operation functions | 73

[Syntax]

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap

[Parameter]

trap_type . Type of trap

Setting value

Description

coldstart During power off/on and firmware update

warmstart When executing the “reload” command

linkdown At linkdown

linkup At linkup

authentication When authentication fails

temperature When temperature abnormality is detected or
resolved

fan When fan speed changes / When fan stops

12ms When L2MS agent is detected or lost

errdisable When ErrorDisable is detected or canceled

rmon When RMON event is executed

termmonitor When terminal monitoring is detected

bridge When spapning tree root is detected / When
topology is changed

loopdetect During loop detection/clearing

vITp When VRRP event is executed

all

All trap types. All of the above trap types are
specified in the config.

[Initial value]

no snmp-server enable trap

[Input mode]

global configuration mode

[Description]

Specifies the type of trap notification that is sent.

If this command is executed with the "no" syntax, traps are disabled.

[Example]
Enable coldstart trap.

SWX3220 (config) #snmp-server enable trap coldstart

Disable traps.

SWX3220 (config) #no snmp-server enable trap

4.13.4 Set system contact

[Syntax]

snmp-server contact

contact
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no snmp-server contact

[Parameter]

contact : Name (maximum 255 characters) to register as the system contact

[Initial value]

no snmp-server contact

[Input mode]

global configuration mode
[Description]

Sets the MIB variable sysContact.

sysContact is a variable that is typically used to enter the name of the administrator or contact.

If this command is executed with the "no" syntax, the setting is deleted.

[Example]

Set the system contact to "swx_admin@sample.com".
SWX3220 (config) #snmp-server contact swx admin@sample.com

4.13.5 Set system location

[Syntax]
snmp-server location /ocation
no snmp-server location

[Parameter]

location . Name to register as the system location (255 characters or less)

[Initial value]

no snmp-server location

[Input mode]

global configuration mode
[Description]

Sets the MIB variable sysLocation.

sysLocation is a variable that is generally used to enter the installed location of the unit.

If this command is executed with the "no" syntax, the setting is deleted.

[Example]
Set the system location as "MainOffice-1F".

SWX3220 (config) #snmp-server location MainOffice-1F

4.13.6 Set SNMP community

[Syntax]
snmp-server community community ro_rw

no snmp-server community community

[Parameter]

community : Community name (maximum 32 characters)

When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of

characters

ro_Iw : Access restriction
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Setting value Description

ro Read only

™w Write allowed

[Initial value]

none

[Input mode]

global configuration mode
[Description]

Sets the SNMP community.

Up to 16 communities can be registered.

If this is executed with the "no" syntax, the specified community is deleted.

[Example]

Set the read-only community name to "public".

SWX3220 (config) #snmp-server community public ro

Delete the "public" community.
SWX3220 (config) #no snmp-server community public

4.13.7 Set SNMP view

[Syntax]
snmp-server view view oid type
no snmp-server view view

[Parameter]
view : View name (maximum 32 characters)
oid : MIB object ID
type : Type
Setting value Description
include Include the specified object ID in management

Exclude the specified object ID from

exclude
management

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Sets the SNMP MIB view.

The MIB view is the set of MIB objects to specify when allowing access rights.
Up to 16 MIB views can be registered.

The combination of the oid parameter and the #ype parameter indicates whether the MIB sub-tree following the specified object
ID is or is not subject to management. Taking the oid parameter and the type parameter together as one entry, you can specify
multiple entries for each MIB view, up to a maximum of 8.

When multiple entries are specified, the type parameter for the specified object ID takes priority for entries that are contained at
a lower level within the specified object ID.

If this command is executed with the "no" syntax, the MIB view is deleted. It is not possible to delete individual entries.
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[Example]

Specify the "most" view which shows the internet node (1.3.6.1) and below.

SWX3220 (config) #snmp-server view most 1.3.6.1 include

Specify the "standard" view which shows the mib-2 node (1.3.6.1.2.1) and below.
SWX3220 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.13.8 Set SNMP group

[Syntax]
snmp-server group group seclevel read read view [write write_view)
snmp-server group group seclevel write write view [read read view)
no snmp-server group group

[Keyword]
read . Specify the MIB view that can be read by users belonging to this group
write . Specify the MIB view that can be written by users belonging to this group
[Parameter]
group . Group name (maximum 32 characters)
seclevel 1 Security level required of users belonging to this group
Setting value Description
No authentication / No encryption

noauth (noAuthNoPriv)

auth Authentication / No encryption (authNoPriv)

priv Authentication / Encryption (authPriv)
read_view : Name of the MIB view (maximum 32 characters) that can be read by users belonging to this group
write_view : Name of the MIB view (maximum 32 characters) that can be written by users belonging to this group

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Sets the user group.

Access to MIB objects not included in the MIB view specified by this command is prohibited.
The MIB view is defined by the snmp-server view command.

The maximum number of entries is 16.

If this command is executed with the "no" syntax, the specified group setting is deleted.
[Example]

Create the user group "admins," and grant users belonging to the "admins" group full access rights to the "most" view.
group g ging group g

SWX3220 (config) #snmp-server group admins priv read most write most

Create the user group "users," and grant users belonging to the "users" group read access rights to the "standard" view.

SWX3220 (config) #snmp-server group users auth read standard
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4.13.9 Set SNMP user

[Syntax]
snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]
no snmp-server user user

[Keyword]
auth . Set the authentication algorithm
priv . Set the encryption algorithm
[Parameter]
user : User name (maximum 32 characters)
When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of
characters
group : Group name (maximum 32 characters)
‘When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of
characters
auth . Authentication algorithm
Setting value Description
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass . Authentication password (8 or more characters, maximum 32 characters)
When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of
characters
priv . Encryption algorithm
Setting value Description
des DES-CBC
aes AES128-CFB
priv_pass . Encryption password (8 or more characters, maximum 32 characters)

"nn

‘When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of

characters

[Initial value]
none

[Input mode]

global configuration mode

[Description]
Specifies a user.

The group name of this command specifies the name defined by the snmp-server group command; according to the security
level specified by the group setting, it specifies the algorithm and password that are used to authenticate and encrypt the content
of communication.

It is not possible to only encrypt without authentication.
The maximum number of entries is 16.

The setting as to whether authentication and encryption are used, the algorithm, and the password, must match the user setting
of the SNMP manager that is the other party.

If this command is executed with the "no" syntax, the setting of the specified user is deleted.
[Example]

Create "adminl" as a user. According to the specified group and the security level prescribed for that group, specify the protocol
(SHA, AES) and password (passwd1234) used for authentication and encryption.
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SWX3220 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

Create "user1" as a user. According to the specified group and the security level prescribed for that group, specify the protocol
(SHA) and password (passwd5678) used for authentication and encryption.

SWX3220 (config) #snmp-server user userl users auth sha passwd5678

4.13.10 IP address restrictions for clients that can access the SNMP server

[Syntax]
snmp-server access action info [community community|
no snmp-server access [action info [community community]]

[Keyword]
community . Specify a community
[Parameter]
action . Specify behavior for access conditions
Setting value Description
permit "Permit" the condition
info . Sets the sending source [Pv4/IPv6 address information used as a condition
Setting value Description
A.B.C.D Specifies an IPv4 address (A.B.C.D)
Specifies an IPv4 address (A.B.C.D) with a
AB.CDM subnet mask length (Mbit)
X: XXX Specifies an [Pv6 address (X:X::X:X)
S Specifies an IPv6 address (X:X::X:X) with a
XXEXXM subnet mask length (Mbit)
any Specifies all IPv4/IPv6 addresses
community : Community name (up to 32 characters)

Community to which the access conditions apply
If the community specification is omitted, the access conditions will apply to all communities

When both ends are enclosed in "" or ", the "" and " at both ends are not included in the number of
characters.

[Initial value]
None

[Input mode]

global configuration mode

[Description]

Restrict client terminals that are permitted to access the SNMP server by IPv4/IPv6 address.
Up to 32 items can be set with this command, and those applied first are given priority.
When this command is set, all access that does not meet the registered conditions is denied.
However, if this command is not set, all access is permitted.

If this command is executed with the "no" syntax, the specified setting is cleared.

If community is omitted in the “no” syntax, all settings for the specified info are cleared.

If all parameters are omitted in the “no” syntax, all settings are cleared.

[Note]

The access restrictions of this command apply only to SNMPv1 and SNMPv2c access.
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It does not apply to SNMPv3 access.
[Example]
Permit SNMP server access only from the 192.168.100.0/24 segment.

SWX3220 (config) #snmp-server access permit 192.168.100.0/24

Restrict access to only 192.168.100.0/24 hosts with the ‘public’ community name and to only 192.168.100.12 hosts with the
'private’ community name.

SWX3220 (config) #snmp-server access permit 192.168.100.0/24 community public
SWX3220 (config) #snmp-server access permit 192.168.100.12 community private

4.13.11 Show SNMP community information

[Syntax]
show snmp community
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows SNMP community information.
Shows the community name, and access mode.
[Example]

Show SNMP community information.

SWX3220#show snmp community
SNMP Community information
Community Name: public

Access: Read-Only

Community Name: private
Access: Read-Write

4.13.12 Show SNMP view settings

[Syntax]

show snmp view
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the contents of the SNMP view settings.
Shows the view name, object ID, and type.
[Example]
Show the contents of the SNMP view settings.

SWX3220#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.13.13 Show SNMP group settings

[Syntax]

show snmp group
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[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]
Shows the contents of the SNMP group settings.

Shows the group name, security level, reading view, and writing view.

[Example]
Show the contents of the SNMP group settings.

SWX3220#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.13.14 Show SNMP user settings

[Syntax]
show snmp user
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the contents of the SNMP user settings.
Shows the engine ID, user name, affiliated group name, authentication method, and encryption method.
[Example]
Show the contents of the SNMP user settings.

SWX3220#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.14 RMON

4.14.1 Set RMON function

[Syntax]
rmon switch
no rmon

[Parameter]

switch : RMON function operation
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Setting value Description
enable Enable RMON function
disable Disable RMON function

[Initial value]
rmon enable

[Input mode]

global configuration mode

[Description]

Sets the system-wide operation of the RMON function.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

If this command is used to disable the system-wide RMON function, the following RMON group operations are disabled.

» Ethernet statistical information group
* History group

* Alarm group

* Event group

This command can be set using the private MIB ysrmonSetting (1.3.6.1.4.1.1182.3.7.1).

[Example]
Enable RMON function.

SWX3220 (config) #rmon enable
Disable RMON function.

SWX3220 (config) #rmon disable

4.14.2 Set RMON Ethernet statistical information group

[Syntax]
rmon statistics index [owner owner]
no rmon statistics index

[Parameter]
index : <1-65535>
Index of the Ethernet statistical information group (etherStatsIndex)
owner . Name of the Ethernet statistical information group owner (etherStatsOwner)

Maximum 127 characters
(if omitted : RMON_SNMP)

[Initial value]
none

[Input mode]

interface mode

[Description]

Enables the RMON Ethernet statistical information group setting for the applicable interface.

If this command is set, statistical information is collected, and the RMON MIB's etherStatsTable can be acquired.
This command can be specified a maximum number of eight times for the same interface.

If this command is executed with the "no" syntax, selete the setting and the collected statistical information.
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[Note]

To enable the Ethernet statistical information group setting of the RMON function, it is necessary to enable the system-wide
RMON function in addition to this command.

If this command is overwritten, the previously collected statistical information is deleted, and collection is once again started.

If the system-wide RMON function is disabled, collection of statistical information is interrupted. Subsequently, if the system-
wide RMON function is enabled, the previously collected statistical data is deleted, and collection is once again started.

[Example]
Enable the RMON Ethernet statistical information group settings for portl.1.

SWX3220 (config) #interface portl.1l
SWX3220 (config-if) #rmon statistics 1

4.14.3 Set RMON history group

[Syntax]
rmon history index [buckets buckets] [interval interval] [owner owner]
no rmon history index

[Parameter]

index 1 <1-65535>
Index of history group (historyControllndex)

buckets 1 <1-65535>
Number of history group items to maintain (historyControlBucketsRequested)
(if omitted : 50)

interval 1 <1-3600>
Interval at which to save history group items (seconds) (historyControllnterval)
(if omitted : 1800)

owner : Name of history group owner (historyControlOwner)

Maximum 127 characters
(if omitted : RMON_SNMP)

[Initial value]
none

[Input mode]

interface mode

[Description]

Enables RMON history group settings for the applicable interface.

If this command is set, it will be possible to acquire the RMON MIB's historyControlTable. After setting this command, history
information is collected at the specified interval, and the RMON MIB's etherHistoryTable can be acquired.

This command can be specified a maximum number of eight times for the same interface.

If this command is executed with the "no" syntax, delete the setting and the collected historical information.

[Note]

To enable the history group setting of the RMON function, it is necessary to enable the system-wide RMON function in
addition to this command.

If this command is overwritten, the previously collected historical information is deleted, and collection is once again started.

If the system-wide RMON function is disabled, collection of historical information is interrupted. Subsequently, if the system-
wide RMON function is enabled, the previously collected historical data is deleted, and collection is once again started.

[Example]
Enable the RMON historical group settings for portl.1.

SWX3220 (config) #interface portl.l
SWX3220 (config-if) #rmon history 1
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4.14.4 Set RMON event group

[Syntax]
rmon event index type community [description description] [owner owner]
no rmon event index

[Parameter]
index 1 <l -65535>
Index of event group (eventIndex)
type . Event type (eventType)
Setting value Description
log Record in log
trap Send SNMP trap
log-trap Record in log and send SNMP trap
community : Community name (eventCommunity)
Maximum 127 characters
This can be specified if type is "trap" or "log-trap".
description . Description of event (eventDescription)
Maximum 127 characters
(if omitted : RMON_SNMP)
owner : Name of event group owner (eventOwner)

Maximum 127 characters
(if omitted : RMON_SNMP)

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Enables the RMON event group settings.

If this command is set, it will be possible to acquire the RMON MIB's eventTable. Use the rmon alarm command to set the
event group for this command.

If this command is executed with the "no" syntax, the setting value is deleted.

[Note]

To enable the event group setting of the RMON function, it is necessary to enable the system-wide RMON function in addition
to this command.

In order for RMON to send an SNMP trap, you must have made SNMP trap transmission settings.

[Example]

After making SNMP trap settings, enable the RMON event group setting. Set the type of event as "log-trap", and the
community name of the trap as "public".

SWX3220 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX3220 (config) #snmp-server enable trap rmon
SWX3220 (config) #rmon event 1 log-trap public

4.14.5 Set RMON alarm group

[Syntax]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]
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rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index [owner

owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner]

no rmon alarm index

[Parameter]

index

variable

interval

type

rising_threshold

rising_event _index :

falling _threshold

falling event inde
X

startup

owner

[Initial value]
none

[Input mode]

<1-65535>
Index of alarm group (alarmIndex)

MIB object to be monitored (alarmVariable)

<1-2147483647>
Sampling interval (seconds)(alarmInterval)

Sampling type (alarmSampleType)

Setting value Description

Compare by absolute value. Directly compare

absolute sample value and threshold value

Compare by relative value. Compare the
delta difference between the latest sample value and
the previous sample value

(if omitted : absolute)

<1-2147483647>

Upper threshold value (alarmRisingThreshold)
<1-65535>

Event index (alarmRisingEventIndex)
<1-2147483647>

Lower threshold value (alarmFallingThreshold)
<1-65535>

Event index (alarmFallingEventIndex)
<1-3>

Threshold value used for first alarm decision (alarmStartupAlarm)

Setting value Description
1 Use only upper threshold value (risingAlarm)
2 Use only lower threshold value (fallingAlarm)

Use both upper threshold value and lower
threshold value (risingOrFallingAlarm)

(if omitted : 3)
Name of alarm group owner (alarmOwner)

maximum 127 characters
(if omitted : RMON_SNMP)

global configuration mode

[Description]

Enables the RMON alarm group settings.
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Set variable as the MIB object that will be the target of monitoring by the RMON alarm group. Of the
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1) MIB objects, variable can be specified only as a MIB object that has a counter type.
This can be specified in the following three formats.

+ etherStatsEntry.X.Y

* (OID name under etherStatsEntry).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

For example, if specifying etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5.1), it can be specified in any of the following formats.

Format Description
etherStatsEntry. X.Y etherStatsEntry.5.1
(OID name under etherStatsEntry).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

You can use a format that specifies either rising threshold or falling threshold, not both. In this case, the following values are
used for parameters whose setting is omitted.

» Use only rising threshold

* falling threshold : Same value as rising threshold
» falling event index : Same value as rising_event_index
» startup : 1 (Use only upper_threshold)

» Use only falling threshold

* rising threshold : Same value as falling threshold
* rising_event_index : Same value as falling event_index
» startup : 2 (Use only lower_threshold)

If this command is set, it will be possible to acquire the RMON MIB's alarmTable.

If this command is executed with the "no" syntax, the setting value is deleted.

[Note]

To enable the alarm group setting of the RMON function, it is necessary to enable the system-wide RMON function in addition
to this command.

The MIB object specified in variable is a MIB object of the Ethernet statistical information group. If an Ethernet statistical
information group possessing the applicable index has not been created, this command returns an error.

The Ethernet statistical information group can be created by the rmon statistics command. If the Ethernet statistical
information group being used by this command is deleted, this command is also deleted.

The event index specifies the index that is set by the rmon event command. If the event group being used by this command is
deleted, this command is also deleted.

The rising _threshold value must be a higher value than the falling threshold value.

If this command is overwritten, the previous sampling data is deleted, and sampling is once again started.
If the system-wide RMON function is disabled, sampling is interrupted. Subsequently, if the system-wide RMON function is
enabled, the previous sampling data is deleted, and sampling is once again started.

[Example]

Enable the RMON alarm group settings with the following conditions.

» The MIB object to be monitored is etherStatsPkts.1.

» The sampling interval is 180 seconds.

» The sampling type is delta.

» The upper threshold value is 3000, and the event when rising above the upper threshold value is 1.

* The lower threshold value is 2000, and the event when falling below the lower threshold value is 1.

SWX3220 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.14.6 Show RMON function status

[Syntax]
show rmon
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
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[Description]
Shows the settings and status of the RMON function.
The following items are shown.

* System-wide RMON function settings
*  RMON function settings for each group

» Ethernet statistical information group
* History group

* Alarm group

* Event group

[Example]

SWX3220>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index =1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.7 Show RMON Ethernet statistical information group status

[Syntax]
show rmon statistics
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the settings and status of the RMON Ethernet statistical information group.
The following items are shown.

* Index

» Applicable interface
» Input packets

*  Output packets



[Example]

SWX3220>show rmon statistics
rmon collection index 1
stats->ifindex = 5001

input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091,

4.14.8 Show RMON history group status

Command Reference | Maintenance and operation functions | 87

multicast packets 17 broadcast packets 0

[Syntax]

show rmon history

[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]
Shows the settings and status of the RMON history group.

The following items are shown.

Index

Applicable interface
Number of history group items to maintain
Interval at which to save history group items

Owner name

[Example]

SWX3220>show rmon history

history index = 1

data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

4.14.9 Show RMON event group status

[Syntax]

show rmon event

[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows the settings and status of the RMON event group.

The following items are shown.

Index

Description of event

Type of event

Community name when sending trap
Time of executing event
Owner name

[Example]

SWX3220>show rmon event
event Index = 1

Description RMON SNMP
Event type Log

Event community name RMON_ SNMP

Last Time Sent = 00:00:58
Owner RMON_ SNMP
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4.14.10 Show RMON alarm group status

[Syntax]
show rmon alarm

[Input mode]

unprivileged EXEC mode, privileged EXEC mode
[Description]

Shows the settings and status of the RMON alarm group.
The following items are shown.

* Index

* Alarm status

» MIB object to be monitored

» Sampling interval

» Sampling type

* Measured value

» Upper threshold value

» Event for upper threshold value
* Lower threshold value

» Event for lower threshold value
» Startup alarm

* Owner name

[Example]

SWX3220>show rmon alarm

alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event = 1

alarm Startup Alarm = 3
alarm Owner is RMON SNMP

4.14.11 Clear counters of the RMON Ethernet statistical information group

[Syntax]
rmon clear counters

[Input mode]

interface mode

[Description]

Clears the counters of the RMON Ethernet statistical information group for the applicable interface.

[Example]

Clear the counters of the RMON Ethernet statistical information group for portl.1.

SWX3220 (config) #interface portl.1l
SWX3220 (config-if) #rmon clear counters

4.15 sFlow

4.15.1 Set sFlow function

[Syntax]
sflow switch
no sflow
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[Parameter]
switch : sFlow function operation
Setting value Description
enable Enable sFlow function
disable Disable sFlow function

[Initial value]
sflow disable

[Input mode]

global configuration mode
[Description]

This sets the sFlow function operation.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]

Enable the sFlow function.
SWX3220 (config) #sflow enable

4.15.2 Set sFlow agent

[Syntax]
sflow agent address
no sflow agent

[Parameter]

address : AB.CD
IPv4 address
X: XXX
IPv6 address

[Initial value]

None

[Input mode]

global configuration mode

[Description]

Sets the IP address for the sFlow agent.

The IP address set with this command is used in the sFlow header of the sFlow datagram.
If this command is executed with the "no" syntax, the setting returns to the default.
[Note]

An IPv6 address cannot specified if the stack function is enabled.

[Example]

Sets the IP address for the sFlow agent to "192.168.100.240".

SWX3220 (config) #sflow agent 192.168.100.240

4.15.3 Set sFlow collector

[Syntax]
sflow collector address [port]
no sflow collector
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[Parameter]

address : AB.CD
IPv4 address
X XXX
IPv6 address

port ;o <1-65535>

Destination UDP port number for sFlow collector
Default value is 6343

[Initial value]

None

[Input mode]

global configuration mode

[Description]

Sets the IP address and destination UDP port number for the sFlow collector.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

An IPv6 address cannot specified if the stack function is enabled.

[Example]
Sets the IP address for the sFlow collector to "192.168.100.240".

SWX3220 (config) #sflow collector 192.168.100.240

4.15.4 Set maximum size of sFlow datagram

[Syntax]
sflow collector max-datagram-size size
no sflow collector max-datagram-size

[Parameter]

size 1 <512 -1452> (bytes)

[Initial value]

sflow collector max-datagram-size 1400

[Input mode]

global configuration mode

[Description]

This sets the maximum size of datagrams transmitted from the sFlow agent to the sFlow collector.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]

Set maximum size to 1000 bytes for sFlow datagrams.
SWX3220 (config) #sflow collector max-datagram-size 1000

4.15.5 Set sampling rate of packet flow sampling

[Syntax]
sflow sampling-rate rate
no sflow sampling-rate

[Parameter]

rate ;<256 - 1000000000>
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[Initial value]

None

[Input mode]

interface mode

[Description]

Sets the sampling rate used for packet flow on the applicable port when executing packet flow sampling.
If this command is not set, packet flow sampling is not implemented.

This command can be specified only for LAN/SFP port.

If this command is executed with the "no" syntax, the setting returns to the default.
[Example]

Sets the sampling rate of packet flow sampling to 10000.

SWX3220 (config-if) #sflow sampling-rate 10000

4.15.6 Set maximum Ethernet frame header size for packet flow sampling

[Syntax]
sflow max-header-size size
no sflow max-header-size

[Parameter]

size 1 <14 -256> (bytes)

[Initial value]

sflow max-header-size 128

[Input mode]

interface mode

[Description]

Sets the maximum Ethernet frame header size used for packet flow sampling on the applicable port.
If this command is executed with the "no" syntax, the setting returns to the default.

This command can be specified only for LAN/SFP port.

[Example]

This sets the maximum Ethernet frame header size for packet flow sampling to 100.
SWX3220 (config-if) #sflow max—header-size 100

4.15.7 Set polling interval for counter sampling

[Syntax]
sflow polling-interval interval
no sflow polling-interval

[Parameter]

interval ;<1 -86400> (seconds)

[Initial value]
None

[Input mode]
interface mode
[Description]

Sets the polling interval used when executing counter sampling on the applicable port.
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If this command is not set, counter sampling is not implemented.
This command can be specified only for LAN/SFP port.

If this command is executed with the "no" syntax, the setting returns to the default.
[Example]

Sets the counter sampling interval to 100 seconds.
SWX3220 (config-if) #sflow polling-interval 100

4.15.8 Show sFlow status

[Syntax]
show sflow
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the status of sFlow.
[Example]

This shows the status of sFlow.

SWX3220#show sflow
sFlow Global Configuration:

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.15.9 Show sFlow sampling information

[Syntax]
show sflow sampling [ifname]
[Parameter]
ifname . LAN/SFP port interface name
Interface to show
[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows sFlow sampling information for the interface specified by ifname.

If ifname is omitted, information is shown for all interfaces.

[Note]

This command cannot be executed on non-main member switches when the stack function is enabled.
When the stack function is enabled, this information is not synchronized between main and members.
[Example]

Shows the sFlow sampling information.

SWX3220#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.16 Telnet server

4.16.1 Start Telnet server and change listening port number

[Syntax]
telnet-server enable [port]
telnet-server disable
no telnet-server

[Keyword]

enable . Telnet server is enabled
disable . Telnet server is disable
[Parameter]

port 1 <1-65535>

Listening port of the Telnet server (if omitted: 23)

[Initial value]

telnet-server disable

[Input mode]

global configuration mode

[Description]

Enables the Telnet server. You can also specify the listening TCP port number.
If this command is executed with the "no" syntax, the function is disabled.
[Example]

Start the Telnet server with 12345 as the listening port number.

SWX3220 (config) #telnet-server enable 12345

4.16.2 Show Telnet server settings

[Syntax]
show telnet-server
[Input mode]
privileged EXEC mode
[Description]
Shows the settings of the Telnet server. The following items are shown.

» Telnet server function enabled/disabled status
» Listening port number
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* VLAN interface that is permitted to access the TELNET server
 Filter that controls access to the TELNET server

[Example]

Show the settings of the Telnet server.

SWX3220#show telnet-server
Service:Enable
Port:23
Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:
deny 192.168.100.5
permit 192.168.100.0/24

4.16.3 Set host that can access the Telnet server

[Syntax]
telnet-server interface inferface
no telnet-server interface interface

[Parameter]

interface : VLAN interface name

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Sets the VLAN interface that allows access to the Telnet server.

If this command is executed with the "no" syntax, the specified interface is deleted.
This command can be used to specify up to eight items, which are applied in the order that they are specified.
If this command is not set, access is permitted only from the management VLAN.
[Note]

If telnet-server enable is not specified, this command does not function.

[Example]

Allow access to the Telnet server from the hosts connected to VLAN #1 and VLAN #2.

SWX3220 (config) #telnet-server interface vlanl
SWX3220 (config) #telnet-server interface vlan2

4.16.4 Restrict access to the TELNET server according to the IP address of the client

[Syntax]
telnet-server access action info
no telnet-server access [action info]

[Parameter|
action . Specifies the action for the access condition
Setting value Description
deny "Deny" the condition
permit "Permit" the condition

info 1 Specifies the transmission-source [Pv4 address or IPv6 address that is the condition.
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Setting value Description
A.B.C.D Specifies an IPv4 address (A.B.C.D)
Specifies an IPv4 address (A.B.C.D) with subnet
AB.C.DM mask length (Mbit)
X: XXX Specifies an IPv6 address (X:X::X:X)
[ Specifies an [Pv6 address (X:X::X:X) with
XXX XM subnet mask length (Mbit)
any Applies to all IPv4 addresses and IPv6 addresses

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Restrict access to the TELNET server according to the client terminal's IPv4/IPv6 address.

Up to eight instances of this command can be set, and those that are specified earlier take priority for application.
If this command is set, all access that does not satisfy the registered conditions is denied.

However, if this command is not set, all access is permitted.

If this command is executed with the "no" syntax, the specified setting is deleted.

If this command is executed with the "no" syntax, and parameter is omitted, all settings are deleted.
[Note]

If telnet-server enable is not specified, this command does not function.

[Example]

Permit access to the TELNET server only from 192.168.1.1 and the 192.168.10.0/24 segment.

SWX3220 (config) #telnet-server access permit 192.168.1.1
SWX3220 (config) #telnet-server access permit 192.168.10.0/24

Deny only access to the TELNET server from the segment 192.168.10.0/24.

SWX3220 (config) #telnet-server access deny 192.168.10.0/24
SWX3220 (config) #telnet-server access permit any

4.17 Telnet client

4.17.1 Start Telnet client

[Syntax]
telnet host [port]
[Parameter]
host :  Remote host name, IPv4 address (A.B.C.D), or IPv6 address(X:X::X:X)
If you specify an IPv6 link local address, you must also specify the output interface (fe80::X%vlanN
format)
port 1 <1-65535>

Port number to use (if omitted: 23)
[Initial value]
none

[Input mode]
privileged EXEC mode
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[Description]

Connects to the specified host via Telnet.

[Example]

Connect via Telnet to port number 12345 of the host at [Pv4 address 192.168.100.1.
SWX3220#telnet 192.168.100.1 12345

Connect via Telnet to port number 12345 of the host at [Pv6 address fe80::2a0:deff:fe11:2233.
SWX3220#telnet fe80::2a0:deff:fell:2233%vlanl 12345

4.17.2 Enable Telnet client

[Syntax]
telnet-client switch
no telnet-client

[Parameter]
switch . Whether to enable TELNET client
Setting value Description
enable Enable
disable Disable

[Initial value]
telnet-client disable
[Input mode]

global configuration mode

[Description]
Enables use of the telnet command as a Telnet client.

If this command is executed with the "no" syntax, the Telnet client is disabled.

[Example]
Enable the Telnet client.
SWX3220 (config) #telnet-client enable

4.18 TFTP server

4.18.1 Start TFTP server and change listening port number

[Syntax]
tftp-server enable [port]
tftp-server disable
no tftp-server

[Keyword]

enable : TFTP server is enabled
disable : TFTP server is disable
[Parameter]

port 1 <1-65535>

Listening port number of the TFTP server (if omitted: 69)
[Initial value]
tftp-server disable

[Input mode]

global configuration mode
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[Description]
Enables the TFTP server. You can also specify the listening TCP port number.
If this command is executed with the "no" syntax, the TFTP server is disabled.
[Example]

Start the TFTP server with 12345 as the listening port number.
SWX3220 (config) #tftp-server enable 12345

4.18.2 Show TFTP server settings

[Syntax]
show tftp-server

[Input mode]
privileged EXEC mode

[Description]

Shows the settings of the TFTP server. The following items are shown.
» TFTP server function enabled/disabled status

» Listening port number

* VLAN interface that is permitted to access the TFTP server
[Example]

Show the settings of the TFTP server.

SWX3220#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan) :1, 2, 3

4.18.3 Set hosts that can access the TFTP server

[Syntax]
tftp-server interface interface

no tftp-server interface interface

[Parameter]

interface : VLAN interface name

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Sets the VLAN interface that allows access to the TFTP server.

If this command is executed with the "no" syntax, the specified interface is deleted

This command can be used to specify up to eight items, which are applied in the order that they are specified.
If this command is not set, access is permitted only from the management VLAN.

[Example]

Allow access to the TFTP server from the hosts connected to VLAN #1 and VLAN #2.

SWX3220 (config) #tftp-server interface vlanl
SWX3220 (config) #tftp-server interface vlan2
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419 HTTP server

4.19.1 Start HTTP server and change listening port number

[Syntax]
http-server enable [port]
http-server disable
no http-server

[Keyword]

enable : HTTP server is enabled
disable : HTTP server is disabled
[Parameter]

port 1 <1-65535>

Listening port number of the HTTP server (if omitted: 80)

[Initial value]

http-server disable

[Input mode]

global configuration mode

[Description]

Enables the HTTP server. You can also specify the listening TCP port number.

If this command is executed with the "no" syntax, the function is disabled.

[Example]
Start the HTTP server with 8080 as the listening port number.
SWX3220 (config) #http-server enable 8080

4.19.2 Start secure HTTP server and change listening port number

[Syntax]
http-server secure enable [port]
http-server secure disable
no http-server secure

[Keyword]

enable . Enable the secure HTTP server
disable . Disable the secure HTTP server
[Parameter]

port 1 <1-65535>

Listening port number of the secure HTTP server (if omitted: 443)

[Initial value]
http-server secure disable

[Input mode]

global configuration mode

[Description]
Enables the secure HTTP server. You can also specify the listening TCP port number.
If this command is executed with the "no" syntax, the function is disabled.

If the secure HTTP server is enabled, encryption is performed in software, meaning that depending on the amount of traffic, the
CPU usage rate will rise.

To avoid a high usage rate, it is desirable to avoid access by multiple users to an automatically updated web page such as the
dashboard or the LAN map.
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[Example]
Start the secure HTTP server with 8080 as the listening port number.
SWX3220 (config) #http-server secure enable 8080

4.19.3 Show HTTP server settings

[Syntax]
show http-server

[Input mode]
privileged EXEC mode

[Description]
Shows the settings of the HTTP server. The following items are shown.

* HTTP server function enabled/disabled status

» HTTP server's listening port number

* VLAN interface that is permitted to access the HTTP server
 Filter that controls access to the HTTP server

» Secure HTTP server function enabled/disabled status

* Log-in timeout time

[Example]
Show the settings of the HTTP server.

SWX3220#show http-server

HTTP :Enable(80)
HTTPS:Disable

Management interface(vlan): 1
Interface (vlan) :1

Access:None

Login timeout:30 min 51 sec

4.19.4 Set hosts that can access the HTTP server

[Syntax]
http-server interface interface
no http-server interface interface

[Parameter]

interface : VLAN interface name

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Sets the VLAN interface that allows access to the HTTP server.

If this command is executed with the "no" syntax, the specified interface is deleted.

This command can be used to specify up to eight items, which are applied in the order that they are specified.
If this command is not set, access is permitted only from the management VLAN.

[Example]

Allow access to the HTTP server from the hosts connected to VLAN #1 and VLAN #2.

SWX3220 (config) #http-server interface vlanl
SWX3220 (config) #http-server interface vlan2

4.19.5 Restrict access to the HTTP server according to the IP address of the client

[Syntax]

http-server access action info
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no http-server access [action info]

[Parameter]
action . Specifies the action for the access condition
Setting value Description
deny "Deny" the condition
permit "Permit" the condition
info . Specifies the transmission-source IPv4 address or IPv6 address that is the condition.
Setting value Description
A.B.C.D Specifies an IPv4 address (A.B.C.D)
Specifies an IPv4 address (A.B.C.D) with subnet
AB.CDM mask length (Mbit)
X: XXX Specifies an IPv6 address (X:X::X:X)
[ Specifies an IPv6 address (X:X::X:X) with
XXEXXM subnet mask length (Mbit)
any Applies to all IPv4 addresses and IPv6 addresses

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Restrict access to the HTTP server according to the client terminal's IPv4/IPv6 address.

Up to eight instances of this command can be set, and those that are specified earlier take priority for application.
If this command is set, all access that does not satisfy the registered conditions is denied.

However, if this command is not set, all access is permitted.

If this command is executed with the "no" syntax, the specified setting is deleted.

If this command is executed with the "no" syntax, and parameter is omitted, all settings are deleted.
[Note]

If http-server enable or http-server secure enable are not specified, this command does not function.
[Example]

Permit access to the HTTP server only from 192.168.1.1 and the 192.168.10.0/24 segment.

SWX3220 (config) #http-server access permit 192.168.1.1
SWX3220 (config) #http-server access permit 192.168.10.0/24

Deny access to the HTTP server only from 192.168.10.0/24 segment.

SWX3220 (config) #http-server access deny 192.168.10.0/24
SWX3220 (config) #http-server access permit any

4.19.6 Web GUI display language

[Syntax]
http-server language lang
no http-server language

[Parameter]

lang . Specify the language
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Setting value Description

japanese Japanese

english English

[Initial value]

http-server language japanese
[Input mode]

global configuration mode
[Description]

Sets the Web GUI display language.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]
Set the Web GUI display language to English.

SWX3220 (config) #http-server language english

4.19.7 Set log-in timeout time for HTTP server

[Syntax]
http-server login-timeout min [sec]
no http-server login-timeout

[Parameter]
min ;. <0-35791>

Timeout time (minutes)
sec 1 <0-2147483>

Timeout time (seconds)
[Initial value]
http-server login-timeout 5
[Input mode]
global configuration mode
[Description]
Specify the time until automatic logout when there has been no access to the HTTP server.
If sec is omitted, O is specified.
If this command is executed with the "no" syntax, the setting returns to the default.
[Note]
The smallest value that can be specified is one minute.
[Example]
Set the timeout time for the HTTP server to 2 minutes 30 seconds.
SWX3220 (config) #http-server login-timeout 2 30

4.20 HTTP Proxy

4.20.1 Enable HTTP Proxy function

[Syntax]
http-proxy switch
no http-proxy
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[Parameter]
switch : Whether to enable HTTP Proxy function
Setting value Description
enable Enable
disable Disable

[Initial value]

http-proxy disable

[Input mode]

global configuration mode

[Description]

Enables the HTTP Proxy function of the HTTP server.

If this command is executed with the "no" syntax, the function is disabled.
[Example]

Enable the HTTP Proxy function of the HTTP server.

SWX3220 (config) #http-proxy enable

4.20.2 Set HTTP Proxy function timeout

[Syntax]
http-proxy timeout time
no http-proxy timeout [time]

[Parameter]
time ;o <1-180>
Time (seconds) until timeout occurs
[Initial value]
http-proxy timeout 60
[Input mode]
global configuration mode
[Description]
Specifies the timeout time when acquiring the Web GUI of an L2MS agent.
If this command is executed with the "no" syntax, the setting will be 60 seconds.
[Example]
Set HTTP Proxy function's timeout duration to two minutes.
SWX3220 (config) #http-proxy timeout 120

4.20.3 Show HTTP Proxy function settings

[Syntax]
show http-proxy
[Input mode]
privileged EXEC mode
[Description]
Shows the settings of the HTTP Proxy function. The following items are shown.
* HTTP Proxy function enabled/disabled status
* Timeout time
[Example]
Show the settings of the HTTP Proxy function.
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SWX3220#show http-proxy
Service:Enable
Timeout:60

4.21 SSH server

4.21.1 Start SSH server and change listening port number

[Syntax]
ssh-server enable [port]
ssh-server disable
no ssh-server

[Keyword]

enable : SSH server is enabled
disable : SSH server is disable
[Parameter]

port 1 <1-65535>

Listening port of the SSH server (if omitted: 22)
[Initial value]
ssh-server disable
[Input mode]
global configuration mode
[Description]
Enables the SSH server. You can also specify the listening TCP port number.

In order to enable the SSH server, the host key must be created in advance (ssh-server host key generate).

If this command is executed with the "no" syntax, disable the SSH server.

[Note]

In order to log in from the SSH client, the user name and password must be registered in advance (username).

[Example]
Start the SSH server with 12345 as the listening port number.

SWX3220#ssh-server host key generate
SWX3220#configure terminal
SWX3220 (config) #ssh-server enable 12345

4.21.2 Show SSH server settings

[Syntax]

show ssh-server
[Input mode]
privileged EXEC mode

[Description]
Shows the settings of the SSH server.
The following items are shown.

* SSH server function enabled/disabled status

» Listening port number

*  Whether SSH server host key exists

* VLAN interface permitted to access the SSH server
+ Filter that controls access to the SSH server

[Example]
Show the settings of the SSH server.
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SWX3220#show ssh-server
Service:Enable
Port:23
Hostkey:Generated
Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:
deny 192.168.100.5
permit 192.168.100.0/24

4.21.3 Set host that can access the SSH server

[Syntax]
ssh-server interface ifname
no ssh-server interface ifname

[Parameter]

ifname : VLAN interface name

[Initial value]

none

[Input mode]

global configuration mode

[Description]

Sets the VLAN interface that allows access to the SSH server.

If this command is executed with the "no" syntax, delete the specified interface.

Up to eight instances of this command can be set, and those that are specified earlier take priority for application.
If this command is not set, access is permitted only from the maintenance VLAN.
[Example]

Allow access to the SSH server from the hosts connected to VLAN #1 and VLAN #2.

SWX3220 (config) #ssh-server interface vlanl
SWX3220 (config) #ssh-server interface vlan2

4.21.4 Set client that can access the SSH server

[Syntax]
ssh-server access action info
no ssh-server access [action info]

[Parameter]

action . Specifies the action for the access condition
Setting value Description
deny "Deny" the condition
permit "Permit" the condition

info . Specifies the transmission-source IPv4 address or IPv6 address that is the condition
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Setting value Description
A.B.C.D Specifies an IPv4 address (A.B.C.D)
Specifies an IPv4 address (A.B.C.D) with subnet

AB.CDM mask length (Mbit)
X: XXX Specifies an IPv6 address (X:X::X:X)

. Specifies an [Pv6 address (X:X::X:X) with
XXX XM subnet mask length (Mbit)
any Applies to all IPv4 addresses and IPv6 address

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Restrict access to the SSH according to the client terminal's IPv4/IPv6 address.

Up to eight instances of this command can be set, and those that are specified earlier take priority for application.
If this command is set, all access that does not satisfy the registered conditions is denied.
However, if this command is not set, all access is permitted.

If this command is executed with the "no" syntax, the specified setting is deleted.

If parameters are omitted with the "no" syntax, the all setting are deleted.

[Note]

If ssh-server enable command is not specified, this command does not function.
[Example]

Permit access to the SSH server only from 192.168.1.1 and the 192.168.10.0/24 segment.

SWX3220 (config) #ssh-server access permit 192.168.1.1
SWX3220 (config) #ssh-server access permit 192.168.10.0/24

Deny only access to the SSH server from the segment 192.168.10.0/24.

SWX3220 (config) #ssh-server access deny 192.168.10.0/24
SWX3220 (config) #ssh-server access permit any

4.21.5 Generate SSH server host key

[Syntax]

ssh-server host key generate [bit bif]
[Parameter]
bit :1024,2048

Bit length of RSA key
[Initial value]
none
[Input mode]
privileged EXEC mode
[Description]

Sets the host RSA key and host DSA key of the SSH server.

For the RSA key, the bif parameter can be used to specify the number of bits in the generated key. The DSA key generates a
1024-bit key.

[Note]

In order to use the SSH server function, this command must be executed in advance to generate the host keys.
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If this command is executed when the host keys have already been specified, the user is asked to confirm whether to update the
host keys.

It might take several minutes of time to generate the host keys.

This command can be executed only if the SSH server is disabled.
[Example]
Generate a 2048-bit RSA key and a DSA key.

SWX3220#ssh-server host key generate bit 2048

4.21.6 Clear SSH server host key

[Syntax]
clear ssh-server host key

[Input mode]

privileged EXEC mode

[Description]

Deletes the host RSA key and host DSA key of the SSH server.
[Note]

This command can be executed only if the SSH server is disabled.
[Example]
Delete the host RSA key and host DSA key.

SWX3220#clear ssh-server host key

4.21.7 Show SSH server public key

[Syntax]
show ssh-server host key [fingerprint]

[Keyword]
fingerprint . Show key fingerprint

[Input mode]

privileged EXEC mode

[Description]

Shows the public key of the SSH server.

If the "fingerprint" keyword is specified, the public key's key length, key fingerprint, and ASCII art are shown.

[Note]
Both the MD5 and SHA256 key fingerprint hash algorithms are shown.

[Example]
Show the public key.

SWX3220#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4dmtoIJri+ujdAIfgr4hL/0w7J1vc50eXg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/JjPFCatgOIii8eINzUgSBle6MOFtGjmESrdYiafyIUhps+YWad
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM70fadd
9ySbomj06Y/0k81L5gqFhCHMGOGtgITKZsgb5VnPz8FYC8t1ls6/tpyrUabaG2af/yTEa5USBDYAuUcC88
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJEO0Jyel+4c5qWSFE
PXUgrLf5SHAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1sicJGCOaridnTthIGa8
ARypDjhpL1a37SDezx8yCl1Q5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ial0n81tMxW/EPw4SqFP
77r7VVvCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwVAZKI18JKTCHIHQfRV4Ar7UOYChX0oeKjBbuulL.SDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMimUOoziv/zi+De/z3M7wIHQUWEMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31liR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS 2pDX5EWrwbPXXX XXX XXX X ==
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Show the key fingerprint of the public key.

SWX3220#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
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4.21.8 Set SSH client alive checking

[Syntax]
ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[Parameter]
interval 1 <1-2147483647>

Client alive checking interval (seconds, if omitted: 100)
count 1 <1-2147483647>

Maximum count for client alive checking (if omitted: 3)
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[Initial value]
ssh-server client alive disable

[Input mode]

global configuration mode

[Description]

Sets whether to perform client alive checking.

A message requesting a response is sent to the client at intervals of the number of seconds specified by "interval". If there is no
response for a successive number of times specified by "count", the connection with this client is cut and the session is ended.

If this command is executed with the "no" syntax, the setting returns to the default.

4.22 SSH client

4.22.1 Start SSH client

[Syntax]
ssh [user@] host [port]

[Parameter]

user : User name used when logging in to the remote host

host . Remote host name, IPv4 address (A.B.C.D), or IPv6 address (X:X::X:X)
If you specify an IPv6 link local address, you must also specify the output interface (fe80::X%vlanN
format)

port 1 <1-65535>

Port number to use (if omitted: 22)

[Initial value]
none

[Input mode]

privileged EXEC mode

[Description]

Connects to the specified host via SSH.

If user is omitted, access the SSH server using the currently logged-in user name.

If user is omitted when logged in as an unnamed user, "root" is used.

[Note]

The escape character is the tilde (~). The escape character is recognized only if it is input at the beginning of the line.

If the escape character is input twice in succession at the beginning of the line, the escape character is used as input to the
server.

If the escape character followed by a period (.) is input, the connection is forcibly closed.

If the escape character followed by a question mark (?) is input, a list of escape inputs is shown.

[Example]

To the host at IPv4 address 192.168.100.1, connect via SSH using user name "uname" and port number 12345,

SWX3220#ssh uname@192.168.100.1 12345
To the host at IPv6 address fe80::2a0:deff:fe11:2233, connect via SSH using user name "uname" and port number 12345.

SWX3220#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4.22.2 Enable SSH client

[Syntax]
ssh-client switch
no ssh-client
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[Parameter]

switch . Whether to enable SSH client
Setting value Description
enable Enable
disable Disable

[Initial value]

ssh-client disable

[Input mode]

global configuration mode

[Description]

Enables use of the ssh command as an SSH client.

If this command is executed with the "no" syntax, the SSH client is disabled.

[Example]
Enable the SSH client.

SWX3220 (config) #ssh-client enable

4.22.3 Clear SSH host information

[Syntax]
clear ssh host Zost

[Parameter]

host : Remote host name, [Pv4 address (A.B.C.D), or IPv6 address (X:X::X:X)

[Input mode]

privileged EXEC mode

[Description]

Delete the public key of the SSH server that is connected as an SSH client.
[Example]

Clear the SSH host information.

SWX3220#clear ssh host 192.168.100.1

4.23 E-mail notification

4.23.1 SMTP e-mail server settings

[Syntax]
mail server smtp id host /ost [port port] [encrypt method] [auth username password)]
no mail server smtp id

[Keyword]

port : Specifying a port number for the e-mail server

encrypt . Specifying an encryption method

auth . Specifying the account information to use for SMTP authentication
[Parameter]

id : <1-10>

Mail server ID

host . Mail server address or host name
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IPv4 address (A.B.C.D), IPv6 address (X:X::X:X)

When specifying an IPv6 link local address, the transmitting interface also needs to be specified (in
fe80::X%vlanN format).

Host name (64 characters or less, Single-byte alphanumeric characters - . and :)
port 1 <1-65535>

Port number for e-mail server (this is 25 when omitted, and 465 when over-ssl is specified as method)

method . Encryption method
Setting value Description
over-ssl Encrypting communication ( over SSL )
starttls Encrypting communication ( STARTTLS )
username . User name used for SMTP authentication

(64 characters or less, ? " | > and aingle-byte alphanumeric characters and symbols other than spaces)
password . Passwords used for SMTP authentication

(64 characters or less,? " | > and aingle-byte alphanumeric characters and symbols other than spaces)
[Initial value]
none

[Input mode]

global configuration mode

[Description]

Sets server information used when sending e-mails.

[Note]

When performing SMTP authentication, the AUTH LOGIN command is used for authentication.
For the SSL/TLS version, TLSv1, TLSv1.1 and TLSv1.2 are supported.

When setting an IPv6 address as the e-mail server address, encryption using SSL/TLS cannot be used.
[Example]

Sets the e-mail transmission server to “smtp-server-test.com”.

SWX3220 (config) #mail server smtp 1 host smtp-server-test.com

Specify “smtp-server-test2.com” as the e-mail transmission server, and configures settings for using encryption and SMTP
authentication.

SWX3220 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.23.2 SMTP e-mail server name settings

[Syntax]
mail server smtp id name server_name
no mail server smtp id

[Parameter]
id : <1-10>

E-mail server ID
server_name : Mail server name

(64 characters or less, single-byte alphanumeric characters and symbols other than ?)
[Initial value]
none

[Input mode]

global configuration mode
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[Description]
Sets the name of the server used when sending e-mails.

[Example]
Sets the e-mail transmission server name to “test_mail server”.

SWX3220 (config) #mail server smtp 1 name test mail server

4.23.3 E-mail notification trigger settings

[Syntax]
mail notify temp-id trigger lan-map [type [type ...]]
mail notify femp-id trigger terminal
mail notify temp-id trigger stack
no mail notify temp-id trigger lan-map
no mail notify femp-id trigger terminal
no mail notify femp-id trigger stack

[Keyword]
lan-map . Notify events related to the LAN map
terminal . Notify events related to the terminal monitoring function
stack . Notify events related to the stack function
[Parameter]
temp-id : <1-10>
E-mail template ID
Specify a template to use for event notification
type . Types of LAN map related events
Setting value Description
hardware Main unit abnormality
loop Loop detection
sfp-power SFP light reception level abnormality
queue-usage Transmission queue monitoring
poe PoE power supply
snapshot Snapshot
12ms Duplication of L2MS managers

[Initial value]
None

[Input mode]

global configuration mode

[Description]

Configures the settings for e-mail notification of event information for the specified function.

If lan-map is specified and type is specified, you will only be notified of events related to the specified LAN map.
If #ype is omitted, you will be notified of all events related to LAN maps.

[Note]

Event notifications related to the stack function are only for models that support the stack function.
[Example]

Sets the LAN map error detection event trigger for e-mail template #1.

SWX3220 (config) #mail notify 1 trigger lan-map
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4.23.4 E-mail transmission template settings mode

[Syntax]
mail template temp-id
no template

[Parameter]
temp-id : <1-10>
E-mail template ID
[Initial value]
none

[Input mode]

global configuration mode

[Description]

Switches to the mode for setting the template used when sending e-mails.

The following items can be configured after switching to template mode. Up to 10 templates can be created.

* E-mail transmission destination address

* E-mail transmission source address

* Subject of e-mails sent

» Wait time settings for e-mail transmission (only event notification used)

[Example]
Switches to the mode for setting e-mail template #1.

SWX3220 (config) #mail template 1
SWX3220 (config-mail) #

4.23.5 E-mail transmission server ID settings

[Syntax]
send server server-id
no send server

[Parameter]
server-id o <1-10>
E-mail template ID
[Initial value]
no send server
[Input mode]
E-mail template mode

[Description]
Sets the ID of the e-mail server to be used.
[Example]

Specifies server ID #1 for the e-mail server used in e-mail template #1.

SWX3220 (config) #mail template 1
SWX3220 (config-mail) #send server 1

4.23.6 E-mail transmission source address setting

[Syntax]
send from address
no send from address

[Parameter]

address . Source e-mail address
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(256 characters or less, single-byte alphanumeric characters and - . @)

[Initial value]

no send from

[Input mode]

E-mail template mode
[Description]

Sets the source e-mail address.

[Example]
Specifies “sample@test.com” as the source e-mail address for e-mail template #1.

SWX3220 (config) #mail template 1
SWX3220 (config-mail) #send from sample@test.com

4.23.7 Destination e-mail address setting for e-mail transmission

[Syntax]
send to address
no send to

[Parameter]

address . Destination e-mail address

(256 characters or less, single-byte alphanumeric characters and - . @)

[Initial value]
no send to

[Input mode]

E-mail template mode

[Description]

Sets the destination e-mail addresses (maximum of four).

[Note]

This setting is used as the destination for event notifications, and is not used for the destinations when distributing certificates or
sending notifications.

[Example]

Specifies “user@test.com” as the destination e-mail address for e-mail template #1.

SWX3220 (config) #mail template 1
SWX3220 (config-mail) #send to user@test.com

4.23.8 Setting for subject used when sending e-mails

[Syntax]
send subject subject
no send subject

[Parameter]

temp-id . Subject used when sending e-mails

(128 characters or less, single-byte alphanumeric characters and symbols other than the characters ? |
>)

[Initial value]
no send subject

[Input mode]

E-mail template mode
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[Description]

Specifies the subject for e-mails that are sent.

[Note]

The subject shown below will be used if this is not set.

» Event notification : Notification from SWX3220

* Certificate distribution : Certification publishment

» Certificate notification : Certification expiration

[Example]

Sets the subject to “TestMail” for e-mails sent using e-mail template #1.

SWX3220 (config) #mail template 1
SWX3220 (config-mail) #send subject TestMail

4.23.9 Wait time settings for e-mail transmission

[Syntax]
send notify wait-time time
no send notify wait-time

[Parameter]
time 1 <1-86400>
Transmission wait time (seconds)
[Initial value]
send notify wait-time 30
[Input mode]
E-mail template mode

[Description]

Sets the wait time before actually sending event-related notification e-mails.

[Note]

This setting is used as the wait time before event-related notification e-mails are sent.
[Example]

Sets the transmission wait time for e-mail template #1 to 60 seconds.

SWX3220 (config) #mail template 1
SWX3220 (config-mail) #send notify wait-time 60

4.23.10 E-mail settings when sending certificates

[Syntax]
mail send certificate temp-id
no mail send certificate

[Parameter]
temp-id L <1-10>
E-mail template ID
[Initial value]
no mail send certificate
[Input mode]
RADIUS configuration mode

[Description]
Specifies the template ID to use when sending RADIUS server client certificates.

The RADIUS server client certificate is sent to the e-mail address specified by the “user” command of the RADIUS server
function.
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[Note]

Example of e-mail body text used when sending RADIUS server client certificates

Certification is published.

Name : [Name] - Setting value for the NAME option in the “user” command
Account : [User name] - USERID value for the “user” command

MAC address : XX:XX:XX:XX:XX:XX

Expire : YYYY/MM/DD

[Example]
Specifies “#1” for the template ID to use when sending RADIUS server client certificates.
SWX3220 (config-radius) #mail send certificate 1

4.23.11 E-mail settings for certificate notification

[Syntax]
mail send certificate-notify temp-id
no mail send certificate-notify

[Parameter|
temp-id ¢ <1-10>
E-mail template ID
[Initial value]
no mail send certificate-notify

[Input mode]

RADIUS configuration mode

[Description]

Specifies the template to use when sending notifications of RADIUS server client certificates by e-mail.

[Note]

Example of e-mail body text used when sending notifications beforehand about expired term of validity for RADIUS server
client certificates

Your certificate will expire in [X] days.

Name : [Name] - Setting value for the NAME option in the “user” command
Account : [User name] - USERID value for the “user” command

MAC address : XX:XX:XX:XX:XX: XX

Expire : YYYY/MM/DD

[Example]
Specifies “#2” for the template to use when sending notifications of RADIUS server client certificates by e-mail.

SWX3220 (config-radius) #mail send certificate-notify 2

4.23.12 Notification timing settings for expired certificates

[Syntax]
mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

[Parameter]
day 1 <1-90>

No. of days remaining for notification of expired term of validity
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[Initial value]
mail certificate expire-notify 30

[Input mode]

RADIUS configuration mode

[Description]

Specifies the number of days to notify beforehand about expired term of validity for RADIUS server client certificates.
Up to three numbers of days for notifications can be specified.

[Note]

The day is displayed in descending order, regardless of the order in which it was inputted.

[Example]

Sets the number of days to notify beforehand about expired term of validity for RADIUS server client certificates to “50 days
before” and “10 days before”.

SWX3220 (config-radius) #mail certificate expire-notify 50 10

4.23.13 Show e-mail transmission information

[Syntax]

show mail information [temp-id]
[Parameter]
temp-id . <1-10>

E-mail template ID

[Input mode]
privileged EXEC mode
[Description]
Shows e-mail transmission information for the specified template ID.
If the template ID is omitted, this displays all e-mail information.
[Example]

Shows e-mail information for e-mail template #1.

SWX3220#show mail information 1

Template ID 3 A

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.24 Yamaha Unified Network Operation Service (Y-UNOS)

4.24.1 Set Y-UNOS function

[Syntax]
y-unos enable
y-unos disable
no y-unos

[Keyword]
enable . Enable Y-UNOS function
disable . Disable Y-UNOS function
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[Initial value]
y-unos enable

[Input mode]
global configuration mode
[Description]

Enables or disables Y-UNOS (Yamaha Unified Network Operation Service: a service which links devices together via a
network).

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

The Y-UNOS function operates only with the management VLAN. When no IPv4 address is set in the management VLAN or
the management VLAN is linked down, the Y-UNOS function is stopped.

If the management VLAN has been changed, the multicast frame forwarding settings (12-mcast flood 239.192.128.250) of the
Y-UNOS mutual automatic recognition function are applied to the maintenance VLAN.

It may take up to one second to enable or disable the Y-UNOS function.
This command cannot be used if the stack function is enabled.
[Example]

This enables the Y-UNOS function.

SWX3220 (config) #y-unos enable

This disables the Y-UNOS function.
SWX3220 (config) #y-unos disable

4.24.2 Show Y-UNOS information

[Syntax]
show y-unos
[Input mode]
privileged EXEC mode
[Description]
Shows Y-UNOS-related settings and status information.
The following content is displayed.
* Y-UNOS function settings (Y-UNOS)

* Y-UNOS function status (Status)
* Y-UNOS function IPv4 address (IPv4-Address)

* View management VLAN IPv4 address and ID
» List of detected devices

*  Model name (Model)

» Serial number (Serial)

* Firmware version (Version)

* MAC address (MAC-Address)

* IPv4 address (IPv4-Address)

* Host name (HostName)

One of the following items is displayed in the status (Status) for Y-UNOS.

Status Description

Active Operational status of Y-UNOS function

Non-operational status of Y-UNOS function (stack function is

Inactive(stack enable) enabled) *Only for devices that support stack functionality

Non-operational status of Y-UNOS function (IPv4 address not
Inactive(no ipv4 address) set for management VLAN, or management VLAN is linked
down)

Disable Y-UNOS function is disabled
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[Example]
This shows the Y-UNOS information.

SWX3220>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.25 LLDP

4.25.1 Enable LLDP function

[Syntax]
lldp run
no lldp run

[Initial value]
none

[Input mode]

global configuration mode

[Description]

Enable the LLDP function for the entire system.

If this command is executed with the "no" syntax, disable the LLDP function for the entire system.

[Note]

In order to enable the LLDP function for a port, the following command must be set.

Set the set lldp enable command's #ype (LLDP agent mode) to "txrx", "txonly", or "rxonly" as necessary.
* lldp run (global configuration mode)

» lldp-agent (interface mode)
» set lldp enable type (LLDP agent mode)

[Example]

Enable LLDP function transmission and reception for LAN port #1.

SWX3220#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX3220 (config) #11dp run

SWX3220 (config) #interface portl.1l

SWX3220 (config-if) #1lldp-agent

SWX3220 (11ldp-agent) #set 1ldp enable txrx

4.25.2 Set system description

[Syntax]
1ldp system-description /ine
no lldp system-description

[Parameter]

line . System description text string (255 characters or less)

[Initial value]
no lldp system-description

[Input mode]

global configuration mode
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[Description]

Sets the system description used by the LLDP function.

If this command is executed with the "no" syntax, the setting returns to the default.
By default, this is "model name + firmware revision".

[Example]

Set the system description to SWITCH1 POINT A.

SWX3220 (config) #11dp system-description SWITCH1 POINT A

4.25.3 Set system name

[Syntax]
lldp system-name name
no lldp system-name

[Parameter]

name : System name text string (255 characters or less)

[Initial value]

no lldp system-name

[Input mode]

global configuration mode

[Description]

Sets the system name used by the LLDP function.

If this command is executed with the "no" syntax, the setting returns to the default.

By default, this is "model name".

The specified value is set in "LLDP System Name TLV".

[Example]
Set the system name to SWITCHI.

SWX3220 (config) #11dp system-name SWITCHL

4.25.4 Create LLDP agent

[Syntax]
lldp-agent
no lldp-agent

[Initial value]
none

[Input mode]

interface mode

[Description]

Create an LLDP agent, and transition to LLDP agent mode.

If this command is executed with the "no" syntax, delete the LLDP agent.

[Note]

When you delete the LLDP agent, the commands specified in LLDP agent mode are also deleted.
[Example]

Create an LLDP agent on portl.1, and transition to LLDP agent mode.

SWX3220 (config) #interface portl.1l

SWX3220 (config-if) #1lldp-agent
SWX3220 (11dp-agent) #
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4.25.5 Set automatic setting function by LLDP

[Syntax]
Ildp auto-setting switch
no lldp auto-setting

[Parameter]

switch : Set automatic setting function by LLDP
Setting value Description
enable Enable automatic setting function by LLDP
disable Disable automatic setting function by LLDP

[Initial value]
1ldp auto-setting disable

[Input mode]
global configuration mode
[Description]

Enables the function by which LLDP frames transmitted by specific Yamaha devices can automatically modify the settings of a
switch.

Also enables the notification function of the power supply stop timing for the power-inline disable delay command.
The following features are configured in LLDP frames.

e Flow control

* QoS
* IGMP snooping
+ EEE

» RADIUS server host
* Terminal monitoring

If this command is executed with the "no" syntax, the setting returns to the default.

This can be set only for a physical interface.

[Note]

In order to use this function, you must use the set lldp enable command to enable reception of LLDP frames.
[Example]
Enable automatic setting function by LLDP.

SWX3220 (config) #11dp auto-setting enable

4.25.6 Set LLDP transmission/reception mode

[Syntax]
set lldp enable #ype
set lldp disable
no set lldp enable

[Parameter]
type . Transmission/reception mode
Setting value Description
rxonly Set receive-only mode
txonly Set transmit-only mode
txrx Set transmit and receive

[Initial value]

set lldp disable
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[Input mode]
LLDP agent mode

[Description]
Sets the LLDP frame transmission/reception mode for the applicable interface.
If you specify set lldp disable, LLDP frames are not transmitted or received.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]
Set the LLDP transmission/reception mode of LAN port #1 to receive-only.

SWX3220
SWX3220
SWX3220
SWX3220

config)#1ldp run

config) #interface portl.1l
config-if) #11ldp-agent
lldp-agent) #set 11dp enable rxonly

4.25.7 Set type of management address

[Syntax]
set management-address-tlv fype
no set management-address-tlv

[Parameter]
type : Type of management address
Setting value Description
ip-address Set IP address as the management address
mac-address Set MAC address as the management address

[Initial value]
set management-address-tlv ip-address

[Input mode]
LLDP agent mode

[Description]

Sets the type of port management address used by LLDP.

If this command is executed with the "no" syntax, the setting returns to the default.
The specified value is set in "LLDP Management Address TLV".

[Example]
Set the MAC address as the type of management address for LAN port #1.

SWX3220
SWX3220
SWX3220
SWX3220

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

4.25.8 Set basic management TLVs

[Syntax]
tlv-select basic-mgmt
no tlv-select basic-mgmt

[Initial value]
none

[Input mode]

LLDP agent mode

[Description]

Adds basic management TLVs to transmitted frames.

If this command is executed with the "no" syntax, exclude basic management TLVs from transmitted frames.
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This command adds the following TLVs to LLDP frames.

<Basic management TLV>

(1) Port Description TLV : Description of port

(2) System Name TLV : Name of system

(3) System Description TLV : Description of system

(4) System Capabilities TLV : System capabilities

(5) Management Address TLV : Management address of port (MAC address or IP address)
[Example]

Add basic management TLVs to the LLDP frames that are transmitted on LAN port #1.

SWX3220 (config)#11ldp run

SWX3220 (config) #interface portl.1

SWX3220 (config-if) #11ldp-agent

SWX3220 (11dp-agent) #tlv-select basic-mgmt

4.25.9 Set IEEE-802.1 TLV

[Syntax]
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[Initial value]
none

[Input mode]

LLDP agent mode

[Description]

Adds IEEE-802.1 TLVs to transmitted frames.

If this command is executed with the "no" syntax, exclude IEEE-802.1 TLVs from transmitted frames.
This command adds the following TLVs to LLDP frames.

<IEEE-802.1 TLV>

(1) Port VLAN ID : ID of port VLAN

(2) Port and Protocol VLAN ID : ID of protocool VLAN

(3) Protocol Identity : List of supported protocols

(4) Link Aggregation : Link aggregation information

(5) VLAN Name : Name of port VLAN

[Example]

Add IEEE-802.1 TLVs to the LLDP frames that are transmitted on LAN port #1.

SWX3220 (config) #11dp run

SWX3220 (config) #interface portl.1l

SWX3220 (config-if) #1lldp-agent

SWX3220 (1ldp-agent) #tlv-select ieee-8021-org-specific

4.25.10 Set IEEE-802.3 TLV

[Syntax]
tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[Initial value]
none

[Input mode]

LLDP agent mode

[Description]

Adds IEEE-802.3 TLVs to transmitted frames.

If this command is executed with the "no" syntax, exclude IEEE-802.3 TLVs from transmitted frames.
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This command adds the following TLVs to LLDP frames.

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : Auto-negotiation support information

(2) Power Via MDI : PoE information (only for models with PoE function)

(3) Link Aggregation : Link aggregation information

(4) Maximum Frame Size : Maximum frame size

[Example]

Add IEEE-802.3 TLVs to the LLDP frames that are transmitted on LAN port #1.

SWX3220 (config)#11dp run

SWX3220 (config) #interface portl.l

SWX3220 (config-if) #1lldp-agent

SWX3220 (11ldp-agent) #tlv-select ieee-8023-org-specific

4.25.11 Set LLDP-MED TLV

[Syntax]
tlv-select med
no tlv-select med

[Initial value]
none

[Input mode]

LLDP agent mode

[Description]

If this command is executed with the "no" syntax, exclude LLDP-MED TLVs from transmitted frames.
This command adds the following TLVs to LLDP frames.

<LLDP-MED TLV>

(1) Media Capabilities : Type of LLDP-MED TLV transmitted

(2) Network Policy : Voice VLAN information (Only ports for which voice VLAN is specified)
(3) Extended Power-via-MDI : Extended PoE information (only for models with PoE function)
[Note]

Location Identification TLV is set to a value of "Location".

[Example]

Add LLDP-MED TLVs to the LLDP frames that are transmitted on LAN port #1.

SWX3220 (config) #11dp run

SWX3220 (config) #interface portl.1l
SWX3220 (config-if) #1lldp-agent
SWX3220 (11ldp-agent) #tlv-select med

4.25.12 Set LLDP frame transmission interval

[Syntax]
set timer msg-tx-interval /x_interval
no set timer msg-tx-interval

[Parameter]
tx_interval 1 <5-3600>
LLDP frame transmission interval (seconds)
[Initial value]
set timer msg-tx-interval 30

[Input mode]
LLDP agent mode
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[Description]
Sets LLDP frame transmission interval.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]
Set 60 seconds as the LLDP frame transmission interval on LAN port #1.

SWX3220
SWX3220
SWX3220
SWX3220

config)#11ldp run

config) #interface portl.l

config-if) #1ldp-agent

lldp-agent) #set timer msg-tx-interval 60

4.25.13 Set LLDP frame transmission interval for high speed transmission period

[Syntax]
set timer msg-fast-tx fast tx

no set timer msg-fast-tx

[Parameter]
fast_tx 1 <1-3600>

LLDP frame transmission interval for high speed transmission period (seconds)
[Initial value]
set timer msg-fast-tx 1

[Input mode]
LLDP agent mode

[Description]
Sets the LLDP frame transmission interval during the high speed transmission period.
If this command is executed with the "no" syntax, the setting returns to the default.

The high speed transmission period is the period immediately after a port's connected device was newly found, and LLDP
frames are transmitted according to the following commands for making high speed transmission period settings.

* set timerx msg-fast-tx fast tx : Sets the transmission interval (seconds) during the high speed transmission period.

+ set tx-fast-init value : Sets the number of LLDP frames transmitted during the high speed transmission period.

[Example]

Set 2 seconds as the LLDP frame transmission interval during the high speed transmission period on LAN port #1.

SWX3220 (config) #11dp run

SWX3220 (config) #interface portl.1l

SWX3220 (config-if) #1lldp-agent

SWX3220 (11ldp-agent) #set timer msg-fast-tx 2

4.25.14 Set time from LLDP frame transmission stop until re-initialization

[Syntax]
set timer reinit-delay reinit_delay
no set timer reinit-delay

[Parameter]
reinit_delay o <1-10>
Time from LLDP frame transmission stop until re-initialization (seconds)
[Initial value]
set timer reinit-delay 2

[Input mode]

LLDP agent mode

[Description]

Sets the time from when LLDP frame transmission stops until re-initialization occurs.

If this command is executed with the "no" syntax, the setting returns to the default.
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[Example]
Set 10 seconds as the time from when LLDP frame transmission stops on LAN port #1 until re-initialization occurs.

SWX3220 (config)#11ldp run

SWX3220 (config) #interface portl.1

SWX3220 (config-if) #11ldp-agent

SWX3220 (11dp-agent) #set timer reinit-delay 10

4.25.15 Set multiplier for calculating time to live (TTL) of device information

[Syntax]
set msg-tx-hold value
no set msg-tx-hold

[Parameter]
value : <1-100>

Multiplier for calculating the time to live (TTL) value of device information
[Initial value]
set msg-tx-hold 4

[Input mode]

LLDP agent mode

[Description]

Sets the multiplier for calculating the time to live (TTL) of device information.

If this command is executed with the "no" syntax, the setting returns to the default.

This setting is multiplied with the LLDP frame transmission interval (msg-tx-interval), and then increased by +1 to become the
TTL value (seconds).

The TTL value is set in "Time To Live TLV".

TTL = msg-tx-interval x msg-tx-hold + 1 (seconds)

[Example]
Set 2 as the multiplier used to calculate the time to live (TTL) for device information on LAN port #1.

SWX3220 (config)#11dp run

SWX3220 (config) #interface portl.l
SWX3220 (config-if) #1lldp-agent

SWX3220 (1ldp-agent) #set msg-tx-hold 2

4.25.16 Set number of LLDP frames transmitted during the high speed transmission period

[Syntax]
set tx-fast-init value
no set tx-fast-init

[Parameter]
value T<1-8>
Number of LLDP frames transmitted during the high speed transmission period
[Initial value]
set tx-fast-init 4
[Input mode]
LLDP agent mode
[Description]

Sets the number of LLDP frames transmitted during the high speed transmission period.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]
Set 2 as the number of LLDP frames transmitted during the high speed transmission period on LAN port #1.
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SWX3220
SWX3220
SWX3220
SWX3220

config)#1ldp run

config) #interface portl.1l
config-if) #1ldp-agent
lldp-agent) #set tx-fast-init 2

4.25.17 Set maximum number of connected devices manageable by a port

[Syntax]
set too-many-neighbors limit max value

no set too-many-neighbors limit

[Parameter]

max_value : <1-1000>

Maximum number of connected devices manageable by a port
[Initial value]
set too-many-neighbors limit 5

[Input mode]

LLDP agent mode

[Description]

Sets the maximum number of connected devices that can be managed by a port.

If this command is executed with the "no" syntax, the setting returns to the default.

If the maximum number of connected device for a port is exceeded, LLDP frames sent from new devices are ignored.

[Note]

When this command is set, the remote device management table is cleared once when the first LLDP frame is received on the
applicable port.

[Example]
Set 10 as the maximum number of connected devices that can be managed by a port on LAN port #1.

SWX3220 (config)#11ldp run

SWX3220 (config) #interface portl.1l

SWX3220 (config-if) #1lldp-agent

SWX3220 (11ldp-agent) #set too-many-neighbors limit 10

4.25.18 Global interface setting for LLDP function

[Syntax]
lldp interface enable #ype
Ildp interface disable
[Keyword]
enable . Enable LLDP function
disable :  Disable LLDP function
[Parameter]
type :  Transmission/reception mode
Setting value Description
rxonly Set receive-only mode
txonly Set transmit-only mode
txrx Set transmit and receive
[Input mode]

global configuration mode

[Description]

Enables or disables the LLDP function for all LAN/SFP port in a single operation.
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If this setting is enabled, set the transmission and reception mode of the specified LLDP frames.

[Note]

This command can be executed only for global configuration mode.

This command is for making the LLDP setting of each interface, and is not shown in running-config.

[Example]

Enable the LLDP function of all LAN/SFP port, and set a mode that allows transmission and reception of LLDP frames.

SWX3220 (config)#11dp interface enable txrx

4.25.19 Show interface status

[Syntax]
show lldp interface ifname [neighbor]
[Keyword]
neighbor : Shows information for connected devices.
[Parameter]
ifname . Interface name of the LAN/SFP port

Interface to show

[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows LLDP information for the interface specified by ifname.

If "neighbor" is specified, information for the device connected to the interface is shown.

The following items are shown.

For show lldp interface ifname

» Interface and its statistical information

Agent Mode

Bridge mode (fixed as nearest bridge)

Enable (tx/rx)

Transmission mode/Reception mode (Y:enable, N:disable)

Message fast transmit time

LLDP frame transmission interval for high speed transmission
period (seconds)

Message transmission interval

LLDP frame transmission interval (seconds)

Reinitialisation delay

Time from LLDP frame transmission stop until re-
initialization (seconds)

MED Enabled

LLDP-MED TLV transmission enable/disable

Device Type

Device type (fixed as NETWORK CONNECTIVITY)

Total frames transmitted

Number of LLDP frames transmitted

Total entries aged

Number of devices not received for more than TTL seconds,
and deleted from management table

Total frames received

Number of LLDP frames received

Total frames received in error

Number of LLDP frame reception errors

Total frames discarded

Number of LLDP frames discarded

Total discarded TLVs

Number of TLV discarded

Total unrecognised TLVs

Number of TLVs that could not be recognized

For show lldp interface ifname neighbor

» Basic management information

Interface Name

Received interface name




128 | Command Reference | Maintenance and operation functions

System Name System name
System Description System description
Port Description Port description
System Capabilities System capabilities
Interface Numbering Type of interface number
Interface Number Number of interface
OID Number OID number
Management Address MAC address os IP addresss
* Mandatory TLV information
CHASSIS ID TYPE CHASSIS ID TLV type and value
PORT ID TYPE PORT ID TLV type and value
TTL (Time To Live) Time to maintain device information (seconds)

e 8021 ORIGIN SPECIFIC TLV information

Port Vlan id ID of port VLAN

PP Vlan id ID of protocol VLAN

VLAN ID ID of port VLAN

VLAN Name Name of port VLAN

Remote Protocols Advertised List of supported protocols
Remote VID Usage Digestt VID Usage Digestt value

Remote Management Vlan Name of management VLAN
Link Aggregation Status Link aggregation enabled/disabled
Link Aggregation Port ID ID of link aggregation port

* 8023 ORIGIN SPECIFIC TLV information

AutoNego Support Auto negotiation enabled/disabled

AutoNego Capability Communication methods that can be auto-negotiate
Operational MAU Type Communication speed and duplex mode

MDI power support Whether PoE function is supported

PSE power pair PSE power pair

Power class PoE power supply class

Type/source/priority PoE power supply type, source, and priority order
PD requested power value Power requested by PD device (0.1 mW units)

PSE allocated power value Power that can be supplied by PSE device (0.1 mW units)
Link Aggregation Status Link aggregation enabled/disabled

Link Aggregation Port ID ID of link aggregation port

Max Frame Size Maximum frame size

* LLDP-MED TLYV information (shown if LLDP-MED TLV is received)

MED Capabilities LLDP-MED TLV type list
MED Capabilities Dev Type LLDP-MED media device type
MED Application Type Application type

MED Vlan id ID of VLAN
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MED Tag/Untag VLAN tagged or untagged
MED L2 Priority L2 priority order
MED DSCP Val DSCP value priority order

MED Location Data Format

Format of location data

Latitude Res Resolution of latitude (number of significant upper bits)
Latitude Latitude (34 bits)
Longitude Res Resolution of longitude (number of significant upper bits)
Longitude Longitude (34 bits)
AT Altitude type
1: meter
2: floor of building
Altitude Res Resolution of altitude (number of significant upper bits)
Altitude Altitude (30 bits)
Datum Geodetic datum
0: USA's World Geodetic System (WGS 84)
1: North American Datum (NAD 83)
2: Average historical minimum sea level of North American
Datum (NAD 83)
LCI length Length of location information data
What Place of reference location
0: Location of the DHCP server
1: Position of the network element thought to be nearest the
client
2: Location of client
Country Code Country code
CA type CA (Civic Address) type
MED Inventory Inventory information list

Refer to RFC 3825 for details on location information.

[Example]

Show LLDP information for LAN port #1.

SWX3220#show 1lldp interface portl.l
Nearest bridge

Agent Mo
Enable (
Message

Message transmission interval

de
tx/rx)
fast transmit time

Reinitialisation delay
MED Enabled

Device T

LLDP Agent traffic statistics

Total
Total
Total
Total
Total
Total
Total
SWX3220#

ype

frames transmitted
entries aged
frames received

frames received in error

frames discarded
discarded TLVs
unrecognised TLVs

Y/Y
1
30
2

Y

NETWORK CONNECTIVITY

oNoloNoNoNeoNe)
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4.25.20 Show information for connected devices of all interfaces

[Syntax]
show lldp neighbors
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows information for connected devices of all interfaces.
(For the display format, refer to the show lldp interface ifname neighbor command)
[Example]

Show information for connected devices.
SWX3220#show 1lldp neighbor

Interface Name : portl.l

System Name : SWX3220-16MT

System Description : SWX3220 Rev.4.02.02 (Mon Dec 14 12:07:35 2020)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering )

Interface Number : 5003

OID Number 5

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id 1
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0xO0

PSE allocated power value : 0x0
Link Aggregation Status
Link Aggregation Port ID
Max Frame Size : 1522
LLDP-MED TLVs
MED Capabilities

Capabilities
Network Policy
MED Capabilities Dev Type : End Point Class-3
MED Application Type : Reserved
MED Vlan id : 0
MED Tag/Untag : Untagged
MED L2 Priority 0
MED DSCP Val : 0
MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude : 0
Longitude Res : 0
Longitude 0
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AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

OO OO O OOoOo

SWX3220#

4.25.21 Clear LLDP frame counters

[Syntax]
clear lldp counters

[Input mode]

privileged EXEC mode

[Description]

Clear the LLDP frame counter of all ports.

[Example]
Clear the LLDP frame counter.

SWX3220>clear 1ldp counters

4.26 L2MS (Layer 2 management service) settings

4.26.1 Move to L2MS mode

[Syntax]
12ms configuration
[Input mode]
global configuration mode
[Description]
Moves to L2MS mode in order to make L2MS settings.
[Note]

To return from L2MS mode to global configuration mode, use the exit command. To return to privileged EXEC mode, use the
end command.

[Example]
Move to L2MS mode.

SWX3220 (config) #12ms configuration
SWX3220 (config-12ms) #

4.26.2 Set L2MS function

[Syntax]
12ms enable
12ms disable
no 12ms

[Keyword]
enable . Use the L2MS function
disable : Don't use the L2MS function

[Initial value]

12ms enable
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[Input mode]

L2MS mode

[Description]

Sets whether to use the L2MS function.

If this command is executed with the "no" syntax, the setting returns to the default.
[Example]

Use the L2MS function.

SWX3220 (config) #12ms configuration
SWX3220 (config-12ms) #12ms enable

4.26.3 Set role of L2MS function

[Syntax]
12ms role role
no 12ms role

[Parameter]

role : Role of L2MS function

Setting value Description

Operate as an L2MS manager that sets and
manager controls SWR series or SWX series units that
are connected subordinate to it

Be managed from a Yamaha device that is
operating as an L2MS manager, such as a router,
firewall, or SWX series unit that is set as the
L2MS manager

agent

[Initial value]
12ms role agent

[Input mode]

L2MS mode

[Description]

Sets the role when using the L2MS function.

If this command is executed with the "no" syntax, operate as a agent.

[Note]

If the same network includes multiple Yamaha routers or firewalls on which L2MS (switch controller function) is enabled, or
multiple SWX series units that are set to be LZMS managers, the L2MS function will not operate correctly.

Ensure that a single network has only one device that is the L2MS manager.
[Example]

Use the L2MS function as manager.

SWX3220 (config) #12ms configuration
SWX3220 (config-12ms) #12ms enable
SWX3220 (config-12ms) #12ms role manager

4.26.4 Set L2MS agent watch interval

[Syntax]
agent-watch interval time
no agent-watch interval

[Parameter]
time ¢ <2-10>

Watch interval (seconds)
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[Initial value]
agent-watch interval 3

[Input mode]

L2MS mode

[Description]

Specifies the time interval at which to transmit an L2MS agent query frame.

If this command is executed with the "no" syntax, the setting returns to the default.

If you set time to a high value, the query frame is transmitted less often, but it will take longer from when the L2MS agent is
connected until the L2MS manager recognizes it. If you set time to a low value, the opposite will be the case; the query frame is
transmitted more often, but it will take less time from when the L2MS agent is connected until the L2MS manager recognizes it.

[Note]
L2MS agent watch is performed only if L2ZMS is operating as manager.
[Example]

Set the watch interval to five seconds.

SWX3220
SWX3220
SWX3220
SWX3220

config) #12ms configuration
config-12ms) #12ms enable
config-12ms) #12ms role manager
config-12ms) #agent-watch interval 5

4.26.5 Set number of times that is interpreted as L2MS agent down

[Syntax]
agent-watch down-count count

no agent-watch down-count

[Parameter]
count o <2-10>

Number of times that is interpreted as down
[Initial value]
agent-watch down-count 3

[Input mode]
L2MS mode

[Description]

Sets the number of query frames that are transmitted without receiving a response frame from the agent until it is determined
that the L2MS agent is down.

If this command is executed with the "no" syntax, the setting returns to the default.

If the number of query frames specified by count have been transmitted without receiving a response frame from the agent, it is
determined that the corresponding L2MS agent is down.

[Note]

If the port to which the L2MS agent is connected is in a link-down state, determining that the L2ZMS agent is down might take a
shorter time than the setting of this command.

Agent watch is performed only if L2MS is operating as manager.
[Example]

Specify "8" as the count used to determine that the agent is down.

SWX3220 (config) #12ms configuration

SWX3220 (config-12ms) #12ms enable

SWX3220 (config-12ms) #12ms role manager
SWX3220 (config-12ms) #agent-watch down-count 8

4.26.6 Set terminal management function

[Syntax]

terminal-watch enable
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terminal-watch disable
no terminal-watch

[Keyword]
enable . Enable terminal management function
disable : Disable terminal management function

[Initial value]
terminal-watch disable

[Input mode]
L2MS mode

[Description]

Enables the terminal management function. If this is enabled, information about the devices existing on the network is obtained
at regular intervals.

If this command is executed with the "no" syntax, disable terminal management function.
[Note]

Terminal management is performed only if L2MS is operating as manager.

[Example]

Enable the terminal management function.

SWX3220 (config) #12ms configuration

SWX3220 (config-12ms) #12ms enable

SWX3220 (config-12ms) #12ms role manager
SWX3220 (config-12ms) #terminal-watch enable

4.26.7 Set the device information acquisition time interval

[Syntax]
terminal-watch interval time

no terminal-watch interval

[Parameter]

time : <1800-86400>

Acquisition interval (seconds)
[Initial value]
terminal-watch interval 1800

[Input mode]
L2MS mode

[Description]

Specifies the time interval at which network device information is acquired. Information for the devices existing on the network
is acquired when the time specified by time has elapsed.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

If the terminal management function is not enabled, terminal information is not acquired, regardless of the setting of this
command.

[Example]
Set the watch interval to 3,600 seconds.

SWX3220 (config) #12ms configuration

SWX3220 (config-12ms) #12ms enable

SWX3220 (config-12ms) #12ms role manager

SWX3220 (config-12ms) #terminal-watch enable
SWX3220 (config-12ms) #terminal-watch interval 3600
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4.26.8 Set L2MS control frame transmit/receive

[Syntax]
12ms filter enable

12ms filter disable
no 12ms filter

[Keyword]
enable . L2MS control frames cannot be transmitted or received
disable : L2MS control frames can be transmitted or received

[Initial value]
12ms filter disable

[Input mode]

interface mode

[Description]

Prevents L2MS control frames from being transmitted or received.

If this command is executed with the "no" syntax, L2MS control frames can be transmitted and received.

[Note]
This command cannot be specified for the following interfaces.

*  VLAN interface
» A physical interface inside a logical interface

A physical interface inside a logical interface operates according to the setting of this command on the interface inside which it
exists. If the physical interface is inside the logical interface, the setting of the physical interface returns to the default.

Regardless of the setting of this command, L2MS control frames might not be transmitted or received if any of the following
conditions exist.

* The interface is in the Blocking status due to STP or the loop detection function
* The switchport trunk native vlan none command has been specified

» Itis inside a logical interface

[Example]

Prevent portl.5 from transmitting or receiving L2MS control frames.

SWX3220 (config) #interface portl.5
SWX3220 (config-if)#12ms filter enable

4.26.9 Reset agent management

[Syntax]
12ms reset
[Input mode]
privileged EXEC mode
[Description]
Removes all L2ZMS agents managed by the L2MS manager from management, and searches for L2ZMS agents once again.
[Note]
This can be executed only if L2MS is operating as manager.

When this command is executed, L2MS agents that were being managed also remove themselves from the state of being
managed by the L2ZMS manager.

After this command is executed, the timing at which L2MS agent watching resumes will depend on the time specified by the
agent-watch interval command.

[Example]

Reset L2ZMS agent management.

SWX3220#12ms reset
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4.26.10 Show L2MS information

[Syntax]
show 12ms [detail]

[Keyword]

detail

Also show detailed information

[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows the following information according to the L2MS operating state.

» IfL2MS is operating as manager

Number of L2MS agents being managed
Information for the L2ZMS agents being managed

*  MAC address

* Model name

* Device name

* Route

» Uplink port

» Settings applied

» IfL2MS is operating as manager and "detail" is specified

L2MS manager information

» Number of terminals connected to the L2MS manager
» Information of terminals connected to the L2MS manager

*  MAC address

* Ports connected

* Time at which terminal was discovered
Number of L2MS agents being managed
Information for the L2MS agents being managed

* MAC address

*  Model name

» Device name

* Route

» Linked-up ports

» Uplink port

*  Downlink port

» Settings applied

* Number of terminals connected to the L2MS agent

* Information of terminals connected to the L2MS agent (in the case of a switch)

« MAC address
* Ports connected
» Time at which terminal was discovered

* Information of terminals connected to the L2MS agent (in the case of an AP)

e SSID connected
* Frequency connected
* Time at which terminal was discovered

+ IfL2MS is operating as agent

[Note]

Whether managed by the L2MS manager
MAC address of L2MS manager (if managed)

Information is not shown if L2MS is not operating.

Specifying "detail" is valid only if L2ZMS is operating as manager.
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If L2Ms is operating as manager, show detailed L2MS information.

SWX3220>show 12ms detail
Role : Manager

[Manager]
Number of Terminals

[Agent]
Number of Agents
[ac44.£230.00a5]
Model name
Device name
Route
LinkUp
Uplink
Downlink

Config

Appear time

Number of Terminals
[bcae.cbad.7fb3]
Port
Appear time

[00a0.deae.b8bf]
Model name
Device name

2

SWX2100-24G
SWX2100-24G_7z5301050WX
port2.1

1, 3, 9

1

3

None

Tue Mar 13 18:43:18 2018
1

9
Wed Mar 14 14:01:18 2018

SWX2300-24G
SWX2300-24G_S41.000401

Route : port2.1-3
LinkUp 1
Uplink 1
Downlink : None
Config : None
Appear time Tue Mar 13 18:43:18 2018

Number of Terminals : O

4.26.11 Show L2MS agent config information

[Syntax]
show 12ms agent-config [agent]
[Parameter]
agent : MAC address (HHHH.HHHH.HHHH) or route (portD.D-D.D)
Specify the MAC address or route of the applicable L2MS agent terminal. If omitted, this applies to
all L2MS agent terminals.
[Input mode]

unprivileged EXEC mode, privileged EXEC mode

[Description]

Show the config information of the L2MS agent terminal (SWX2200).

The following content is shown.

Item

Description

system-name name

Set name of device

energy-saving mode

Set whether to use the energy-saving mode

led-brightness mode

Adjust LED brightness

port-speed port speed

Set port communication speed and operating mode

port-use port mode

Set whether to use the port

port-auto-crossover port mode

Set whether to use the auto crossover function

port-speed-downshift port mode

Set whether to use the speed downshift function

port-flow-control port mode

Set whether to use flow control

vlan-id vlan_register num vid

Set VLAN ID
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Item

Description

vlan-port-mode port mode

Set the port's VLAN operation mode

vlan-access port vlan_register num

Set access port

vlan-trunk port vlan_register num mode

Set trunk port

vlan-multiple-use mode

Set whether to use multiple VLAN

vlan-multiple port group num mode

Set multiple VLAN group

qos-dscp-remark-type port type

Set DSCP remarking method

qos-dscp-remark-class port class

Set class categorization of received packets

qos-speed-unit unit

Set speed unit when performing bandwidth control

qos-policing-use port mode

Set whether to perform policing of reception traffic

qos-policing-speed port level

Set bandwidth of reception traffic

qos-shaping-use port mode

Set whether to perform shaping of transmission traffic

qos-shaping-speed port level

Set bandwidth of transmission traffic

mirroring-use mode

Set whether to use the mirroring function

mirroring-dest port

Set port that transmits mirroring packets

mirroring-sre-rx port mode

Set whether received packets are mirrored

mirroring-sre-tx port mode

Set whether transmitted packets are mirrored

counter-frame-rx-type port counter type

Set type of frames counted by reception frame counter

counter-frame-tx-type port counter type

Set type of frames counted by transmission frame counter

loopdetect-count count

Set threshold value per second at which to determine that a
loop has occurred

loopdetect-linkdown action

Set operation when loop occurs

loopdetect-recovery-timer time

Set time until recovery after a port's link goes down

loopdetect-port-use port mode

Set whether to use the loop detection function

poe-class port class

Set upper limit for class of power supplied from each port

[Example]
Show the config information of all LZMS agent terminals.
SWX3220>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

[00a0.de00.0002]
system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
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port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlan-trunk 1 2 join
vlian-trunk 1 3 join
vlian-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

Show the config information of the L2MS agent terminal whose MAC address is 0020.de00.0001.
SWX3220>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlan-trunk 8 3 join

Show the config information of the L2MS agent terminal whose route is 1.23-1.23-8.
SWX3220>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

4.26.12 Set the device information acquisition time interval for downstream of a wireless AP

[Syntax]
wireless-terminal-watch interval time
no wireless-terminal-watch interval

[Parameter]
time 1 <10-86400>

Acquisition interval (seconds)

[Initial value]
wireless-terminal-watch interval 60

[Input mode]
L2MS mode
[Description]

Specifies the time interval at which device information for a device downstream of a wireless AP is acquired. Information for
the devices existing downstream the wireless AP is acquired when the time specified by time has elapsed.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

If device watch is not operating, device information is not acquired, regardless of the setting of this function.
[Example]

Set the device information acquisition time interval to 3,600 seconds.
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SWX3220 (config) #12ms configuration

SWX3220 (config-12ms) #12ms enable

SWX3220 (config-12ms) #12ms role manager

SWX3220 (config-12ms) #terminal-watch enable

SWX3220 (config-12ms) #wireless-terminal-watch interval 3600

4.26.13 Set event monitoring function

[Syntax]
event-watch enable
event-watch disable
no event-watch

[Keyword]
enable . Enable the event monitoring function
disable . Disable the event monitoring function

[Initial value]
event-watch enable

[Input mode]
L2MS mode

[Description]

Sets whether to disable or enable the event monitoring function. If enabled, event information for the L2MS agents existing on
the network is acquired at regular intervals.

If this command is executed with the "no" syntax, the event monitoring function is enabled.

[Note]
Event monitoring is performed only if L2ZMS is operating as manager.
[Example]

Disable the event monitoring function.

SWX3220
SWX3220
SWX3220
SWX3220

config) #12ms configuration
config-12ms) #12ms enable
config-12ms) #12ms role manager
config-12ms) #event-watch disable

4.26.14 Set event information acquisition time interval

[Syntax]
event-watch interval time
no event-watch interval

[Parameter]
time 1 <60-1800>
Acquisition time interval (seconds)
[Initial value]
event-watch interval 300
[Input mode]
L2MS mode

[Description]

Sets the time interval at which event information is acquired from L2MS agents existing on the network. When the time
specified by time elapses, event information is acquired from L2MS agents existing on the network

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

If the event monitoring function is not enabled, event information is not acquired, regardless of the setting of this command.



[Example]
Set the monitoring time interval to 60 seconds.

SWX3220 (config) #12ms configuration

SWX3220 (config-12ms) #12ms enable

SWX3220 (config-12ms) #12ms role manager
(

SWX3220 (config-12ms) #event-watch interval 60
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4.26.15 Set whether to use the L2MS agent's zero config function

[Syntax]
config-auto-set enable
config-auto-set disable
no config-auto-set

[Keyword]
enable Use the L2MS agent's zero config function
disable Don't use the L2MS agent's zero config function

[Initial value]
config-auto-set enable

[Input mode]
L2MS mode

[Description]

Sets whether to use the L2MS agent device's zero config function.

If the zero config function is enabled, and the L2MS agent's Yamaha switch or wireless AP settings (config) are saved, the
saved settings (config) are automatically applied when the L2MS agent in its factory-set state is connected to the network.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

Synchronization of settings for a agent SWX2200 is performed regardless of this setting.

[Example]
Use the L2MS agent's zero config function.

SWX3220 (config) #12ms configuration

SWX3220 (config-12ms) #12ms enable

SWX3220 (config-12ms) #12ms role manager
SWX3220 (config-12ms) #config-auto-set enable

4.27 Snapshot

4.27.1 Set snapshot function

[Syntax]
snapshot enable
snapshot disable
no snapshot

[Keyword]
enable Snapshot function is enabled
disable Snapshot function is disable

[Initial value]
snapshot disable

[Input mode]
global configuration mode
[Description]

Enables the snapshot function.
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If this command is executed with the "no" syntax, disables the snapshot function.

[Note]
This command is valid only if L2MS is operating as manager.
[Example]

Enable the snapshot function.
SWX3220 (config) #snapshot enable

4.27.2 Set whether to include terminals in the snapshot comparison

[Syntax]
snapshot trap terminal [except-wireless]
no snapshot trap terminal

[Keyword]

except-wireless . Information for wirelessly connected terminals is excluded from the snapshot comparison.

[Initial value]
no snapshot trap terminal

[Input mode]

global configuration mode

[Description]

Terminal information is included in the snapshot comparison.

If the except-wireless option is specified, information for terminals that are wirelessly connected below a wireless access point
are excluded from the snapshot comparison.

If this command is executed with the "no" syntax, terminal information is excluded from the snapshot comparison.

[Note]

This command is valid only when operating as the manager and the terminal-watch enable command and snapshot enable
command have also been set.

[Example]
Include terminal information in the snapshot comparison.
SWX3220 (config) #snapshot trap terminal

4.27.3 Create snapshot

[Syntax]
snapshot save [after-update]

[Keyword]

after-update . After updating the network's connection state, save it as a snapshot

[Input mode]
privileged EXEC mode

[Description]
Saves a snapshot file that is the base for the LAN map's snapshot function.

If the after-update option is not included, the network connection state currently maintained by the manager is saved as the
snapshot file.

If the after-update option is included, the network connection state information is updated to the latest information, and then
saved as the snapshot file.

[Note]

If the after-update option is included, the network connection state information is updated to the latest information, but
depending on the configuration of the network, it might take some time for this update to be completed.

[Example]

After updating the network's connection state, save the snapshot file.

SWX3220#snapshot save after-update
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4.27.4 Delete snapshot

[Syntax]

snapshot delete
[Input mode]
privileged EXEC mode
[Description]
Deletes the snapshot file.
[Example]

Delete the snapshot file.
SWX3220#snapshot delete

4.28 Firmware update

4.28.1 Set firmware update site

[Syntax]
firmware-update url ur/
no firmware-update url
[Parameter]

url . Single-byte alphanumeric characters and single-byte symbols (255 characters or less)

URL at which the firmware is located

[Initial value]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx3220.bin

[Input mode]

global configuration mode

[Description]

Specify the download source URL used when updating the firmware from a firmware file located on a web server.
The input syntax is "http://server IP address or hostname/pathname".

IPv6 addresses must be enclosed in "[]", as shown here: "[IPv6 address]".

When specifying an IPv6 link-local address, the sending interface must also be specified (fe80::X%vlanN syntax).
If the server's port number is other than 80, you must specify this within the URL, using the syntax "http://server IP address or
hostname:port number/path name".

[Example]

Specify http://192.168.100.1/swx3220.bin as the firmware download URL.

SWX3220 (config) #firmware-update url http://192.168.100.1/swx3220.bin
SWX3220 (config) #

4.28.2 Configure the HTTP proxy server used for firmware updates

[Syntax]
firmware-update http-proxy server port
no firmware-update http-proxy

[Parameter]
server : AB.CD

IPv4 address of the HTTP proxy server
server D[ XX XiX]
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IPv6 address of the HTTP proxy server
Must be enclosed in "[]", as shown here: "[X:X::X:X]"

When specifying an IPv6 link-local address, the sending interface must also be specified
(fe80::X%vlanN syntax).

Alphanumeric characters and symbols (up to 255 characters)
The HTTP proxy server FQDN
port 1 <1-65535>

The HTTP proxy server listening port number
[Initial value]
no firmware-update http-proxy

[Input mode]

global configuration mode

[Description]

Configure the HTTP proxy server used when updating firmware using a firmware file located on the web server.

If no HTTP proxy server is configured, the firmware update will be performed without going through the HTTP proxy server.
The port number must also be explicitly configured.

If this command is executed with the "no" syntax, the HTTP proxy server setting is cleared.

[Example]

Set the HTTP proxy server to 192.168.100.1 (port number 8080).

SWX3220 (config) #firmware-update http-proxy 192.168.100.1 8080
SWX3220 (config) #

4.28.3 Execute firmware update

[Syntax]

firmware-update execute [no-confirm] [no-reboot]
[Keyword]
no-confirm : Don't confirm the firmware update
no-reboot : Does not reboot after updating firmware

[Input mode]
privileged EXEC mode

[Description]

Compares the firmware file located on the web server with the revision of the currently-running firmware, and executes the
update if rewriting is possible.

If firmware of a revision that can be rewritten exists, you will be asked for confirmation; enter "y" if you want to update, or
enter "n" if you don't want to update.

If you specify "no-confirm," the update is executed without asking you for confirmation.

When no-reboot is specified, the system does not reboot after performing a revision update. It will boot with the updated
firmware on the next boot.

[Note]

You can use the firmware-update url command to change the download source URL.

If you execute the firmware-update revision-down enable command, it will be possible to downgrade to an older revision.
When no-reboot is specified, the system will not reboot at the specified time, even if the firmware-update revision-time
command is configured.

[Example]

Update the firmware using a firmware file located on a web server.

SWX3220#firmware-update execute
Found the new revision firmware
Current Revision: Rev.4.02.01
New Revision: Rev.4.02.03



Downloading. ..

Update to this firmware? (y/n)y
Updating. ..

Finish

SWX32204#

4.28.4 Set firmware download timeout duration
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[Syntax]
firmware-update timeout time
no firmware-update timeout

[Parameter]
time : <100-86400>
Timeout time (seconds)
[Initial value]
firmware-update timeout 300

[Input mode]

global configuration mode

[Description]

Specifies the timeout duration when downloading firmware from a web server.

If this command is executed with the "no" syntax, the setting returns to the default.

[Example]

Set the firmware download timeout duration to 120 seconds.
SWX3220 (config) #firmware-update timeout 120

SWX3220 (config) #

4.28.5 Allow revision-down

[Syntax]
firmware-update revision-down enable
no firmware-update revision-down

[Initial value]
no firmware-update revision-down

[Input mode]

global configuration mode

[Description]

When using a firmware file from a web server to update the firmware, this allows the firmware to be changed to a revision that

is older than the current revision.

If this is executed with the "no" syntax, revision-down is not allowed.

[Example]

Allow revision-down.

SWX3220 (config) #firmware-update revision-down enable

SWX3220 (config) #

4.28.6 Show firmware update function settings

[Syntax]
show firmware-update

[Input mode]
privileged EXEC mode

[Description]

Shows the current settings of the firmware update function.
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The following items are shown.

*  Download source URL

* Proxy server URL

* Download timeout duration

* Permit revision-down

* Firmware revision on next boot

* Reboot time after update

* Reboot method in stack configuration

[Example]

Shows the setting state of the firmware update function.

SWX3220#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx3220.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -

reload-time: -

reload-method: Normal

SWX32204#

4.28.7 Update firmware from SD card

[Syntax]
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[Keyword]
no-confirm : Don't check for firmware update and SD card mount continuity
no-reboot . Does not reboot after updating firmware

sd-unmount : Unmount the SD card without checking before firmware update

[Input mode]

privileged EXEC mode

[Description]

Execute firmware update using a firmware file stored on the SD card.

If the parameter is not specified, and rewritable firmware exists on the SD card, you will be asked whether to update and
maintain the mounted state of the SD card.

If you want to update the firmware, enter "y"; if you don't want to update, enter "n".
If you want to maintain the mounted state of the SD card, enter "y"; if you want to unmount, enter "n".

If you specify no-confirm, the mounted state of the SD card is maintained and the firmware is updated without asking for
confirmation.

When no-reboot is specified, the system does not reboot after performing a revision update. It will boot with the updated
firmware on the next boot.

If you specify sd-unmount, the SD card is unmounted without asking for confirmation.

[Note]
The firmware file references the "/swx3220/firmware/swx3220.bin" file on the SD card.
A revision check is not performed for the firmware file in the SD card and the currently-running firmware.

If you do not remove the SD card, the unit starts up the next time using the firmware that is in the SD card as specified by the
boot prioritize sd command.

The firmware update continues even if you unmount and remove the SD card.

When no-reboot is specified, the system will not reboot at the specified time, even if the firmware-update revision-time
command is configured.

[Example]

Update the firmware using the firmware file on the SD card.

SWX3220#firmware-update sd execute
Update the firmware.

Current Revision: Rev.4.02.01

New Revision: Rev.4.02.03



Command Reference | Maintenance and operation functions | 147

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...

Finish

SWX32204#

4.28.8 Set firmware update reload time

[Syntax]
firmware-update reload-time hour [min]
no firmware-update reload-time

[Parameter|
hour : <0-23>

Firmware update reload time (hour)
min 1 <0-59>

Firmware update reload time (minutes)
[Input mode]

global configuration mode

[Description]

Sets the time at which the new firmware is applied by restarting after a firmware update.

If this command is executed with the "no" syntax, the new firmware is applied by restarting immediately after the firmware is
updated.

[Example]

Specify AM 1:30 as the restart time for updating the firmware.

SWX3220 (config) #firmware-update reload-time 1 30
SWX3220 (config) #

4.28.9 Set reload method for firmware update of stack configuration

[Syntax]
firmware-update reload-method method
no firmware-update reload-method

[Parameter]
method :  Reload method for firmware update of stack configuration
Setting value Description
Reload main switch and member switches
normal .
simultaneously
. Reload main switch and member switches
sequential

sequentially

[Initial value]
firmware-update reload-method normal

[Input mode]

global configuration mode

[Description]

Sets the method of restarting after a firmware update when using a stack configuration.

"normal" restarts the main switch and member switches simultaneously. With the "sequential” setting, the main switch finishes
restarting, and then the member switches are restarted, thereby applying the new firmware in a way that does not affect the
currently-operating network service.

If this command is executed with the "no" syntax, the setting returns to the default.
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[Note]

This command can be specified only when the stack function is enabled.

[Example]

Specify sequential as the restart method of updating the firmware.

SWX3220 (config) #firmware-update reload-method sequential

SWX3220 (config) #

4.29 Stack

4.29.1 Set stack function

[Syntax]
stack switch
no stack

[Parameter]

switch

[Initial value]
stack disable

[Input mode]

Operation of the stack function

Setting value Description
enable Enable stack function
disable Disable stack function

global configuration mode

[Description]

Enables or disables the stack function.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

This command can be executed only for models that support stacking.

If the unit started up using the config saved on the SD card, and the SD card is subsequently unmounted, executing this
command produces an error.

[Example]

Enable stack function.

SWX3220 (config) #stack enable

Disable stack function.

SWX3220 (config) #stack disable

4.29.2 Changing the stack ID

[Syntax]

stack stack id renumber new_stack id

[Parameter]

stack_id

new_stack_id

[Initial value]

none

<1-2>
Stack ID of the member switch to be changed. An error will occur if the specified ID does not exist
<1-2>

Stack ID after change
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[Input mode]

global configuration mode

[Description]

Changes the stack ID of the specified member switch.

[Note]

This command can be executed only for models that support stacking.
This command can be executed only if the stack function is disabled.
Only your own stack ID can be changed.

If the unit started up using the config saved on the SD card, and the SD card is subsequently unmounted, executing this
command produces an error.

[Example]
Change the member switch with stack ID:1 to ID:2.
SWX3220 (config) #stack 1 renumber 2

4.29.3 Show stack information

[Syntax]
show stack

[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]

Shows stack-related settings and status information.

The following content is shown.

» Set stack function (Stack)

* The unit's own stack ID [set value] (Configured ID)

» The unit's own stack ID [operating value] (Running ID)

* The unit's own status (Status)

» Range of IP addresses used by the unit's own stack port (Subnet on stack port)
*  MAC Address during stacking(Virtual MAC-Address)

» Information for each member switch

+ Stack ID [operating value] (ID)

* Model name (Model)

» Status (Status)

* Role (Role)

* Serial Number(Serial)

* Physical Address(MAC-Address)
» Information for each stack port

* Interface Number (Interface)
» Status (Status)

The status (Status) of each member switch displays one of the following.

Status Explanation

Status for carrying out necessary settings to configure stacks

Settin .
g between member switches.

Active Status when stacks are configured between member switches.

Status when a fault has occurred on a stacked switch, where

Inacive . oo . . )
this switch is separated from the virtualized switch.

Although the stack functions for this switch are enabled,
negotiation cannot be made with the member switches, and
this switch is thus operating on its own. Indicates that a stack
has not been configured once since booting.

Standalone
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Status Explanation

Although the stack functions for this switch are enabled,
negotiation cannot be made with the member switches, and
this switch is thus operating on its own. Indicates that a stack
has been configured since booting.

Standalone(separated)

Disable Status when stack functions are disabled.

[Note]

This command can be executed only for models that support stacking.

[Example]
Show stack information.

SWX3220#show stack
Stack: Enable

Configured ID 1

Running ID 3 A

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address

1 SWX3220-16MT Active Main 5000000000 00a0.de00.0000
2 SWX3220-16MT Active Member S000000000 00a0.de00.0000
Interface Status

portl.15 up

portl.1l6 up

port2.15 up

port2.16 up

4.29.4 Set range of IP addresses used by the stack port

[Syntax]
stack subnet NETWORK ADDR
stack subnet auto-ip
no stack subnet

[Parameter]

NETWORK ADD : A.B.CD
R

IP address space (A.B.C.0)
[Initial value]
stack subnet auto-ip

[Input mode]

global configuration mode

[Description]

This command can be executed only for models that support stacking.

This command specifies the IP address space used between stacked devices.

The fixed subnet 255.255.255.0 is applied to NETWORK ADDR. In the case of auto-ip, the Auto IP function is used between
the stacked devices.

If this command is executed with the "no" syntax, the setting returns to the default.
The IP address space specified by this command cannot be used by ports other than the stack port.
A restart is required in order to apply the settings of this command to operation.

The IP address spaces of the stacked devices must be set to the same parameters. If different parameters are specified,
communication cannot occur correctly between the stacked devices.
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[Example]
Set "192.168.101.0" as the IP address range of the stack port.
SWX3220 (config) #stack subnet 192.168.101.0

4.29.5 Remote login to a member switch

[Syntax]

remote-login stack id
[Parameter]
stack_id o <1-2>

Stack ID
[Initial value]
none

[Input mode]
privileged EXEC mode

[Description]
Remotely log in to a specified member switch from the main switch in a stack configuration.

When remote login succeeds, the stack ID is automatically shown added to the prompt.

[Example]

Remotely log in to a member switch (ID:2) from the main switch.

SWX3220#remote-login 2

SWX3220-2>

4.30 Schedule

4.30.1 Schedule settings

[Syntax]
schedule id time date time template_id
schedule id event event template_id
no schedule id

[Parameter]
id o <1-10>
Schedule number

date : <1-12>or */<1-12> or sun, mon, ..., sat or *
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time

event

Month/day

Month setting examples

Setting contents

1 January

1.2 January and February

2- From February to December
2-7 From February to July

-7 From January to July

* Monthly

Day setting examples

Setting contents

1 One day

1.2 The 1st and the 2nd

2- From the 2nd to the 12th
2-7 From the 2nd to the 7th
-7 From the 1st to the 7th
mon Monday

sat,sun Saturday and Sunday
mon-fri From Monday to Friday
-fri From Sunday to Friday

Monthly

<0-23> or * : <0-59> or * : <0-59>

h:m:s (the seconds can be omitted)

Hour setting examples

Setting contents

12 12:00

12.13 12:00 and 13:00

12- From 12:00 to 23:00
10-20 From 10:00 to 20:00
-20 From 0:00 to 20:00

Hourly

Setting contents

30 30 minutes
15.45 15 minutes and 45 minutes
30- From 30 minutes to 59 minutes
15-45 From 15 minutes to 45 minutes
-45 From 0 minutes to 45 minutes
* Each minute

Event
Setting value Description
startup When booting

sd-attached

When attaching a microSD card
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template_id o <1-10>
Schedule template number
[Initial value]
None

[Input mode]
global configuration mode
[Description]

When setting the schedule using “time,” this executes the actions listed in the specified schedule template at the specified
time(s).

When setting the schedule using “event,” this executes the actions listed in the specified schedule template when the specified
events occur.

If this command is executed with the "no" syntax, the schedule with the specified ID is deleted.

[Note]

When multiple schedules are executed at the same time, they are executed beginning with the schedule with the smallest ID.
When specifying the day, you cannot specify using a mix of numbers and weekdays.

If the seconds are omitted, the settings will be the same as when specifying “00” seconds.

For the month and days settings, you can specify ranges using “-”” and “,” characters, and you can specify all dates using the “*”
character. Note that for the seconds setting, you cannot specify ranges using “-”” and “,” characters, nor can you specify all dates
using the “*” character.

[Example]
This sets schedule #1 to execute schedule template #1 every Monday at exactly 0:00, 1:00, 2:00, 12:00, 21:00, 22:00 and 23:00.

SWX3220 (config) #schedule time */mon -2,12-14,21-:0 1

4.30.2 Schedule template description text settings

[Syntax]
description /ine
no description

[Parameter]

line . Single-byte alphanumeric characters and single-byte symbols (64 characters or less)
Schedule template description text

[Initial value]

no description

[Input mode]

Schedule template mode

[Description]

Sets the schedule template description text.

If this command is executed with the "no" syntax, the description text in the specified schedule template is deleted.
[Example]
This sets the description text for schedule template #1.

SWX3220 (config) #schedule template 1
SWX3220 (config-schedule) #description Get tech-support

4.30.3 Settings to enable/disable schedule template

[Syntax]
action switch
no action
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[Parameter]

switch . Schedule template settings

Setting value

Description

enable

Enable schedule template

disable

Disable schedule template

[Initial value]
action enable

[Input mode]
Schedule template mode
[Description]

This enables or disables the schedule template.

Specifying “disable” with this command makes it possible to stop execution of actions due to trigger startup.

If this command is executed with the "no" syntax, the schedule template is enabled.

[Example]
Disables schedule template #1.

SWX3220 (config) #schedule template 1

SWX3220 (config-schedule) #action disable

4.30.4 Schedule template settings

[Syntax]
schedule template femplate id
no schedule template

[Parameter]
template_id ¢ <1-10>
Schedule template number
[Initial value]
None

[Input mode]

global configuration mode

[Description]

Switches to the mode for setting the schedule template.
If this command is executed with the "no" syntax, the specified schedule template is deleted.
[Example]

This switches to the mode for setting schedule template #1.

SWX3220 (config) #schedule template 1
SWX3220 (config-schedule) #

4.30.5 Schedule template command execution settings

[Syntax]
cli-command id command
no cli-command id

[Parameter]
id : <1-20>

Command no.
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command : Command

[Initial value]
None

[Input mode]

Schedule template mode

[Description]

This sets the commands to be executed when the trigger for a schedule function starts.

If this command is executed with the "no" syntax, commands with the specified numbers are deleted.

[Note]

If both the “cli-command” command and “script” command are configured for the same schedule template, the “script”
command will be executed, and the “cli-command” will not operate.

If multiple commands are specified, the commands are executed beginning with the command with the smallest command
number.

If multiple commands are specified, the remaining commands will still be executed even if the command results in an execution
error while running.

As commands are executed in privileged EXEC mode when the trigger starts, some commands may need to be configured
along with commands that switch to an appropriate mode.

The last “write” command must be executed to save the settings.

Commands cannot be specified in abbreviated form. For instance, you must write “interface portl.1”” and not “int portl.1” when
entering the input mode for Portl.1 of the interface.

The following commands cannot be executed.

backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, commands beginning with “clock,”
cold start, copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit,
firmware-update execute, firmware-update sd execute, logout, commands beginning with “ntpdate,” password-encryption, no
password encryption, ping, ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template,
no schedule template, commands beginning with “show,” ssh , ssh-server host key generate, commands beginning with
“stack,” commands beginning with “no stack,” startup-config select, no startup-config select, system-diagnostics on-demand
execute(*1), telnet, traceroute, traceroute6

(*1): system-diagnostics on-demand execute no-confirm can be executed

[Example]

This registers the “copy tech-support sd” command in number #1 of schedule template #1.

SWX3220 (config) #schedule template 1
SWX3220 (config-schedule) #cli-command 1 copy tech-support sd

4.30.6 Schedule template script execution settings

[Syntax]
script ref
no script
[Parameter]
ref . Location of script file
Setting value Description
sd microSD card

[Initial value]
no script

[Input mode]

Schedule template mode
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[Description]
This enables/disables execution of scripts when a trigger starts.

If this command is executed with the "no" syntax, script execution is disabled.

[Note]

When a trigger starts for the schedule function, the text located in the /[model name]/schedule/script.txt file on the microSD
card will be executed as commands, from the beginning and up through line 100.

If both the “cli-command” command and “script” command are configured for the same schedule template, the “script”
command will be executed, and the “cli-command” will not operate.

Commands that are prohibited from being executed through the “cli-command” command cannot be executed.

[Example]

This enables script execution on schedule template #1.

SWX3220 (config) #schedule template 1
SWX3220 (config-schedule) #script sd

4.31 Buzzer

4.31.1 Buzzer system settings

[Syntax]
buzzer switch
no buzzer
[Parameter]
switch . Enable or disable the buzzer system settings
Setting value Description
enable Enables the buzzer system settings.
disable Disables the buzzer system settings.

[Initial value]
buzzer disable

[Input mode]

global configuration mode

[Description]

Enable or disable the buzzer system settings.

If this command is executed with the "no" syntax, the setting returns to the default.
[Example]

Enables the buzzer system settings.

SWX3220 (config) #buzzer enable

Disables the buzzer system settings.
SWX3220 (config) #buzzer disable

4.31.2 Buzzer trigger settings

[Syntax]

buzzer trigger trigger type [trigger type]
no buzzer trigger trigger type [trigger type]

[Parameter]

trigger type . Buzzer triggers
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Trigger Description
temperature Sounds the b}lzzer when an abnormal
temperature is detected.
fan Sounds the buzzer when a fan abnormality is
detected.
loop Sounds the buzzer When a port shuts down due
to a loop or a blocking error.
sfp Sound§ the buzzer when there is an SFP
reception level error.
startup Sounds the buzzer after startup is complete.
sd Sounds the buzzer when mounting/unmounting
an SD card.
all Sets all of the above at once.
[Initial value]
no buzzer trigger all
[Input mode]
global configuration mode
[Description]
Enables any trigger.
If this command is executed with the "no" syntax, any trigger is disabled.
[Example]
Enable the startup sound.
SWX3220 (config) #buzzer trigger startup
4.31.3 Executing the buzzer check command
[Syntax]
beep buzzer beep type
[Parameter]
beep type . Type of buzzer sound
Type Description
system-error System error sound
port-error Port error sound
startup Startup sound
sd-mount SD card mounting sound
sd-unmount SD card unmounting sound
mute Mute sound
unmute Unmute sound
find-switch "Find this switch” execution sound
[Input mode]
privileged EXEC mode
[Description]

Execute the buzzer check command.
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[Note]

The "Find this switch" execution sound, the system error sound, and the port error sound are repeated three times and
automatically stopped.

If the system setting is enabled and mute is disabled, this command can be used even if buzzer trigger is disabled.

This command also causes an execution error if a buzzer sound is already being emitted.

[Example]

Check the port error sound.
SWX3220#beep buzzer port-error

4.31.4 Mute

[Syntax]
mute buzzer
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Executes mute.

[Note]
If the buzzer system settings are disabled with the buzzer disable command when mute is enabled, it will be unmuted.

This command is not saved in config.

[Example]

Executes mute.
SWX3220>mute buzzer

4.31.5 Unmute

[Syntax]
unmute buzzer

[Input mode]
unprivileged EXEC mode, privileged EXEC mode

[Description]
Clears mute.

[Example]

Clears mute.
SWX3220>unmute buzzer

4.31.6 Display buzzer information

[Syntax]

show buzzer
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Displays the settings and status of the buzzer.
[Example]

Displays the settings and status of the buzzer.
SWX3220>show buzze

System : Enable
Mute : Disable
Status : Standby

Enabled trigger : Startup SD FAN Temperature Loop SFP
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4.32 General maintenance and operation functions

4.32.1 Set host name

[Syntax]
hostname Aostname
no hostname [hostname]

[Parameter]

hostname . Single-byte alphanumeric characters and single-byte symbols (63characters or less)

Host name

[Initial value]
hostname SWX3220

[Input mode]

global configuration mode
[Description]

Specifies the host name.

The host name specified by this command is used as the command prompt. If SNMP access is possible, this is used as the value
of the MIB variable sysName.

If this command is executed with the "no" syntax, the setting returns to the default value.

[Example]

Set the host name as "yamaha."

SWX3220 (config) #hostname yamaha
yamaha (config) #

4.32.2 Reload system

[Syntax]
reload [stack-member ID]
restart [stack-member ID]

[Keyword]
stack member . Specify stack member to restart in stack configurationlf omitted, all stack members restart
[Parameter]
ID o <1-2>
Stack ID
[Input mode]
privileged EXEC mode
[Description]
Reboots the system.
[Note]

If the currently-running settings (running configuration) have been changed from the settings at the time of boot (startup
configuration), reboot will discard those changes. Therefore, if necessary, you should execute the copy running-config
startup-config command, the write command or the save command before you execute the reload command.

The "stack-member" option can be specified only when the stack function is enabled.
[Example]
Reboot the system.

SWX3220#reload
reboot system? (y/n): y
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4.32.3 Initialize settings

[Syntax]
cold start
[Input mode]
privileged EXEC mode
[Description]
Reboots with the factory settings. SYSLOG is also initialized.
[Note]
You must enter the administrator password when executing this command.
This command cannot be executed when the admin password is in the default state. The admin password must be changed first.
[Example]
Initialize the settings.

SWX3220#cold start
Password:

4.32.4 Mount SD card

[Syntax]
mount sd
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Mounts the SD card.

When you insert an SD card, this command is executed automatically, so you do not need to execute it. If you have unmounted
the card by the unmount sd command, you will need to execute this.

[Note]

The SD card cannot be used if the SD card is in an unmounted state.

[Example]
Mount the SD card.

SWX3220>mount sd

4.32.5 Unmount SD card

[Syntax]
unmount sd
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Unmounts the SD card.

If this command is not executed, or if the SD card is removed from the SD card slot without executing the unmount process
from the Web GUI, there are some cases in which the operating system will generate a warning to repair the card's file system.

[Note]

The SD card cannot be used if the SD card is in an unmounted state.

[Example]
Unmount the SD card.

SWX3220>unmount sd
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4.32.6 Set default LED mode

[Syntax]
led-mode default mode
no led-mode default

[Parameter]
mode . Default LED mode
Setting value Description
link-act LINK/ACT mode
off OFF mode

[Initial value]

led-mode default link-act

[Input mode]

global configuration mode

[Description]

Set the default LED mode.

When you execute this command, the LEDs are lit in the specified mode.
If this command is executed with the "no" syntax, the setting returns to the default.
[Example]

Set the default LED mode to OFF mode.

SWX3220 (config) #led-mode default off

4.32.7 Show LED mode

[Syntax]
show led-mode
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]
Shows the LED mode setting and status.
The following items are shown.
* Default LED mode setting
* Current LED mode status
[Example]
Show the LED mode setting and status.

SWX3220>show led-mode
default mode : off
current mode : link-act

4.32.8 Show port error LED status

[Syntax]
show error port-led
[Input mode]
unprivileged EXEC mode, privileged EXEC mode
[Description]

Shows the ID of ports that are generating an error, and the following error causes.

Item Description

loop-detected (blocking) Detected a loop, and are currently blocking
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Item

Description

loop-detected (shutdown)

Detected a loop, and are currently shutdown

sfp rx-power error (low)

SFP optical reception level is below the normal range

sfp rx-power error (high)

SFP optical reception level is above the normal range

[Example]
Show the port error status.

SWX3220>show error port-led
ID error

loop-detected (blocking)

4.32.9 Starting the "Find this switch" function

[Syntax]
find switch start sec method [method]
[Parameter]
sec : <5-3600>
“Find this switch” time (seconds)
method Method
Parameter Description
buzzer Sound§ the buzzer with the "Find this switch"
execution sound.

led Blinks the port LED in amber.
[Input mode]
privileged EXEC mode
[Description]

Executes the “Find this switch” function with the specified number of seconds and method.

[Note]

If the buzzer system settings are disabled or it is muted, the buzzer will not sound.

Also, if the current LED mode is OFF mode, the LED cannot blink.

[Example]

Start the "Find this switch" function with buzzer and LED for 10 seconds only.

SWX3220#find switch start 10 buzzer led

4.32.10 Stop the “Find this switch” function

[Syntax]
find switch stop

[Input mode]
privileged EXEC mode

[Description]

Stops the 'Find this switch' function.
[Example]
Stops the 'Find this switch' function.

SWX3220#find switch stop
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4.32.11 Backup system information

[Syntax]
backup system
[Input mode]
privileged EXEC mode
[Description]
Copy the following settings from the unit to the SD card.

» Startup configurations #0 - #1 and information that pertains to them
» startup-config select command values

* boot prioritize sd command values

* boot auto-applyCommand setting value

If the SD card's "/swx3220/firmware" folder contains "swx3220.bin", copy it to the backup folder.
This can be executed only if the SD card is mounted.

[Note]

Do not edit or delete the files that are backed up to the SD card.

[Example]

Execute a system information backup.

SWX3220#backup system
Succeeded to backup system files and firmware file.

4.32.12 Restore system information

[Syntax]

restore system
[Input mode]
privileged EXEC mode

[Description]

System information previously backed up to SD card is restored to the unit.

If a firmware file exists in the backup folder of the SD card, the firmware will also be updated using that file.
After restore, restart will occur.

This can be executed only if the SD card is mounted.

[Note]

This command cannot be used if the stack function is enabled.

[Example]

Restore system information into the unit.

SWX3220# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 4.02.01

New Revision: 4.02.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWX32204#
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Chapter 5

Interface control

5.1 Interface basic settings

5.1.1 Set description

[Syntax]
description /ine
no description

[Parameter]
line . Single-byte alphanumeric characters and single-byte symbols (80characters or less)

Description of the applicable interface
[Initial value]
no description
[Input mode]
interface mode
[Description]
Specifies a description of the applicable interface. If this command is executed with the "no" syntax, the description is deleted.
[Example]
Specify a description for LAN port #1.

SWX3220 (config) #interface portl.l
SWX3220 (config-if) #description Connected to rtxl2l0-router

5.1.2 Shutdown

[Syntax]
shutdown
no shutdown

[Initial value]
no shutdown

[Input mode]

interface mode

[Description]

Shut down the applicable interface so that it is not used.

An interface for which this command is specified will not link-up even if it is connected.

If this command is executed with the "no" syntax, the applicable interface can be used.

[Note]
This command can be specified only for LAN/SFP port and logical interface.
If this command is applied to logical interface, the settings of all LAN/SFP port units belonging to that interface are changed.

[Example]

Shut down LAN port #1 so that it is not used.

SWX3220 (config) #interface portl.1l
SWX3220 (config-if) #shutdown

5.1.3 Set communication speed and communication mode

[Syntax]
speed-duplex #ype
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[Parameter]
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type : Communication speed and communication mode types

Communication speed and communication

mode types Description
auto Auto negotiation
10000-full 10Gbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

[Initial value]
speed-duplex auto

[Input mode]

interface mode

[Description]

Sets the communication speed and communication mode.

If this command is executed with the "no" syntax, the setting returns to the default.

[Note]

When this command is used to change the settings, link-down temporarily occurs for the corresponding interface.

This command can be specified only for LAN/SFP port.

When “auto” is specified for “type,” a communication type supported by auto negotiation can be set using the auto negotiation

type settings.

The configurable communication speed/mode will differ depending on the port type. Configurable communication speeds/

modes are shown below.

communication mode types LAN port S
auto o o
10000-full X o
5000-full X -
2500-full x B
1000-full x -
100-full o -
100-half o -

Note that when connecting a SFP module to an SFP+ port and specifying 10000-full, the module will run at 1000-full.

[Example]

Set the communication speed and communication mode for LAN port #1 to 100Mbps/Full.

SWX3220 (config) #interface portl.1l

SWX3220 (config-if) #speed-duplex 100-full

5.1.4 Auto negotiation type settings

[Syntax]

negotiation type [type..]
no negotiation

[Parameter]

type : Communication type
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Communication type Explanation
10000-full 10Gbps/Full
5000-full 5Gbps/Full
2500-full 2.5Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

[Initial value]

negotiation 10000-full 5000-full 2500-full 1000-full 100-full 100-half

[Input mode]
interface mode
[Description]

Sets the communication type supported by auto negotiation.

If this command is executed with the "no" syntax, the setti