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e UE— hNADHEAIZ"/PASSWORD" &L W S JEXTEB AT — RERETHILENRH D £,
B NAT — RBPIHEEDREETIX, REY 7 AV OFAH L/EEXAALEZTH I LIXTEERA, Aibo TE
HANAT — REELTHHERH Y ET,
o UE— FSR (T config" Z#HEE L T PUT(E XA T 254, BIEEMATOREICK LT, BMEIT EEXEL
£,
WEZRZBMELIIEFE LN DIZONTE, BEEHL CWDIREDETE LR £7,
Fo, REMIIRGFESNRNTZD, BRIFELEZWEAIT write 2~ 0 FETHREL T EEN,
o B b E 72/ A U — F(password 8 <° enable password 8 ® =~ > KJE))i%X, TFTP C running-config |Z PUT L
THREICKMILER A,
Tz, B bESN AT — REE&Te—H — O E(username 2~ > R)iX, = —HF—DOFEHKEN T EH
;Vo

23u A

SWR2310 DEENNFET T 5L, v/ A VEEERRLET,

HELTa— = ENRNART—REANTHZ Tl A THZENTEET,

VIR E TIE, PIHE B —Y - EINTE Y, =2—¥—4%:admin, /XA 7Y — Radmin TR 7 A 7§52 L2
TEET,

. BJA VEH
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Username:admin
Password:

s Bl AUHBOa Y —)LHE
SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>
PE 2 ——Tu /A v LA, IROANRAY — RERRBENFRINETOT, WAT—REEH LT
<TFEW,

o XAV — RZEH [

Username:admin
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration

¥, NAU— R 3 Rk TRIER 7256, 1 2l 74 U fIRS v E T, | ok, ELWASAT—Ra A
AL TLIZE N,

o B A BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[)

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

s Bl A UHIRESIa—F =0, BUVUSRAT — K& EZ 5 &HlRRFEAEF S E T,

o HIREFRIFGRZICIELWASAT =2 ANTHI L TR A TELH L5100 9,

24 a2 FAJIE— RIZ2WC

241 2~ FAJE— FOEAK

SWR2310 OB ELEELRESZ B AT HEE, WO~y FANE—FRICERB L ThE, I~y REETTALALE
BNV ET, avr FOANE—RNILTOL D REEBIZHPNTEY, H£4xDE—RTANTELa~vy FRR
e FET, 2—W—F, T NEMRT LI LT, BE, FOE—RICWDIONMRT LI ENTEXET,




av R 77 LA avy ROEW |21

O I ¢
(JERD— R ADEm)

Dﬁ{yﬂml

#gi*ﬁ_%%f;) I SWR2310>

exit, logout

enable /administrator disable

FHEEXECE—R . SWR2310#
exit, logout
configure terminal
2J0-)0L
T IL—3 3 E—R SWR2310{config)#
interface’d &
&5 :
1~ T4 T— a3 S E— R SWR2310{config-if)#

o< FASTE— FOERBICEET AN 2o~ N, UFERVES, Fao— o747 1L—v 3%
— Rz 7 47— a rE— OB A~y FZOonTiE, ME=ary 74 71— a e —F 2%
LTI,

+ exit AV R

* logout =¥ K

» enable =~ > I /administrator =~

+ disable =¥ |

+ configure terminal =~ >

e end IR

242 AR 2 7 4 T L—Y g UF— R
fERla> 740 7 b—3 a3 F— REiE, LAN/SFP iR — FX° VLAN o > ¥ —7 =— R QoS 72 &, FrEDIEB (Zxtd
DEIREEIT O T2DDOE— FORKETYT, a7 4 7L —2a T — RIZADIZIL, Fa—Lar7 g
Jl—varEt— RCEE— NIIBHTLHZDDa~y REETLET,
SWR2310 Dfiflla 7 4 7 L— 3 U E— RIEROLONRH D £3, fljllar 747 Lb—r a2 — RKOHIZ
FEBLENLTWA DL ET, FlziE. RV —~vFE—R >R —<v 7« 75 XE— RTT,

@rlary74 7 v—varye—F |BBavr R a7k
A F—T2—AE—FR interface =~ K SWR2310(config-if)#
FA - K line con =¥ | SWR2310(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > SWR2310(config-vlan)#
VLAN 77 B A< v E— K vlan access-map =~ > K SWR2310(config-vlan-access-map)#
MST & — | s\ﬁa}?nmg-tree mst configuration = < SWR2310(config-mst)#
JIAR T E— R class-map =~ > SWR2310(config-cmap)#
RY)v—vy7E—F policy-map ==~ > SWR2310(config-pmap)#

RVv—~vv7 7T AE—F class =~ R SWR2310(config-pmap-c)#




2|avr R 77 LyR | avy ROMFNT

BRlay 740 7 v— g vE—F

Ba<wr R

A=

b

aggregate-police =~ > K

SWR2310(config-agg-policer)#

L2MS E—

I2ms configuration =~ > N

SWR2310(config-12ms)#

LLDP =—Y = hE— K

lldp-agent =< >

SWR2310(1ldp-agent)#

A—FT o L— hE— R

mail template =~ > F

SWR2310(config-mail j#

AT a—NT T L— E— R

schedule template =~ >

SWR2310(config-schedule)#

RADIUS a7 4 /L — g »E—

radius-server local-profile =~ > |

SWR2310(config-radius)#

K

243 a2 R T v OV T 4T A

o= R 7T OT VT 4T AT, FARMEERLTOVET, PIHNRETIIARA M4 L LT, ETAL4T
7% [SWR2310] #FE <L TWET, AF T, hostname 2~ RN THRA NERET AL TEETXET,
SWR2310 Z# 8 L CWAHER Y, AL v F I A DL4RIERTELTEBL 2T, BHALOTL R F

—a—o
RA NG DIEH

SWR2310 (config) # hostname Switch-012
Switch-012 (config) #

244 BRI AANTTE— KD~ REFT

SWR2310 Tix, T— R LI RER a~ 2 RBRBRRDL7-0, EITARERE—RETEREB L Ca~v 2 RE2ETL
ITFER Y A, FREMBETAa< RELT, do a2~y RERMLLET,

do a2~ F&EFEHTAE, T R_RTHOary 74— arET— RO EHEEXEC E— KD a~vy REHE{TTH2 &
NTEXFET, Tk, T R_RThary 74— 3 F— RO EXEC E— NICBEIT5 2 &7, 3BiE

Foary 74— a rEERE LY RE

DIRFFBAREE 720 £,

7212 L, do TIIMFEHEREIIFIA T Zanizd, £DH%ICHIK 2~ R 7 VAV EITERR TATT 2 L8N

HYFET,
o TNAAYULTANTHIBE

SWR2310 (config) #do show running-config

- BRI TANT 56
SWR2310 (config) #do sh ru

25 a2 Y —NVERHEOX —FR— N#E

2.5.1 oY — )V AT O EARERE

SWR2310 TiZ, a2~ KF7 A4 BT, I FOERENFEETY,

o =Y ILORKH)

F—AR— FHEfE B RRES
- 1 CFAICBEN L ET
— | SCFEEICBE LT

Esc i F#£IZ F

| HEEAICBEI L 3 ( — Y LB S D HiaE O Bt
DXLFOWITHBE L £7)

Esc ## %12 B

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH
FICBE L ET)

Ctrl+ A TOSEEEICBEN L E1
Ctrl+E ITORRBICBEHLET

« AT OHIER
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F—R— FEE B - %

Backspace

H—=INVDECH D LT EHIBRLET

Ctrl + H

H— I NMLEO L FEHIR L ET,
Ctrl+D a2 RITRZEOIREETARBEEZ L7256 1H, exit =
<~ RERUEMEE 720 £9,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

. T
F R FHRE B - 5

H— Y WANLED LT & F DOEFO T2 Az £

Ctrl+T 7
=V VIPTORRBIZH D & &, HAIOXT L ZDH]
DT Nz F9,
JERFHE EXEC & — R L 7 EXEC £=— R TlX, A
Da< RERIEL TROITIZE D £97,

Ctrl + C MRz 747 v —3arE—RKTliE, AAFoa~

v FTZREEE L CRriE EXEC £— RICER L7,
BUEFEITHROa~ s N AZ K L E7, (ex: ping =
< R)

sy 7 4 7 L—3 3 »F— RS FikE EXEC & —
Ctrl+Z NiZER LET,
end 2~ FERIUEMESE 220 97,

252 a~vy R~ )L

aAv S RIA L ETP"EATTHIET, ETEDa~v L RERFIANATA— X —EHRBTETET.
SWR2310#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2310#show vlan

253 Af1a<r FofzE., ¥—V— RMeEf—EDFR R

ayY—)b ETa~vwy FABPIZ, "Tab"F—%f5 L, a~vr FaifiesnEd, £z, ¥—U—RFAN%KI
"Tab"F —Z 3 &, WICANFEERF—TU — RO —E 2R R LET, AREIEX, "Cul+I"F—Z2# L TH Ak
REMEL 720 9,

o aw R OREE

SWR2310#con"<Tab>¥ — & #fi4
l
SWR2310#configure
o F—U— NEi—EoFRR
SWR2310 (config) #vlan "<Tab>¥—Z&fid "

access-map database filter
SWR2310 (config) #vlan
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254 < RKOEEAS

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~y REREFARIA—Z—L LT
W TCE %A, F0a~y RRFEITENET,

a2 ROEME A ) Hil(show running-config)

SWR2310# sh run

255 2~ REAXA Y —

av Re RN —kfea T AL, WECAN LEZa~vy REHEABETHETLEZY, BEICAHLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE ShniEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThhEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—IZBL, RERFERICNEZKD Z & TR HIZ

R <ERLET,
SWR2310 CTi, show 2~ ROET 4 77 A7 L LT, RO 3IFEHEAREME L F7,
EFA4T7AT A
include
FBE LI XTH Gl TR 295
grep
exclude BE LTI EEERTEH TS

BB, FET AT AT IIH-TORMERWRE T, BEIFET D LITTETEE A,

< (B

SWR2310#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & 22 £~ 5,

< (B
SWR2310# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 FrT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

a7 4L —Ta v

3.1 REMEDEH
SWR2310 1%, U TFDar 7 4 V2R L CREHEEZEHL £,

ay7 4 7O P IR — P —HufE
Z v => 7 a7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX—T v ar7 4 7~
config) 5, DIRAT

TRAF L 723 EMH, Flash ROM _EoD 2
ODALT 47 & SDI—RED]
DDA T 4 T EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K TRET 5,
SDAA—RED1 2D 7 4 713"
swr2310/startup-config" 7 # /L & C&

ZH/IHE/ 2 —

Y5,
T 7 /v b a7 47 (default- 77 F /v b OFEESE, FlashROM E |,
config) ST B, FRfEAT

SWR2310 D> A7 MBI, LLF Ol & 720 £,
1. startup-config select =~ NREMEZ S L, EHTLAZ— T v T a7 4 7 HRET D,
startup-config select =~ > R Tsd NREINTNWT, AF— T w7 ar7 0 ZPRREINTNS SD 71— KA
FASNTWRNSTEH/E, AX— T v T ar 7 4 7 # BN END,
2. WELILAZ = NT v T ar7 4 FBRFEST DG, %87 — 4% RAM LIZT v =07 a7 4 7 & LTEM
‘a—‘éO
startup-config select =~ > REXEMIZ L= > TRE LT AX — ~7 v 727 ¢ 7} Flash ROM _EIZHFAE L
BRWES, T AN N3 T 0 7% RAM EICERT 5,
SWR2310 EAHICa~y Rl TREZRLRETH L, BRLIZANRITSICT =T ar 74 IS E
T, Tr=rrary 7 4 JEER LR, write £zt copy 2~ REFEITTHILET, AX— T v Tar7gy
IWHEFHINET, RE - BRLIENELZRAFE LW THERT 5 &, RE - EENAENKRDNLET, THEELE
él/\o

325 7+ )V N EE
SWR2310 OF 7 # )V bR EMEIZHOW T, I FTOFRITRLET,

TIHHAREEOFRE L., AEICGREH IN 2L~ FOMYEREH SN bbb Tid7el . LFOT 7 4 /L % E
Bl 72> TWET,

o VAT ARIKDT 7 )L FNERE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
ayI—NNEA LT TR 600 sec
Uit A IE VTY %% 8
FRITEL 24
VR PR o — A — 2 —H—4 admin, /XA T —
’ R:admin
a—W =T Hh 7k AT — _
INAYT — ROKEZAL Kb L7 n




26| A~ RUT77 LA |avrTIqTlLb—yay

BESE FEHEHE F 7 )V MR EE
N JST (UTC + 9.0H)
B 4 T NTP H#—/3— 2L
NTP 5518 # 1 FEfE 1 [E]
RMON EE H%h
sFlow FhE HE7)
firmware-update url http://
47> vu— K URL www.rtpro.yamaha.co.jp/firmware/
o revision-up/swr2310.bin
T I = T P
VEYayH U OFFA] FFR L7220
HANLT TR 300 sec
BE B2
LLDP - —
HENRE Hh
BH1E H%h
L2MS
?&"%U z—x2 b
debug L~vm 7 H ) OFF
information L ~yL v 7 H ON
SYSLOG -
error L~y a 7 H A ON
SYSLOG #—/— 2L
TELNET #— N—khE EEh3 5
TELNET % —/ =7 27 & & VLAN #1 O L 37]
SSH #—/N—IKBE EE L 72w
7 7B A TFTP - — X —JKHE EE LW
HTTP H—/N—fRRe EE9 %
HTTP #—1—7 7 X VLAN #1 O L ZF7]
Y% =7 HTTP Y —/3—iRKE EEhL 72
£R5F VLAN VLAN A H—7 = — A VLAN #1
MAC 7 KL & { @58 Hxh
S PESH 30N
‘ MAC 7 RLAHEfE =— ) 300 sec
L2 AA v F v IR fH]
A= Y ) — HZD
MEL—THH fE7h
DNS 7 747 b BE %N
QoS 7
N7 7 4 v 7 il ; —
7 1 —H#il4# (IEEE 802.3x) E2h
Web GUI SRR IE WA
#1E i)
X -~
Y X7 1D
ALYy 7R RTHD P T FVA ) 1689500024
&

« LAN/SFP 7R— NHEALOT 7 + )L FEETE
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RIESHH REHEHE 77 /v MR EM
RIS T — NERE auto
7 a A& b L— BB A%
MRU 1,522 Byte
FEARRE A— b O L
EEE B3]
Port Mode Access
FTJ& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 L& — Ei3)
L2 AL v F o Sl ik
MEV— TR A%
QoS F T A RE—F CoS
NS5 7 4 2 I ~7 v —fil{# (IEEE 802.3x) 20
A b — Al B3]
LLDP =—¥ = bk EZEE—NR ESEPSPNOY

77 # /L kb VLAN (VLAN #1) 1254 2 5%

RESH REHEH F 7 F v FEREME
Layer3 #%6E IPv4 7 KL A DHCP 7 A4 7 |
. 239.192.128.250 (Y-UNOS
TN FF Y AT L—LDfERE ) (
BE B
IP v /LFF ¥ X b Querier w2
IGMP Snooping
Fast-Leave i)
Check TTL AN
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B4

PRST « IE B RE

4.1 XA TJ— K

4.1.1 SRR T— RORFE
[EX]
enable password password
5 —5—]
password OBENR AT — R
PP TEBLIO" & L > &2 EEATFER AT S (G2 LTLUN)
BN D SCFAT A ST TRRT AT T e
[WIHIRRE]
enable password admin
[ASTE— K]
sua—n\)Narsz 4l —ya 'R
[BLAA]

et EXEC B — RABAITT AT 00BN AT — RERET 5,
FTITH NIRRT —RTHD admin [ICEFETDHZ LT TERU,
[/ —F]

password-encryption =21~ > R|Z L7228 TS L S NTZ/RA T — ROEE, 2227 4 7 1 Cld"enable password 8

password"DIEA TR RSN D,

=P —Favr RIS b ary 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, BIRANA T — RRRE SN TOHRWGEIE, HIE R NZA T — F(admin) & HBIFICRET 5.
[ E 5]

B RAT— R L& LT adminl234 2 ET 5,

SWR2310 (config) #enable password adminl234

4.1.2 7RRA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

$5 A =5
switch D NRAYU — RSS20 0
RIEE B
enable ISR A B
disable Bk L7
(AR 2
password-encryption disable
[AS1E— F]

Jga—)arz 4 lb—y g rEw—NR
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[FHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCASHL7Z/RAU—F%, 3
7 4 THTCIEN S SN TRET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2L L . password =~ > K enable password =~ >~ | username
TAN LI RAY—RE, ar 7 4 ZHTIREXO F FRFT D,

[/—h]

WA — ROWSbZ BN O AMIER L72GE13, BRICREFHADO/IA T — NI b S vz gz
EHEINDD, ARPLEMHIIER LI2GEE, BRIcE S Tnd ar 7 4 ZHORZAY — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWR2310 (config) #password-encryption enable
INAY — OB G2 TN T D,

SWR2310 (config) #no password-encryption

42 22— —Tho v NEHE

421 22— —DOH|E
[E=]

username username [privilege privilege] password password

no username username

[F—TU—F]
privilege =Y —DWHERERET S
password D 2=V =AU — REET D
[/XT A—&F—]
username D a—Y—4
P (32 SUFLAN)
privilege DR AT B D0
X EME A
FEHE EXEC E— RBATRFIIC N AT — RD A
on FIDRKD 7
Administrator #£fRC Web GUI |27 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RO A
off MRDEND
Guest #EfR T Web GUI IZT 7B ATZX %
password D a—Y—onr A RAT— R
PATHTEIO L L | &> L2 LR T ERLS PATSG2 XFUWN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AFTE— F]

Ja—\)ary7 41—y g T — R



0| =2~ RU 77 LA | fReT - EHIERE
[@iA]
—F—ERERET D,
2P IERITIR KT I3 ETHIRTE D, 7272 L., privilege off D= —H — (T K 32 % T, privilege on O =—
P—lZ T IR LE 22D,
UUTOHGETZ—F—4 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

FIT ) "R AT— R Th D admin 1T/32A T — RE L THEATEZRU,
[/—F]

password-encryption =~ > R E SN TWeiE, WAV — R 5t =7 ¢ 7 L Tld"username
username 8 password password" DFE TR R Z 5,

A=Y= Ta~v I RIS NHar T4 TRETDHLE, ZORKNTANT L LITTER,

ECENFIZ, privilege on D —H =723 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BEENRFIZ, NAT— RBRRE SN T RN —Y =T a2—P =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—H— userl234 Z R ET D,

SWR2310 (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 # 3/ ET 5,

SWR2310 (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege
[¥—TU—F]
privilege D a— Y —OHEREZIEET S
[73T A =4 —]
username D a—F—4
A G (32 SUTFL)
privilege D FREERATET D0
BEE BIL
FiHE EXEC £ — NBATHRFIZ N AT — FOA
on FIDIKD BN
Administrator HEFR T Web GUI (IC 7 7 £ AT
EA)
FiMe EXEC & — FRATRFIC/SAT — RO A
off NHRO B D
Guest #E[E T Web GUILIZT 7 EAXATZ 5
[WIHIRRE]
L
[AJ1E— F]
Jsua—s\varz 4 b—va e —R
(B8]
IR HD A — Y —OHEREZEET 5,
[/ —}I]

FBERD 2 — P —TITRE T E R0,



(B E B

BRERFE D 22— — user1234 |ZHEHELR T 54 5,

SWR2310 (config) #username userl234 privilege on

423 0 A v a—F —FEROER

A~y R 77 LA RS - EHIEKRE | 31

[AF1E— F]
FEFFHE EXEC E— N, ffME EXEC E— R, Z/m— \var 7 4 7 L— a3 »E— K
[FEA]
7Aoo —F—ERERTT D,
UTFOHHENRERIND,
HAH B
n A UFREERRIT D,
con0 (X V7 /ayy—LiR— bk
Line vty N [L VTY "— b
stkNIZVE—ha /A AR —Fh
http N | Web GUI
Own H & O AR — S OITIZ * 2R~ T D,
User 0y A RO —Y =2 % FKRT D,
Status n A RBRERRT S, 2P RMEHF 05 G,
Login &/~ 7 2%,
Login time 07 A UK ERRT D,
IP address e —H—DIP 7 KL AZFRT D,
[ E ]

ALy JHRRENER IR Ca— Y —Dn 7 A UFREFTRT D,

SWR2310>show users

vty
vty
vty
http
http
http
http

ALy I RN AN RRE T —F—Dn 7 A UEREFRT D,

WNhRFRPOJOUOU b WN P OO

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

userl234
(noname)

SWR2310>show users

Status

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

Login
Login
Login
Login

Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
01:12:25 192.168.100.4
00:18:04 192.168.100.102
Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234 Login
(noname) Login

WNRPFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE

00:33:11

01:12:25
00:18:04

192.168.100.4
192.168.100.102

[EX

banner motd word
no banner motd

[23F A —%—]
word DOEABEHIT R L UREA R (256 STFELIA)

(AR E

no banner motd

[AS1E—F]
Jua—)aryz 4 —ya rET—NR

B

Ay —nu A URHCRRENDNNT =2 HET D,
Bl

N F—FoRm% [Hello World! ) IZEXET %,

Username:
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>enable
SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2310 (config) #banner motd Hello World!
SWR2310 (config) #exit
SWR2310#exit

Username:
Password:

Hello World!

SWR2310>enable
SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2310 (config) #no banner motd
SWR2310 (config) #exit
SWR2310#exit

Username:
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>
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43 a7 4 T DOEH

431 =T av7 4 FORE

EEN
copy running-config startup-config [config num)|
[NT A—=F—]
config_num = N A
B B!
<0-1> AB—= KT v T a7 47 #0-#1
sd SDI—RHNAZ— R T v Far7 47
[AJ1E— K]
FikE EXEC E— R
[

BEEATOBRE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 407y LTRET 5,

config_num AW Lo A 1E, BUEORBIRHCHEH LA X — T v T ar 7 4 ZITRGFET 5,

[/—}]

Ty T ar T 4 VORI write 2 RSP save 27 RTHITH 2N TX D,

SD 1 — R~ S TWRUVREETIX, SD #— RN® Config # X RIZL TARa~v L REETTHET—L

%5,
AL T HIREE, A A AL Fl(Active JRAE) D A FE1T FTHE,
[EXEH]

Fr=vrarv 4 7ethkfi T b,

SWR2310#copy running-config startup-config
Succeeded to write configuration
SWR2310#

43270 =07 a7 4 T DRLE
[EX]

write [config num]

save [config num]

[8F A—F—]
config_num LAy I g4 rEs
REME B
<0-1> AL — K T v a7 4 T #0-#1
sd SD i—FHRHARZ— T v Sarr4 7
[AS1E— K]
Rt EXEC E— K, B2 7 4 7L —va »F—FR
[BiA)

BIEEHPORET =7 ar 7 4 NERBROREAR Y — T v 7Tar7 40 7)e LTHRFET 5,
config_num ZHWE LT25E X, BUEORBIFRHIMEN LA X — N7 v 7ar 7 ¢ ZJIRFT 5,
[/—H]

T = a7 4 7 ORTEI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD #— R~ STV RUVIREETIL, SD 71— FN® Config ZxRIZL TARa~vy REETTHEZT—L
2%,
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AH o JHIREL, A A AL w FTl(Active IRAE) D A ZEAT A HE,

[BXE B

- TE K RE

Sv=u a7 4 VR RET S,

SWR2310#write

Succeeded to write configuration.

SWR2310#

43370 =0 72T 4 T DRR

EEN
show running-config
show config

[section]

[/3T A —HF—]
section D BT HEI VA
REME B
access-list 77 EAY A EEE
http-server HTTP H— /N — [
interface A H—T x— ABE
ip IP Bt
ipv6 IPv6 [
key FRIE X — B
12ms L2MS B8
lidp LLDP B8
mail =L RN B
radius-server RADIUS #—/3— [
schedule ALy a— )V
sflow sFlow [:8
snmp SNMP [
spanning-tree STP 83
ssh-server SSH H#—/3—[i5E
telnet-sever TELNET #—/\— [
[AJ1E— K]

HrfE EXEC E— R, Bl 74/ L—32 g »F— R

B

BUEEATORET =T ar 74 NeERRT D,

section {ETEEBMEFI T X TORELF T D,

[BE B

Fom T arg 4 FEFRRT D,

SWR2310#show running-config

|

interface portl.1l
switchport

|

line con O
line vty 0 7
|
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end

SWR2310#

434 AFZ— T oS T 4 TOER
EN

show startup-config [config num]

show config [config num]

[2XT A—F—]
config_num L a4 IR
BEHE B
<0-1> AR — KT v T a7 4 7 #0-#1
sd SD #— FHAARX— K NT v Tar7 47
[AJTE— K]
¥ikE EXEC E— 1
B

BRI T ORER Y — N T v T a7 4 NeERRT D,

config_num ZEWE L7283, LT 2201 5,

- show startup-config : BI/EEA L CWA Iy T 4 FHBED AL — T v Far 7 4 7 uFRT5
- show config : BIfEIEM T OT7 =27 a7 4 VERRT5H

[/— 1]

SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZXRIZL TARa~vy REETTHET—L
5,

[EXEH]
WEEENFOA X — T v T a7 4 T EERT D,

SWR2310#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.l

switchport

switchport mode access

no shutdown
|

|

interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWR2310#
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435 A F— N7 o Far 7 4 JDHEE

[ER
erase startup-config [config num]
[78T7 A= —]
config_num LAY T4 Ry
B B
<0-1> AP —NT v T a7 1 7 #0-#1
sd SD i— RANRZ— T v T ar747
[AFIE—F]
F#HE EXEC £— K
(@]

BRI T DR EAR Y — T v 7 ar7 4 NEZHET DEREEET D,
config_num B Lo GE X, BUEORBIRICHEN LA X — T v T ar 7 4 7 &2 HET 5,

[/—}]

SD 71— KRB~ S TWZRVIREETIL, SD #— RIN® Config ZxRIZ L TARa~vy REETTHEZT—L
%,

[ E B

AR =T v Tarr 4 TEHET D,

SWR2310#erase startup-config
Succeeded to erase configuration.
SWR2310#

436 AFZ— " T v Tary7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[73F A —4F—]
src_config num . A E—xDOaAL T 4 TEKS
REMHE Gzl
<0-1> AP —=KT v T a7 7 #0-#1
sd SDH— RANRZ— T v T a7 47
dst config num Coav—foar 4 rJEK 5
RIEE Wi
<0-1> AH—= R T w7 a7 47 #0-#1
sd SD I — RNAZ = T v Tar7 47
[AS1E— ]
F¢kE EXEC £— R
[
BEREORE (A Y — T v T a7 4 NeZCHET LERE 2 —T 2,
[/— "}
SD 1 — RB~= 7 FSIUTWRVREETIX, SD #— RN® Config # X RIZL TARa~v L REFETT LT —L
2%,
[BXE B

AL =K T oA T4 T #H EAZ— T v a7 47 # ~abt—73 5,



SWR2310#copy startup-config 0 1
Succeeded to copy configuration
SWR2310+#

43T ARZ— T v Far 7 4 TOER
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E&

startup-config select config num
no startup-config select

[/XT A= —]
config_num Lo ArIT 4Ry
REME Bl
<0-1> ABZ—NT v T AT 47 #0-#1
sd SD I —KNAZ = T v T arr47
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
(@]

EEIFAE T T ORERARF— T v T a7 ¢ 7 aER L CTHEET 5,

no B THEAT Lic & id, MIIRREICR D,
[/—}

ELENRE, config num & LT sd DEEINTWNWT, AX— R T v a7 4 ZPRGFEIINTNS SD 1— RRFAX

NTWENoT=BE. AZ— T v 7Far 7 0 7 #0 DNBIREN 5,

ALy TEEREMN A NREIC config IV B2 % LT A, AX v I NELIMHRTE R R570 0l s LT

Ei S D ERD D,
[ EH]
AL = T v T ar 7 4 7 # ZBRRLCHEST 2,

SWR2310#startup-config select 1
reboot system? (y/n): y

438 AX— T v a7 4 FTOHMAXDERE

[EX]
startup-config description config _num line
no startup-config description config num

[73F A =4 —]

config_num ;o <0-1>
AT TEE

line DA LU AR (63 SLFELI)
WRAL— NT v T ar 7 4 JITHET DRI

A= F)

FrtE EXEC E— I

B

SBAF— T T a7 4 7 L CHRAXEZHRET 5,
no IR THELIT LI25A1E, A CEHIBRT 5,

#BH ST show startup-config =~ > RO I THRER DO IAICE RIS N D,
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[ EH]
AP = NT T a7 47 #l ITHAXERET 5,

SWR2310#startup-config description 1 TEST CONFIG 1

4.4 EEEFHROEH

4.4.1 EBYFH DR R

[E=
show boot num
show boot all
show boot list

[%—T— K]
all DOEEEROBEA R R TS HFETERTD
list D EEMEROBEERKRCSHETCHSERT D
[73F A—&—]
num - <0-4>
BELICEEFDRBREZER TS
[AJ1E— K]
FEHFHE EXEC £ — P, FrbE EXEC £— F
[
EENE R A KT D,
[/—}]
cold start =~ > K clear bootlist 2~ > R&FE/TT 5L, ZOEBKEILIYZ VT &b,
[ EH]
BUEDOEEE®REFRT D,

SWR2310>show boot 0

Running EXEC: SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Previous EXEC: SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Restart by reload command

EEEEDO —F 2 &R T 5,

SWR2310>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVFEHRDO I VT

[#FX]
clear boot list
[AJ1E— K]
FibE EXEC £— R
[RLFA]
EENME OB ZHIBRT 5,
[BREH]

EEEHRE2 27 V735,
SWR2310#clear boot list
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4.43SD 1— K7 — FDOEE
B

boot prioritize sd switch

no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 1— K7 — M & Mhlo3 5
(IR E]
boot prioritize sd enable
[AS1E— K]
HitE EXEC £— R
[RLBA]

77— =T DSDA— R7— MEROAR - BAZTIV KR D,

avy REITHR, VAT AOFEENDITHOILD,

VAT ATHIBEORETH D728, EENH (startup-config #0 ~ strtup-config #1)fFEIZFR EIL TE 220,
MR EILSD H— R T — " BHEHTH 5,

no 2~ o NEITRHIMMIREIZR D,

[/—}]

SD & — R7'— MMEREDOFH %) - M%hi%, show boot prioritize sd =~ > K THES 7] HE,

[BREH]

77 =L =T DSDI— 7 — MEREENTT D

SWR2310#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD H— K7 — b HEhEAEEDORE

[EF=
boot auto-apply switch

[/3T A—HF—]

switch : SD A — F7— b Bl RE 2 AN T D s
BREE B!
enable SD 1 — N7 — h HEhw fkee 2 A0Ic 32
disable SD & — R7— I H & B RE 2 RN 2

[WIHARRE ]

boot auto-apply enable

[ASTE—F]

FiHE EXEC £— R

[BEFA]

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ R CHER TX 5,
[ EH]

SD 1 — N7 —  H & FHfRE 2 T 5
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SWR2310#boot auto-apply disable

4.45SD 11— F7— FREBHROER

[ER]

show boot prioritize sd
[AS1E— F]
FEFrHE EXEC E— N, %74 EXEC E— N
[REFA]
SD 71— N7 — MERERERFHRE KT 2,
[ 2B

SD 71— R 7 — MEREREFHRE £ RT D,
SWR2310#show boot prioritize sd
SD boot configuration:

firmware : enable

4.5 EREHRFZT

4.5.1 "WaiFHROFR

[ER]
show inventory
[AF1E— K]
FEFFHE EXEC E— K, #bE EXEC E— K
[FHA]
ANEE L ONSFP Y 2 — L OB IEREFRT 5,
UTOHEANRERSND,

HH LA

NAME 4,

DESCR R

Vendor R4

PID A= /20N )]

VID /§_:)3 > 1D, ﬁ’%;ﬁ]@%éﬂio

SN YT NEE

[BEH]
U E £ 5.

SWR2310>show inventory
NAME: L2 switch

DESCR: SWR2310-10G
Vendor: Yamaha

PID: SWR2310-10G

VID: 0000

SN: S00000000

SWR2310>

4.5.2 BEIEROFT

E&y
show environment
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K



gy RU 77 LR | {RSF - SEIRSRE | 41

[FiFA)

VAT LOBEEREFRT D,
IFTOmEENFERIND,

o T—FR—=Tgr

e Ty —AUxzTUETYar

. VUTNES

c MACT7 FL A

« CPU i

o AEUfEAZE

s Ty —AUx=T T 7A)N

o AX—NTwTSar74 77 A
« SD &— K7 — | BEhiE HERE D% E
o VUTNR—L—F

« CPLD /X—Y 3

o EBEBEEZ

o BUERFZ

o EEID D ORRIEIREE

[EEH]
BEEMERTT D,

SWR2310>show environment
SWR2310-10G BootROM Ver.1.00
SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
main=SWR2310-10G ver=00 serial=S00000000 MAC-Address=ac44.£200.0000
CPU: 7% (5sec) 8% (1min) 8% (5min) Memory: 18% used
Startup firmware: execO
Startup Configuration file: configO
selected file: configO
Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 00
Boot time: 2020/01/01 11:13:44 +09:00
Current time: 2020/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04

SWR2310>

4.5.3 7 4 A 7 fE R
B

show disk-usage
[AJ1E— K]
FHFiHE EXEC £ — N, %54 EXEC £— N
[EA]
VAT AT L TWDT 4 A7 ORI E R TT 5,
« System: VAT AFHTU T
« Config: HEHFHRTY 7
+  Temporary : —FfT U 7

[BREBH]

T4 A7 OFERRRERTT D,

SWR2310#show disk-usage
Category Total Used Free Used (%)
System 46.1M 2.2M 41.5M 5%
Config 103.4M 2.5M 96.2M 2%
Temporary 80.0M 152.0K 79.9M 0%
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4.54 ETHRO T v R DER

[EFX

show process
[AS1E— F]
FikE EXEC E— R
[FLFA]
FAITho Tt 2B —F{EFERT 5,
[BREH]
FIThDOF a2 EFRT 5,

SWR2310#show process

4.5.5 A F U fERNDOFR

[EX]

show memory
[ASTE— K]
et EXEC B— R
[FREA]
a2 EO AT IVFHEERTIT D,
ITOHEB Z2F T 5,

IHE A

PID =5 D)
NAME Fat A4
%MEM W AEY O R
SIZE W A = U O HEEIEH)
PEAK WA ) OFHE(Z I E TORKIHE)
DATA AR A £ Y —pEE Y 1 X
STK AR TP AR
[ E R

Tut 2O AT VEMNEZTRT D,

SWR2310#show memory

4.5.6 EfT Y R— MEROF R

[#FX]

show tech-support
[AFTE— K]
Kt EXEC £— R
[RLEA]

Hifr AR — MERERRT D, HRTHA— MERIZIE, LTOa~r ROEITRHERIEGEND,

AR THSREDNE N e, A X v 7 B L TWA TR TOMBROBEM R — MESREFTT S,

7P L. ALV AL FLAUNR—ZA, v FTEITENDa~Y NIFERS, F#EMILToOa~vy F—EE2B BT
HT L,
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a<w K

A HZ 7S

R E 7 HEh

AL VAL 9T

AUN=ZAL v F

show running-config

O

O

show startup-config

O

O

show stack

O (%1)

O (%1)

show environment

O

O

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

OlO[O]O]1O0[O|O

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

O[O]O1O1O0[O]O1O0[O[O]OIO[O|OOO0O[O]|OIO0[O[O]1O0]1O0[O[O1O0[O0[O0]O1010]010]0

O[O]O1O1O0[O]O1O0[O[O]OIOIO|OIOO[O]OO[O[O]1O0]O0[O[O|lO0[O0[O]O1010]010]0
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a<w K RAH 7R

R E 7 HEh

A AL 0T AUN=ZAL v F

show ip igmp snooping interface

O

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

O[O]O1O010[O|O|10[0|0O

show sflow sampling

OfO]O1O0|10[O]O]0

X1 AX v 7RIS ETNETICEEND,

(B E B
B AR — MEWREFRT D,

SWR2310#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***

!

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO0O0O02

vlan 3 name VLANOOO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show stack **x*
*** show environment ***

*** show disk-usage ***

#
# End of Information for Yamaha Technical Support
#
SWR2310#
4.5.7 Bt R — MEROEE
[EX]

copy tech-support sd
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[ASTE— R
¥t EXEC B— R

(R A
B R — MEHR A SD I — RIZRET 5,
SD H— RNIZIZLL T D7 7 A M TR S D,

/swr2310/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ REFTREOEH AR5 F)
[/— 1]
FHNC SD H— F AL TB LERH 5,
[BREH]
Hefti bR — MME#H A SD B — RIZRFET 5,
SWR2310#copy tech-support sd

SWR2310#

4.6 AT AHDT2ZH

4.6.1 AT LHECEZWRREOER

EEy
show system-diagnostics
[ASTE—F]
FEHEHE EXEC £ — N, ke EXEC £— R
Ei)
TRTOVATF LACBIRER (F— N7 v TBMHRR, 427~ FBITRER, ~ A AT=4 ) > 7 BIRR)
R T D,
[BEH]

VAT LAHEZWERE R T D,

SWR2310#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16
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4.62 AT = FEUDFEAT
[
system-diagnostics on-demand execute [no-confirm]
[FF—T—F]
no-confirm D ATy RR2EOETHGE (yorn) Z{THOTRINIITT S

[AJTE— K]

¥+ EXEC £ — K

B

T~ Rigia E174 %,

LWL _TO LAN/SFP R— F &2 v v A o35, ZWHE THEICIIE S 2WE R A2 £ 7 L. AFNICY 27
LEFEET 5,

NI A=H—RBELRWEAIE, AT ~0 F2BEFITT 08I hoERERO NS,
gélrﬁ%%ﬁ'fj—é%/ﬁ\@i "y" é’\ gﬁ%ﬁi Lfcﬁb\i}%é\gi """ %Aj}j—é%\gﬁlﬂbéo

[/—}]
T~ v R Wik B OFEHN L FEE B)#£ 12 show system-diagnostics =~ > K CHERTX 5,
[BREH]

T~y NgWE EITT 5,

SWR2310#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 < v R2WiREROHIFR

[ER]

clear system-diagnostics on-demand

[AJ1E— K]

FitE EXEC £— R

B

FrT~ v Rl R el 2,

[BREH]

FUT v FBUTHER A HIRT 5.

SWR2310#clear system-diagnostics on-demand

4.7 lr—7 )Vl

4.7.1 r— 7 IVEZW D ELT
[ER]

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[R5 A—5—]
ifname : LANFR— DA U F—T = — R4

HHHRDOA LV H—T 2 — R
[AFTE— K]

¥+ EXEC £— K
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[FEBA]

=T N2l EFEITT 5, BiROBERE I show cable-diagnostics tdr =~ > K CTHERTZ 5,
[/— k]

WS FUXERTOFER O ARFF S L, BES —T7 VWA FAT LGRS EEE I D,
[ E B

portl.1 I[ZHft STV D LAN 7 —7 )L OBl & FEI 74 5,

SWR2310#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )Wk R0 7 )T
[EX]

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AF1E— K]

FikE EXEC E— R

[RiHA)

Hif[a]0 cable-diagnostics tdr execute interface 2~ > RDOFEITHEREZ 7 U 735,
[ EH]

HiEl D r —T VB OEITRERE 7 ) T35,

SWR2310#clear cable-diagnostics tdr
SWR2310#

413 r—T NBWHRERDOFER
Ex

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJTE— F]

JEHHE EXEC &— R, H# EXEC £— R

[FHA]

HilF D cable-diagnostics tdr execute interface =~ > RO FEITHRER 2 FRT 5,
[BR E 5]

RO o — 7 VS W O FATHE R A FRT D,

SWRZBlO#show cable—dlagnostlcs tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rzl B B

4.8.1 RO FEERE

EEN

clock set time month day year
[T A—=HF—]
time : hh:mm:ss

1532
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month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
A 72T A4

day o <131>
H

year © AR(FETE 4 H7)

[AJ3E— K]

FikE EXEC E— R

[

VAT LRI ERET D,

[BXEH)

B2 201545 1 H 1 B ORF 04y 0 RDICERET 5.

SWR2310#clock set 00:00:00 Jan 1 2015

4.82 XA L) — L DERE

[ER]
clock timezone zone
clock timezone offset
no clock timezone

[73T A =4 —]
zone . UTC, JST
IEHERFE S HAT STV D & ZICRIRSIND Z A LY — 2 DAHI
offset . -12:00, -11:00, ..., -1:00, +1:00, ..., +13:00
UTC 76 DR % ANT)
(AR RE
clock timezone UTC
[AJ1E— F]
Jsua—\Nvarz 4 b—va e —R
B

BA LS —VERET D,

no JEATIATT 5 L. UTC T2 %,

[BEH]

HA LY =& ISTICRET D,

SWR2310 (config) #clock timezone JST
B A LY — % UTCH9 BREICEET D,
SWR2310 (config) #clock timezone +9:00

(]

483 V~—F A LOREGEVIEL)

[EFH

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T7 A—F—]

name D= ADEITENTND & ENWIRRT DA A LY — 2 DL4HI

(T SCFLA)
week 1 <l-4> F£ 7213 first, last
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H oA Bz ET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
A £ A4
time : hh:mm
=
offset o <1-1440>

Y~ =S A LOMITIBINT SHFH, 5 THRES 2, 774 /L MiT 60,

(B ]

7L

[AF1E— ]

ra—npvar 74— g T — R

[

Y~ —Z A LERET D,

EREE LI EMA CRBB IO T T2 L0 I8 ~—F 1 2 &2RET D,
ROIOEG T~ —2 A LAOBIERN A 2 F O O TR TR AR ET 2.
no WA THEATT H &, HEVHIBRSIN D,

[/—}]

P~ —F A MFTEERE TE R,

REBH]

Yv—Z A LPEEI HOE _HRBO 2FHIMEED . 11 AOE—HBO 2RHIHKD D L5 ITRET 2.
SWR2310 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 F~—F A LOFREBMNEE)
[EX

clock summer-time name date month day year time month day year time [offset]

no clock summer-time

[/NT A —=HF—]
name Y= A LADPHATSNTWD L ZICRKIRT DX A LY — DA
e HHT(T L)
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H E£71x A4
day : <1-31>
H
year C o AR(VETE 4 #7)
time : hh:mm
1534
offset o <1-1440>
Y~ —F A LOMITEINY D, 53 THET 5, 7 7 4/L M 60,
[WIHIRRE]

mL
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[AJTE— F]
ra—m\)varZ 47—y arE'—FR
[FHA)
f~—F A LERET D,
RELLEAMNTHRBB IR T T2 X010 ~—2 4 L aRET D,
BAIDE S T~ —2 A 2O AT Z, 2 /DO TR T B 2HEET 5.
no B TIFATT 2 &, RENHIFRES D,
[/ — 1]
Vv =2 A DIEERETE R,
[BRE B
Y =S A LH2021 E3 ] 14 HO2HBHTIAE D . 2021 £ 11 H 7 HO 2 RIS D KO ITRET D,
SWR2310 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIEEZ D FRR

[EX

show clock [detail]
[¥F—T—F]
detail DOREMIE L FRRT D
[AJIE— F]
FFrME EXEC E— N, %M EXEC E— N

[@iH]
BUEDRZ], A B EF£rT 5,
detail ZH5E L7255 G132, FEMEMEEDRL L~ —F A D)2 FRRT D,

P —F A ATV K U (recurring) D565, R(E TZIFBAEMEITH) DOV~ — % A 2HIFOFEEEO Aft 2 £RT 5,

[EEH]
BUEDRA & 2R %,

SWR2310>show clock
Thu Jan 1 00:00:00 JST 2015

BUEDRZ DFEE R 2 TR T 5, (M~ —2 1 LORENH L5H)

SWR2310>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRF A OFEME R L TR T D, (V~—F A LORENROEGE)

SWR2310>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP % —/N\— D E

EEN
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6 _addr
ntpdate server name fgdn
no ntpdate server
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[F—TU—F]
ipv4 © NTP #— _—% IPv4 7 RL A THRET D
ipv6 : NTPH—"—% IPv6 7 RLATHET D
name : NTP #— "—% KA M TIEET D
[NT A —=HF—]
ipv4_addr : NTP #—"—D IPv4 7 R L &
ipv6_addr © NTP #—/3—D IPv6 7 K L &
IPv6 U > 7 = NT RURAZIRET 25HE1E, kA v =7 = —AbRETLLEN D
% (fe80::X%vlanN D)
fqdn : NTP h——DHKRA
W L U CHEF(RILTFINLT), BT (B VA R) -(0A 7 )0 mrae
[FIHR E]
7L
[AJ3E— K]
ra—\)vary7 47 b—va e — R
[FHA]

NTP —/X—D7T KL AL TR A M E2BET D,

AKa<wr FIFRKKT2OETHRETE D,

no R TIATT 5 & REDHIRIND,

NTP H—/3—% 2 O E LIRRE CREZI R 21T > 72354 . show ntpdate =~ > N TH/R X412 NTP server 1, NTP
server 2 DJIEE THRIWEOEZIT 9,

NTP server 2 ~DO R\ &H (X, NTPserver 1 & DRI KIL L 7-HE DR THI S,

[ EH]

NTP H—/3—|Z 192.168.1.1 ZFHET 5,

SWR2310 (config) #ntpdate server ipv4 192.168.1.1
NTP ¥ —/3—[Z fe80::2a0:deff:fe11:2233%vlanl Z5%ET 5,

SWR2310 (config) #ntpdate server ipvo fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com %X ET 5,

SWR2310 (config) #ntpdate server name ntp.example.com

4.8.7 NTP % — _"—Z X ARZIEEI 2 3 v FFEHD)

&

ntpdate oneshot
[AJ1E— ]
FikE EXEC E— R
[@iHH]

BRI SN TWD NTP — =0 S A RO RG22 5,
Ko< RETRIC L ER T,

(B EHI]

NTP H— S —» S EFZIE W 2 US4 5,

SWR2310#ntpdate oneshot
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4.8.8 NTP #— —Z L 2 LRSI A EHRE)

E&

ntpdate interval interval-time
no ntpdate interval

ST A—F—]
interval-time o <0-24>

BEZ S DY O, 0 BFfA 2 457E LIS i, A 21Th 720
(AR E

ntpdate interval 1

[Af1E—F]

ryua—Nary7 4L —vgrE—R

[BLAA]

Bk S AL TN D NTP = 3= b JE RIS REZ G ) 2 BAS 3 2 bR 2 1 RFFHAL CROET 2,
no B TIATT 5 & WIHIREIZR D,

Ka< FIATHE, RUEICREZ OB 2470 LI, BOE LA TR 217 9,

[BEH]

A OGO % 2 R B X 1217 9,

SWR2310 (config) #ntpdate interval 2
REZ D E AT 21T L 21275,

SWR2310 (config) #ntpdate interval 0

4.8.9 NTP ¥ — "—Z X 2 BZIRHR EFROF T

[EX]
show ntpdate
[AJTE— K]
FEFFHE EXEC E— N, $5# EXEC =— R
B
NTP $— "— 2 L B LRI T 5% EHHREERT D,
[ EH]
R R B RE TR T 5, XEHEY 1 R 0GE

SWR2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WA R E T e £ 5, % AMERZR LOBE

SWR2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 A VEF— K@Y —NVE—IF ) ~DBIT

[EX

line con port
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[73F A —&—]
port . 0
YUT Ay —)LiR— &5

[FIEIER E]

line con 0

[ATTE— K]

Ja—N)aryz 41— FE— R

B

A=AV E =X FIADOREETITEODT A E— FIZBITT 5,
[/—F]

FA =R bdu—rar 7 47— a T — RICED T exit 2~ FEEH L, %4 EXEC £— NIZ
AT end 2~ REfEHAT 5,

[ 2B
A= N —IFNERETHIEDODT A F— NITBITT 5,

SWR2310 (config) #line con 0
SWR2310 (config-1line) #

492 VTY ;R— FDOREB LT A »E— F(VTY R— b)) ~DBAT

EN
line vty portl [port2]

no line vty portl [port2]

[T A—=HF—]

portl . <0-7>
VTY ~"— &5

port2 . <0-7>
HPHFRERFORAE VTY N— F &5

(AR E]

no line vty 0 7

IASIE— K]

Ja—x)ary 74—y g — R

B

HELEVIY R—h2AC LB, VIY R— FOBREEITITZODT A »E— RICBITT 5,

no I CTHAT L2 GEIE, FBE LT VIY R— M &2 5,

port2 IRE LT-GEE, ®FEE & 72 0 L port] 75 port2 £ TOTRTO VIY R— hZELLZ LI D, port2
X portl J//U:@%Féﬁ LT 6720,

[/—}]

TELNET 7 7 A 7 > F O KRFEIREHEIL, A%h78 VIY N— F ORIKFT D,
TAUEF—RDDLZa— " var 7 4 Fb—yarE—RIRED I exit 2~ RE@H L, $# EXEC £— RIiZ
EAHIZEend 2~ REFEHT 5,

[BR E 5]

VIY R—F#0 G LD, T4 T — RIZBITT 5,

SWR2310 (config)#line vty 0
SWR2310 (config-line) #
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493 AR TA L FA LT U MRFHORE
[ER
exec-timeout min [sec]
no exec-timeout
85 A —&—]
min 1 <0-35791>
ZA LT U NEEE(G))
sec 1 <0-2147483>
A LT D EFEE)
(AR E]
exec-timeout 10
[AJTE— K]
I vk
B

AV =B =T NEBLOVIY T, F—ANPRVEARICEBNICR 77D 5 TORHEZRET S,
sec ZAME LTEHETX, 0 BEREIND, min, sec & HIZ0ICRE LG AIL. BENICE 77 7 K LA,
no JEATHEAT LI B3R E IR D,

[/— 1]

Kavwry RREHR, kO 7 A SRENLERENPEHN SN D,

[BEH]

AV —=NDZA LT T MR A 5 FICERET D,

SWR2310 (config)#line con 0

SWR2310 (config-line) #exec-timeout 5 0
SWR2310 (config-1line) #

494 AL TVAEEK 1 R—VHEY OFRFRITROLEE

E&

terminal length /ine
terminal no length

[R5 A—F—]
line . <0-512>

AR 1 _X—=T BT 0 DRFITE
[AF1E— K]
FERFME EXEC £ — K, ¢t EXEC E— 1
[

FEHLTWDER 1 =V ORTITEREEET D,

line \Z 0 #fE L= E. RX—U B TR Z —RHE R L,

terminal no length =~ > FZEIT L7 HG1X, £RITEHDR U T v a Y — L O85E15 24, VTY OUE 13k
D YA RTYAXERD,

[/—}]

Ka<r Rk, F7k. EICEER BRI D,

service terminal-length =~ > FOREL Y, Ka~ o FOFTHIROTPER L TEH SN D,

[ E ]

FBEHLTW IR 1 =T BT ORTFITHE 100 TICEET D,
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SWR2310>terminal length 100
SWR2310>

4.9.5 ﬁ#-lﬁj{ 1 J\ob—j‘/‘\})‘f: D 0)§ﬁ<’/{?§0)§x{hi
[EF=

service terminal-length /ine

no service terminal-length

[/XT A—&—]
line . <0-512>
AR 1 _R—=T o720 OFRFITE
[WIHRRE]
no service terminal-length
[AJTE— R]
Jyua—\)narz 4 b—varsE— R
(@]

MR 1 RX—=U BT ORTBITEEHRET S,

line % 0 \ZRE Lt ~_—VHALCRRE —RHELL L,

no IR THEIT LB AT, BRITEN LY T ar Y —LOBRAIT 24, VIY OBAIIERKO Y 4> Rud A4 X
L5,

[/—}]

Kavwy RREH, RO T A CRENLERENEH SN D,

terminal length =1~ > R23E(T S 72354, terminal length =~ > ROSATRERO SN B L CEf S b,

[ EH]

Ui R 1 =B 720 OFRFATEZ 100 TICRET D,

SWR2310 (config) #service terminal-length 100
SWR2310 (config) #

4.10 {&5F

4.10.1 {#5F VLAN OHRE
[EF=]

management interface interface

no management interface
[/3T7 A= —]
interface : VLAN A VX —T =— R4

[ E]

management interface vlanl

[AJ1E— F]

Ja—n"narz 4 —ya rE'w—R

[AA]

R5FCHIF 9% VLAN 2% ET %,

Kav FeRETHIET, L2MS =— Y= FTEMET D & &, L2MS v R — V¥ —/Hi% 8 VLAN [ZH] Y 2
TOHNEIPT RLAZRIE - UG T %,

no R THEATLI2HE. b LIL VLAN ZHIBR LZ5G, Ao~ 2 RLUIHIRREICR D,
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[ EH]
f5F VLAN % VLAN #2 IZRET 5,

SWR2310 (config) #management interface vlan2

4.11 SYSLOG

4.11.1 2 7 OB F(SYSLOG P — "—)DFRE

EEv
logging host /ost
no logging host /ost
[/XT A —HF—]
host : AB.CD
SYSLOG #—/S—®dD IPv4 7 R L A
X:X:X:X
SYSLOG #—/3—®dD IPv6 7 R L &
IPv6 U > 7 u—0 T RUAZEET 25G1F, BHA V=T == A bIRETLMLERD
5 (fe80::X%vlanN D)
(AR E
no logging host
AHE— K]
sa—s\)var7 4 L—3a E— R
(i)

0 7 O TH S SYSLOG r—"—D P 7 RV AZRET D,
R M) —$iFx2 TH 5D,

no A TIAT L7 B 3R EIC R D . BAIIIT DR,
[BREH]

SYSLOG #—/X—®D IPv4 7 KL A% 192.168.100.1 (2R ET D,

SWR2310 (config) #logging host 192.168.100.1
SYSLOG H—/3—®D IPv6 7 KL A% | fe80::2a0:deff:fel1:2233 IZRXET 5,

SWR2310 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 2 Z D@ T +—~ v FORE

[EFX]

logging format sype
no logging format

[/XT A —F—]
type DB rO7x—~ v MEj

REME LA

R

Ny B (A DAL T RA N &

1
eeacy GORVWME 7+ —~ v b

(R E]

no logging format

[AJ1E— K]
Ja—)aryz 4 lb—y g rEw—NR
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B
SYSLOG H—"R_R—~jBHTDHA v =V D7 4 —~ v NEEFET D,
no FERTHEITLT2E AL SYSLOG A v =TI~y X (XA LAF LT KAL) BEDD,
Bl
SYSLOG A v &=V D7 p—<v b~y X —72 LIZRET D,

SWR2310 (config) #logging format legacy

3|

aN3 D77 )T L fEDRE

[EX]
logging facility facility

no logging facility
[/3T7 A —F—]
facility s uso7rv T 4l
R EM A

0..23 facility fi
user 1
local0..local7 16..23

(AR E]

logging facility local0

[AS1E—F]

Ja—x\)vary 74—y g F— KR

B

SYSLOG %—"—~lHT DA vt =T D7 7 VT (EEEET D,

[/—H

77U T AEOBERSTIX, % SYSLOG H— 3—THMHIZIT S

[BXEH)

SYSLOG A v &=y D7 7+ U7 4% 10 IZRET D,
SWR2310 (config) #logging facility 10

4.11.4 © 7 DHF L)L (debug) DR TE

E&
logging trap debug
no logging trap debug

[WIERRE]

no logging trap debug

[AJ1E— F]

Ja—)ars 74—y g — R

[FLBA]

debug L~ LD w7 % SYSLOG IZH /19 %, no B THEAIT LIGAIEH I LR,
debug LIV EFHHZTHEREOR I NHIIENDT20, LEBERIGEDOHZEMNIT S

logging host =~ > N C SYSYLOG ¥ —/\—|ZIEHT 256, B A MUIZIZ 077 « A7 szl L T 2 &
NEELV, T 740 bRERH LR,

[3% 2 5]
debug L)L 7% SYSLOG IZH /13 %,
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SWR2310 (config) #logging trap debug

I

e
i

4.11.5 © 7 ® HJ) L~ )L (informational) D

EN
logging trap informational
no logging trap informational

(IR E

logging trap informational

[ASTE— F]

Jua—\varz 4 b—va e —R

[BLFA]

informational L'~V 1 7 % SYSLOG |ZH /13 %,

no JEA THEAT LI & I3 H ) Lguy,

[/— 1]

logging stdout info =~ > K Ca > YV — /LIS HD Z L BAETH B,
[BEH]

informational L' ~~/L® w7 % SYSLOG |21 /19 %,

SWR2310 (config) #logging trap informational

!

4.11.6 © 7 O H I L~V (error) DX E

[F=

logging trap error
no logging trap error

[FIHIRR 2]

logging trap error

[ASIE— K]
rsa—)ary 7 40— g F— R
BiE3

error L'~L D1 7 % SYSLOG IZH 13 %,
no R TEIT LGB AITH 1 L2z,

[ EHI]

error L'~V 7 % SYSLOG (2 /19 5,

SWR2310 (config) #logging trap error

anTarZoay ) —VHHERE

[FX
logging stdout info
no logging stdout info

[WIHIRRE]

no logging stdout info

[ASTE—F]

sua—\varz 4 —varE' =R

(B

informational L' ~)L'® SYSLOG % =2 >V —/WIZH 13 5,
no JIER CTHEAT LI EITH ) L7guy,
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[ EH]
informational L' ~~/L'® SYSLOG % = > YV —/LIZH 13 5,

SWR2310 (config) #logging stdout info

4.11.8 A X MHEANOr THIDORE

E&
logging event type
no logging fype
[$F A—&—]
type D n WA ERET DA R MER

REME B
lan-map LAN v v 7

(AR E

no logging event lan-map

[AJIE— F]
rua—)arz 4 L—va E—R

B

FRE LTeA Ry MR o r 7 W& T 5,
no I THEAT L& idn 21778 b 7w,
(B E B

LAN v v 7 ou ZHAEEINT 5

SWR2310 (config) #logging event lan-map

49T DRI T v
E=N|

save logging
[AJ1E— K]
FERFHE EXEC & — R, FffE EXEC £— F
B
RAM RIZER SN 7- 1 7 % 4T Flash ROM 2R 5,
0 7 OERIT RAM ETirbil, ©HMICHEITFlashROM (23 7 7w 7 L TWAR, Aa<wr Rickv, FH)
TR I T TTHIENTED,
logging backup sd enable =~ > R E I TE Y, 232 SD I — FRFHA I TV 54 Flash ROM IZRFT 5
ETRIRFIZ, SD #— RNIZH UL T O 7 7 A VA TRIFS LD,

/swr2310/1og\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RETHFD4EH H

[B%E B
O g DOy IT T ERITH,

SWR2310#save logging

41110 2 7D SD I — KR 7T v FORGE

[EFA
logging backup sd enable

logging backup sd disable



60 =~ FU 77 Lo [R5 - ERBERE

no logging backup sd
[F—v— k|
enable D mIDSDH— KRNI T v AT D
disable D BT DSDA— RNy I T T BHNTD
(AR E]
logging backup sd disable
[AJ1E—F]
sua—s\)var7 4 b—3a E— R
B

17D SDA— Ry 7Ty TORYE - Wbz ET S,

A L7255 savelogging =~ > RAFEITLIZ L ZIZSD I — Rigr 7 &2 R{FT 5,
no FECHEAT LGS I3 WHIREICR 5,

SD 1 — RWNIZIZLL F D7 7 A W4 TIRAF S LD,

/swr2310/1og/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RE{THFD4EH H
[EXRE )
BT DSDA— RNy 7T v T2 HIIT D
SWR2310 (config) #logging backup sd enable

4.11.11 v 7 OYIE
[

clear logging
[AJIE— ]
F#HE EXEC £— R
[RLA]
m 7 aHIERT 2,
(BB
1 7z IR %,

SWR2310#clear logging

4.11.12 v 7 DR
&

show logging [reverse]
[F—U—F]
reverse AR WIEICERT D

[AF1E— K]
JEHME EXEC = — K, #5# EXEC £— K

(5]
RBBOBIERRE LT 0 7 £FRT o BHERARAOE b OND 8 7 LIUFRT B, reverse 154
& S AT AR 2R B

0 7 O REEHEEIE 10,000 4 TH B, A A 2HEI10E. BAERLAOT W EONLIEEENL TV, &EKR
Bl Eow 7 a7 5855 121%, logging host =1~ }\“Clﬂ 7 % SYSLOG H—/N—[ZH#AE LT, A A MITTERIFET
LVEND D,

H19 % v 7O L1 logging trap =~ > R CTHEFRETH 5,
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[/ —}]

o 7 OEREIT RAM ETiTbit, EHIMIZEEI T FlashROM Iy 7 7 v X L TW5, BIRAZY DRy 7T v
STV RV a ZEREFESNRVOT, v 7 2R FELEVEEETFEI TRy 7T v 7T 50ENDH D,

reload 2~ KT 77— AU 2T D=V g 0T v RS 2FEEFHZITo2H81F, e 727 L TnW5,
Bal]
0 s ERRT D,

SWR2310#show logging

4.12 SNMP

W

4121 SNMP BH A v —DEEFBERA FOHRE
EEN|

snmp-server host sost_address type version version community

snmp-server host rost_address type version version seclevel user
no snmp-server host host_address

no snmp-server host rost_address type version version community
no snmp-server host rost_address type version version seclevel user

[/3T A —HF—]
host_address DOEEIA =V OREE IPv4 £721TIPve 7 R L
IPv6 U > 7= NT RURAZIRET 25613, kA v =7 == A bRETLLEN D
% (fe80::X%vlanN D)
type DA vyE—Y
BREME B
traps BC:RSY )‘ y%’z— Uk b7y TR E RS
L) TEET D
i@ A v —T% inform U 7 = & MER(E
informs EHER B V) TEET D, version 32 E 7=
3oL ERETED
version : SNMP N— 3
REME B
1 SNMPv1 % {#
2c SNMPv2c % fifi F
3 SNMPv3 % {#i f
community DA a=T 4 —432 LFUN)
version W1'E 72132 D L EHRETE D
MEAS, " ETIL T CHER TV & & RO ", IESCTFHICE Eh e
seclevel DA Y= VORI BWTROLNLEXF 2 YT 4 —LL
version 33D & EDHIFETE D
REME B
noauth FARE7R L+ B 51k 72 L(noAuthNoPriv)
auth FRED D« 5K 72 L (authNoPriv)
priv Wk U+ B 5 & Y (authPriv)

user D a—P—4 (32 JLFLN)
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version IN3'D L X DIHIFEETZ 5
M2, " FE T CTHERLTWEE &, @O ", " IEFERICE e n

[FIAER E]

L

[AS1E— K]

ra—npvar 74— g rE— R

[FHA)

SNMP I A v — L DFELREHRET D,

AT M) —8iE8 TH D,

no JEATHAT L7 A 13, faERE AR A NORELZHIFRT 5,

[/—}]

IPv6 V70— 7 RUATRELTWDGA, Fl—7 RURAIZX LRERDEMNA V¥ —T 2 —AZHEE Lok
EZBINTHE, TRLVREEHA LV F—T 2= ADOMBBEDENERT SN LR L, ﬁwﬁAAbﬁ® REN
FTRTHIBRENDZDOTEETDHZ &, BlxIE, "fe80:10%vlanl" Z FHE LIZZENERS 25512, #Hilzl
"fe80::10%vlan2" DR EZIBIT S & . "fe80::10%vlanl" OFREIL T THIRES L, BINL- "fe80 10%vlan2" D&
EDIHNIED T LT 5,

[ EH]

SNMPvl ZfEH L, b7 v 7 OEEEE 192.168.100.11 IZFXET H, b7 v 7D a I 2 =7 ¢ —4 % snmptrapname
WZHET D,

SWR2310 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Z M L, i85 A v & — Y DOREHEE 192.168.100.12 IZFRET 5, @M K A 7% informs, WEED I =
=7 4 —4 % snmpinformsname |Z$5ET 5,

SWR2310 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 il L, @A v —DOEENE 192.168.10.13 IZRET D, HBEF A 7% traps, KETIHHEOEF 2
UT 4 — L% privIZ, =—F—4% adminl \ZHET 5.

SWR2310 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.12.2 VAT AJREIRFICBRH A v — VR EET D F TORERE DORE
EN

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A— 4 —]
sec ;. <10-600>

TR (7))
(IR RE]
snmp-server startup-trap-delay 10
[AJ1E— F]
Jsua—nNnarz 4 b—va e —R
(@A)

VAT ANEEFIZ, SNMP I A vE—Y (FT v ) ZBET DHE TCOMERMEZZRET 5,

VAT NEEN, FHERREARGE D F TIZAMR S L SNMP @A A v — Uk, R RIRRER ISR E S D,
no B TIAT L2 GA 1R, REZHIRT 5,

[/—}]

FEREIRFRI OFHAIBA A, K TIX, U For Rz Hhaniz2 147,
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[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[ EH
AT LEENFIZ, SNMP B A v — V&R FT 5 F TORMER % 30 BICRET D,

SWR2310 (config) #snmp-server startup-trap-delay 30
4123 EETHBEHA v -V FZ A TORE

&3]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap

[/RT A —HF—]
trap_type M7y T O
R EME B
coldstart IR OFF/ON, 77—, =7 Bk
warmstart reload =1~ o NI T
linkdown IS/ Vg
linkup Uo7y 7
authentication FORIE SR
12ms L2MS D= — = > MR /R
errdisable ErrorDisable #& [/ fift FRIRE
rmon RMON A1 > kST
termmonitor Uit A AR Jen Iy
S Y — RTINS
bridge ;%Eﬁ/ﬁ/) — b bR e Y
loopdetect Jo— 7Kg /R I
all TRTO Ty TR, 20747 BT
LR RTO T THEENREIND,
[WIEARRE ]
no snmp-server enable trap
[AS1E— F]
Jsa—nm"narz4 7 b—varE—NF
[BEFA]

EETD N7y T OMEMmE A T EHEET D,

no X CTEITLZGEE. FNT v 72T 5,
(B EH]

coldstart 7 v 7 H#H 4 5,

SWR2310 (config) #snmp-server enable trap coldstart
Ty TN D,
SWR2310 (config) #no snmp-server enable trap
4124 VAT LB T CORE
[#FX]

snmp-server contact contact
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no snmp-server contact
[NT A —=F—]
contact DV ATATIUH T N E LTERET D4 TQRS5 LTFLIN)

[FIHEIERE]

no snmp-server contact

[ASIE—F]

ra—)ary 7 40— g F— R

B

MIB Z %% sysContact % i ET D,

sysContact [Z—XAVIZ, FHE DA FTREK L LA L TEBEHTH D,
no A TIHAT L7213, REZHIFRT 5,

[BREH]

VAT ALK Y R E swx_admin@sample.com ([ZFXET D,

SWR2310 (config) #snmp-server contact swx admin@sample.com

4125 VAT Lhalr—3 g VDORE

E&

snmp-server location location
no snmp-server location

[/XT A—F—]
location VAT Aug—va b LTORET B4 RQS55 SLTFLN)

[WIHIRRE]

no snmp-server location

[ASTE—F]

Ja—N")naryz4JL— g3 F— R

[

MIB 2544 sysLocation % 7% &3 5,

sysLocation [Z—#&1IZ, HESRORELTTZ LA L TB LK TH S,
no JE A THEAT LI HEIE, REZHIBRT %,

Bl

VAT hnalr— 3 % MainOffice-1F [ZRET 5.

SWR2310 (config) #snmp-server location MainOffice-1F

4126 SNMP 2 =2 =7 4 —DHE

[EFX

snmp-server community community ro_rw

no snmp-server community community
[T A—=HF—]
community DA a=T 4 —432 LFUN)
MEAS, " E L CHERTWZ & & Mo ", IESCTFEICE Eh e
ro_rw T 2HIR
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REME AL
1o FEA LA
™w FHXIAHTRE
[FIHIER E]
L
[ASTE— K]
ra—rvar 74—y a rE— R
[

SNMP 2R =2 =7 4 —&&&iET D,
BEcCEDLaAIa=T 4 —DHRAREIT 16 THD,

no B TIAT LI G, HBEaI2=7 4 —ZHIBRT 5,
[ EH]

A LEHDO I 2 =5 ¢ —4 public #RET 5,

SWR2310 (config) #snmp-server community public ro

public @ X = =7 4 —ZHIFRT 5,

SWR2310 (config) #no snmp-server community public

!

4.1277SNMP B =2 —D/E
[EX]

snmp-server view view oid type

no snmp-server view view

[78T7 A —=F—]
view DB a—4((32 LFELN)
oid : MIBA 7Y =7 ~ID
type N
BEME LA
include WEL-A7 V=7 bID ZEFHGRIZTSH
exclude BELIAT7 Y7 b ID 2EENZIN O
N3 5
(#1183 €]
L
[AFTE— F]
Ja—x\)ary7 4L — g E— R
B

SNMPMIB ¥ 2 —%HET 5,

MIB B2 — &L, 727 v AR THBRICHRETA2MIBA 7V =7 NOELSTHD,

BEETE D MIB B2 — DR AEIX 16 TH D,

0id /3T A —H—L type /XT A—H —DHUT FREDA TP =7 NID UKD MIB V7Y U —&2EH%5 L4525/ L
W EEBEWT D, 0id /NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E2—I(Z
KLU TEROT L ) —ZIBETHZENTE, TORREILI8 TH S,

WO ) —ZEELFRBIC, FNEREELEA 727 FID OFRTAZERIZH A E DI, L FALOM
BETHRELIEAT Y27 MIDICKIGT D type 737 A—X =B SN 5,
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no B TCa~<wr FEFEITLZLEEIE. MIB B 2—%HIRd 5, =2 b —HAOHIBRIZTE 7Z2vy,
[ E B
internet / — R(1.3.6.DEL F & &7 most = — %2R ET D,

SWR2310 (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F & £ standard &= —Z & ET 5,

SWR2310 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7DERE
E=v

snmp-server group group seclevel read read view [write write_view)

snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[FF—T— K]
read LRI N—T TR T B — = G L FTREZR MIB B 2 — & FRET 5
write DRI N—=TIRT H P =N EEIAL TR MIB B 2 —Z4EET 5
[7SF A—F—]
group DT —T 432 SUFLI)
seclevel DRI N—TICH R T Aa—Y =l ko oA tEXR )T 4 — L
REME S
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FAESD V- IS k72 L (authNoPriv)
priv PRED VD« B 5k & U (authPriv)
read_view ORI NV—TICE R T D 22— =23 EE A L ATREZR MIB B = — D44 FiT(32 SCFLI)
write_view DRI N—TIC R T b 2 — PR EXIALAEEZR MIB B 2 — DA FI(32 SCFLAN)
[FIHIER E]
7L
[AFTE— R]
Ja—\)arz74 g —varsE— R
[FHA]

A=Y= T N— T ERET D,
ZOavy RTHREIND MIB Ea—IlHENRVMIB AT V=7 haDT 72 AFEIEIND,
MIB E = —[X snmp-server view =~ > RiZ X > CTEFZIND,
AT M) =T 16 TH D,
no B Ta~ v REZFATLIEGAIR. BESNV—7OREXHIRT 5,
[ EH]
2 —H— 27— admins Z1ER% L. admins Z v —7|ZHf R+ A2 —V —iImost B2 —~DTNT Ik ARG 2
%

SWR2310 (config) #snmp-server group admins priv read most write most

a—H— 7 —7 users AL L. users 7 /L— 7 D@ T S —W —|% standard © 2 —~DFHEALH LT 7 & R EEE
2 Do

SWR2310 (config) #snmp-server group users auth read standard
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E

R

4.12.9 SNMP —H#F—D
[ER

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]|

no snmp-server user user

[F—U—F]
auth DOGET VY R AERET D
priv DR LT LT RAERET D
[T A—F—]
user DoAY —4(32 L)

WS, " EIT T THEATW & X, s ", " ESCTFRICE £
group LU= 432 SCFELN)

MEAS, " FE L CHERTWZ & & Mo ", IESCTFEICE Eh e
auth ORREET VT U X L

RIEME B

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DORRRE/ R AT — R(8 UFLL kL 32 SUFLIN)

WEAS, " E AL CHENRTWZ & & Mo ", IESCTFHICE Eh e
priv RS ET LT Y XA

REME B!

des DES-CBC

aes AES128-CFB
priv_pass DB NA T — R SUFRL B, 32 STFLI)

MY, " EIT " CTHEA TV S E L SO ", ST RICE £
[WIERRE]
L
[AFIE— F]
Ja—)ary 74—y g rF— KR
[

=P —ERET D,
AKa~ o ROZN—741% snmp-server group 2~ > RCEFRLICATIAZIREL, FV—TRETHEEL X2 Y
T AL VWISE T, BENEORIEL R SETHEAT 2713 XL ENAT — Fagk E#é

B, BAEITOTRESLORZITH Z LIXTER,

AT MY —¥ix16 TH D,

PR B L DOF M, T Y AABIOVIRAT— R, xta & 72225 SNMP v 3 — 2 ¥ — il —H —RE & —
SHEHTBIMLERD 5,

no X Ta~vr FEFTLESAE, BE2——0OREEHIFRT 5,

[B%EH1)

Z—H— L LT adminl Z21E&T 5, AT NV—T7DRELFTB I/ NV—TTEDONT X2 VT 4 —L~YULIIE
Oy, FERE - BEB{LTHHT 5 7 12 k2 /L(SHA, AES) & /X2 U — R(passwd1234) 245 €T 5,

SWR2310 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234
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a—H—L L Tuserl Z1ET %, IR/ N—TDRELFIBIN—TTEDLNT-EF 2V T 4 —L~ULIZAD
BT, PR - B L T T 5 7 1 b 3 /L(SHA) & /XA U — R(passwd5678) & 45 &1 5,

SWR2310 (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Y —NR—~T 7R TEXBHI7FA T FDOIP T FLRFHIR

[ER]
snmp-server access action info [community community]
no snmp-server access [action info [community community]]

[F—T— ]
community D Aala=T 4 —ERETD
[T A—F—]
action T RASEMCR T A EMEERRET D
REM A
permit FMEE "1 %
info D LT D EEIT IPVAIPVE 7 R L ATER AR ET D
REME S
AB.CD IPvd 7 R L A(AB.CD)EEET D
FT7 Ry b A7 EMbiYFZ D IPvd 7 K
A.B.C.DM L Z(ABCD)ZI5ET %
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
N BT Ry b A7 EMbit)ft & D IPve 7 K
XXX XM L AXXXX) BT 5
any FTRTDIPVAIPV6 7 RLAZFRET D
community oA a=T 4 —4(32 CTFLUW)
T AN EEAT 2 a=T 10—
AIa2=T 4 —OREEEWK LGS, 77 BAFHFTTRATOII 2= ¢ —IZX LT
Haisd
MisEAS, "EIFTHENR TV L& WO, "IETERICE N2,
[FIEIRRE]
7L
[AJ1E— K]
ra—npvar 74— g rE— R
[BiHA)

SNMP H— "= ~DT 7B AZHTTHT 747 iK% IPv4/IPv6 7 K L A THIET %,
AKawy NIERRKRUEETRENFARRTH Y, LICHRESNTLONEE L TEHHA SN D,
RKa<wr FERE LTSS, B LESMHEmRIZS2WT 72 AT X THEST 5,
L, Ra<wr FEREL TWRWERIL, §XTOT7 78R %FFA 15,

no LA THAT LA Id, € LEREZHIRT 5,

no JEA.C community &M L7256, 57E L7z info DT X TOREZHIRT 2,

no B TTRTONRT A —=F =2 LI2HEG, TXTORELZHIRT 5,

[/—h]

AKa<r RTOT 7 ADHIBRIZ., SNMPv], SNMPv2c D7 7 & AD K S5,
SNMPvV3 O 7 7 ¥ 225 S,
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[ EH]
SNMP % — R—~D7T 7 & A% 192.168.100.0/24 DY 7 A2 S IvB DRI 5,

SWR2310 (config) #snmp-server access permit 192.168.100.0/24

23 2=F 4 —4'public' T7 7 B ARRE/R AR A b % 192.168.100.0/24 DT, 2 X = =T 1 —4'private’ T7 7 & A A]
BEZ2AR A N & 192.168.100.12 DI ZHIRT 5,

SWR2310 (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2310 (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP 2 X =2 =7 4 —DIEWRDOFER

[ER
show snmp community
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
(@]

SNMP = X = =7 4 —DEHERTT D,
aAIa=T 4%, TITERAE—REERRT D,
[BXRE )

SNMP = X = =7 4 =Dl EETT D,
SWR2310#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP B = —DORENBE DL
[ER]
show snmp view
[AF1E— K]
FEFFHE EXEC £ — R, F#tE EXEC £— K
[P
SNMP bt = —DORENRERRT D,
Ea—%, A7 V=7 NID, A ThFRT D,
[ EH]
SNMP t' = —DRENEERRT D,

SWR2310#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7' V—7F DR ENBTDF R
BN

show snmp group
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[ASE— K]
FEFFHE EXEC £ — R, F#tE EXEC £— K
(LA
SNMP 7 /v —7 DR ENKE K RT D,
TN—T2, BEXa VT 4 =L GHALHE 22—, HEIALHE 2 —2RR"T 5,
[ EH]
SNMP 7' )V —7 DR FENEERKRT D,

SWR2310#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP = —HP —DRENEBE DR R

[FX
show snmp user
[AFIE—F]
FEFFHE EXEC £ — N, 45#E EXEC £— K

BN
SNMP 2 —H—DRENEEFRT D,
TP ID, a—Y—4 ., IRt 5V —74, RirGR, Bk iREF T 5,

(B EH]
SNMP = —HW—DFHENE & L RT D,

SWR2310#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

4.13.1 RMON HEREDRE

E&y

rmon switch
no rmon

[/XT A—F—]
switch : RMON HEREDENE
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RIEME B
enable RMON #iEZ= BT 5
disable RMON HERE A HEZHIZ T 5
(IR E]
rmon enable
[AS1E— ]
sa—m\)varJ 47—y aryE—FR
[FFA]

AT LAKD RMON #REDEIE AR E T 2,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

AKawy RTUAT LAERO RMON HREN R & L7-846 . LLFO RMON 7 /V— 7 OEfEREEZY & 70 %,
o A —Wxy MNEEHERZ LV—T

- BEIN—T

o TI—LITN—TF

s ANV IITN—T

ARKa< R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W\ TR ET 5 Z & 2 FHE,
[ E 5]

RMON #fe 2= AT %,

SWR2310 (config) #rmon enable
RMON #§8E A4 235,
SWR2310 (config) #rmon disable
4.13.2 RMON A —¥} % v MEEHER I NV— T ORIE
E&N

rmon statistics index [owner owner]

no rmon statistics index

[73F A —&—]
index 1 <1-65535>
A =Py MEFHER I V—T DA > F v 7 A(etherStatsIndex)
owner A=Y Ry MEEHEH )V — 7 D F—F—4 (etherStatsOwner)
127 3L LI
(B L7=355 : RMON_SNMP)
(IR E]
L
[AJ1E— F]
A F =Tz —AE—N
[BLFA]

HRA L H—7 =— AT, RMON OA —Hh Ry MEFHER I NV — T DREEZHNNT 5,

Ko<y RERELERE. HitEROINEI 1T, RMON MIB O etherStatsTable 2VHfG & 5 L 9172 5,
f—AZ—=T7x—AKT D, Ka~vy FOREHRD LRIZS TH 5,

no JERCHEAT LI HAIE, BE & UL Lo st M A HIbR 3 5,
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[/—}]
RMON #EHRE TA — W% > MEFHERZ NV — T ORELZANIT D720, Ka~ 2 FITMA T, Y A7 LK T
 RMON BEREZ ARNC T 2 EN B 5,
AKavwy Re EEEX LSS, 2NECIE LIEREHERZHEIBR L. 9 2 C, HENELBRBT D,
VAT LRIRD RMON BEREZ M0 L7256, MaHEMOIEN TS D, TD%, v AT LA2KD RMON #
REANI L6, JHvE CTIE L7eRGEHEREZHIBR L7z 5 2 C, BENELZBIET S,
[ EH]
portl.1 TRMON DA —H x> MEFHER T NV—TDRELZANZT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #rmon statistics 1

E

e

4.13.3 RMON B /L —7D
(&R

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index

[T A—=F—]
index 1 <1-65535>

J&RE 7 N—T DA T 7 A(historyControllndex)
buckets 1 <1-65535>

JEIRE 7 v — 7 D Jg FELR R4 (historyControlBucketsRequested)
(AW L7=%4 1 50)

interval : <1-3600>
JEIE 7 v — 7 D g FE A7 FRIRR (7)) (historyControlInterval)
(Bl L7=%4 - 1800)

owner : BT — 7 DA —TF —% (historyControlOwner)
127 3L LN
(B L7354 : RMON_SNMP)

(IR E]

7L

[AJ1E— F]

B =T 2—AF— R

[BLFA]

MHBA B —T 2 — AT, RMON DB N—TDREZANT 5,

Ko< REERE LS4, RMON MIB O historyControlTable 2N/ T& %5 L 912725, Ko~ NRREHR., &TE
L7k <. JBIREEROIENTTHI, RMON MIB @ etherHistoryTable 23 f3 T& 5 Xk 912725,

fl—A L F—T7x—AKT 5, Ka~vy ROREHLD LRIZS TH D,

no I TIAT LI EIE, i%E L WUE LI BIEIE A HIFRT 2.

[/ —}]

RMON HERE CIBIE 7 NV — 7 OREZ AT DD, Ka~ L FITMA T, Y A7 ALK TH RMON e x A
MZTHMERH D,

Ka<wy Fae EEES LSS, IhE CIELZBERERZAIR L O 2T, BENEZHIBT D,

VAT LARIRD RMON HEREZ M0 L7236, BEEROIUENR R S D, ED%, v A7 L52{KD RMON £
REANL7eSE., JivE CINE LTCBEEMAZHIBR L7z 5 2 C, BENEZBIET 5,

[ EH]

portl.] T RMON DJEIE /' NV —TF DOFE AN 5,

i

%
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #rmon history 1

4.13.4RMON A X2 N T NL—TFDRE
BN

rmon event index type community [description description] [owner owner]

no rmon event index

[T A—F—]
index 1 <1-65535>
AR NTN—T DA T v 7 A(eventIndex)
type : A X M (eventType)
REE B
log =R/ Nk & o )
trap SNMP k7 v 7% k(7
log-trap 2 ZIZFEk L. SNMP kT v T & E(E
community : 3 I 2 =7 1 —%(eventCommunity)
127 3T LI
type I3 "trap" F 721X "log-trap" D L FFEETE 5
description i A2k DFiH (eventDescription)
127 SCF LI
(B L7=3%55 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)
127 L7 LI
(B L7235 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rua—s\varz 47 b—va e — R
[BEBA]

RMON O A Xy kI N—T DR EEZ/INTT 5,

AKa<r REFRE LS. RMONMIB @ eventTable NI TX 5 K 5125, Ka~vr ROA XY KT —T7D
FZEIL, rmon alarm =~ > R THEHT 5,

no B THEIT LZGEIE. REEZHIRT 5,

[/—}]

RMON EBETA Ry R SNV —TF ORELEZHINZT H1-0I121F, Ao~ FIZZ T, ¥ 27 LA 2KTH RMON HERE
EEDCTHMERD D,

RMON @ SNMP kT v 7F&#3EETHHES. SNMP D F T v FEEORENMTONTWALENS S,

[ EH]

SNMP k7 v 7 DOEEEIT> T D, RMON OA X2 s T I—TOREEFINT D, A2 MFERIIL "log-trap",
N7y 7 DaIa=7 14I% lTpublic) &3 %,

SWR2310 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2310 (config) #snmp-server enable trap rmon
SWR2310 (config) #rmon event 1 log-trap public
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4135 RMON 7 T — AL 7 )L—TFDRE

E&

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index [owner

owner)

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner]

no rmon alarm index

T A= —]

index

variable

interval

type

rising_threshold

rising_event _index :

falling_threshold

falling event inde
X

startup

owner

(IR E
L

<1-65535>

7T —=ALTN—T DA T v 7 A(alarmIndex)
A4 MIB 4% = 7 | (alarmVariable)
<1-2147483647>

W2 7Y 7 IRR(FP) (alarmInterval)
7Y 7 FE ] (alarmSample Type)

REME B!
MEHMEIC L AL, o EE LEVWE
absolute T 5
et RIS & % Hole, RO > L & i

T NEDZEE L EVE L LT 5

(AW L7-%%5 : absolute)

<1-2147483647>

R U & v VE(alarmRisingThreshold)
<1-65535>

A X A T v 7 A(alarmRisingEventIndex)
<1-2147483647>

TBR L & VM (alarmFallingThreshold)
<1-65535>

A X~ T v 7 A(alarmFallingEventIndex)

<1-3>

7 T — LOERPOHE THEMT H L Z VM E(alarmStartupAlarm)

REME EL
1 EBR L & MDA 5 (risingAlarm)
2 FIR L & U MEO 248 il 5 % (fallingAlarm)
; ERR L& VMEL FER L&V ME0D A

% (risingOrFallingAlarm)

(EW L7355 1 3)

T T — AT N—"T DA —F—2% (alarmOwner)
127 3LFLAH

(B L7=3%55 : RMON_SNMP)
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[AFTE— F]
Ja—)arz 4 —y g rETw—NR
B
RMON D7 T — L7 )V—T DR E &GN T D,
variable {Z1Z, RMON O7 7 — A7 N —T OEMRMRMIB A7 V=7 NEFRET D, variable I3,
etherStatsEntry(.1.3.6.1.2.1.16.1.L1)YOMIB A7 ¥ =27 v D56, AT ZREZFFOMIB 47 Y =7 b DIHFEE THE,
LU D 3 DDA THE D "l HE,
» etherStatsEntry.X.Y

* (etherStatsEntry F @ OID 4).Y
« .13.6.1.2.1.16.1.1.1.X.Y

Bl 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5.1) 2R ET 2HH. L FOWTNOEATH R E THE,

B 234 B
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 4).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising threshold £7-1%. falling threshold D &6 5 DI ZRET HIENEMHFHE, ZOGA. HENEME ST
WHNT A =2 Z0F, AT OERRE SN D,
e rising threshold D AfF H
* falling threshold : rising_threshold & [7] U{E
* falling event index : rising event index & [F] UfE
o startup : 1(ER L EWEOAMEHT5)
* falling threshold O #ffH

* rising threshold : falling threshold & 5] U{E
s rising event_index : falling event_index & 7] Uf
o startup : 2(FIRL EWEOAMEHT 5)
Ko< RERELTHA. RMONMIB @ alarmTable 28HUfS T& 5 K 91272 5,
no JIEA CTHEAT LI E 1, sREMBEZHIFRT 5.
[/ —}]
RMON #$HECT T — b Z N —T DR EE AT H720100E, Ra~vy RIS T, ¥ A7 ALK TH RMON HéhE
BT DHERD D,
variable \Zf8ET 2 MIB A7 ¥ =7 ME, A —¥F v MtiHE#R 7 NV—7DOMIB A7V =7 b ThdH, HEDA
T I AEFFOA =Ry MEEHERZ VL — 7 DPMER SN T RWESE, Ra~vr NiZ=I—Lk b,
A =% xRy MEEHEBR Z L — 7 1% rmon statistics =~ > R TERRATRE, A~ FTHEMALTWSH A —% xR v b
MetEm I N—7BHIBRENT=5E. Ao~y FLElREns,
AR RNDA T v 7 A, rmonevent 2 RCTHE LA VT v I AERET H, Aa~vr RTCHEHALTWD
AR NI N—TRHIBRE TGS, Aavr RLHIBRSL D,
rising threshold O U &\ MEIL. falling threshold D L & WMELL_ EDOET/ITFIER 5720,
Kawr Rae EEELESS, INETOVP LTI I T—2E2HIBRLIEY 2T, BEYV 7Y V7 %2BET 5,
VAT LAERDO RMON #§REA 22 L7356, o7 U v izl sig, 20k, v A7 A4k RMON ke
EEMC LSS, ZUETOV TV T2 EHIR L) 2T BEY T U7 EBAT D,
[ EHI]
LAFDOZMET, RMON OT 77— A7 —T7 OREEFIT 5,
o BEEMXISMIB 47 ¥ =7 M., etherStatsPkts.1,
o YUY TRHIRIE 180 D,
o B UYL TRERNL, delta,
o EPRUEVUVMHEIZ 3000, ERLEVMEE EES72E & DA M,
o FERULZ VML 2000, FRLEWEEZ FlE-72E DA X2 M,

SWR2310 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1
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4.13.6 RMON B¥REDIREBR R

[ER]

show rmon
[AJTE— R
FFeME EXEC £ — N, b EXEC E— K
[FHA)
RMON #ERE DR EIRREZ TR T 5,
LFOHEBENFR RSN D,

o VAT LE{KD RMON HERE DR E
« RMONEEED /NN —7 Z L ORRTE
o« A=Yy MEHERI LV—T
. BRI NL—T
o TIT—ALITN—F
s ARV NTN—T

[BEH]

SWR2310>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index =1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %% v MREHEBR 7 LV — 7 DIREFER

[EX]
show rmon statistics
[AJ1E— K]
HHrtE EXEC £ — R, %M EXEC £— I
[@iA]

RMON A —H % v MEEEHR VL — T ORERIRIEEL ERT D,
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UToHEANERIND,
s AVT VIR

s XMBALH—T 2 —R
s input /X% v |

« output /X7 > b

(BB

SWR2310>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

4.13.8 RMON B 7 )L — 7 DOIRBER R

[#FX]

show rmon history
[AJIE— K]
JEFFHE EXEC E— R, 454 EXEC E— N
[RiAA]
RMON JEE 7 V—T DR EREEZRRT D,
UTOHEANERIND,

s AT VI A

o WHBRALUH—Tx—2R
o JREEREH ORI

o JRIECRAFRIG
e

[ EH]

SWR2310>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON SNMP

4.13.9 RMON A X s 7 )L—F DIRBER R

[ER]
show rmon event
[AFTE—F]
FEHFHE EXEC £— N, F#tE EXEC E— I
[FEHA]
RMON A X N7 —T DR ECREEZ R RT 5,
UTOHEAENRERSND,

s AT VIR

« A2 hOFHH

o A2 NER

e FNIZYTEREROaAIa=T 14
o AU NFETEE

« A—F—4%

[ EH]
SWR2310>show rmon event

event Index = 1
Description RMON_ SNMP
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Event type Log

Event community name RMON_ SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R

[#FX]
show rmon alarm
[AJ1E— K]
FHFiHE EXEC £ — N, %54 EXEC £— N
B
RMON 7 7 — A7 L — 7 D ERIREBE RTT D,
UTOHEANFEREND,

s AT VIR

« T I—LDIREE

o EHMEMIBATY =7k
« BTV I

o Y UTY v IFER

o JEfE

o EFRL &M

o ERFRLEVEDA Nk
« TERLEWE

o FIRLEWEDA Xk
o BAGET T — 4

. A%

[BXEH]

SWR2310>show rmon alarm
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥ X% v MEFHEBRIN—T DIy Z—D I VT

[EX]
rmon clear counters
[AFTE— R
AR =T 2—AF— K
[RRAA]
XRA o H—T 2 —AD, RMON A —H¥ v MNEFHER I NV —T DD o2 —% 7 VT 5,
[BXEH]
portl.1 @ RMON O A —H %> MEiHER I N—T DA 2 —% 7 VT T 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #rmon clear counters
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4.14 sFlow

4.14.1 sFlow $$RE DX E
EE

sflow switch

no sflow
[/3F A—&—]
switch . sFlow B¥RED @1
BEME B

enable sFlow #&REZ A ZNIZT 5
disable sFlow FERE 2 02T %

(¥R E]

sflow disable

[ATE—F]

sa—\)varZ 4 S L—varyE'— R

[

sFlow #§REDENMEZ R ET 5,
no R TEIT L2 AIIWER EICERE 5,

(% EH]
sFlow #§8E 2 BN T 5,

SWR2310 (config) #sflow enable

4.14.2 sFlow =— = > R D&RE
[ER]

sflow agent address

no sflow agent

[/XT A—F—]
address : AB.CD
IPvd 7 R LR
X: XXX
IPv6 7 R LA
(AR E]
L
[AFTE—F]
Jua—\)arz4 g b—varE—FR
B

sFlow === D IP 7 RLAEZRET 5,

Ka< o RTHRELZIP T KL AL sFlow T —# 77 LD sFlow ~v Z—|ZfERA &5,
no R TEIT LG AIIWEREICERE 5,

[/—}]

AH I RERENH NG E . TPv6 7 R L AITFRE T 20,

Bl

sFlow T—2 = RO IP 7 FL 2% [192.168.100.240] IZRET 5,

!
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SWR2310 (config) #sflow agent 192.168.100.240

4.14.3 sFlow 2 L 7 X — D E

[EX]
sflow collector address [port]
no sflow collector

[73F A —5&—]
address : AB.CD
IPv4 7 KL A
XXX X
IPv6 7 F L&
port . <l-65535>
sFlow = L' 7 % — D% % UDP R— &5
MIEME L, 6343
[#IEIEXE]
L
[AJIE—F]
ra—\)var 747 b—va Ee— R
[RLBA]

sFlow 2L 7 % —D 1P 7 KL A %35 UDP AR — N&EHZ & ET 5,
no R TEIT LG AIIWEREICERE 5,

[/—}]

AH T BERENE NG E . TPv6 7 R L ATFRE T 20,
Bl

sFlow 2L 7 Z—® P 7 RL 2% [192.168.100.240] IZ#&ET 5,

SWR2310 (config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 77 ADERKY A XD IE

[EX]
sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/3T A—HF—]

size D <512-1452>("A1 1)

[(WIHIRRE]

sflow collector max-datagram-size 1400

[AS1E— ]

Jyua—\)arz4 L —varsE— R

B

sFlow =—Y = k2B sFlow 2 L7 X —ZEESNDT —H# 7T ADFRKRIA REBRET D,
no IR CTFAT LI AR EICR 5

[ERE B

sFlow 7 — % "7 LD g KY A X% 1000 /3A MIERET Do

SWR2310 (config) #sflow collector max-datagram-size 1000
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4145 Xy v7a—Y oYV U TV ) T L— FORE
[

sflow sampling-rate rate

no sflow sampling-rate
[T A—F—]
rate ;<256 - 1000000000>

[F1EIER ]

L

[AS1E— K]

Ao B —T x2—AF— R

BN

MHRR—MZT, ATy h7a—H o T YT ETIRO, Fr TV T — b ERET 5,
Ka<wV RBRREINTWRWESIL., 7y h7a—3 o7 ) U3 TbhbivZeun,
LAN/SFP 7R — MZ72 1T 5% € R HE,

no JER TEIT LIRS IR EICRE 5.

[RXEHI]

WKy h7a—Hr T oYy 7Y 7 L— % 10000 IZERET 5,

SWR2310 (config-if) #sflow sampling-rate 10000
4146 X7y b 70 —Y T Y T DA =Y Ry F T L—DbDHER~Ny Z—H 4 AORE
[ER]

sflow max-header-size size

no sflow max-header-size

[/NT A—F—]

size T <14-256>(731 )

(#1813 2]

sflow max-header-size 128

[ AJTE— K]

A H—T 2 —AE— R

[@i ]

KRR — M, Xy h7a—Hh o7V TETOIED, b7V 735644 =Ry b7 b—LD~y X —H
A ZXDTRKBEEHET Do

no FER . CHEAT LB TR EICRE 5,
LAN/SFP 7R — N7 E T g,

(B EH]

NRry bh7a—H%r 7Y o TORRK~Ny X —H A X% 100 IZRET D,

SWR2310 (config-if) #sflow max-header-size 100

4147 B T B —Y oY o TOR—Y SRR ORE
[EFR]

sflow polling-interval interval

no sflow polling-interval
ST A—F —]
interval 1 <1 -86400>(F))
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[FIEIER E]

L

[AFTE— K]

B —Tz—AF— R

[FRHA]

SRR —RMIT, AT Z—H TV TETH580, R—V) v IHREEHRET 5,
Ko<y %ﬁ)&“ﬁéhfb\fotb\ia/* X, B 2—H U T TR,
LAN/SFP iR — M 72T 8% E 7 HE,

no JE K CEIT LTS IIPIMREICR S,

[BXEH]

B B—=Y T TDR—Y T HEEE 100 B ISR ET S,

SWR2310 (config-if) #sflow polling-interval 100

4.14.8 sFlow DIRFED KR

[EX]
show sflow
[AFTE— F]
JEMEME EXEC £ — R, %M EXEC £— F
(@]
sFlow DIRREA KT D,
[B% &)
sFlow DIREZFRTT 5,

SWR2310#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : 0

4.14.9 sFlow OV > 7Y v FEROFER

EEN!
show sflow sampling [ifname]
[3F A —5—]
ifname : LAN/SFP R— h DA V H —T = — R4,
TR T DA H—T =2 —R
[AFTE—F]
HHrtE EXEC £ — R, %M EXEC £— I
[BEEA]

ifname CHE LA ¥ —7 = —AD sFlow DY 7V v THEREFR T D,
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ifname = EME LI2 551X, 2TOA v F—T7 = —ADIEREFRRT D,
[/—}]
AB TRERENED L &, AL LV TIERWVA L AR—=Z A v FTRI~w L RIFFETTER,
A2y JEERENARND & X AA 0 AU AN—RTTARIFHRIZFED S 720,
[ E B
sFlow D> 7V v ZiEzE FrT 5,

SWR2310#show sflow sampling
sFlow sampling information:

Interface portl.l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.15 TELNET #—/X—

4.15.1 TELNET — R_—DEHB L O0Z R — FEFDOEE
B

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—TU—F]
enable : TELNET % —_—%HGHhZ7T 5
disable : TELNET % —/\—Z )23 5
[/$F A—F—]
port : <1-65535>

TELNET % —/"—0D U A= 7K — hEE (B L1=854 : 23)
[FIHIRRE]
telnet-server disable
[AS1E—F]
sa—m\)varZ 4 L—varyE—FR
[FLAA]

TELNET #——Z G202 T 5, 72, VA=V TCP R— "NEBAIEETH I ENTE 5,
no FETEIT LA ELhICT 5,

[ EH]

VA= 7 9R— +3EK 5% 12345 (2 L C TELNET H— —% id@h4 5,

SWR2310 (config) #telnet-server enable 12345
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4.15.2 TELNET ¥ — — DR ERBOET

[EX]

show telnet-server
[AFTE— F]
¥iHE EXEC £— F
[FEEA]

TELNET Y — —0DO R E £r~T 5, LFTOHEANRRIND,

«  TELNET ¥— N—#&EED A 20/ %)

« VA= THR—FDOEE

s TELNET —/N—~D7T 7 A% T5 VLAN f V' F—T = — R
« TELNET $#——~D7 7 ¥ ZZHIRT ST 4 L4 —

(B E B
TELNET H— \— DO ERME2 TR T 5,

SWR2310#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4153 TELNET —R—~T7 7 A TXBHHR A NORE

[EX]

telnet-server interface interface
no telnet-server interface interface

[73F A —5&—]
interface © VLAN A > ¥ —7 = — A%

[F18IE% €|

L

AT E— K]

Ja—n)ary 47—y g T — R

B

TELNET H—_—~D7 7 ¥ A% T25H VLAN f VX —T7 = —AEFHET D,
no B TCEITLIEZGA/IE, BE LA v X —7 =2 —AZHIRT 5,

Ko<y FidgKk8MFE TRETE, RELLIBEIZ#EMAT 5,

ARKa<wy FERELTWHRWEAIL, RSF VLAN OHLT 72 ATX 5,
[/—}]

telnet-server enable 2532 E SN TV WS, Ao~ RITHERE L7220,

[ EH]

VLAN #1, VLAN#2 12856t L TWADHRA )5 D TELNET H—/"—~D 7T 7 B R EZFF[ T 5,

SWR2310 (config) #telnet-server interface vlanl
SWR2310 (config) #telnet-server interface vlan?

4154 TELNET 4 —R_R—~T IV B RATEBI7FA T FDIP T KL RHIR

E&

telnet-server access action info
no telnet-server access [action info)
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[/XT7 A—=5—]
action D TR AFRCRT AEMERTRET D
REME B
deny SUEE"ER"T S
permit SR EFRT S
info DR LT D RMEIC IPVA/IPVE T R L ATEH AR IET D,
REM A
A.B.C.D IPvd 7 R L A(AB.CD)EFEET D
BT Ry b A7 EMbitft & D IPv4 7 K
AB.CDM L A(AB.CD)ZIEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
N BT Ry b AT BEMbiHftE D IPve 7 K
XXX XM L AX: XX X) &R ET D
any T RTOIPV4/IPV6 7 RLAZIEET S
[FIHIER E]
7L
[AJIE— F]
Ja—paryz 47 b—vgrET— R
[

TELNET ¥ —R—~D7 7B AZFFAT 57 747 Mk % IPv4/IPv6 7 R L A THIRT %,
AKavwy NIERKSFETRENARTHY , LRICREINTZHONEILE L THHIND,
Kavwy RERELTSG. BE LR EZMT S W T 78 23T X THESR T 5,

72l L, Kavy REREL TOWRWESIE, $TXTO7 78 RX&2FFT 5,

no B TIAT L7 H AL, fE LIERELHIRT 5,

no JE T/RT A =X —ZAHME LTI-56. T X TORELHIRT 5,

[/—}]

telnet-server enable 23i% E SN TCWWAR WS, Ko< RIFHEE LRV,

[BREH]

192.168.1.1 & 192.168.10.0/24 D& 7' A > k735D TELNET Y— "—~D7T 7 ¥ ADHEFFa[T 5,

SWR2310 (config) #telnet-server access permit 192.168.1.1
SWR2310 (config) ftelnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' X > ~ 350 TELNET Y — _X—~D7T 7 B ADHH LT 5,

SWR2310 (config) #telnet-server access deny 192.168.10.0/24
SWR2310 (config) #telnet-server access permit any

416 TELNET 7 747 k

4.16.1 TELNET 7 74 7 > r DjEH)

[EX]
telnet host [port]

[T A—F—]
host © UE—RERA RN, F720E, IPVvA T RLAABCD), £721%, IPv6 7 KL A(X:X:X:X)
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IPv6 Vo7 a—JNT RURAERET 25613, BHA V¥ —7 2 —ZAbIEETHLENRD
% (fe80::X%vlanN DOFE)
port ;. <1-65535>
AT 2R — FES (B LIZSE @ 23)

(IR E]

L

[AJTE— K]

et EXEC B— N

B

FEE L= A b~ TELNET TH#kid 5,

[ EH]

IPv4 7 R LA 192.168.100.1 DA MZ, A— h&E5 12345 T TELNET 59 5,
SWR2310#telnet 192.168.100.1 12345

IPv6 7 K L R fe80::2a0:deff:fe11:2233 DR A MM, "— h&HE S 12345 T TELNET #5695,
SWR2310#telnet fe80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7> s OB

[EX]
telnet-client switch
no telnet-client

[/NT A—=HF—]
switch : TELNET 27 74 7 v M &EHFNTT D080
REME B
enable AT S
disable BN D
[(WIHIRRE]
telnet-client disable
[AS1E— ]
sra—n\)ar7 47—y aryE—FR
[FBA]

TELNET 7 A4 7> h& LTtelnet 2~ REFEHA TS5 L9175,
no B TEIT LTI HAIX TELNET 7 54 7 > MBI+ 5,

[ EH)

TELNET 7 74 7 v &GN+ 5,

SWR2310 (config) #telnet-client enable

4.17 TFTP Y —/"—

4.17.1 TFTP Y —N"—DEBB L OZ R — b B EOER

[EF2

tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable ¢ TFTP ——%FHHT 5
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disable : TFTP Y— "— % E4h 29 5
[R5 A —& —]
port ;o <1-65535>

TETP H—_"—D J A= 7R — hEE (E LIS : 69)
[FIEARR E]
tftp-server disable
[AFTE— R
Ja—\)naryr7 4 —y g rF—NR
[FAA]
TETP $—R—Z G T 5, /2, VA=V I R— I BEEEREETLHLENTE S,
no JER TEIT L7288 1% TETP 3 — — A2 B9 5,
(B EH]

VA=V R— 5% 1234512 L C TFTP — —% E#7 5,
SWR2310 (config) #tftp-server enable 12345

4.17.2 TFTP Y —_R—DREREBOERTR

E&y

show tftp-server
[AJ3E— ]
FiHE EXEC E— R
B

TFTP —N— DR ERNEFRT D, L TFOHEANRERIND,

« TFTP — X —BERE D A 2h/ %)

e VA=V ITR—FDOEFF

e TFTP #——~DT 7 EAZFF$T 5 VLAN f X —T = — X
[ EH]

TFTP — "— O ERNE KR T D,

SWR2310#show tftp-server

Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4.17.3 TFTP “]j-‘_‘/‘\‘—‘f\T 7 'IZXT% AFBA B @%E
[ER]

tftp-server interface interface

no tftp-server interface interface
P85 X —5—|
interface : VLAN A ' HZ—T = — R4,

[FIEAE E]

L

[AJTE— K]

Ja—x\)vary7 4L — g E— R

B

TFTP ¥ —N"—~DT IV B A% FF0[TDH VLAN A VX —T = — A5 HET D,
no R TEITLIZGAIE, BELI-A VX —7 = — A& HIBRT 5,
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Aoy NIRRSHETRIETE, &ELIZIEICEMT 5.
Ko<y RERELTOARVWEASIE, B5F VLAN DRT 7B ATE 5,
[BXE B
VLAN #1. VLAN #2 |24 L TV B R A RS D TFTP H— S"— DT 7 & A &[T 5,

SWR2310 (config) #tftp-server interface vlanl
SWR2310 (config) #tftp-server interface vlan2

418 HTTP Y —/3—

4.18.1 HTTP Y — N_—DEEIRE L O R — FEFDOER

[EX]
http-server enable [port]
http-server disable
no http-server

[¥F—7—F]
enable © HTTP — =% [T 5
disable © HTTP $—"—% T 2
[T A—&—]
port 1 <1-65535>
HTTP % —"—D ) A= 7K — hES (A LIZ5E : 80)
[ E]
http-server disable
[AJ1E— F]
ra—r\)var 74—y a T — R
[BLFA]

HTTP —_—Z2 G+ 5, £72. VA=V TCP R— "NEBAIEETHENTE 5,
no B CHEAT L= A 13 ENIC T 5,

[ EH]

Y A=2 7 R— b5 % 8080 (2 L C HTTP — —% KLH#j7 5,

SWR2310 (config) #http-server enable 8080

4182 X =27 HTTP 4 —_"—DEHEB L2 R— I EEDOEE

E&N
http-server secure enable [port]

http-server secure disable
no http-server secure

[F—U—F]
enable X 2T HTTP = =2 HT 5
disable © o BF 2T HTTP — =% T 5
[/XT A —F—]
port : <1-65535>
TH 2T HTTP = =D U 2= 7 R— bR (B LI-HA : 443)
[WIHIRRE]

http-server secure disable
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[ASTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]
¥ X 27 HITP —"—%2FENT 5, F72. VA=V T TCP AR— FNEBAIEETHI LN TE S,
no B CEIT LI HAITEMNTT 5,
¥ 27 HTTP V' — 2 HZ LIEBE. e bIZY 7 b =TI L »TiTh b=, b7 74 v 7 BIZSET
CPU =R E L 725,
EFEHREBET D012, Xy aR—FRLLAN Y v 7R PHEITHEFT SN D Web R— 22— —T7 7
TATAEILEET HONHFE LV,
[EX EH]
VA= R— &S % 8080 12 L CTEXx =7 HITP — "—ZEET 5,
SWR2310 (config) #http-server secure enable 8080

4.18.3 HTTP Y — "—DFJR EREDOFH T

[FX

show http-server
[AFIE—F]
¥t EXEC E— I
[@iHA]

HTTP — "—OERN A TR T 5, LFTOHANEKRIND,
o HTTP ¥— N—H&EED A 2/ E)

« HTTP H—"—0DJ A= HR— hDF

 HTTP —"R—~D7 7V A%FA[T5H VLANA L F—T = —RA
o HTTP —R_—~D7 7 v 2%ZHIBT5H7 4 L7 —

s B =7 HTTP % — N—kRE DA 2h/fE%h

e Ol A UHA LT T MR

(B EH]
HTTP % — — DR ERNE TR T D,

SWR2310#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR—~T 7 EZATEXBEHRRX NOHRE
[EX]

http-server interface interface

no http-server interface interface
[/$F A—%—]
interface : VLAN A & —T = — R4

[FIHIRRE]

7L

[AS1E— ]

ra—rpvar 74—y a rE— R

[BLAA]

HTTP Y —/"—=~D7 7 ¥ AZFF T 5 VLAN A ' F—7 = —RAZRET D,
no X TIAT LA, FRE LA v ¥ —7 = — A& HIBRT D,
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AKawy NIIRK8MHFTHRETE, &ELZIAICHEAT 5,

Ka<wr K%
(B EH]

SN

X JE

LTV WEA I,

R5F VLAN O BT 7B ATE 5,

VLAN #1, VLAN#2 1286t L TWADHRA NSO HTTP Y —"—~D 7T 7 B R &[T 5,

SWR2310 (config) #http-server interface vlanl
SWR2310 (config) #http-server interface vlan2

4185 HTTP ¥y —R_R—~T IR TEBT7FA T D IP 7 KU RlfR

[EF=

http-server access action info

no http-server access [action info]

[85 A —5—]

action

info

[FIEIER E]
L
[AJTE— K]

TR AR @R RET D

BREfE ek
deny FEEHEST 5
permit FMEE"TRT S
5ftt: &+ B E(E T IPVA/IPVG 7 R L AERERET 5.
REM B
AB.CD IPvd 7 R L A(AB.CD)EFEET D
7Ry b A7 BMbinftE D IPvd 7 R
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
R BT Xy b~ A7 FEMbit)fF & D IPv6 7 K
XX:XXM L AKX XX) B ET 5
any FTXTOIPVA/IPV6 7 KL AEFRET D

Ja—x\)ary7 41—y g T — R

(@]

HTTP Y — "= ~DT I AL T DT T4 T Mg K% IPv4/IPv6 7 K L A THIBET 5,
Ko< RIIEKSMHFE TRENFARETHY ., HRICREESNTZH D)

Ka<wr K%

Sin==

Ax JE

L7=5%6.
72770, Aa<w FERELTWRWEEAIE, I XTOT 7R %

no JEATHEAIT LG AR, 188 LICREZHIRT 5,
no B TRI A —Z —ZEM LTcGE. TXTORELHIRT 2,

[/ — ]

MEEL TSNS,

Bk LTI BT S 20T 7 AR R RS 5,
AT %,

http-server enable %, L < | % http-server secure enable 73i% /& STV RWEE, Ao~ RIZEERE L7220,

(B E B

192.168.1.1 & 192.168.10.0/24 D& 7 A > "H 6D HTTP y— _R—~DT 7 ¥ ZADLH AT 5,

SWR2310 (config) #http-server access permit 192.168.1.1
SWR2310 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 & 7 X v "x5H0 HTTP —_N—~DT 7 B ADH LT 5,
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SWR2310 (config) #http-server access deny 192.168.10.0/24
SWR2310 (config) #http-server access permit any

4.18.6 Web GUI DEEHRTE
BN

http-server language lang

no http-server language

[/3T A—HF—]
lang SmEiRET D
REME A
japanese HAGE
english BizE
[WIHARRE]
http-server language japanese
[AS1E— ]
Jua—m\)arz7 4 b—vasE— R
(@]

Web GUI DEFEERET D,

no JERTEIT L EAIT. PIHIREICR S,
(B 2B

Web GUI O EiE% J5EI2 T 5,

SWR2310 (config) #http-server language english

4187 HTTP ¥ —R—pu /A4 2 A4 AT U MR ORE
ESN

http-server login-timeout min [sec]

no http-server login-timeout

ST A=
min : <0-35791>

ZA LT T MRH(GY)
sec 1 <0-2147483>

ZA LT 7 MEFHEED)
[WIHIRRE]
http-server login-timeout 5
[AFTE—F]
Ja—N)naryz4JL— g rF— R
[

HTTP —/"—=~D7T 7 B AR WEEICHBNIC e 77 7 45 F TORMZHRET D,
sec #EME LT-HE1E. 0 NEREIND,

no R CELT LA ITVHIHREIZR D,

[/ — 1]

B IE FTRE 72 /ML 1 47

B!

HTTP $— =D X A L7 U MEMZ 2 53 30 FICERET D,
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SWR2310 (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy #REDH 3L

[F=

http-proxy switch
no http-proxy

[73F A —&—]
switch : HTTP Proxy BERE 2 AT 2 D7
REME
enable HZT 5
disable £ Rl )
[FIIRRE]
http-proxy disable
[AJIE— K]
sa—m\)arZ 47—y arE—FR
[BLAA]

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
no X CIAT L 7B I3 BN T 5,

[ EH]

HTTP #—/3—@ HTTP Proxy H¥HE & AN T D,
SWR2310 (config) #http-proxy enable

4.19.2 HTTP Proxy B6RED % 4 L7 7 MEEE D

e
it

[F=

http-proxy timeout time
no http-proxy timeout [fime]

[73F A —&—]
time ;. <1-180>
ZA LT U N DHETORR (B)
[FIEIERE]
http-proxy timeout 60
[ASTE—F]
ra—var 747 b—va e — R
B
L2MS =— = > D Web GUL Z UG T2 L & DX A L7 U MM EZRET 5,
no I THEAT L2 5415 60 B2 5,
[BEH]

HTTP Proxy #$6ED % A4 L7 U MR % 2 53 ICRRET 5,
SWR2310 (config) #http-proxy timeout 120

4.19.3 HTTP Proxy 868 X EIRFED R

[FX]
show http-proxy
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[ASE— K]

¥t EXEC E— I

[FHEA]

HTTP Proxy B8EEDOR ERM 2 F =T D, LTOHEANRRIND,

« HTTP Proxy #RE DA %/ %)

o XA LT NRER

[BREH]

HTTP Proxy HRE D% ERILZ KRR T 5,

SWR2310#show http-proxy
Service:Enable
Timeout:60

4.20 SSH ¥ —/3—

4.20.1 SSH — "—DEEHE L OZftR— FESOER
ESV

ssh-server enable [port]

ssh-server disable

no ssh-server

[F—YU— k]
enable : SSH #—""—ZFNT 5
disable © SSH #—"—ZMW2hic§ %
[NT A —=HF—]
port ;. <1-65535>

SSH #—_—DJ A= F7KR— " ER (Al LIZ5GA 0 22)
[WIEARRE ]
ssh-server disable
[AJTE— K]
rua—arz 4 L—va E—R
[REFA]

SSH —_—%2HMzT 5, F/-. VA= TCP R— "N EELXIEETHIENTX S,
SSH ¥ — "—%HZNZT D5A 1L, FRNSA A MEDIER (ssh-server host key generate) 217> TR LENH 5,
no X CIFAT L7285A 1% SSH H— " — 2 )29 5.,

[/— 1]

SSHZ 547 v binbuaZA 3 58580F, FaNca—F—4 &2 T — RO %dk(username) % L TH L LER H
%)o

[BEH

VA= JR— B % 1234512 LT SSH — _—a i@+ 5,

SWR2310#ssh-server host key generate
SWR2310#configure terminal
SWR2310 (config) #ssh-server enable 12345

4.20.2 SSH ¥ — N — DR EIRBED R
[EX]
show ssh-server
[AJTE— K]
b EXEC B— RN
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B
SSH $h— "— DR ERMNE TR T D,
UTOHEBNREFERIND,

«  SSH H— " —#aE DA 2/ M%)

e VA= ITHR—FDOES

e SSH #— S—7K 2 MDA I

o SSHH—R—~D7 7 AL THVLAN A X —7 = — A
e SSHH—N—~DT7 7 EAZHIBETET 4 NE—

[BX EH]
SSH %— —DREIRNZ FKRT D,

SWR2310#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

e
i

4203 SSH ' —NN—~T7 J A TEXLHRA D

E&N

ssh-server interface ifname
no ssh-server interface ifname

[/3T A —HF—]
ifname : VLAN A & —T = — R4

(#8137 2]

2L

[AS1E— K]

Ja—nN\)ary7 4 L—vgrET—FR

B

SSH $h—/"—~DT 72 A% TH VLAN A VX —T = —AZRET D,
no I CFEAT LG A X, MELEA V¥ —7 = — A ZHIRT 5,

AKa< s NIRRKSMFETHRETE, & LLIEICEMAT 5,

ARa<wy REREL TORWEAIEL, R5F VLAN ORT 7 ® A TE 5,

[ EH]

VLAN #1, VLAN #2 (2855t L CWA R A R v B D SSH r—_R—~D7T 7 v A& FFa]1 5,

SWR2310 (config) #ssh-server interface vlanl
SWR2310 (config) #ssh-server interface vlan2

4204 SSH #—NR—~T I ERTCEXBRIS5AT L FORE

[EFX]

ssh-server access action info
no ssh-server access [action info]

[/XF A—&—]
action TR RARMICKT 2EMERRET D
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R EE B
deny A RS 5
permit FEE"FFAT 5
info D LT B MEIT IPVAIPVE T R L ATERARIET D,
REM B
AB.CD IPvd 7 R L A(AB.CD)EEET D
TRy b A7 BMbinftE D IPvd 7 R
A.B.C.DM L Z(ABCD)EIEET 2
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
e T xy bv A7 BMbifFED IPve 7 K
XXX XM L AXXXX) BT %
any FTRXTDIPVAIPV6 7 KL AZFRET D
[FIHIRR ]
7L
[AJ1E— K]
Jga—)aryz 4 —y g rE'w—NR
[FHFA]

SSH CTHfi 3527 74 7 Mgk % IPv4/IPv6 7 R L A CTHIRET %,

AKavwy NIERRKSHETRENARTHY , LRICREINTZHLONELE L THAIND,
RKa<wr FERE LGS, B LESHEmRIZS2WT 72 AT X THEST 5,
7L, Ravy RERELTWRWESIX, 3XTOT7 78 RAEZFT5,

no WA THEAT LG GIE, & LIEREZHIBRT 5,

no XTI A —F—ZEBME LIZGE, T _XTOXREEHIRT D,

[/—}]
ssh-server enable =~ > RN EIN TV ARWES, Ko< RITHEEE L7220,
[BXEHI]

192.168.1.1 & 192.168.10.024 D& 7 X b H D SSH —/S—=~D7T 7 B ZADHZF AT 5,

SWR2310 (config) #ssh-server access permit 192.168.1.1
SWR2310 (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A B D SSH —_R—~DT 7 B ZAD B EERT 5,

SWR2310 (config) #ssh-server access deny 192.168.10.0/24
SWR2310 (config) #ssh-server access permit any

4.20.5 SSH #— "—7K 2 MEDOVERR
(&)

ssh-server host key generate [bit bif]

(/85 A —5—]
bit : 1024, 2048

RSA DO E v FE
[FIEIERE]

L
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[ASTE— R
¥t EXEC B— R
B

SSH #—/X—®D7HR A s RSA#E L AR A b DSA BEZHRTET 5,

RSA 1% bit /NT A —ZIZEL S TEMTHE-OE Yy NMEEZFEETE 5, DSA#13 1024 £y FNO#EZ KT 5,

[/ —F]

SSH % — N—iEEAFIHT 25 681%. FANIAZ~ Y REFEITLTCHA MEEZERTAIMLERD B,

BEICAR A MERRESN TV ORETRI Y FE2FAT LSS, 2—F = L TR MEE T 2080 %
BT 5,

RA MEOARKRICIZ, BOREOREMB PN DGERH 5,

Aa< KL, SSH V= _"—DRNEHOP BT DBFEITTE D,

Batil]

2048 £ O RSA#EL | DSA 8% 4EKT 5,

SWR2310#ssh-server host key generate bit 2048

4.20.6 SSH —_—HK X MO VT

[EA]
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—@D 7R A k RSA #EL A A | DSA #AHIBRT 5,
[/— k]
ARa<y Rid, SSH = "—=REH)DLAIZDOHFITTE D,
B!

A K RSA #ft L 7R A | DSA $EEHIBRT 5,
SWR2310#clear ssh-server host key

4.20.7 SSH — \—/ABEEDF R

[EA]

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERORT D

[AS1E— F]

HitE EXEC £— R

B

SSH #— —OR[fEE R =T 2,

fingerprint % — U — RZ45/E L7256 13, AREORR LR, 7T AF—T— FaERTT 5,
[/—}]

SR DO Ny 2T A X AL, MD5 & SHA256 D i 2 FKRxd 5,

[BREBH]

NESEAEFTRT D,

SWR2310#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4dmtoIJri+ujdAIfgrdhL/0w7J1vc50eXyg

sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
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9ySbomj06Y/0k81L5gqFhCHMGOGtgITKZsgb5VnPz8FYC8t1s6/tpyrUabaG2af/yTEa5USBDYAuUcC88
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJEO0Jyel+4c5qWSFEF
PXUgrLf5SHAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1sicJGCO0aridnTthIGa8
ARypDjhpLl1a37SDezx8yCl1Q5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ial0n81tMxW/EPw4SqFP
77r7VvCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwVAZKI18JKTCHIHQfRV4Ar7UOYChX0oeKjBbuuL.SDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMimUOoziv/zi+De/z3M7wIHQUWEMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31liR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS 2pDX5EWrwbPXXX XXX XXX X ==

NBREDORFEN 2 RRT D,

SWR2310#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+———[DSA 1024]————+
| 2 ¥ g |
|=*=+. o |
|E+X+ o |
| o + = + |
.. ..0 X . |
|oo=.B.*.0o |
| o + S o |
| . o |
| E |
+————— [MDSIf===——= +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSriMhOfWoW0Bw7aA0XXXX
+———[DSA 1024]————+
| . +E. |
| o o |
| o X S |
| +Fo= |
| o B * |
| + o . |
| * ok 4+ |
|X+.Q@ +o= |
|[@*0.= o. |
H=————[[SHA2 56/ —=——— +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-——[RSA 2048]----+
| |
| oo0o® |
| *+. |
| |
| + |
| |
| E |
| . B.. |
| . 00 |
- [MD5] —————— +
2048 SHA256 : XXXXMkUuEbkJggPD68UOR+gobWPhgu7qqXzE81UXXXX
+-——[RSA 2048]----+
| *.== |
| *o+= |
| *=0. . S |
| ¥ 8 o |
| + B * o |
| == . . . |
| o |
| |
| o % % |
+----[SHA256] -—-—- +

420.8SSH 7 S5 A7 v N DEBHEROHRTE
B

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
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no ssh-server client alive

[73T7 A —=F—]
interval 1 <1-2147483647>
7747~ DL (B ANg L7258 0 100)
count 1 <1-2147483647>
7 IAT > DEFHERRKR T T M (B LI hE - 3)
(AR E]
ssh-server client alive disable
[AJIE— F]
Ja—n"narz4 7 b—varsE—F
B

74T v N DELFHEREAT O D EINERET D,
7547 v MZinterval TRRE LT-RREIBCREEZERT LA vE—T %155, count THE L7z 7 1) L T
WNER 2o Te, ZDO7 74T MeDFEREZDID, By a a2k T35,

no FECHEAT LGS I3 WIHIREICR 5,

421SSH 27 747 ~ b

4211SSH 7 A4 7~ b DOiLHE)

EN
ssh [user@] host [port]

[/XF A—&—]
user D UE—MRA NIRRT A T HBIERT 2 ——4
host c UE— AR M, 7203, IPvd 7 RV A(AB.C.D), £7zi&, IPv6 7 F L A(X:X:X:X)

IPv6 U o7 ma—R 7 RUAZET 25E1E, BHA V2 =T = — AL ETLILERD
% (fe80::X%vlanN DJE)
port 1 <1-65535>

AT 2R— hET (BIELIZSEE - 22)

[FIHIER E]

7L

[ASE— ]

¥iHE EXEC £ — K

[RHFA]

FEE L7 A b~ SSH THifi T %,

user ZAME LTI2G, v /A v hOa—YF—L &AL TSSH —_"—~D7 7 v 2%T 5,
A 2 — W — T 7 A I user AW L2 A1 root" 2+ 5,

[/—}]

TR —TLFNITFNVL (~) T 5D, A —TLFIITHEICATI SN L& TR S5,
TEEDN O T A — 7 7% 2 alkeld TAD LA, = A —7 3R —"OA e LTERA S,
TR —T7 TR T T U A ROBA SNT=5E, sl #E# 2 A L 5,

TR =T LFIRT T A F a OB ANSNTEGE, 2 A5 =T ANO—EhFRrIND,
[ EH]

IPv4 7 R LA 192.168.100.1 DR A NI, —H—%4 uname, A — FF5 12345 T SSH #fii 2.

SWR2310#ssh uname@192.168.100.1 12345
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[Pv6 7 R L & fe80::2a0:deff:fe11:2233 DR A M2, =—H—4 uname, ~— F&ES 12345 T SSH #5557 5,

SWR2310#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4212SSH 7 54 7~ N OFEZE
BN

ssh-client switch

no ssh-client

[T R — & —]

switch : SSHZ 747 v MEFIIT D0ED
REE B
enable AT S
disable BN D

[WIHRRE]

ssh-client disable

[AJ1E— F]

ra—\)var 74—y aryE—F

[FHA

SSHZ 547 e L Tsshavwy FEFEHTEAS L9121 %5,
no JTERTEIT LI AILSSH 7 54 7 v M E T 5.
[B%E B

SSHZ A4 7 FEEMMIT 5,

SWR2310 (config) #ssh-client enable

4213 SSH R R MEBRDOZ VT
BN

clear ssh host sost
[/XF A—F—]
host : UE—FHRR RN, F£70E, IPvd 7 R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

[ASTE— R

ErbE EXEC B— N

B

SSHZ 54 7 b & U TH L7- SSH Y— S — DN B Z HIRT 5.
(B EH]

SSH /R A ME#HZZ VT3 5,

SWR2310#clear ssh host 192.168.100.1

422 A — LA

4.22.1 SMTP A — /L — N —DHE
EEN

mail server smtp id host sost [port port] [encrypt method] [auth username password]

no mail server smtp id
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[F—TU—F]
port DAY= R—DR— "N EEEEET D
encrypt WA ko ERET S
auth © SMTPBRETHES 7w v MEREIRET S
[78T7 A —=HF—]
id o <1-10>
A — )L —,X— 1D
host DAY= R=T R X EE, RA M
IPv4 7 KL Z(A.B.C.D). IPv6 7 F L A(X:X::X:X)
IPv6 U7 a—v7 RLAZIRET D2HEIE, BHHA v 2 =T = — A bEETDILELD
% (fe80::X%vlanN DOFE)
BA BA(64 SCFLAN, PEAHEET L)
port 1 <1-65535>
A =)L PR =D R — N FE B (B MEEEL 25, method & LT over-ssl 2MEE SN TV 256
465)
method N X APV
REM S
over-ssl H{E 2 M 53 % (over SSL)
starttls (5 # W5 5{k3 % (STARTTLS )
username © SMTP #FECHEHT H2—H—4
(64 SLFLAN, 2" > LA ANR—RAZFR EAIRET - AT E)
password © SMTPRFECTHIM T 52U — R
(64 SLFLAN, 2" > LA AR— R ZEREATET - AT E)
[FIEIEXE]
7L
[AIE—F]
sua—\arz g4 —varE =R
[FLBA]
A= NVEEIERT 2 — " —1FRERET D,
[/— k]

SMTP #BFE%1T 9 B, AUTHLOGIN =2~ > K& fli o TREREZ1T 9,
SSL/TLS ®/3—< = 0% TLSv1, TLSv1.1, TLSv1.2 2% LTV %,
A= NP —=R"—=D7 KL AL LTIPv6 7 FLAZFKET DA, SSLITLS IZ X DK SALITFIH TE 220,
Bl
A —)LIE(E Y —/3—[Z, smtp-server-test.com % X ET D,
SWR2310 (config) #mail server smtp 1 host smtp-server-test.com
A —)ViRfEH— 3= & LT smtp-server-test2.com Z+57E L. W5t & SMTP @Gt 2R EEXIT 2.

SWR2310 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — VP —RR—Z DOHRE

&

mail server smtp id name server_name
no mail server smtp id
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[T A —&—]
id : <1-10>
A — )P —,3— 1D
server name A N4
(64 SLFLAN, 2Z BR< AT - FATLD)
[FIHIERE]
7L
[AS1E— F]
ra—mvar 747 b—va e — R
B
A= NVEEIHERT 2 — = DART AR ET D,
[BXE ]

A= VIEEV— " —D4HTE LT test_ mail server ZiX €T D,
SWR2310 (config) #mail server smtp 1 name test mail server
4.22.3 A —)LBHID ) H—RE

E&
mail notify temp-id trigger lan-map [#ype [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify femp-id trigger lan-map
no mail notify femp-id trigger terminal

no mail notify temp-id trigger stack

[F—TU—F]
lan-map : LANw y FIZET 54Xy M Edmmd 5
terminal D UmAREEARBEREICE T O A N F Rl S
stack COARK y JHEBRICBIT DA X AR EAT D
[/XT A —F—]
temp-id o <1-10>
A—) 7 7 L— K 1ID
AN MERIFCER T 27 7V — b EEET D
type : LAN = v 7T 514~ hOFEHH
R EE B
hardware ENEN ¥
loop J— 7k
sfp-power SFP ot L~V B E
queue-usage EE X o —
poe PoE #Aa 7
snapshot AFwFva v b
12ms L2MS ¥ & — ¥ v —DHEH
[WIERR E]

L
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[AF1E— K]
ra—mpvar 74— g T — R
[FHA)
FBE LTHRED A X MERE A —/VBHT D120 DK EEIT I,
lan-map ZfRE L C ype ZF5ET D &, FRELIZ LAN v v FIZHT 54 R0 bR EMEN D,
type HEME LTZHE1E. LAN = v AT 5T _XTOA X hBS@EmESh D,

[/ — ]
ALy JHEREICBE T DA N b@RIE, A v ZHEREISHIE LT D BETED 72,
[ A

A=NT T L= #LIZLAN = v TRERHOA N2 b M) H—2RET D,
SWR2310 (config)#mail notify 1 trigger lan-map

42024 A—NVEEOT VL — FREE— R

[ER]
mail template temp-id
no template

[/3F A—&—]
temp-id c<1-10>
A—)L 77 L — K ID
[FIEIER E]
L
[AFTE— F]
Ja—\)aryz 4L —y g E— R
B
A — L ERICHHT AT L — AR ET BHE— RIIBITT A,
TUT L= E—RIIBITTAZECIREOEHERET DI ENTE S, 77 b— MImAk 10 BAERK ATEE,
o A—JLEEDFEET KR
o A—LEEDOEETLT L2
o A—JLEEOMH4L
o ALK ERHBLREEORE N> MBEHOAFER)
[RXEHI]
A—=)LT T L— |k #l OFREE— FIIBITT S,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #

4.22.5 A —)LEEDY— 1 —ID OFE

[EX

send server server-id
no send server

[T A= —]

server-id ¢ <1-10>
A—=NT 7 L— 1 1ID

(AR E]

no send server

[AJ1E— F]

A—=)LT T L—hE— R
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B
AT A =P —N"—DID ZHET 5,
[BREH]
A=NT T —#l THEHT LA =AY == Z ="~ ID# ZFHET D,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send server 1

4.22.6 A —VIEEDEETA =T FURADRE
[F

send from address

no send from address
[/XT A—&—]
address DORETLA—NLT R A

(256 SCFUN, AEHTE -@)

[FIH13R 2]
no send from
[AJTE— R
A—)LT T L—KE—R
B
HEETLA—NT RLAZFRET D,
[ EH
A =T T L— K #1 OEETLA—/VT KL AT sample@test.com Z 45 ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send from sample@test.com

4227 A —NVIEE DRI A —NT FUVRADERE
[EFX]

send to address

no send to
85 =5 —]
address D OSESEA—LT KL R

(256 SLFLIH, FAEET L - @)

(AR E]
no send to
[AJ1E— ]
A=NT T L—RFE—R
B
S A —NT L RAZRET D, (K 41F)
[/— "}
KRRREITA N b@FOsisEE LT S, GEFFE ORI ERLEEE & LTUIMER Sz,
[BXE B

A—)LT T L— h #l DI A—/LT L AIZ user@test.com % F5ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send to user@test.com
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422.8 2 —VEE DL DR

[EFX

send subject subject
no send subject

[T A—F—]
temp-id A= VIR ERF D4
(128 STFLAN, W% bR < AT - ML)

Tl

[FIIRRE]

no send subject

[AF71E— ]

A=NT T b—hrE—R

[RiHA)

A —)VIRE D ZFTRET D,

[/—}]

RKREDHEIZLL T M4 & 725,

s A X2 NiBZA : Notification from SWR2310
+ AEBAEEA : Certification publishment
GEPBIESEAN : Certification expiration

[ E B

A=NT T L=k # O A= VIEEREOIFAIT "TestMail" 2% ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send subject TestMail

4.22.9 A — LVIXEHFLRFDORE

[ER]
send notify wait-time time
no send notify wait-time

[73F A —5F—]
time 1 <1-86400>
EER DR ()
(R E]
send notify wait-time 30
[AFIE—F]
A=NT T L—FE—F
[FRA]
AN MEERO A — VPN FEERTIEE SN D £ TORERH 2R ET 5,
[/—F]
ARRENTIA N MBEO A —/ViREFHERR & LTl SN D,
[ EH]

A =T T L— bk #l DA —)LEEFHREEIC 60 B ERET D,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send notify wait-time 60

4.22.10 FEAAERARE D X — VL E

[ER
mail send certificate temp-id
no mail send certificate
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[NT A —=F—]
temp-id :<1-10>

A—)T 7 L— K ID
[WIHIRRE]
no mail send certificate
[AJIE— ]
RADIUS 27 4 JL—varE—R
B
RADIUS == 7 747 > bFEHELZEMNT L5 & EIHAT 27 7L — b ID Z2HET 5,

RADIUS ¥—_X—0D 7 T A 7 > FFEAEIL, RADIUS Y — N —fERED user 2~ R THRELTZA—/LT FL A~k
1425,

[/ — ]

RADIUS %—X—D 7 T A 7 o FEERAERETD A — LA S

Certification is published.

Name : [£|(]] % user 2~ > RO NAME F 7'V 3 v O EME
Account : [ —H—4] % user =~ > K USERID

MAC address : XX:XX: XX XX:XX:XX

Expire : YYYY/MM/DD

[RXEH]
RADIUS — =D 27 747 v FEAEEZ A — NV EMT D EEIEHTLH7 7L — N IDIZ#1 ZHET D,
SWR2310 (config-radius) #fmail send certificate 1
4.22.11 FEAEBRARED A — VB E
[EX]

mail send certificate-notify temp-id

no mail send certificate-notify
[/XT A —=HF—]
temp-id o <1-10>

A—=NT 7 L—hKID

(AR E
no mail send certificate-notify
[AJ1E— ]
RADIUS 27 4 L—v g »E—F

[REEA)
RADIUS —R—D 7 T A 7 FEHEER A —/VIBHT D LS IHHT T 7L — F2EET 5,

[/— ]

RADIUS % —"—0D 7 T4 7 FEEAZEO AR EIAFRTE O A — VAR SLHF]

Your certificate will expire in [X] days.

Name : [£Al]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ — W —44] % user =~ > K™ USERID f&

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD
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4.22.

[ EH]
RADIUS % —_—=0D 27 T4 T > FiEAEEZ A — V@A T 2 L SIEHT L7 7 v— MI#H2 24881 5,
SWR2310 (config-radius) #mail send certificate-notify 2

12 FEERED BB EIVEIM X A X VT ORE

m

4.22

E&

mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

[T A—=HF—]

day : <1-90>
ARHREIN Z 18509 2 7% A7 H K

[(WIHRRE]

mail certificate expire-notify 30

[A1E— ]

RADIUS 27 4 7 L—3 a3 E— R

[

RADIUS ¥ ——=D 7 T A 7 > bFEFEOAZ RGN 2 ST @i 5 A& e 1 5,
WHIABIL 3 L THRETE 2,

[/—H

day IZANNEFIZBEDL BT, BIETR RSN D,

[EXE )

RADIUS #—/—=D 7 74 7 > FEAEOAZHIREIN O Sai@k 2 50 HATE 10 AANZEET 5.
SWR2310 (config-radius) #mail certificate expire-notify 50 10

A3 A= VEEBEROFR
[#)
show mail information [temp-id]
[/3T A =5 —]
temp-id ;o <1-10>
A—=NT 7 L—hKID
AfE— K]
F¢kE EXEC £— R
(@]

FBELET L —FID DA —LVEEEREFTT D,
T L—NID A LIS E1E. 2 TOA—IUEREFRT D,
[l

A= T T L— k #]l DA —NIEREFRT D,

SWR2310#show mail information 1

Template ID 3 A

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com
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4.23 Yamaha Unified Network Operation Service (Y-UNOS)

4.23.1 Y-UNOS ¥REDR T
[

y-unos enable

y-unos disable

no y-unos

[F—TU—F]

enable © Y-UNOS #rEZ A 2hic 4 5%
disable © Y-UNOS t¥RE A T 5
[WIERRE]
y-unos enable

[ATE—F]
sa—\)varZ g L—varE— R

B

Y-UNOS (Yamaha Unified Network Operation Service: & b 7 —27 %41 L CT A ARl L2 HET 5V — B 2) g%
AN ETITENS D,

no LA TIHAT L7 B 3R EIC R D,

[/—H]

Y-UNOS #REIZIR5F VLAN OZ TEIET 5, f5F VLANIZ IPv4 7 R L ADRGEE SIL TV WNEAR, f5F VLAN
WY 727 LTODDIREETIX Y-UNOS #Re & 151k 5,

R5F VLAN 2228 L 7235513, Y-UNOS OAH A HERSHAEEEH O~ /L F F v A b 7 L — AfEIEFR E (12-mcast flood

239.192.128.250) % &5F VLAN [Zi# H 5 Z &,

Y-UNOS #RE DA MR LIZITR K 1 256036 5,

ALy VHERENARNREE . Aa~r NI TE 20,

Bl

Y-UNOS #fe & 203 %,

SWR2310 (config) #y-unos enable

Y-UNOS HRE 2 HEZNC T 5,

SWR2310 (config) #y-unos disable

4.23.2 Y-UNOS [E#HDOFETR
[EX]

show y-unos
[A1E— ]
FiHe EXEC E— R

[FAA]
Y-UNOS (2B T DR ERCAT — X ADERE LK TRT D,
FTRAEIILTO LB,
+  Y-UNOS H£HE D% & (Y-UNOS)
*  Y-UNOS B&RE D IR HE(Status)
«  Y-UNOS HEHED IPv4 7 K L A(IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ 7R 5
. MR O—%E
s BT /L4 (Model)
s U 7V E(Serial)
o 77 —AvU=xT "= 3 (Version)
+ MAC 7 K L A(MAC-Address)
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« IPv4 77 F L A (IPv4-Address)
+ 7R A N4 (HostName)
Y-UNOS HERE O IR RE(Status) TIZLL FOWT A2 FRT D,

Status B

Active Y-UNOS #BREZSEE L TV B iRKE

Y-UNOS #RENEE L TR W IRRE(A Z » 7 BEBEDS A
BT 72> TND) % AH v 7 it TR D Ir

Inactive(stack enable)

Y-UNOS FEREDSENE L T2 W RBE(RST VLAN (2 IPv4

Inactive(no ipv4 address) T RUADERE S TWZRUN, 72T/ VLAN 23 Y
I E 7L TND)

Disable Y-UNOS #§RED HEZ) 204K AR

[ E ]

Y-UNOS 12 &7 %,

SWR2310>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName

RM-CR RMCR0O0001 Vv2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220
SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.24 LLDP

4.24.1 LLDP #8E DAL

[EFX
Ildp run
no lidp run

(AR E
L

[ASTE—F]

Ja—\ a4l —g % — R

B

VAT LART LLDP #REAZ AT 5,

no IR CTIAT L7 A 1E,. v AT ALK T LLDP #6E % Jshic 4 %,

[/— "}

R— MIX LT LLDP #REZ AN T DICITU T O A~y RERET 2 UERH D,
set Ildp enable =~ > KD fype (LLDP T— = > hE— R TMEZIES U C txrx, txonly, rxonly Z % &3 5,
e lldprun(Zu— Va7 47 Lb— g F—N)

e lldp-agent (f % —7 = —ZXE—R)

+ set lldp enable fype (LLDP ——3 = > FE— R)

[EE B

LAN 7R— b #1 @ LLDP B¢RED A5 2 A0 T %,

SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1l

(
SWR2310 (config-if) #11ldp-agent
SWR2310 (11dp-agent) #set 1ldp enable txrx
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4242 VAT LOBMFASLDRE
[EX]

1ldp system-description /ine

no lldp system-description
[T A—F—]
line DV AT LD O SCFAN255 SCFLAN)

[WIHARRE ]

no 1ldp system-description

[AS1E—F]

ryua—Nary7 4L —vgrE—R

[BA]

LLDP BRECHEM T2, VAT 2 OMHAEZRET 5,

no TR THAT L7 B-AI3IIR EITR 5,

IR E DL, B4+ 77— =7 VY] ThHhD,

REHI
AT AOFEB LA SWITCHI POINT A (275,

SWR2310 (config) #11dp system-description SWITCH1 POINT A

4.24.3 VAT LADBFRDEE
B

lldp system-name name

no lldp system-name
[/XT A =5 —]
name LV AT LOAFROILTFN2S55 STT-LAN)

[FIHIRR 2]

no 1ldp system-name

[ASIE— K]
Ja—N"\)aryz4JL— g rFT— R
(R

LLDP #RETIE -5, Y AT LADLHEHRTET D,
no B CEIT LIS IR EIZR D,
PR EDOEIT HEL ) Th b,

SR EME I LLDP System Name TLV (Z5%E S5,
[REEH]

VAT LDLLFE SWITCHL (275,

SWR2310 (config) #1lldp system—-name SWITCH1

4244 LLDP =— = > F DYERR

[ER
Ildp-agent
no lldp-agent

(IR E]
L
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[ASTE— K]

A B —T 2 —AF— R

[FRHA]

LLDP =— = F&2ERK L., LLDP =—2 = > M E— NICERT 5,

o BERTEITLI-EEAIE, LLDP = —2 = A HIBT 5,

[/—}]

LIDP = — = F2HIET 2L LLDP = —Y 2 P E— R TCRELZa~ Y RHHEIBREN D,
[EXEH]

portl.] TLLDP =— = hZ{Eik L, LLDP =—¥ = hE— NIZBITT 2,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #11ldp-agent
SWR2310 (11ldp-agent) #

4.245 LLDP (2 X % B &R EHAE DR E

EEN
1ldp auto-setting switch
no lldp auto-setting

[/XT A —F—]
switch : LLDPIZ X % H&Ehak EMgRE DR E
REME B
enable LLDP (2 & %5 HEREWREZ AT 5
disable LLDP |2 X % HERERAEZ BT 5
[WIHIRRE]
11dp auto-setting disable
[ASIE—F]
Ja—N)nary7 4 JL—y g rET— R
B

BEDY ~  EBRDNHET D LLDP 7 L—AIZ L, A v FOREE HEMICE T T HHEEEZ G0 T 5
F 72, power-inline disable delay =~ > NIZ L A EEILY A I > 7 O@IKEE BN T 5

LLDP 7 L — A TILEL N ORERED R E S 41D,

o 7 —li#E

* QoS

« IGMP AX—t"

- EEE

« RADIUS #——7K % b

. BERESIH

no B THEIT LB AITHIREICR 5,

WA R —T 2 — ADIRIRETX B,

[/—F]

AEREE M % 729IC1E, setldp enable =1~ > FC, LLDP 7 L' — A% Z[E C&E ZREICT HLERD 5.,
Bl

LLDP T &k % BB EMREZ AT 5,

SWR2310 (config) #1l1ldp auto-setting enable
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[ER
set lldp enable #ype
set lldp disable
no set lldp enable

[/3T A —HF—]
type DOREfEE—FR
REME B
rxonly ZAEHHICHRET S
txonly EEHEHICHRET D
txrx EEBLOZEICRET D
[WIHIRRE]
set lldp disable
[AS1E—F]
LLDP =—Y = hE— K
[RLBA]
RBA B —T 2 —ATOLLDP 7 L —LDEZEE— NERET D,

set lldp disable DA%, LLDP 7 L — A& 255215 L7220V,
no FEXTEIT LG E L. WIHIRTEIZE D,
[ EH]

LAN 7"— | #1 @ LLDP &= {5 — N2 ZEHEHIIHET 5,

SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #1ldp-agent

SWR2310 (11ldp-agent) #set 1lldp enable rxonly

(]

4247 FHET7 RLAOBEDOHRE

[EF2

set management-address-tlv fype
no set management-address-tlv

[XT A —=HF—]
type COEET R LA
REME S
ip-address BT FLAZIPT RLALTS
mac-address BHY RLAZMACT FLALT 5
(AR E]
set management-address-tlv ip-address
[AS1E— F]
LLDP =—Y = hE— R
[FFA]

LLDP THEHAT 2, "—FOEHT L 2OFEZRET 5,

no TR CTFAT L 7= A I3IWIR EITRE S,
F% 7EME 1L LLDP Management Address TLV (Z5%E 415,

| 111
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[ EH]

LAN R— h #1 OFHT KL ADfEHZ MAC 7 KL RIZERIET 5,
SWR2310
SWR2310

SWR2310
SWR2310

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

4.24.8 AREH TLV OFRE

[EA
tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIIRRE]

7L

[AS1E— R

LLDP =—Y =¥ fE— R
[BLFA]

BE7 L= LEAEH TLV 2187 %,

no B CELT LG GIE, BRET L— L2 bEREH TLV ZBR<,
DA<y RTLLF® TLV 28 LLDP 7 L — A TEME N5,
<FAEH TLV>

(1) Port Description TLV : 78— R DFHA ST

(2) System Name TLV : > 27 LD

(3) System Description TLV : 3/ A7 A D@ 3L

(4) Syatem Capabilities TLV : 2 A7 A DHES]

(5) Management Address TLV : AR— R DEF BT RL A (MAC 7 RV A LT IP 7 R LX)
[ E ]

LAN R— |k #1 T&{E9 % LLDP 7 L — A ICHEAFH TLV 2187 5,

SWR2310 (config)#11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV D& E

[ER
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHAE ]

L

[AFTE—F]

LLDP =—Yx v hE— R
(LA

P87 L— A2 IEEE-802.1 TLV # B3 %,

no JERTHEAT L= 5A1EL. %57 L — 2705 IEEE-802.1 TLV % &<,
DA~y RTLLF® TLV 28 LLDP 7 L — A TEME N5,
<IEEE-802.1 TLV>

(1) Port VLANID : "— k VLAN ID

(2) Port and Protocol VLANID : & | =2/L VLAN ID

(3) Protocol Identity : R — r9 257w fh=a,Ld U X

(4) Link Aggregation: V) > 7 7 7'V i — = UEHR



a< RY 77 LU A | RSF - EHAEEE | 113
(5) VLAN Name : " — b VLAN O4 4
[ EH]
LAN R— k #1 T3 % LLDP 7 L-— A|Z IEEE-802.1 TLV %:Bi14 %,

SWR2310 (config)#11dp run

SWR2310 (config) #interface portl.l

SWR2310 (config-if) #1ldp-agent

SWR2310 (11ldp-agent) #tlv-select ieee-8021-org-specific

4.24.10 IEEE-802.3 TLV O E
EE

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

e

[WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FHA]

%15 7 L — A2 IEEE-802.3 TLV Z B3 %,

no R THEIT L7/ 1E,. 215 7 L— L4205 IEEE-802.3 TLV &<,
Zoawy RTLUFO TLV 3 LLDP 7 L—AIB SN D,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 »OH R — ME#H
(2) Power Via MDI : PoE 15 ¥ (PoE #%HE D &> % BEFE D 7x)

(3) Link Aggregation: U > 7 7 7'V i —3 = UAEH

(4) Maximum Frame Size : fx K7 L' — A% A X

[BRE ]

LAN 7R— k #1 T4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (1ldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV DX E
[EFR

tlv-select med

no tlv-select med

(B AE]

mL

[AF1E— K]

LLDP =—Vx v hE— R
[FLHA]

(%7 L— A2 LLDP-MED TLV % B4 5,

no IR CIFAT L7 8HA 13, 2457 L— 2405 LLDP-MED TLV % &<,
ZDa<y RTLULF®O TLV A LLDP 7 L—ABIME 5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN 1% ##(Voice VLAN 23 FZE STV DR — kD)
(3) Extended Power-via-MDI : §i.3 PoE 1 #R(PoE ¥§RE D & 2 ¥l o 1)
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[/ —}]

Location Identification TLV M "Location" iR /E I T 5,

[ E B

LAN R— k #1 T 5 LLDP 7 L — A2 LLDP-MED TLV % 38014 %,
SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #11dp-agent

SWR2310 (11ldp-agent) #tlv-select med

42412 LLDP 7 L — A DXEERB DR E

[EFX]

set timer msg-tx-interval &x_interval
no set timer msg-tx-interval

ST A—5—]
tx_interval 1 <5-3600>

LLDP 7 L — A E(EERD)
[FIHAER E]

set timer msg-tx-interval 30

[AJIE— F]

LLDP =—Y =¥ hE—F

(A

LLDP 7 L — L DX[ERIME 2 ET 5.,

no B CTHEAT LI AR EICR 5,

Bl

LAN AR— k #1 TE(ET 5 LLDP 7 L — A D EERIFEE 60 BIZFRET 5,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #set timer msg-tx-interval 60

4.24.13 EEEEHIR O LLDP 7 L — AXEERBORE

[E=]
set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[T A —F—]
fast_tx : <1-3600>
R AE IR O LLDP 7 L — A 2515 M)
[FIHIRR E]
set timer msg-fast-tx 1
[AJ1E— K]
LLDP =— V= hE— K
[FLAA]

EREEHIE O LLDP 7 L — AR 2% ET 5,

no T THEAT L =GB ITUIMRR EICR 5.

FEEEE AR & 3R — N OB L < Ron o EZ OB T, mEXEHMREHOU TOa~y Rigit
WLLDP 7 L—AREE SN D,

*  set timerx msg-fast-tx fast tx : @i E(E WK O X EHBE) 2% ET 5,

«  set tx-fast-init value : FHEEHMICIEE T 5 LLDP 7 L — A DA R ET 2,
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[ EH]
LAN &A— k #] TEHEEEMMO LLDP 7 L — AEERELY 2 IcRTET 5.

SWR2310
SWR2310
SWR2310
SWR2310

42414 LLDP 7 L — AXEELEN L B TORR ORE
(&

set timer reinit-delay reinit_delay

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #fset timer msg-fast-tx 2

no set timer reinit-delay
[/$F A—4—]
reinit_delay ¢ <1-10>
LLDP 7 L — AEE1E 1R & BRIk & CORE(FD)

(AR E

set timer reinit-delay 2

[AJ1E— K]

LLDP =—Y =z hE—F

[

LLDP 7 L — ALK EE I 6 oL £ COR 2R ET 5,

no JER TEAT L2 IR EITR 5,

B!

LAN R— b #1 TLLDP 7 L — AEE4E 12 & AL £ TORF#Z 10 ICRET 5.

SWR2310
SWR2310
SWR2310
SWR2310

4.24.15 BERBFBOREREATTL 2 BN T 327D OREDORE
[#FX]

set msg-tx-hold value

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set timer reinit-delay 10

no set msg-tx-hold

[/XT A —=HF—]
value . <1-100>
AR MO (TTL) Ol 2 E T 5 720 O Fesk
(WX E]
set msg-tx-hold 4
[AFIE—F]
LLDP =— = hE—
[

B ERE M ORI (TTL) 2 /5T 2720 OREEHET D,
no JER TEAT LA IR EICR 5,

DO EMEIL LLDP 7 L — AE{E M ME(msg-tx-interval I X4, S 52+ 1 LT TTLEGE) & 72D,
'HM I%. Time To Live TLV IZF%/E S 415,

TTL = msg-tx-interval x msg-tx-hold + 1 ()

[ EH]
LAN R— b #1 THEHEHROMRRRER (TTL) 2/ H T 27200 E 2 ITRET 5,
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SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #1lldp-agent

SWR2310 (11dp-agent) #set msg-tx-hold 2

4.24.16 EHEE M D LLDP 7 L — A EEREDRE

E&

set tx-fast-init value
no set tx-fast-init

[23T A —%—]
value o <1-8>

HEIEEHIRI O LLDP 7 L — A EE %K

[BIHARR E]

set tx-fast-init 4

[AJ1E— K]

LIDP=—Y x> fhE—FK

[FRHA]

EEESIR O LLDP 7 L — AL EE 232 ET 5,

no JER . CHEAT LTS IT IR EIZRE 5,

(B EH]

LAN R— b #1 TEHEEEWIRIO LLDP 7 L — A EEEE 2 ITRET 5,

SWR2310 (config) #11ldp run

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #11ldp-agent

SWR2310 (1lldp-agent) #set tx-fast-init 2

|

e
il

4.24.17 " — FEN. CTEE TX DR KER B D

[EX]

set too-many-neighbors limit max value
no set too-many-neighbors limit

[73T A =4 —]
max_value : <1-1000>
R— ML TEEITE D& O R R 55K
(AR E]
set too-many-neighbors limit 5
[AS1E— F]
LLDP =—Y = hE— R
(@]

AR— NENCTEBCTX 2B ORKEREHRTET D,
no JEX CTHEIT LG E TR EICH R D,
R— M ORKREREEREB 56, T L0 B85 S 72 LLDP 7 b — AR 5,

[/—F]

O RERETHE, HFER—FNTEIDOLLDP 7 L—L25ZE LT Xic—E, UVE— MEREHT — 7 LN
7T EN5,

[BREH

LAN /R— b #] THR— FMHEICEH TX 2D RERKEHEE 10 ITRET 5,

SWR2310 (config) #11dp run
SWR2310 (config) #interface portl.1
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SWR2310 (config-if) #1lldp-agent
SWR2310 (1l1ldp-agent) #set too-many-neighbors limit 10

42418 LLDP #EED A ¥ — T = — A —FERE

EEN!
lldp interface enable #ype

Ildp interface disable

[F—T— K]

enable : LLDPHEgEZ A2hICT %

disable : LLDP HfEZ 224 %

[/3T A—&—]

type DOEXRfEE—F

REME A

rxonly ZEHEMTHRET D
txonly FEHAICHET D
txrx FEBLOZEICRET D

[ASTE—F]

sa—m\)arZ 47—y aryE—FR

[

LLDP #6E DA %0/ 5 A 4 C D LAN/SFP AR — MZ—#ERET 5,

BB EDHEAIL, HE L7 LLDP 7 L —ADEZEE— RERET 5,

[/ —F]

Ka<wro RiZZa—~var7 47— g rF— KOARFETAEE,

BB, AAT L NEIHA U F =T =2—ADLLDP RELX T H72HODH D TH Y | running-config [ZITFEIR IR0,
[B%E B

4 C?D LAN/SFP 7"— ~ @ LLDP #§8EZ A 0T L, LLDP 7 L — A& K52 G AlRE/RE — NIZERIET 5,

SWR2310 (config) #1lldp interface enable txrx

4.24.19 4 7 —7 = — ADIREFRI/R

&3]
show lldp interface ifname [neighbor]
[F—TU— K]
neighbor COEER L TV ORI O IRE R TRT D,
[T A—=F—]
ifname : LAN/SFP R— F DA LV H —T = — A4,
FRTDHA L H—T 2 —RA
[AJ1E— F]
it EXEC E— R, %M EXEC £— I
B

ifname CHE LA ¥ —7 = —AD LLDP §l &R r~7T 5,

neighbor Z457E L7283 A v ¥ —7 = — A TH L CO D SR OB # 2 ForT 5,
IFTOmHEENFERIND,

show lldp interface ifiame D5

o AU F—T 2= ZAROEDORFHER
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Agent Mode

7'V U — R(Nearest bridge [ &)

Enable (tx/rx)

BAEE— F/ZRE—F (Y : WTHE, N : A

Message fast transmit time

B EE IO LLDP 7 L — A EERIRE (D)

Message transmission interval

LLDP 7 L — A EIE RIFR ()

Reinitialisation delay

I IEER ) & I L & T ORFRI(F))

MED Enabled

LLDP-MED TLV %18 DA %h/4#%h

Device Type

T3 AH A 7 (NETWORK_CONNECTIVITY [& )

Total frames transmitted

LLDP 7 L — A D&

Total entries aged

TTL UL EZER 22 HHET — 70 DHIBR S U7
ax D

Total frames received

LLDP 7 L — A DZEH

Total frames received in error

LLDP 7 L — A DZET T —H

Total frames discarded

fFE S 7= LLDP 7 L— A D%k

Total discarded TLVs

EE S 7= TLV D%

Total unrecognised TLVs

R CTE o= TLV O

show lldp interface ifiame neighbor DG &
o BRE PG
Interface Name ZE LAV H—T 2 — R4
System Name AT LA FR
System Description AT MO
Port Description A— ~ O
System Capabilities AT LDRES

Interface Numbering

AVE—T2—AFEDHAT

Interface Number

AR —T 2 —AEK=

OID Number

OID %=

Management Address

MAC7 RLAE7ZIXIP T RL A

Mandatory TLV D1# ¥

CHASSIS ID TYPE

CHASSISID TLV O % A 7 & il

PORT ID TYPE PORT ID TLV D % A 7 & fE
TTL (Time To Live) P15 R O PR FFIRF [ (D)

8021 ORIGIN SPECIFIC TLV D1

Port Vlan id A—F VLAN @ ID

PP Vlan id Z'1 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A— F VLAN O£ Fr

Remote Protocols Advertised

YR—=FrTB57m harol Xk

Remote VID Usage Digestt

VID Usage Digestt i

Remote Management Vlan

EHH VLAN O£ FR

Link Aggregation Status

Vo7 7V r5—ar ORNES)

Link Aggregation Port ID

Vo277 )=y g ViR— D ID
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AutoNego Support

F— b x I — g UERE DG /R

AutoNego Capability F— b — 3 UAREAREIE T
Operational MAU Type WEREELT 2Ly 7 AE—R

MDI power support PoE H¥BEH AR — F O F M

PSE power pair PSE N\ —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#REX A 7. V—A, BEE

PD requested power value

PD #2320k 587 (0.1mW Hifr)

PSE allocated power value

PSE = 25 (A EC & 2% /7 (0.1mW HA7)

Link Aggregation Status

Vo277 — g v OER/ER

Link Aggregation Port ID

Vo277 ) =g ViR— D ID

Max Frame Size

BER7L—AY AR

« LLDP-MED TLV Of§# (LLDP-MED TLV Z%2(8 L7 3AICEREN D)

MED Capabilities

LLDP-MED TLV OFf&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED AT 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 O 47 i

MED L2 Priority L2 OESEE

MED DSCP Val DSCP flE DG 2

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res FELE D FERE(A 272 AL E > M)
Latitude TG4 By )
Longitude Res TEEE D REEA 72 LALE Y M)
Longitude G4 E Y R
AT RS AT

LA—4—

YR As e
Altitude Res FEOSRRE(E N EAL ey M)
Altitude FIEGO By R
Datum T b FEvE

0K [E S IR (WGS 84)

LB A U IR (NAD 83)

2:467 A VU I HISR(NAD 83) 0 14 BELE fc AR AT

LCI length

MEFHT —F DR S
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What Bl D 2 PR
0:DHCP #— X — D35
17747 Mlgbiinwe&ZE2bND Xy NI —/ 3
A DNLIE
2.7 747 NOME
Country Code a— R
CA type CA (Civic Address) ¥ A 7
MED Inventory Inventory {&# U A k
i EE#RIC B L CId RFC 3825 % & i
[BXE B

LAN AR— k #1 @ LLDP & F T 5,

SWR2310#show 1lldp interface portl 1

Agent Mode

Enable
Message
Message

(tx/rx)

fast transmit time
transmission interval

Reinitialisation delay

MED Enabled

Device Type

LLDP Agent traffic statistics

Total
Total
Total
Total
Total
Total
Total

SWR2310#

frames transmitted
entries aged

frames received

frames received in error
frames discarded
discarded TLVs
unrecognised TLVs

Nearest bridge

Y/Y

1

30

2

Y

NETWORK CONNECTIVITY

oNoloNoNoNeoNe)

42420 2 THOA v F—7 = — R BT A KRR IR

Rz RRT D,

[EX]
show lldp neighbors
[AFTE—F]
FERFHE EXEC E— R, ¥ EXEC E— F
[
BTDOA B —T 2 —ATBT DS D
(FEREZUT show lldp interface ifiame neighbor =1~ > K % &)
[ EH]

Hft L TV D BEEROIF A R 5,
SWR2310#show 1ldp nelghbors

Interface Name : portl.
System Name : SWR23
System Description : SWR23
Port Description : portl
System Capabilities : L2 Sw
Interface Numbering 2
Interface Number : 5003
OID Number :
Management MAC Address : ac44.

Mandatory TLVs
CHASSIS ID TYPE

IP ADDRESS : 0.0.0.
PORT ID TYPE

INTERFACE NAME : portl
TTL (Time To Live) 41

8021 ORIGIN SPECIFIC TLVs
Port Vlan id
PP Vlan id
Remote VLANs Configured

1

10-10G

10 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
.3

itching

£230.0000

0

.3

=
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VLAN ID 1

VLAN Name : default
Remote Protocols Advertised

Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID

8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0xO0
PSE allocated power value : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

olololNoloNoNoloNeNoNe]

SWR2310#

42421 LILDP 7V —2L O H—D I VT
[EX]
clear lldp counters
[ASTE— R
¥t EXEC B— R
[FRHA]
ETDR—FDLLDP 7V —L BT X —% 7 V7T 5,
Batil]
LLDP 7L — AN A —% 7 )T 5,

SWR2310>clear 1lldp counters
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4.25 L2MS (Layer 2 management service)

2
il

4

4.25.1 L2MS &— R~DO8(T

[EX]
12ms configuration
[ASTE— K]
Ja—x\)aryz 4L —ya T — R
[FRHA]
L2MS OB EZIT 9 125D L2MS E— RIZBITT %,
[/ —F]
L2MS E— R b/ — a7 4 7 b—3 g 08— RIOED DT exit 2~ REEH L., %M EXEC £— KIZ
AT end 2~ REfEfHT 5,
[RXEH]
L2MS E&— RIZBITT 5,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #

4.25.2 L2MS H#BEDORE

EEN
12ms enable
12ms disable
no 12ms

[F—TU— K]
enable : L2MS HRe A9 5
disable : L2MS BEfEE A L

[ E]

12ms enable

[AJIE— K]

L2MS E— K

[FRHA]

L2MS #REZ E AT 2 B0 ERET D,
no R CEIT LIS ITVHREIZR D,
(B EH]

L2MS #EREZ 95,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

4.25.3 L2MS BEBED R EI DR E

[F=

12ms role role
no 12ms role

[7XT A —F—]
role : L2MS BERE D& E
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BEE B
Be FIc#e L7~ SWX & U — X WLX302
manager VU —XDOFE A AT H L2ZMS < R —

¥—& LTEMET S

N—B— Ty A —T f—)L, MMSv*
— VY —IIRE SN SWX v — X%
L2MS <= % — 3V v — &LT@@#%%VA
MM DEHEIND L OEET D

agent

[WIERRE]

12ms role agent

[AJ1E— K]

L2MS E— F

[RLFA]

L2MS HRE 2l ] T~ D BROEEI 2R ET D,
no JIERX CTHAT L7255 13 agent & L CTENVMET 5,
[/— 1]

ﬁ**y%? 7 NIZ L2MS (A A v FHlEHE) BEEZ AN L~ I —F —T7 7 A ¥ —7 3 —/L, L2MS =
F =T ¥ —ITRE SNz SWX v U — AN EBGFE LT-GA. L2MS BERENS IEFICEEL 8 A,

Fl—Fy FT—27121F, L2MS v 3 — Vv — L DHEEEN 1 B ERD X DI L TL7E &,
[ EH]
L2MS #§E 2~ —V v — & L TIHERHT 5,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable
SWR2310 (config-12ms) #12ms role manager

4254 L2MS =— = Vv N OBEEARERE BB O R E
E&N|

agent-watch interval time

no agent-watch interval
[T A—&—]
time - <2-10>
AL RE R I FR (D)
[F1EIER ]
agent-watch interval 3
[AFTE— K]
L2MS E— F
[FEHA]
L2MS D= — = AR TH 7 L — AOEERBBRERET 5,
no JEXCHEAT L7255 i@%&ﬁ IR,
time % RERMEICRTE LTI2HE ., R 7 L— L OEEHE I D 3, L2MS D=— = > &R L TH 5 L2MS
=Ty — #Mﬁﬁéifwﬁﬁwﬁ<ﬁéoMw%méﬁﬁ_mﬁbt BITFO LY BRI L — LD
BRI Z 50, L2MS D= — = v & LT D L2MS v 32—V v — 0%k 2 £ TCORNEL 1 5,
[/ —}]
L2MS D=— = FDEAIZL2MS B~ 3 —Y ¥ — & L TEIEL TWABEDLRIT I,
[BXEH]
AR EIEIR A 5 IR ET D,
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SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #agent-watch interval 5

R
il

4255 12MS =—2 = v N O X T UK 2 W A RO
E

agent-watch down-count count

no agent-watch down-count
[T A—5—]
count o <2-10>
A I]L: o REIEIE
(AR RE]

agent-watch down-count 3

[AJTE— K]

L2MS E— K

B

L2MS =— Y x B DIGE T L — 2 E2ZEET LA T Lzt T2 F TOMRR T L — L EEREERET 5,
no T THEAT L= A ITUIMRR EIC R 5.

BEHRT L — 5% count TRELTFFEEELTHLLMS =T—V 2 0 M OISE T L—LAEZELRWEES., 4%
L2MS =— Y x> MMIF T v LTz L4 5,

[/—F]

I2MS =— V= b EEHR L TWAR— IRV 7 X7 LEGAIE, Ya~vr FORELV LRWE A I T T
L2MS =— V= > "X T L LT Z LR H 5,

I2MS D=— = FOEEIZIL2MS v 32—V v — & LTEMEL TWAIRBEDOHRITH,

(% E R

2o e AT A e 8 B ET D,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #agent-watch down-count 8

4.25.6 VAR DB EERE DR E

E&

terminal-watch enable
terminal-watch disable
no terminal-watch

[F—TU— ]

enable DR OEHEEREE AT D

disable D IR OEERERE A AT LR

[FIH1ER 2]

terminal-watch disable

[AFTE— F]

L2MS E— K

B

AR DOEHEREZ AT 5, A2 EEHMICR Yy N U= WIZIFET DR BEHROBS 21T 9,
no B CTHEAIT LGB IE., WAROEHEREN Y -5,
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[/ — 1]
AR DEHILL2MS A~ 12— % — & LTEEL TWAGHE DT D
[ EHI]
UK DEPLRERE 2 B N T D,
SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

(
SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #terminal-watch enable

4.25.7 S AR e 0D BUAS Ry ] 1] 8 DB E
[F

terminal-watch interval time

no terminal-watch interval
ST A—F —]
time : <1800-86400>
IS ] Pl B (D)

[FIEIER E]

terminal-watch interval 1800

[AF1E— F]
L2MS E— K
[FLHA]

Xy NU— 7 O RiEHRE BT 2RFMEREZRET 2, time [CRE LTZRHDARBET 2 & vy MU — T IR
T HUAROEHRE BIFT 2,

no FEXCHELT LB A IR EICH D,

[/—H

IR OE BN AR TIERWIGE, Ra~xr FOREICHAD LT, WmAERO G IITHR,

[BXE B

Ui AN B O KU M bR 4 3600 FHZERET %,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager

(

( )
SWR2310 (config-12ms) #terminal-watch enable
SWR2310 (config-12ms) #terminal-watch interval 3600

4.25.8 L2MS §fHl 7 L— A DEZIEHE
(]

12ms filter enable
12ms filter disable
no 12ms filter

[F—Y—F]
enable : L2MS O 7 L— b B EZETE RN
disable : L2MS OHIEI 7 L — A B EZ([ETX D

[#IEIEE]

12ms filter disable

[ASTE— ]

A B =Tz —AFE— N

[RLBA]

L2MS Offilffl 7 L — L% EZAET 2 ENERET D,

no I THAT LI A IE, L2MS Ol 7 L — L 2 X ZETE 5 L 912 D,




126 | 2~ RY 77 L A | RSF - i FRRE
[/ — 1]
Ka<w RiZ, LFDOA ¥ —7 2 —RIIHRETE 20,
e VLANA L HF—T x—2R
o FElA H—T =R INESNTWDOYEA, U F—T 2 — R
A A =T 2= AN BE SN TWDIWERA o H—T7 = — AL, WHRIEDOARa~ > ROREIHKE-> TEET 5,
B, WHA L E—T 2= ABRMEA =T 2= RNET HHEEIT, WA L F— T = — ZADOFREITHIHIE I
Kb,
AKa<wry ROFEICEHDL T, L TFOWTNNDOFRMELZRTZ L TV D5EEIEL, L2MS Ofillill 7 L — AW EZ(E 7z
W2 EnB D,
o STP F 7213V —7RHMEREIC L - TA > ¥ —7 = — A Blocking IRREIZ72 > T D
« switchport trunk native vlan none =~ > R3GRE S A1 TV 5
o PR VA —T 2 —RIWEENTNS
[ EH]
portl.5 T L2MS O 7 L — L& A2 [ LRV L 52T 5,

SWR2310 (config) #interface portl.5
SWR2310 (config-if) #12ms filter enable

425912MS =—V = FOFEEDO Y &> b
[EF=

12ms reset
[AJ1E— K]
¥iHE EXEC £ — K
B!
L2MS ¥ % — Y% —WNEH L TWVWALETOLMS T—V = FEEH TALA LT L2MS = — 2 = FOEREZ0
DIET,
[/ — 1]
L2MS N~ R =V v —& L TEIEL TWDIEEDHRFETTE 5,
Ka<wr REFTTHEEHENTWEZILMS ==V 2> b HE % L2MS < % — ¥ ¥ — O & FRIREE) B4,
AKav s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > F TR iE
Byl aril et g s e
B!
I2MS =— V= hOEHEZ Y N5,
SWR2310#12ms reset

4.25.10 L2MS DfEFR DO TR

[EX]
show 12ms [detail ]
[F—TU— K]
detail DR L ERRT D
[ASTE— K]
JERFHE EXEC £ — N, %7 EXEC £— F
B
L2MS OEMERREIZIG U T, L FDOIE#E £RT D,
o L2MS A~ X —T ¥ —& LTEEL TW DA
e EHLTWALIMS =—Y x> b
e BHLTWALIMS =—2 = FOfEH
« MACT7 KL A
. FEREA
. FEERA




o R
o T oYU IR~}
s WHINTWARE

o L2MS 3~ F—

o L2MS v x%—
« L2MS ¥ x%—
e MAC7 KL A

avy R 77 LA | RSE - EAIERE

Py —L LTEELTWT, detail Z467E L7-8d
o L2MS v x— ¥ v —DOiE#

¥ TR STV DR O

Y — I S LTV D R OTE

o PERESNTVDAR— K

« IR ZFER LICERA

e BWHLTWALIMS =T—y = MO
o BWHLTWALIMS =— = FOEHR

« MAC7 RL X
. P4

. B4

T

e VI 7y LTNHAR—F

o T oYL UR—F
e KXY IR— b

s WHINTWAERE

o L2MS =— ¥ = MIHEEH STV DR DK
o L2MS =— V= » MIEE STV DImRADER (A1 v FOLH)

e MAC7 KL XA

s HEFENTWVWAR—F

© TR ZFE R LI

o I2MS =— U x ¥ MIBEHR SN TWAERDOIEHR (AP DEFE)
. SN TV 5 SSID
BEgt STV 5 JE

© TR ZFE R LR

o IZMSHATZ—Y v & LTEHEL TV DS

¢ L2MS ¥ % —
o L2MS ¥ x—

[/ — D}
L2MS 2ZNEE L TV R WA
detail DFFEIL. L2MS 2~ F—

(B EH]
L2MS M~ F—

SWR2310>show 12ms detail
Role : Manager

[Manager]
Number of Terminals

[Agent]

Number of Agents
[ac44.£f230.00a5]
Model name
Device name
Route
LinkUp

Uplink
Downlink
Config
Appear
Number
[bcae.
Port

time
of Terminals
cbhad.7fb3]

Vxy—E LTEMEL TV D HEE

: 3
: None
: Tue Mar 13 18:43:18 2018

—IZEBL STV D NED
¥ —DMAC 7 FLZ(ERENTVAES

BT REN 20,
Uy —¢ LTEEL CTH%HE

DIREHTH D,

D L2MS 1H8ROFEM A2 KR T 5,

)

: SWX2100-24G
: SWX2100-24G_7Z5301050WX
: port2.1

1, 3, 9
1

1

9

1127
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Appear time : Wed Mar 14 14:01:18 2018
[00a0.deae.b8bf]
Model name : SWX2300-24G
Device name : SWX2300-24G_S4L000401
Route : port2.1-3
LinkUp H

Uplink 3 A

Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 0

42511 I2MS D=— x> ha v 7 4 TEROFERR

[EX]
show 12ms agent-config [agent]

[$F A—5—]

agent : MAC 7 KL A(HHHH.HHHH.HHHH). %721%. #¥(portD.D-D.D)
HED L2IMS T— = > FM#ERD MAC 7 FL A E 23R A6 ET 5, BIEEIL4 L2MS
T—Vxr MERERNRET D,

[AJ1E— K]

FEHFHE EXEC E— N, F#tE EXEC E— I

B

L2MS =— 3 = & MER(SWX2200)D 2 > 7 ¢ ZiF A FKorvT 5,
KHRAFITLLTDO LB TH D,

HH B
system-name name Wt DA AT DR E
energy-saving mode BRENEREE LT 2 0GB DORGE
led-brightness mode LED D 0 i#
port-speed port speed A— hOBEHES L OEEE— NORE
port-use port mode N— N ZAEHT 2 BN DORE
port-auto-crossover port mode F— 7 a AF— =AM T DS ORE
port-speed-downshift port mode WX T T MERREEH T 20 WO E
port-flow-control port mode 7 v —Hfl# 2T 5 AN DRRE
vlan-id vlan_register num vid VLAN ID O E
vlan-port-mode port mode N— b~ ® VLAN BifFE— ROKE
vlan-access port vlan_register num T 7B AR— NOFKE
vlan-trunk port vlan_register num mode N7 R—FOKE
vlan-multiple-use mode ~/VF 7V VLAN Z T 5 & i DOFGE
vlan-multiple port group_num mode ~JVF 7V VLAN O 7 )V—"T DETE
qos-dscp-remark-type port type DSCP Vv —F v 7 OEE M2 FAOHRE
qos-dscp-remark-class port class ZIERTry DT T AT OHRTE
qos-speed-unit unit I FR 24T D BRI B OFRE
qos-policing-use port mode ZERNT T4 v T DORY T ET ) DENORRE
qos-policing-speed port level ZAE N T 7 4 v 7 OFIBINE O E
qos-shaping-use port mode EERNT T4 v I DY == T ELT ) DEDPORE




A R 77 LA RSE - EHERE | 129

HE B
qos-shaping-speed port level FENT T 4 v 7 OFIBIREDRE
mirroring-use mode 27—V TR AT 2 0B ORRE
mirroring-dest port 7=V TRy MERHT AR — FORE
mirroring-src-rx port mode ZELEATy VeI 77— U I L0 ENORE
mirroring-sre-tx port mode EETORTry VeI 77—V I D0ENORE
counter-frame-rx-type port counter type %gévuAﬁ?y&fﬁﬁy}Té7V~A®@ﬁ
counter-frame-tx-type port counter type %g% VARG LI THT S DT ST L AOE
loopdetect-count count 1 #5720 ON—T" 3584 Uiz &Il 2 BIE O E
loopdetect-linkdown action =T 3R DENE DR IE
loopdetect-recovery-timer time g‘;%% &Y 7 XY LT LRSS R TOR
loopdetect-port-use port mode N— T BERE & S 2 R DORRE
poe-class port class K AR— N THAEFRER 7 7 2D LIROFRE

[EXE B
ETOLMS =—V = MRO a7 4 TIEREFRT D,
SWR2310>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlian-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlian-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L A %% 0020.de00.0001 O L2MS =— = > MR D 2> 7 ¢ Z1ERE ERRT 5,
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SWR2310>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 8 2 join
vlian-trunk 8 3 join

PREM 1.23-123-8 D L2MS =— Y = > bR D a7 4 TG &2 FKRT D,
SWR2310>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

4.25.12 4R AP B T DR IF RO BRASHRE DR
&N

wireless-terminal-watch interval time

o
i

no wireless-terminal-watch interval
[/XT A —F—]
time ;. <10-86400>
H A5 15 1 T R (D)

(R E]

wireless-terminal-watch interval 60

[AFTE—F]
L2MS E— R
[
AR AP B T OMRIERE BT T 2R EZRET D, time IZFRE LIZREMSEGHET 2 & MR AP B FICIF(ET Dl
ROEHRz BGT 5,
no A TIFAT L7 A I3 EIC R D,
[/— k]
IARDERBEEL TORWES, Ra~xr FOREICHEDL LT, mARFEROBSIIITHR,
[EXRE B
Ui AR RO TG HIR 2 3600 FHIZiXET D
SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable
SWR2310 (config-12ms) #12ms role manager
(
(

)
SWR2310 (config-12ms) #terminal-watch enable
SWR2310 (config-12ms) #wireless-terminal-watch interval 3600

4.25.13 4 X FEHBREDRE
[EFX]

event-watch enable

event-watch disable
no event-watch
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[F—7—F]

enable DoAY MRS AT D
disable DoAY MEERBRE AT LR
[WIERRE]

event-watch enable

[AJIE—F]

L2MS E— F

[

A X2 MESEREZ AN T 2 0B 02 RIET D, ANOLEITEMIC Ry b U =7 NITFET D L2MS =—
= hOA N MEROEIGEIT I,
no JEATHEAT LG BIE, A~ MEREREN AL E 2D,

[/—}]
AR FOEHUIL2MS N~ 32—V v — L LTEIEL TWAHBAEDRIT I,
[ E R

A X NERE A T T D,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #event-watch disable

4.25.14 A N> M MEER O BAG IR ] ] R D B E
[E=

event-watch interval time

no event-watch interval
[NT A —=HF—]
time : <60-1800>
AR H FR (RD)

(AR E]

event-watch interval 300

[AFTE— K]
L2MS £— K
[FAA]

Iy NI —JIZHFETDHL2MS ==V = hDOA R MERERET 2R ERET D, time (% E L 72 R
DIRET AL, Ry NT—JIFEETALMS =— V= hDA Xy MERETET 5,

no R A THEAT LI BB IIMHIBUEICR 5,

[/— ]

A Xy MEHEEENADTIE WSS, A<y FOREICHED LT, A X2 MEROTIFIITOR,
[BXE B

B AR RF I PRI B 22 60 BV ISR E %,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #event-watch interval 60

42515 1I2MS =— V= v uar 7 4 JEEEFERT ANENDORE
[

config-auto-set cnable

config-auto-set disable
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no config-auto-set
[F—TU— ]
enable D LMS =—Yxr hD¥rar T o SHEREAEH TS
disable D LMS =Y = v FO¥u a7 g SEEREAMH L
[FIHIERE]
config-auto-set enable
[AJIE—F]
L2MS &— R
[FiHA)
L2MS =— Y = & MESRRED B r a7 ¢ FHREEA T 20 &0 &2 ET 5,
BRIy 7 o FEENADNO, L2MS T— T = DY YA A v FEITEESR AP OFE(Z > 7 1 7)DMRAF S
TV DGE, THIHAPREO L2MS = — Y = hBAR y U — 7 IZTHHE SRS, (REFEN TV HRIE(Z
T4 EHETRET D,
no JEATIAT L7 A I3 EIC R S,

[/—}]
T— > b SWX2200 (25T A EDREIMIL. AZ/E L ITEZR 2 <IThivb,
[EXEH]

I2MS =—Y v hoFuar 7 ¢ JHRERHHET S,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #config-auto-set enable

426 A F v Fa v b

&2

snapshot enable

snapshot disable
no snapshot

[Fe— T — F]

enable DA F T vay MERERENCTS
disable D AT vay MERBREARDIZ LW
(#8137 2]

snapshot disable

AFE— K]

Jua—n)arz 4 l—yarEw—NR

B

AFwFvay MEREBEINZT 5,

no IR TEITLIZEAIL. AT v 7Y a v MERENES 25,

[/ —F]
Ko< R, LMS ’~F%—Y v —¢ LTEIEL TWABEAEDHREGITH D,
(B EH]

AF v Fay MEREANZT S,
SWR2310 (config) #snapshot enable
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4262 A F v 7 a v b DHBHRICHARZE 0 D DEPORE
(B

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—YU— k]
except-wireless  :  MESREHG S NI RIEHRZ 2T > 7Y 3 v FOREBSRRNHERNAT D,
(AR E
no snapshot trap terminal
IASE— K]
sa—s\var7 4 r—varE—R
B
ARG RAE AT v T gy FORBSHRICED D,

except-wireless 47 3 3 Y AHRE LI GAIE, BBERT 7 B AR A 0 M P ICEREE N SN TR EHRIZ. ATy 7
3y FOLEBSHRN ORI SN D,

no B CEAT LA, WREWIZAT v 7V a v OGS L2 D,

[/ —}]

AKa<wr R, ~3x—Yv¥—& LTEMEL. 7> terminal-watch enable =~ > R & snapshot enable =~ > R)EE
SNTWDLIGEDAHRAMTH S,

[ EH]

ARTEWME 2Ty gy FOHBRZRIZED 5,

SWR2310 (config) #snapshot trap terminal

4263 2+ v 7 a v b OERR
[
snapshot save [after-update]
[F—T—F]
after-update DRy MU OBRREE RS Lok, AFy T vay bELTRET S

[AJIE— K]

FiHE EXEC E— R

[BLAA]

LAN Y7 DAFT T gy MERRTR—RALR ATy TV ay N7 7 A NVERET D,

after-update 47" > 3 UNEENLWGE, BUEY R —V ¥y —DMRFEL TSRy MU —27 OFERIRIEE 2T > 7o
avy 774V E LTRIFET B,

after-update 77> a2 U EENDLEE, Xy NI —7 OBFRIREOIEFRESEHCEFR LcH, ATy Tvay b7
7ANE LTRIFT %,

[/— 1]

after-update 47> a VNG END LA, Ky P U — 7 OERKEOE @x WZCHEFT DRy U — 7 ORALIC
Ko TIEHDE T T 5 F TR DN BGE8 015 5,

[ EH

Xy MU =7 OFRREEFEHF LR, ATy T vay b7 7 AV ERFT D,
SWR2310#snapshot save after-update
4264 A} > a v FOBIER
[EX]
snapshot delete

[AJTE— K]
et EXEC B— N
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B
A F v TFay NI ANEHIKRT D,
[B%E B

Aty Tvay N7 ANVEHIRT D,
SWR2310#snapshot delete

427 77— LU =T EH

4271 77— U =T EHYV A FORE

[EFX]

firmware-update url ur/
no firmware-update url

[/NT A —F—]
url PP TR KON ARL (255 U
Ty —AU =T INEPILTVSD URL

(MR E]

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2310.bin

[AS1E—F]

ryua—Naryz 4L —varE—R

B
WEB = "—ZEPNTNWD T 7 =LV =T 77 A NEoTT7 77— 0 =7 EHf§5LEOF Y u— FNED

URL X ET 5,

AR T http://—R—D 1P 7 RV AHDHWIEHR A M/ AL” Lo et 725,

IPv6 7 KL ADEFAILIPV6 7 KL A]"D L HIZ"[]"CTHl 5 %ENH 5,

IPv6 V> 7 a—HNT RUAEZRET DAL, BHA ¥ —T7 = — XA LIFET D LENR B 5 (fe80::X%vlanN DI
2o

P X—=D R — FFEEN 80 LA DLGEIL, “http//—S—=D P T KL AH DT R A MR — FEE/AL4” L
WHIERT, URL OHICHRET B 0ERH 5,

[ EH]

Ty =AU =T OX T m— K URL % http://192.168.100.1/swr2310.bin [Z5%ET 5,

SWR2310 (config) #firmware-update url http://192.168.100.1/swr2310.bin
SWR2310 (config) #

4272 77— U =T EEHTHHAT S HTTP Y u XL —H——DRE

&

firmware-update http-proxy server port
no firmware-update http-proxy

[/$5 A —&—]
server : AB.CD

HTTP 7 m ¥ ¥ —H—"—D IPvd 7 F L A
server [ XXXiX]

HTTP 711 % v —H— —D [Pv6 7 F L A
[X:X:X:X]D K 5[ TH 5 BB B D

IPv6 V> 7 ma—NT RUAEZIRET LA, A V2 —T7 = — AL IEET HLERH
5 (fe80::X%vlanN D)

S BT KO F B (255 SCRBAP)
HTTP a3 —H%—/—D FQDN
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port o <1-65535>
HTTP 7u x> —H%—NR—DJ A= T R— &=

(AR E

no firmware-update http-proxy

[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

WEB = —(ZEIPNTND T 7 =LV =2T T 7 A NVEE>TT7 7 — LU =7 BEHT25LEDHITP 7'k —
P N—ZRIET D,

HTTP 7’2 & ¥ —H—N—RNREINTORWVWEA, HTTP 72 X U — P — =2 RHE I 7 7 — L0 = 7T HHN
fThid,

A= FEFLHROICRET D2HLEND D,

no B THEIT LI-HA1E. HITP e %o —H—_"—DRELHIRT 5,

Bl

HTTP 7' 10 % o —H—/3—% 192.168.100.1(7K— F & 5 8080)IZi%ET 5.,

SWR2310 (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2310 (config) #

4273 77— AU =T BB DELT

[EX]

firmware-update execute [no-confirm] [no-reboot]
[e—D— K]
no-confirm Ty — AU T B OMERE L
no-reboot D 7y — AU 7 EHRICHEER LR
[AT1E—F]
F#HE EXEC £— R
[RLEA]

WEB #h—_—(ZEINTND T 7 — LU =T 77 A NVEBUEEITHO 7 7 — L= 7DV EVa v aF =y L,
HEEMAARETONE T 7 =0 =7 DIV T a T v T2 FTT 5,

HEMR BRIV ETa D77 =AU =T BFET DL, HREZROLNDLDT, THTLH561F "y &, BH
L2WGAIE " Z AT 20 RH 5,

no-confirm Zf5E T 5 &, WEREETICI Y a v T v T EFETT D,

no-reboot ZFET H L, VBT a 7 v 7IEITHRICHET L, KEEEHRFCEGZO 7 7 —L 0 =7 TEET
D

[/ —h]

firmware-updateurl =~ R CH¥ 7o — K URL #AHTX 5,

firmware-update revision-down enable =~ > RAHETH L HENWI BV ar~D) BV a X7 U725 L 91C

2%,
no-reboot & E WX, firmware-update revision-time =~ > KR E SN TV HATYH, FBERZNICHEZSE L,
B!

WEB #— R —|ZEBEPNTNBE 77— AT 2T 77 A NVT 77— LT =T BT 5H,

SWR2310#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWR2310#
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4274 77— by =zTEra—RKEAL LT U B O
[EX]

firmware-update timeout time

e
i

no firmware-update timeout

[XT A —=F—]
time 1 <100-86400>

ZA LT U NEEREI(FD)
(AR E
firmware-update timeout 300
[AJIE— F]
Ju—nmnarz4 7 b—va e —NF
[@iA]

WEB H—N—n5 77— AT 2 X7 ua—RT5L&E0X A LT Y NEMERET D,
no JERCEIT LI BEAITVIHIRTEICR S,
B&l|

Tr—AhU =T AU ru— ROSA LT MEEZ 120 BICRET D,

SWR2310 (config) #firmware-update timeout 120
SWR2310 (config) #

4275 VYV a U E T U OEF]
[ER

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down

[AJIE— F]

Ja—nN\)arz 4 lb—varsE—FR

[LBA]

WEB = A_—ZEINTNDE 77— LV =T 77 ANV EfoTT7 7 =20 =7 HHTL5L&, BUEO Y BV a &

DHEEHEWI EY g //\@77 AT =T DI a XAy aiFad b,
X TEIT LIS/ BV a v X T ZFFr LRV,

[ EH]

Veva vy wifbad b,

SWR2310 (config) #firmware-update revision-down enable
SWR2310 (config) #

4.27.6 7 7 — AU = T EHRERER EDFER

[
show firmware-update
[AJIE— ]
FiHE EXEC E— K
B
77 —hU =T BB BT D BEOR TR E R T D,
LIFOEENFR S ﬂéo

e XUl u— 4D URL
« FuX¥i—H——@ URL
e Xvuru—RNDOXA LT NEER
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s YBETVarH Ty O
o KEEBERFOY 7—Ly=TJEYa
o HEHROFEBRZ
o RSy MR OFEEN T A
[ E B
77— L7 EHIERE O R A R T D,
SWR2310#show firmware-update
url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2310.bin
http-proxy: -
timeout: 300 (seconds)
revision-down: Disable
firmware revision for next boot: -
reload-time: -

reload-method: Normal
SWR2310#

4277SD I— Ko DT7 77— = T BEHDOELT

EEN
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—YU— k]
no-confirm D 77— AU =T HHE SD h— RO~ U Mk OMER A L7
no-reboot 7 =AU = T E RIS EES L R0
sd-unmount D7y AU =T EHHNCHER A E T SD h—FNET v TS
[AS1E— ]
F¢kE EXEC £— R
(@]

SD 7 — RIS TND 77— LU= T 77 A NVTT 7 —AhU =7 BHEFITT 5,

NI RA=Z—HHELRWEEIE, SD H— FRICEESMA AR T 7 — LV =7 DMHET 2 L EH & SDV— FD
~ U MREEEKET 50 OffR a2 R LD,

Ty =AU =T HBEHTLGEIE Y 2. T LRVGEIT M AT LILERD D,

SD 1 — RO~ MREBEA#ET 25813y &, 7o~ Uy M 25EIE " 2 AT H20ERH D,
no-confirm 24§ E 9 5 &, MEREZETITSD H— KD~ MREEZMGE L 7 7 — LU = 7T B2 EIT74 5,
no-reboot ZfRET H L, VBT a U7y FETHRICHER L2, RIEEEIRICEFREDO 7 77— L7 =7 TEET
5,

sd-unmount Z¥EETH &, HEREETICSDI—ROT o~ N &(TH,

[/—}]

Ty =L =T 77 AL, SD I — KD"/swr2310/firmware/swr2310.bin" 7 7 A L EZ SR+ 5,

SD H—FHNDT 7 =L 0 =T 77 A NVEBIEFATRO7 77— 0 =T DY BV a rF =y 7 3TH72R0,

SD 1 — RZW 0 4 S 7 5a0E, FEEEIREZ boot prioritize sd =~ > ROFEEIZHEVSD H— FND 7 7 — AT =
T CEEIIhD,

TovwURLTSDA—RERVALTE Y 7 — A0 =7 BFITMHkGET 5,

no-reboot 5 EHFIL, firmware-update revision-time =~ > F3RE SN CWZHATYH, FEERZNCHEEE) L7220,
[ EH]

SDA—FNDT7 7 =LV =T 77ANTT 7 =L =7 BT D,

SWR2310#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...



138| 2~ U 77 LU A | R5F - EARERE

Finish
SWR2310#

4278 7 7 — AU = T BH OBEEIRZ DR E
B

firmware-update reload-time hour [min]
no firmware-update reload-time

[/3T A—&—]
hour ;o <0-23>

77— AT = 7 HOF O R R ()
min : <0-59>

77— AT =T B OEEEIRZ(5))
[ASIE—F]
sa—m\)var7 4 L—varyE—FR
B

Ty =AU =T BTG OFEMIL 2T 7 — 2 U = T AR R ET D,

no B CET LG 77— AU = 7T HHERICHESH L CH Y 7y —L2 v =T 2T 5,
[ EH]

Ty — AU =T HHOEEEIRZZ AM 1:30 IR ET D,

SWR2310 (config) #firmware-update reload-time 1 30
SWR2310 (config) #

42719 A Z vy JERFED 7 7 — bV = T HEHN L D HEBHHEDORE
[
firmware-update reload-method method
no firmware-update reload-method
[/3T A —=HF—]
method DAy IO T 7 — AT = 7 HOENC X L B T ik
B EE B
normal %‘b/f VAL T e A=Ay FlAlRF
sequential gh/" VAL TF e AURN—=AA y FIER R
[FIHIRRE]
firmware-update reload-method normal
[ASTE—F]
Ja—N)naryz4JL— g rFT— R
[

AB sy JRERRED 7 7 — A0 = T HHHIC K 5 B RETEEZRET 5,

normal DG, AA VAL vTF « AUN—=ZAA v F ZERHZHEEIT 5, sequential DIGH. A A VAL v F & il
FE TR, AVAN—A, v FEHEHTLZE THEAFOR Y N =7 —ERCEBEN LWL IICH 77— LT
=T EEAT 5,

no IR CHFEAT LI & I3 HIEIZ R 5

[/ —b]

Ko< RIEA K v 7 EED A NI O B 45 7E AT HE,

[ EH]

Ty — AU =T BHN LD R IR AR RN ET S,
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SWR2310 (config) #firmware-update reload-method sequential

SWR2310 (config) #

428 A Z v 7

4.28.1 A ¥ v JHEEEDRE

[EFX]

stack switch
no stack

ST A—F—]

switch

(AR E

stack disable

[AS1E— F]

ALy 7 FEREDENE

e FiEA
enable R B JIRREE BN T B
disable AH s T REREE TN T B

ryua—nNary 74—y g rE—R

(@]

ALy I HERE AN F I IT T B,
no JEATHEAT LIS B BHIHIREICR %,

[/ — P}

Ka< RIEAZ v 7 IS TORIATTE D,
SD 71— RIZf_7F L7z Config CTEENL, ZDH% SD W —K&2T7 o~U v b LToREETCARa~Y REFETTHLEZT—

LD,
[BAEBI]

AL JEREE AT D,
SWR2310 (config) #stack enable
ALy JEREE AT B,
SWR2310 (config) #stack disable

4282 A ¥ v 7 ID OER

[EFH]

stack stack id renumber new stack id

[PNT A —=F—]

stack_id

new_stack_id

(AR 2]
L
[ASTE— ]

<1-2>
BEMBDOA L N—ZAAL v F DAL v 7 1D,
<1-2>

EEHDAZ 7 1D

Ja—)aryz 4 l—y g rEw—NR

[FiAA]

BELFEA VA=A v FDAL v 7 ID LR 5,

FHELRWID Z8E LEB/IT= T —ICRh b
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[/—}]
AKav s REAZ v 7SR TORIATTE 5,
Kavy NERAY v VB EZENICHRE LTEGE DHRETTE D,
HOoBHEDAZ 7 1D DHRERTE D,
SD 71— RIZf#fF L 7= Config THE) L, D% SD I — KET7 o~ FLTRETARa~ L FE2FETTH LT —
LB,
[ EH]
ALy 7 D DA IIN—=AAL v F & ID2ICELT D,
SWR2310 (config) #stack 1 renumber 2

4283 A X v JIEROFER
[EX]

show stack

[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R

[FEA]
AR TICHTHRERCAT —Z ADEREFRT 5,
TRARIFTLTD LB,
o AKX v U FEHEDERE (Stack)
. HEODAX > 7 ID[EEE](Configured ID)
« HEHDOA% v 7 ID[#EMAE](Running ID)
s BHDRAT—H Z(Status)
« HEORAHZ v Z7R—KTMH9 IP T KL AD#iPH(Subnet on stack port)
o ARZ v VD MAC 7 R L A(Virtual MAC-Address)
o AUN=ZA v FRHOHER
« A% w7 ID[IEMHE](ID)
«  ET7 /L4 (Model)
e AT — /4 A(Status)
+ 1—/(Role)
« U T LF 5 (Serial)
. WF MAC 7 F L A(MAC-Address)
o AH v IR— I EOEHR
o A H—7 = — A% F(Interface)
s AT — X A(Status)
AU N—=AA  FHED AT —H A(Status) TITLL FOWT N EFRRT D,

Status 2085
Settin AUNN—=AA T TRAHE v 7 BERT DT-OITHNE
& IR 1T > TV B IREE,
Active AUN—=AAL v FMTAY v 7 PHER I LTV DHARTE,
Inacive E;i;:%;ﬁi%i%é L., AL ENTZ AL v T BEERL L TV 5

AH s TREREMNARNTEN, A=A v F L praLx
Standalone —varynEnT, 1 BTEHLTWDIREE, 8L T
MH—EH AL 7 PRI TV RN & ERT,

AH ) THEREINHNIEN, AV N—AAf v F x>

Standalone(separated) —varyPENnT, 1 BTEHLTWAIREE, EEiL T
MHAS 7 PRI TWEZ EE2RT,

Disable ALy 7 BEHEDN B IR E,

[/—}]

Koy NFARY 7 SIS TORIATTE 5,
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AL I EREFRITT D,

SWR2310#show stack
Stack: Enable

Configured ID H

Running ID 1

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial

1 SWR2310-28GT Active Main S000000000
2 SWR2310-28GT Active Member 5000000000
Interface Status

portl.27 up

portl.28 up

port2.27 up

port2.28 up

4.284 A% v 7R — TS IP 7 KL AOHFHRE
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MAC-Address

00a0.de00.0000
00a0.de00.0000

E&
stack subnet NETWORK ADDR

stack subnet auto-ip
no stack subnet

ST A—F—]

NETWORK ADD : A.B.CD
R

IP 7 KL AZE[H] (A.B.C.0)
(IR E]
stack subnet auto-ip
A= F]
sua—nNNarsz 4l —va 'R
[BLFA]
AKazwy RIIAZ v 7 TOREITTE 5,

RKa<wy FIZAZ v 7HESRHCHERAT2IP 7 RV AZEMERET D,

NETWORK_ADDR (Zi%, %7 v |k 255.255.255.0 23 [EE T S5, auto-ip DEe. A F v 7 BT Auto IP

HEENFEH S5,
no FECHEAT LGS I3WIHIREICR 5,

RKa<wy FIZEoTHRESINTZIP 7 RV RZEMIE, A¥ v 7R — hPAOR— FTEEHATE 220,

Ka<y FOREZEFEICHKMESEL7-OIITHEHNLETH D,

AR THEZRDIP 7 R AERIIML TR U AR T A—F— %R ET D, BIRDIRTA—Z—RE LGS, A X

7 BRI CIE LUWBIE AT 2 720,
[BXE B

2By 7 R—=FOIP 7 L AOHFH &L LT"192.168.101.0"% 5% &

SWR2310 (config) #stack subnet 192.168.101.0

4285 AU N—ZRAf v F~DIYE— bl AV

[EX]

remote-login stack id
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[T A —&—]
stack_id c<1-2>
AHZ 7 1D
[FIEIERE]
7L
[AF1E— K]
¥i#E EXEC £— K
[BLFA]
AL THERLT, AA VAL YT POIRESNTEA LU NAN=AL v F~NE—br T AT 5,
VE— b A T 5 L AT a7 Mo v 7 ID M5 S TEREND,
[BEH
AA AL I FNHAN=AAL vy FAD2)~NVE— R T A T 5,

SWR2310#remote-login 2

SWR2310-2>

429 ATV 2 —)b

4291 A7V 2 — /L D/E

e

[EX]
schedule id time date time template_id
schedule id event event template id
no schedule id

[/XT A —=HF—]
id ¢ <1-10>
ATV a— )V
date D<1-12> F721F */<1-12> £ 7213 sun, mon, ..., sat E£ 7213 *
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event
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H/R

R o EH] RENE

1 1H

1,2 1HE2H

2- 2AMB 12 AET
2-7 2AMBLTHET
-7 1LHM™HTHET

* F A

H DRREH] RENE

1 1 H

1,2 1H&2H

2- 2HML12AET
2-7 2HAMBLTHET
-7 IlAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANSERAET
-fri HIER 2 H&RER £ T
* (3!
<0-23> £ 721E *: <0-59> F 7213 * 1 <0-59>

IRF: 53 F) (B D FRE 1374 W 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FF

12- 12K 5 23 K E T
10-20 10 i 5 20 iF £ T
-20 0 BE 5 20 FEE T
* FEIRE

5y DFREH] RENE

30 30 4y

15,45 1555 & 4547

30- 30 35 59 E T
15-45 155754553 T
-45 05375 4553 % T

(=35
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REHE B

startup EE Lz L X

sd-attached microSD I — RZT Z v F L& &
template_id ¢ <1-10>

A a— VT L— NRE
(18I E]
2L
AT E— R
Ja—x\)aryz 41—y g T — R
[FRHA]
time AL CAZ P a— L ERELILEGE. BE LA o L E B ESNTAF Va— AT T L—h
IR ENTWAT 7o a v 2F(TT 5,
event L CAZ P a— L aBRELTBE. BBELIEARY IRRBELXICEEIN-AFVa—LT T L—
MIEERENTWDET 7 v a v &2 ET4 5,
no IR TEIT LA, FEELZID DAY 2 — V& HIFRT 5,
[/ —F]
HEDOR 7Y 2 — VRRRZNZFEITINDSHE, ID O/NSWENLIRICSE TS5,
HOBECHTLBAZREIETRET D Z LITTERN,
BWOREZEAM LIZ%HE. 00 EREL-HA LR UHREICRD,
F R LR ORE TS0 A IO T P E O K 2 RHEEA T 5 2 L TE 5, 27 LB ISR, 4 T
WFFEESC" I LD B EE T D Z LIETE vy,
[ EH]
AR D 0,12,1221,2223 15 & 5 PICAF P a— LT o L—F# 2FTTHA Va2 — L #l ZRET 5,

SWR2310 (config) #schedule time */mon -2,12-14,21-:0 1

4292 AV a— T L — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line DOPRAEHTER L OEATEE(64 XFLN)
Ry a—)VT 7 L— OB
(AR E
no description
[AFTE—F]
Ay a—NT S —hE—F
B
AV a—NT T L— FOBRALERET D,
no B TEITLIESAIE. A7 Y a—nAT 7 L— OB EHIRT 5,
[EX )
AV a—NT T b= #LICHAERET D,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #description Get tech-support
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4293 27T a—NT T L— NOFNESHORE
E&N
action switch
no action
[XT A —=F—]
switch ATV a— T T L— NOBRE
RIEE B!
enable A a— T T L— AT D
disable ATV a—NT T L— NERNIT S
(AR E
action enable
[AS1E—F]
Ay a— VT S L—FE— R
B

AT a— VT T L— N EAEITESCT D,

Ko< RTdisable Z5ETH2L T, NI HT—DEINCLDT 73 arDETEHIEDDHZENTE D,

o X TEIT LRSI, AP a—T 7L — NEAETT 5,

[ EH]
A a— )T T L— N # RN A,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #action disable

424 2V a— VT T L— NDORE

[ER
schedule template template id
no schedule template

[NT A —=F—]
template_id ¢ <1-10>
AT a— VT T L— &R
(AR E
mL

[AS1E— F]

su—nar 74— g rE— R

[@iHH]

AT a— T T U NERET HE FIBATT 5.

R TET LEEAIE. BELEAF a— LT L— N2k T 5,

[BE B

AT a—)VT T L— kN #l BRET HE— NIIBITT 5,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #



146 | 2~ NI 7 7 L2 A | £R5F - EHHE
4295 AP a— LTS L— hDawl REFTFD
[EF=]

cli-command id command

e
i

no cli-command id

[/3T A —HF—]

id : <1-20>
avy NES

command o oa<w RN

(AR E

2L

[AJIE— F]

ARV a—NT T L—hE—F

B

ATV a—/VERED U =P L7 & EIFTEIN S a vy RERET D,

no JEATIAT L6, HBELILEFOa~r REHIRT 5,

[/— 1]

FICAZ Y 2—nT 7 L— M cli-command 22 R & script 2~ 2 ROWTRHE SN TWDHEE . script 2+
v RIREEATE ., cli-command =< > RIZEIEL 72\,

B Da~y FERELESG, a2~y RESH/NSWINBIRICETIND,

BEOa~ FEEELERS, 2~ RRBRPTETZ I —Ilho/c LTHEY oa~y NIFETEN 5,

N U =B L2 T, FfME EXEC £ — R Ca~y RRETESND oD, avr FIZX - T et — R
BT L7200 av s bbby TRETDILNERD D,

BREERGT HHEIIRED write 2~ > REFETTHLERD D,

BWMECa~y RERETDHZ LT T, Plzidf ¥ —7x—2L LTPortl.l DASE— RIZADEE, int
portl.1 Ti%72< | interface portl.l & FLik 32 MENRH 5,

UToa<y RIZFEITTE R0,

backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock T#iFE 5 2~ > F, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T#iE %5 =~ > I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show

ThhE D 2~ K, ssh, ssh-server host key generate, stack ThiE 5 =1~ > N, no stack ThiE % =1~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(* 1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[BREBH]
A a—)T 7 L— K~ #l O3~ RE S #1 2 copy tech-support sd =~ > R& BT 5,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #cli-command 1 copy tech-support sd

4296 Ay Va—NTF T L= DAY T N RITORE

[EF
script ref’
no script
[/XT A —=HF—]
ref D R VUT R T A NDSIRS

BEE B
sd microSD 51—
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(AR E]

no script

[AJ1E— ]

A a—=NT T —E—R

B

U A—EBERO R 7 Y T FATOR RN 2R ET D,

no W CHFEAT LI GEIE. A2 V7 NETEENZLET,

[/ — ]

AV a—VKERED N U A —3EE) L7 & X microSD #— RN O/FE4: /schedule/script.txt (ZFal & 41TV 2 305
BI% I 100 47 E T~y KL LTETT 5,

RICAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2+ 2 RO NERE STV LA, seript 2+
¥ RMFELTEN, cli-command =< > RIFEIE L7220,

cli-command =~ RCEITNEIESN TS o~y NIZFETTLZ LI TE R0,
[B%EH1)
A a—T T L—h#l TAZ )T NETEENT D,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #fscript sd

4.30 PRSFEH— M

430.1 ;R A N DERE
B

hostname hostname

no hostname [hostname]
[NT A —=F—]
hostname DB AERTER L OEATEE(63 XFLUW)
RA N
(IR E]
hostname SWR2310
[AJ1E—F]
Ja—n)ary 47—y g — R
(@]
WA M ERET D,

Ko< RCHRELEFRA MiZa~vr R7ar 7 e LTHERT S, SNMP 77 & R A[REZR AT, MIB 2%
sysName Dffi & L CEHT %,

no B TIHAT L7 B I3aE 2 MIHNEIC R 9,
[BREBH]
R A N4 % "yamaha"IZRXET D,

SWR2310 (config) #hostname yamaha
yamaha (config) #

4.30.2 A5 ADOHLH)
BN

reload [stack-member ID]
restart [stack-member ID]
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[F—TU— K]
stack_member DA Z Y RIS, BREEISELAZ v I AUNR—EIREAKR LTSS, BAF v T A
N—NEEET S
[73F A—HF—]
ID -<1-2>
AE 7 1D
[AFIE— K]
¥ibE EXEC E— K
BN
VAT LA EEET S,
[/ —}]

FATHORET =7 a7 4 TYPEBKEOFERZ — NT v a7 4 )b ERINTWHEE, Fid)
X O EFENENZ /2 D720, HEIZS T T, reload 2~ 2 R restart 2~ > KEITHIIZ, copy running-config
startup-config =~ > F<C write =2~ R, F£7/idsave 2~ REFETTH T L,

stack-member 47T = T A K w7 BERE DN ZhIF D A FE E Rl RE,
[BXEH]
VAT AEFRIEERT 5,

SWR2310#reload
reboot system? (y/n): y

4.30.3 %X EDFIHAL
[

cold start
[ASE— K]
¥iHE EXEC £— K
[FHEA]
TH R DR E CHEBIT %, SYSLOG & #H#lkd %,
[/ —h]
o=y REITRHCE AR R — REANTEILERSH B,
BFHASAY — RRPIEREORETIX, Kavr FEFITTLHZENTEERA, Aibo TEBEANRAY — REEHT
THVENRDY T,
[BREH]
BE 2 T %,

SWR2310#cold start
Password:

4304SD AI—FD= k
E&y

mount sd
[ASE— ]
FEHFHE EXEC £ — K, FifE EXEC £— K
[
SD 1— KD~ v MLUEZETT 5,
SD 71— FFARHZIZEEIMNIC U > b SN L 72OFATT 2 MEIT2V, unmountsd =~ R TT o~ 72 FER
TWDGEICETTORLERD D,
[/—}]
SD 1— NiEZ7 v~vr MREOSGE, fEHTE R0,




[BXE B
SD—Rz~vr b2,

SWR2310>mount sd

4305SD W — FDT7 ~U v b
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E&
unmount sd
[AF1E— K]
JEHHE EXEC £ — R, K5k EXEC £— R
[RFA]
SD W1 — ROT v~y MUEEFTT 5,

RKa<w REETLR0->720, Web GUL Enb 7 o~or MU AZETLARWTSD I— K% SD Ay bovbik

Wiea, —i# 0S ETBEEOEE NN AGAER B 5,

[/—F]
SD I—RiZ7 vr~vy MREDOGEA., HTEZR,

[BXE B
SDAU—F&T7vr~vr b5,

SWR2310>unmount sd

4.30.6 1] LED £— ROFRE

&

led-mode default mode
no led-mode default

[/XT A—=F—]
mode © MIMILED £—F
BREME B
link-act LINK/ACT €— K
poe PoE E— I
vlan VLAN £— [N
off OFF £— K
(IR E]
led-mode default link-act
[AFIE—F]
su—s\ar7 47 b—varsE—R
(@]

W LED £— FZ2RET 5,

Kavr REFATT5H L RELIE— RTLED BAAATT 2,
HTH, =7 —fH%IIRE L7z LED £— FITR D,

no B TIATT 5 & WIHIREIZR D,

[ EH]

W LED &— K% OFF £— RIZEET D,

SWR2310 (config) #led-mode default off

. =7 —MF4%E L STATUS £— R

(AT LTS
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4.30.7 LED E— RDORR

[ER]
show led-mode
[AF1E— K]
FEFFHE EXEC £ — R, Rt EXEC E— K
[FHA)
LED E— FORERIREBEZRRT 5,
UTOHEHEZERRT D,
o I LED & — FORE
« HI/ED LED £&— FDIRHE
[ EH]
LED &— ROFRERIREEZ L RT D,

SWR2310>show led-mode
default mode : off
current mode : link-act

4.30.8 I"— b F — LED JREEDOFET

EEN
show error port-led
[AFTE— ]
FEFHE EXEC £ — N, k€ EXEC ©— F
[FRA]

ITT—MEELTVWAER—FDOID LU TOT T —HEHRNEF T 5,

HH

AL

loop-detected (blocking)

—THmH LT ey % s

loop-detected (shutdown)

JL—7 K L T shutdown

sfp rx-power error (low)

SFP Z M L~ UL N IEE#IPH L VKT

sfp rx-power error (high)

SFP Z WL ~ULNIEF&FH LV L5

poe error (port limit)

PoE R— VU I v MZ XV faEEIE

poe error (system limit)

PoE v AT AV I v ML V#HEEEIL £7213 H— KA
v RIC L BHEMIE

poe error (PD error)

PD =7 —fH L CHEE IR

[BEH]
N— DT —RKELERT D,
SWR2310>show error port-led

ID error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
4309 [ZDORA v F &S| BEREBHLS
[ER]
find switch start sec method
85 =5 —]
sec : <5-3600>

[ZDOAA v FZHT ) BEFED)
method O
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INTG A —H — B
led F&{4TAR— b LED Z AR SHF9,

[AJ1E— K]

et EXEC B— N

B

BELEPDHEE HET 1202 v F 28T WRELX FEITT 5,

[/ —H]

HIAED LED E— R23 OFF E— RIZR > TWASE., LED Z AR TX EH A,
(B EHI]

LEDIZ XV 10 BRI TR v F 28T e BIET 5,

SWR2310#find switch start 10 led

4.30.10 [ZDAA »F 5T BErElE -
[EX]
find switch stop
[AJTE— K]
ke EXEC E—
B
(DAL v T E2HT | WEEZEILT 5,
[B% &)
[ZDAAL v T BT HELEIET D,

SWR2310#find switch stop

430.11 AT AERONN I T oS

EEN

backup system
[AJ1E— F]
F¢kE EXEC E— R
[FAA]

AEDLLTF & E% SD I— F~a v’ —1 3%,

o AX—RT w7 ar T 47 H#H-#1 EZNLIMNBET 15

+ startup-config select =~ > K D% EMH

* boot prioritize sd =~ > KO E(E

+  boot auto-apply =~ > KO EIEFH

SD 51— K "/swr2310/firmware" 7 4 /L 212 "swr2310.bin" NIFELTZ5E. Ny I T v 77 4 A FZae—F 5,

SD I— RR~U v FEINTWDHEHAICIRY ETTE D,

[/ —F]
SD 1 — RN I T o7 E3NTET7 7 A VIIHREB LOHIBREZITHhRWnWT &,
[RXEHI]

VAT MERDONR Y I T T HFETT B,

SWR2310#backup system
Succeeded to backup system files and firmware file.
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43012 VA7 MEBOY 2 R T

[EFX

restore system
[AS1E—F]
F¢HE EXEC E— R
[Fi ]

SD H— RNy 7T v 7 LIV AT MMERERE~Y 2 T 5,

SD A= FHNDNRY I T v FTHNINT 7 =T 2T T 7 AANBFELIEEE, £O7 7 A VeV TT 7 =AY
=T OEFHHIT O,

VA NT#%, BEEN TOND,

SD #— FB=T 2 FSNTWALEEIZRY FEITTX 5,

[/—}]

A5y VSRR AE GG, Ra~y FIIEHTE 20,

[ E B

VAT LMEREAREASNY X NT T D,

SWR2310# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.04.01

New Revision: 2.04.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWR2310#
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HSE
A B —7 x—AH|H

il

5.1.1 FRBASC DR
EE

description /ine

no description
[T A—F—]
line DA ST R KL UREARL (80 SUTLLA)
KGA L H—T = —ATxT DA
(IR E]

no description

[AF1E— K]

A B =T z—AE—FR

B

WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LGEIR, S CZHIRT 5,
B!

LAN R— h #1 IZHH L EZ R ET Do

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #description Connected to rtxl2l0-router

512V %y hE TV
B

shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy MU L TER LWL 1295,

RKavw RRREINTA U F—T 2 — A%, #ESnTb I 77 v Lelked,
no B CTEIT LG AIE, HBA LV —T 2 —RAEFEHTE DL 15D,

[/—}]

A~ RIX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO B iE FhE,

FREEA VA — T 2= ARG L L TR RERELTESGAIEX, TOA X —T7 =R BT HETO
LAN/SFP /R — h DR ENEHE I D,

[ E B

LANFR—F#Hl Z3 vy b7 L TER LWL S IZT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #shutdown
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5.1.3 BfEHE - BfEE— FORE

[EX]
speed-duplex type
no speed-duplex

[T A—F—]
ype DOBEHE - BmEE—-RAA T
BERE - BfEE—FN&4A4 7 i
auto F— I m— 9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E]
speed-duplex auto
[AJ1E— ]
A HF =T z—AEF—F
B
WEHE L BET— RERET D,
no FECHEAT LGS 3R EICR 5,
[/ — ]

Kavy RIZRDRELEEZITI &, UEA v H—T = —AR—RWICY v 7 X0 T 5,

ARz~ R LAN/SFP 7R — 2D &% 7E FIHE,

LAN R— ~Z typel0000-full (5% E T 7200,

I URAR— MIERETE D pype I$ auto & 1000-full DA TH 5,
SFP+R— MIFXETE 5 fype I auto & 10000-full DA TH 5,

SFP+78— M Z SFP £ ¥ = —/LZ24#¢ L. 10000-full Z+57E L 7=
[B% 2 5]

LAN R — b #1 OiEEE

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #speed-duplex 100-full

5.1.4 MRU &E

e

K E/@{E T — R % 100Mbps/Full (2% ET 5,

21X 1000-full & L CEMET %,

EN
mru mru
no mru

X5 R —dr—]
mru T <64-10240>

ZAEFRE IR 7 L — LA ARET HHEIIBEHTHDHZ &)

[FI33% E]
mru 1522

[AS1E— ]
LB =T == AE— ]
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[@iA]
ZAETREIR IR 7 L— LY A ReBRET D,
no WA CHEAT LI & IR EIC K 5.

[/ —}]
AR =<2 FIZ LAN/SFP R — NZ D B3R E Al hE,
[BXEH]

LAN AR— k #1 ® mru % 9000 XA MIFRET 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #mru 9000

50570 R/ A kL — b HERHBIERE
[

mdix auto action

no mdix auto

[/3T A —HF—]
type w2 — A OB
REE B!
enable 7 u XA N Lb— BB Z AT D
disable 7 u A&~ — b BB Z BT D
(IR 2]
mdix auto enable
[AS1E— ]
A HE =Tz —RAE—F
[FiA]

7 A/A NL— NEEPHBIEBFNCT D, BT D E IO EBERr—T N2 A (A L — hERIZY
0 A)EfH L, B A U ET B,

no JEATIAT L7 A 3. BEPHIBIAENIZ /2 Y MDI & 72 5,

[/—}]

A< Rid LAN AR— MO 2% E IHE,

RKawy RICEARELEXITO &, YA v Z—T = —AR—RIZ) v 7 X o5,
[ EH]

LANAR— F #1 © 27 vB AR N L— O BEPHRIERE & 2035

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #mdix auto disable

5.1.6 EEE 3&7E
B

eee action

no cee
[RT A =5 —]
type : EEE O#E)fE

B EME FLEA
enable EEE ZHNZT 2
disable EEE % #Zhiz3 5
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[FIHIRR 2]

eee disable

[AS1E— K]

A B —T2—AE—F

B

%47 J)¥%HE Energy Efficient Ethernet(EEE) % A %275,
no XA CTHAT L7 8& 1%, EEE W EZNZ/ 5,

[/ — ]

A< Rid LAN AR— M2 D% E I hE,

Ka<w FICEDRELFEZITI &, UM v A —T = — AR v 7 X015,
[ EH]

LAN 7R— |k #1 ® EEE ZHC7T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #feee enable

5.1.7 EEE {5 Al B2 RRT D

EEv
show eee capabilities interface ifname
[NT A —=F—]
ifname : LANKR—hDA v F—Tx—R%
RRT DA H—Tx2—A
[AFIE—F]
FEFEHE EXEC £ — N, ik EXEC £— F
(@]
RELIZA V2 =7 2= AN EEE KR L TV DN E I EFERT D,
UTOHANRERSND,
HH B
interface A H—=T 2 — A%
EEE(efficient-ethernet) H & EEE [Tk b LTV D 227
Link Partner XFAEEAY EEE IZRTIS LTV D i)
[/ =}
xR S LTV WEAIE, EEBICRE L T RREh 5,
Bl

LAN 7R— b #1 @ EEE %Al & &2 FRd D,
[ A#%23 EEE 12k LTV 55547
SWR2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

[ B A3 BEE 12K LT e VA

SWR2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE 27— ¥ A fEREFRT 5D

[EX]

show eee status interface ifname
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[T A —&—]
ifname : LANFR— DA U F—T = — R4
FRTDHA LV H—T = —A

[AF1E— F]
JERFME EXEC £ — N, Fp#E EXEC £— |
[FFA]
ELIEA L H—T 2—ADEEE AT — X% A% FKRxT 5,
IFOmHEENFERIND,

HH B
interface AU H—T 2 — R

g&

EEE(efficient-ethernet) EEE A ZhE )

Rx LPI Status ZAEMOEET)E— FOWKEE
Tx LPI Status EENOEEET— FOIREE
Wake Error Count TT—H U

[ E B

LAN 7R— k #1 ® EEE AT — X A% Kkt 5,

[EEE 23 ) D554

SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I O%E]
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE S B N 2>EES)E— R~BITHDOGE
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE BHENN OB EIE— R~BITL TV HEA]
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 " —FIF7—V U TOHRE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]
[F—TU— K]
direction D NI T4y 7 OB MERET D
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[73T7 A —=F—]
ifname : LAN/SFP R— DA Z—T = — A4,
NG T4 I %I TV TTHA L E—Tz—2A
direct NI T4 v 7 OBARTTIN
FF 74 v 7 DERGH B!
both ZARM & RAF A D T7
receive ZAEM
transmit KA
[WIHIRRE]
L
[AS1E— F]
A BF =T =—AE—F
B
KRA LV H—T 2—RAE A=T 7—7R— b ifname & T =% —R— & LT, direct CRREINTZ T T4 v 7%
T—=U 7T 5,
no B TIAT LI AIE,. 27—V 7 OREZHIRT 2,
[/— 1]

AKza< > RiZ LAN/SFP R — F O L3 E T HE,
AT 7 —HR—PMNIBRETEDA X —T =T 1 DD,

[BX EH]
IANAR—h#l ZA=T7 7 —R—FrE LT LANAR— M # DEZET7 L —L L LANR—M#5 DEET L —L %
S—=U 7T 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #mirror interface portl.4 direction both
SWR2310 (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREEER

[ER
show mirror [interface ifname]
[F—TU—F]
interface O RRTLERA— N ERET D
[/XT A—&—]
ifname : LAN/SFP R— "D A vV H—T = — A4,
KT DERA— b
[AFIE— K]
FHHrHE EXEC E— R, %§# EXEC E— N
B

R—=hrIT7—=V VT ORELFRRT D, interface ZEHME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOEMREFR— T L2, LFOHEERFRRIND,

HE B
Monitored Port AR — DA o H—T =2 — A%
Sniffer Port A=T 7 —R— DA H—T =— R4
Direction N7 74y 7 OEERTTM
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2TV TR —PFOREERTT D,
SWR2310#show mirror

Sniffer Port

Monitored Port Direction

portl.l
portl.1l

portl.4 both
portl.5

transmit

5011 A V¥ —7 = — ADIREER
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[EX

show interface [ type [ index ] |

[T A —&—]
type VB =T 2—ABAT
AVE—Tx2—REATS A
port MELA v H—T = — R
vlan VLAN A ' Z—T = — R
sa ABT 4 VimBA =T = — R
po LACP #H¥ElA v X —T = — A
index AT v I AEE
AvE—T7xz—Z1ID B
WA B —T = —ADAH 7 ID(S),
S.X RICHIF SN B FX)ERET H, X
SWR2310-10G,18G %, A% v 7 ID=1 [HE,
<1—4094> VLAN ID #$5ET 5,
B ABT 4 v ViR, v H—T = — A F T
<1796> FRET 5,
127> %mP%ﬁ4y&—7l—x§%%%i¢
[AJTE— K]
FERFHE EXEC £ — R, M EXEC E— R
B!
ifname THRE LToA 2 —7 = — ZADREZ R RT D, ifname ZEW LT HEIX, 2TOA U F—T7 = —ZADKEE
ERART D,
DITOHENEREND,
EHH A
Interface AU H—T 2 — A%
U7 AT —H A %2 (shutdown I
TERZF T D)
Link is + shutdown % EFF : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H —7 = — ATE R (Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL R %1
Description A B =T = — ZADFHC

ifIndex

o= T 2 AL T AEE
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HAE

g&li

BA

MRU

Maximum Receive Unit %4

ARP ageing timeout

ARP % A L7 7 NRE(ARP = K
U —RFFIRERH]) %3

Speed-Duplex

WEHE, BET— NOREMEH
YEIRTE %1

Auto MDI/MDIX Auto MDI/MDIX A %h/8E5) %1
IPyd address IP7 RLA/~AZE X3(IPT KL
Ve REERDRFTSND)
broadeast IP7a—R¥y 27 FLZ %3 (P
ro 7 RLABREBOLFRSND)
AL v FR—FrDE—F
Switchport mode e access: ¥ 77 L

o trunk: ¥ U}

Ingress filter

A7 4B 7 DIREE
« enable: A%
« disable : M%)

Acceptable frame types

ZAEFRER T L —DH AT
c Al: BTDTL—LEZZ(X T
AIERELR2 L)

+ vlan-tagged only : VLAN % 7 Off
W7 L— ADREZLE

B2 7 L7 L —A%5 VLAN ID

s XTI LA—FDOEA:
switchport access vlan =~ > N C
fEE L7z VLAN

Default Vlan o ZUfER—FOHBE XA T 4
7 VLAN
s FIUFER—NTHEITHE AT
b~ D HEAGERE D54 - None
o RISER : vlanl
Confioured VI A U H—T = — AR LT
onfigured Vlans % VLAN ID ()1
packets AT ML %2
bytes A NA M %2
input multicast packets ZE~NTFF v A MRy MEOK2
ZAEN Y TR LTy MRO%
drop packets
2,%5
packets EIEANT v M Ox2
bytes EIEASA MEox2
multicast packets BESVTF v A SNy MIx2
output

broadcast packets

EETr—RFx X b3y M %

[\

drop packets

T—)L Ra vy FULEEEST Y MK
X2,%5

X1YPEA v F—T 2 — ADIHER

X2WBEA L H—T 2 — A T U — T = — ADHER




%3 VLAN A ' Z — 7 = — A DIHEKR

MAFREA L A —T 22— ABLORVLAN A X —T =2 —ZADEEIT. FOA L Z—T=2—R B LTWAWHE A

H =7 == ADm/MEEFIR
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X5 7=/ Ku v TRFHREEICEROFR, BHREAICIZEORROHITRENET,

(B EH]
LAN 7R— k #1 DIREEZ TR T D,

SWR2310# show interface port 1.1

Interface portl.1l

Link is UP

Hardware is Ethernet

HW addr: 00a0.de00.0000

Description:

ifIndex 5001,

Speed-Duplex:

Auto MDI/MDIX:

Vlan info:
Switchport mode
Ingress filter
Acceptable frame types
Default Vlan
Configured Vlans

Interface counter:

MRU 1522

on

input packets
bytes :
multicast packets:
output packets 3
bytes

multicast packets:
broadcast packets:

drop packets
VLAN #1 ODIREZ R RT 2,

SWR2310#show interface vlan 1

Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

auto (configured),

Connected to router

1000-full (current)

access
enable
all

1

1

320
25875
301
628
129895
628

0

0

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7(u) portl.S8(u)

5112 4 V¥ —7 = — ADREBOH G TR
[EX]
show interface brief

[AFTE— F]

FEHFME EXEC £ — K, ¥ EXEC T— K, 2> 7 4/ L—varE— R

[FBA]

AUH—T 2= ADREERSHFRT D,

FTOHENERIND,

EH A

Interface AVH—T x— R4

Type A B —T = — AFER %2

PVID i;ﬁL7V%A%WOWAND




162| 2~ RU 77 LU A | A & —7 =— A

e B
AA yFHR—FDE—F %2
Mode e access: X772 L
o trunk: ¥ 7 fI&
Status Vo ATF—H R
Vo X2y DR
Reason » AD: shutdown % &
e ED: A— h= 7 —ft
« PD: EFELISt
Speed BAEHE DO EMEIREE %2
BT DIEA > 5 —7 = —ADFE
Bl %1
. . = N 2 N -
Port Ch S): AXT 4 v VimEA v H—7
= —A
e (P):LACPFH¥iA v X —T xz— A
FrEd 2imBiA v ¥ —7 = —AD ID
Description B —T o — A DAL

X1 B A L H—T 2 — ADIHEKR

XOWERA =T = — A Gl H —T = — ADIER
[BREH

A H =T 2= ADREEE S ERT D,

SWR2310#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up == 1lg == ==
portl.3 ETH 1 access down PD auto -- --
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == 1g == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up = 1g = =
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up == ==

vlan?2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A F—T=z—AD Vv |k

EEy

interface reset ifname
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[73T7 A —=F—]

ifname LAN/SFP " — M E 73wl v 4 — T = — X
Uy M FHA =T 2

[AF1E—F]

F#HE EXEC &— R

[

BELEA 2 —T7c—R% Uty N5,
[/ —F]

MRA L F =T =2—ZDY 7 REE VY FL, V7 2BlELT D,

BB, Uy MIHEOD—BEICY 7 X U BRRAET D,

FRELA X — 7 = — R ZFTE LT D LAN/SFP AR — R 2

[BREBH]
LANFA—hr#l 2V t> bT5
SWR2310#interface reset portl.1l

5114 7V — ALV F—FRmR

FFEITTE RN,

&3]
show frame-counter [ifname]
[T A—F—]
ifname LAN/SFP R— DA > X —T = — A4,
BRTHA A —T 2 —A
[A1E—F]
FHFFHE EXEC £ — N, ¥7HE EXEC £— F
[RLEA]
ifname CIRELTcA V F—T =2 —ADT L—LA T o Z—IEWREFTT D, ifname ZEME LIZHEIX, &2TOA
S =7 = — ADEFERERTRT D,
IFOHEARERIND,
HHE A
Packets BE/ZENT Y MR
Octets EE/ ZEL T T MK

Broadcast packets

Tr— Ry A Ry BRI

Multicast packets

VAT Xy ATy MREEZE

Unicast packets

2=k R by MR R

Undersize packets

T U= A RNy NEARE(64 AT Ty BRI DN
7 )

Oversize packets

F— Yt X0y NEAGHR(523 A2 T MEAED
RUEAX D

T T RA "Ry NEAEH(64 A7 T > AR T CRC

Fragments MEETHDT v )

Jabbers DNy PRARH(1523 47 7 PLLET CRC
DEFETHLH/ v FX%1)

FCS errors FCS =7 —"7 » M5

RX errors ZRETI7—H

TX etrors EETI—HK

Collisions 2P g AR
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HE B
D et T Ruy FUREE AT Y M Ny T i &
TOp packets VZAETERD S TT y MK %2
64octet packets 64 427 v NREO/NT v MEZEH

65-1270ctet packets 65~127 427 7 v MRO/NT v bEEH

LL[L

128-2550ctet packets 128~255 F 27 7 v bRO/XT v MEZER

W

256-511octet packets 256~511 &7 7> NED/Nr v MEZE

512-10230ctet packets 512~1023 427 7 v FRO/NT » MEZERK

1024-MAXoctet packets 1024~ KA 7 7 v MROEKD)D/ST v FiEZEH

1 KA Z—72—ADO MRU I L CEET A,

X2 7 —)V Ra vy IRENRGEICEEOER,. B GE51213%E
[BXEH]

IANR—RF#1 DT L — A BT H—mFrT 5,

SWR2310#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

DIERDOHFRSNET,

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets : 0
Fragments 3 0
Jabbers : 0
FCS errors 0
RX errors 0
Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors 3 0
Collisions : 0
Drop packets : 0
Received and Transmitted:
6doctet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-51loctet packets 1
512-10230octet packets 0
1024-MAXoctet packets 0
51157 V—L U Z—D7 )T
[ER]
clear counters ifname
clear counters all
[F—TU— K]
all TR TCOA AT 2= ADT =LA T A% )T T 5
[NT A—F—]
ifname LAN/SFP R— M E£ 7213w A v X —T =2 —ADA X —T = — A4

HEDA LV H—T 2 —R



a<v R Ty LR | A X —7 =—AHl{H | 165
[ASTE— K]
¥i#E EXEC £— K
[FHEA]
A B—=T2—ADTL—L NI E—" 7 VT T 5,
ifname ZIEE LT2GEIE. TDOA X —T =2—AD T L—L IO X —% 7 VT T 5,
ifname \ZFRELA 2 # — 7 = — AEHRE LIHAIE, TOA L ¥ —T7 = — AR T 542 TD LAN/SFP R— h D7 L
— LA E—% T )T T D,
[ E ]
LANR—F#l DT L—Lh T Z—% 7 VT35,
SWR2310#clear counters portl.l

5.1.16 SFP £ ¥ = — /)L DIKEER R

[EF=

show ddm status
[AS1E—F]
FERFHE EXEC E— I, %5 EXEC E— F
[RLFA]
SFP £ 2 — /L DIREZFIRT D,
1 DOHEBIZx LT SFP AR— F T &ICHBIfEE, EREE, TREERSFRIND,

HE i

Temperature EY 2 —/LINERREE(°C)
Voltage TEIEAE(V)
Current EILE(mA)
TX-Power F& D IR FE(dBm)
RX-Power 52D 5 (dBm)
[BREB]

SFP & ¥ 2 — L ORIER FAT 5.,

SWR2310#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.77 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95.0 90.0 -20.0 -25.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184

portl.26




166| 2~ RU 77 LU A | A & —7 =— A

portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

W

5.1.17 SFP £V 2 — VD L~ )VEE DR E

E&

sfp-monitor rx-power action
no sfp-monitor rx-power

[2XT A—&—]
action : SFP E = — /LD L ~ULEEH O EE
REME B
R - =7, N2 ~ ﬁ": Vs M ha
enable SFP E ¥ = — /LD L~ VR & A
KR4
s . AN > [ A Ash )~
disable SFP E ¥ 2 — /LD L~ VEE L A 512
15
[FIHIRR ]
sfp-monitor rx-power enable
[AFTE— F]
Jgua—n)aryz 4 b—y g rE'w—NR
[FEEA]
SFP E ¥ 2 — /LD L~IVEER AR ET D,
B!

SFP & ¥ 2 — /LD L~V 2 24 5,
SWR2310 (config) #sfp-monitor rx-power disable

5.1.18 {5 ¥ = — DEAREFROREC AT H)

[EX]
tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

[73T A =4 —]
action D VAT AREROREEF 2 — O HERER O E
Bl P
VAT LBRRDREF 2 — O EER A
enable I
, VAT DREDOREF 2 — O ARESR &
disable e
(AR E]
tx-queue-monitor usage-rate enable
[AJ1E— F]

Ja—x\)ary7 4L — g T — R
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[@iA]
VAT DEEDOFEEF 2 — O ARER LG EITEICT D,
no JEATHEAT LIS & 3HIHIBE ISR T,
[/ —F
AR 2 — OB RBREANCT 5700, Ay FIOMAT, A28 —7 =2 — 2 ThHREF 2 —OfiE
Bt a AN T D2RENDH D,
[BXRE )
VAT LR THEEF 2 — O RER A ERICT D,
SWR2310 (config) #tx-queue-monitor usage-rate disable

5.1.19 EEF = —DERAKREROREA V¥ —7 =—X)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—F—]
action DB A —T 2 — ADEEF 2 — DFHREHORE
BEE B
enable XA B —T 2= ZADEEF 2 — D
FEARE AT D
. B S — T = — ADELEF 2 — O
disable R NS
[HIHIRRE]
tx-queue-monitor usage-rate enable
ASE— )
A H—T z—AE—FR
[

RBA VB —T 2 — ADKEF 2 —OEHRERZH D E 23N T 5,

no FECHEAT LGS I3WIHIREICR T,

[/ —}]

A~ Rid LAN/SFP AR — NI D AR E AlHE,

PEEX 2 —OFRREREEENCT L0100, Ka~<wr R T, VAT AR THEES 2 — O fIRER
EHINCT DHERH D,

[ EH]

LAN R— | #1 O%[F ¥ = — O HAREHR %2 BT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 £fE ¥ = —DFEFHRERORERT

[EX]
show tx-queue-monitor
[ASTE— F]
FEFrHE EXEC £ — N, %54 EXEC E— N
[BLFA]

EEX 2 —OFEHEEHORELRTT D,
RANEITLTOLEEY,

o VAT AEROEEF 2 — O HEEH OB E
« LAN/SFP R— kT L DT
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o AU H—T = — A4 (port)
«  LAN/SFP 7R — b DE[E F = — O T ZREEHL O IE (usage-rate),
[BAEBI]
EEF 2 — O RERORELFTT D,

SWR2310>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

S22V 077V F—ayv

K
&l

S2Q RAEZ T 4 v 7B A VI —T =2—AD
[EX]

static-channel-group link-id

no static-channel-group

[T A—F—]
link-id o <1-96>
ABT A T U H—T = — A
[AS1E— ]
A F—T2—AE—F
[

SRA B —T 22— A% link-id CERELIZAAT 4 v VimBA v 2 —7 2 — A B S8 5,

o R TET LSS, B A Vv E—T 2 —RAEART 4 v IBA A —T 2 —ANLHIBEE 5,

[/ —F]

AR FIZ LAN/SFP R — NZ D&% E Al hE,

ABT 4 o VERPRA B — T = — ADFELE L2\ link-id (2% L C. LAN/SFP R— h Z @ S &5 581%, #iizlc A
BT 4 VBB —T 2 —ADREREI NS,

ABT 4 TIREA VH—T = — ADLRAR SRS R, PR T 5 LAN/SFP AR — N BMELS 2o 25613, A¥ T«
o TR A —T = — ARYIBRENS,

1 ODART 4 VA v Z—T 2 — R TR 8 OD LAN/SFP R— F 2B S ¥ 5 2 LN TX 5,

BEIZIFE L TCWAD R T ¢ v Vi VX —T7 =2 — X L CATB S 55A1E,. LAN/SSFPR—hERET 4 v 7
WMEA U H—Tz— AT, UTOREELET—HIEDHI L, REVBRRDIGEITIZT L7725,

« VLAN O E

¢« QoSDFTAME—RNRET 74V b CoS ., N— MELEZET)

o M—TRHRHEOBREV—TREOFNIES), A— T v X7 OF/ES)

TR T 4 VA v H— T = — AR EN55E1E,. LAN/SFP R— F D EFREN A Y T 4 v 7 imBliA
VE—T 2 — ZADIMRIEL 2D,

LAN/SFP iIR— "2 A X T 4 v ViAo X —T7 = — AR S5 & . MSTP ORENVIHHREMICRE S, 7.
ABT A4 TEEA =T 2= ADBBE L7256 MSTP O ENHIHIRR EMEIZE S5,

1 2@ LAN/SFP R — h B DOHEA X — 7 =—AZFTB S5 Z L KRV, no B THESETHhHH R
RAREA LA —T 2 — AR EED L,

[ EH]

LANKR—F#l ZAZT 4 v VimlBA X —T7 = — A #5 TR S5,
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #static-channel-group 5

522 AFT 4 v VA F—T = — ADRERR

[EX]

show static-channel-group
[AJTE— K]
JEHERE EXEC & — R, ## EXEC E— R
B!

ABT 4y VA B —T = — ADREERTT D,

GFHETDAXT 4 v Vi A v H—T =2— AT LIZULFOEERRREIND,

« RET 4y UL E—T 2 — R

e O— AT ZHEREDL—L

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

12— RXZ 2 ZAERED L— LI DT, port-channel load-balance =1~ > KD fype /NT7 A —X —HMD = L

[BE

ABT 4 Vi A v —T = — ADWREERTRT D,

SWR2310#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

523LACP R A L ¥ —T = —ADHRE
B

channel-group /ink-id mode mode

no channel-group

[7%F A —H&—]
link-id o <1-127>
LACP A v 2 — T = — A &K=
mode D ®EE— R
mode e
LACP % ACTIVE £ — R CHSRES ¥ 5,
active ACTIVE &— R CIL, *afesioxt L THR
MIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE £— R CHRES ¥ 5,
sssive PASSIVE &— R TiX, %t/ 5 LACP
P T —LEZELEHEEICDOHLACP 7 L
—AhEEET D,
[AJ1E— K]
A B —T 2 —AF— R
[FRHA]

SIEA o H—T = — A% link-id THE L7Z LACP @Bl v X —7 = —XIZAT B & ® 5,

no B CEITLIHAIE, B A X —T 2 — A% LACP i¥iaA v X — 7 =2 —AMBH R EE 5,
[/—F]

AKza< 2 R LAN/SFP AR — MMI DO H3% E Al HE,
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LACP @A % —7 = — AIZ LAN/SFP AR — F Z @ S B 7o 5513, 2% LAN/SFP /R — KT lacp timeout long 737X
EIND,
F72. LACP fBiA 4 —7 = — AN ORI E 7285815, %i% LAN/SFP /R — K @ lacp timeout =~ > R DX EMN
Hilrsh 2,

LACP iAo X — 7 = — ADMELE L2 link-id \2% L C, LAN/SFP "— M ZFf8 S8 284 1%. #7212 LACP &
BA LA —T 2 —ADRERIND,

LACP #GHRA v X — 7 = — A ORI -5, FTB T 5 LAN/SFP AR — ML 72 > 7285613, LACP #RBi1
H—7 x—ANHIREN S,

1 OO LACP#HIEA v X — 7 = —AITHE K12 D LAN/SFP R— F A TRB S E A LR TX 5,

FTE 3% LAN/SFP iR — %723, 8 ©F TlX LACP fgHiAf v ¥ — 7 = — A CHIFFIC R LI, 8§ DEBIZ 7=/3 2o
TIHREEREIHZ TOMMER— N5,
HEE— R "E D LAN/SFP " — NI LACP UV > 7 7 7V 7 — 3 AZxbi Lew, (FTBIXFTHE7Z 28 LACP Y
V?TﬁU&%VﬁV&LT%WiL&V)

SE1E B A 72 5 LAN/SFP 75— b 78[F— LACP #BEA o % — 7 = — 22T L T 2 58 OB RIS Sdie ) o
TV 3 Y OBREHESFT D, FE lacp multi-speed v KEBBOZ L,

BEL ﬁELTwéme AR X — T = — A% LT LAN/SFP R— N 2@ S & 58541, LAN/SFP R— |k &
LACP#HHEA v X —T =2 — AT, UTOREEZET—HIESLZ kcﬁﬁwﬁﬁéﬁAii7 LB,

« VLAN O#FE

* QoS D kT ANE—RRET 74/ bk CoS i, RN— MELEEET)

o N—TBHOREN—TRBOFRES, RN— 7w v x 7 OF/ER)

B721Z LACP §RBlA ¥ — 7 = — ADNER I N DA 1L, LAN/SFP AR — F @ EREE%E DS LACP §afiA ¥ — 7 = —
A2 DHMRE L 72D,

LAN/SFP R— % LACP #iB A o # — 7 = — AICFTB & 5 & . MSTP DORRE N WM EMEIC
FE7o. LACP#BiA 2 —7 = — AN BHIR L7256 & MSTP O E 2 F) HIE% il

1 ©® LAN/SFP R — M ZEEOFHREA L F —T = —AIFFEIEDH Z kim%kw

no B CHIE S TOH R H53EA V¥ —T7 = —RIZHTRSE D Z &,

[ EHI]

LAN 7R— k #1 % ACTIVE £— R T LACP igflA V¥ —7 = — 2 #10 ([T @ S ¥ 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #channel-group 10 mode active

524 LACP iaBA( v ¥ — 7 = — ADIREE R

EEN

show etherchannel [ifname)
[/3F A —5&—]
ifname : LAN/SFP R— hDA L H—T = — 24,

LACP f@#liA v # — 7 = — A &R L TWDHA U F—T = — A

[AF1E— K]
FEFeME EXEC E— I, ##4 EXEC £— R
B

ifname & QW LTz 6 . LACP GgBliaf v X — 7 = — ADIREEZ KR T D,
TFET A LACP #HHiA v ¥ — T 2 — AL IZU TOHENRE RSN,

- LACP A v ¥ —7 = — 2

o Tm— RART U AMEEDL—L

« FTELTWD LAN/SFP R— h DA V¥ —T = — A%,

10— RXT 2 AERED L — V2OV T X, port-channel load-balance 2~ > KD type /3T A —H —ZMDZ L

ifname ZH4RE L1234 . LACP #wBllAf v ¥ —7 = — A&k L C\ 5, LAN/SFP iR— h DIRIEER FRT 5,
IFOEAENERRIND,
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HHE A
Etherchannel portN.N LAN/SFP 7R — 44
) . Y ERAY 70 R % 551 97 B #E(bandwidth,duplex,mru, VLAN
Physical admin key

HERL N B AERR)

Receive machine state

LACP 7’1 b 21/1 Receive machine 3£ DR RE
e "Invalid"

* "Initialize"

* "Port disabled"

* "LACP disabled"

»  "Expired"

e "Defaulted"

* "Current"

Periodic Transmission machine state

LACP 7’ 17 |k =2/L Periodic Transmission 222845 DR HE
e "Invalid"

*  "No periodic"

* "Fast periodic" (1 F>[H@ TE(E)

+  "Slow periodic" (30 FfE TiE(E)

* "Periodic"

LACP 7 =& b =/l Receive machine 3B ZEH DR HE
e "Detached"

Mux machine state +  "Waiting"
» "Attached"
+ "Collecting/Distributing"
fift AR 8
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LI F D% ZM(Actor H%y H &, Partner xf A1 T)
Aggregator ID LACP L D5 ID

Information CIZLUL FOEHERRREIN D,

HE B

LAG LACP ¥ A7 L ID(F7AF VT 4, MACT KL R)
Admin Key LACP D7t & 72 % IDGHEER — R E=)
Port priority LACP 7" — MBS

Ifindex B =T == AFEE

Timeout Timeout fiE("Long"=90 ¥, "Short"=3 #})
Active LACP #i{EE— RF("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E B

LACPi#HEA v X — T = — ADNREEZERT 5,
SWR2310#show etherchannel

Q

% Lacp Aggregator: pol0
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% Load balancing: src-dst-mac
% Member:
portl.
portl.
portl.

portl.

LACP i

SWR2310#show etherchannel portl.1l
Etherchannel portl.l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

SN

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525LACP ' 2T MEBLEDHRE

GHLA X — T = — AT LT 5, LAN/SFP R— R DIREER Fovd 5,

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000,
0001
32768
5001
Long

00-a0-de-11-11-11

COR P

E&

lacp system-priority priority
no lacp system-priority

[XT A —F—]

priority <1-65535>
LACP ¥ A5 MBS
INEWE BB E W

[FI3IER ]

lacp system-priority 32768

[AS1E— K]

Jga—)aryz 4 lb—y g rEw—NR

B!

LACP v AT MEREZHET D,

no B CHEAT LG A IR E 2 WHMEIZR T,

[/—F]

LACP 3

5 z2615,

[ EH]

LACP ¥ A7 MBS %A 100 IZRRET D,
SWR2310 (config) #lacp system-priority 100

5.2.6 LACP > AT LMBEELEEDOFRR

WA o F— T = — AR BERR & R S TS AT LB A R LT, SR EE AN @O I IS HE DS

[EX]
show lacp sys-id
[AS1E— F]

JEHEHE EXEC B — R, K7k EXEC E— R



av U R 77 LR | A2 —7 = —AHlf# | 173
[FHA]
LACP v AT LMEYE L LACP AT A ID 2 F/R9 5,
UTOEANERIND,
« LACP ¥ 27 LEJERE(0x ThaE 5 16 D)
« LACP ¥ 25 A ID
[/ —}]
LACP ¥ A7 LMESEEIT, lacp system-priority =~ > R CRETZX 5,
LACP v A7 A ID L, MAC 7 RL AWML AREINS,
[ EH]
LACP DY AT MEFREZRTRT D,

SWR2310>show lacp sys-id
% System 0x8000, 00-a0-de-e0-e0-e0

527LACP BFEEY LI T7 7V F—2a VORE
(&

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch s BEEY o T ) A=y a VERRED RS « BRI E
BEME B!
bl %EEUV77ﬁUE—VaV%ﬁ@K¢
disable %ﬁﬁuyy7fvf—yay%ﬁﬁmﬁ
[FI813% 2]
lacp multi-speed disable
[AS1E— K]
Jgua—)arz 4 —y g rETw—NR
[ﬁ%l

LACP IZBIJDBEHEY 7 T 7V F— a UISREDORR) « Wz ET 5,

no B CEAT LG IR EL VMR T,

[/—}]

FBWREY o T U= g VINERI DA OEE

s BRREE@F— N ETOTRTOFBA— MElBEHEICEDLLTT 77 4 7127 5,

« B—RRTURFTRTCOFRA— N &R,

o KIS R DWEREEZZ T AN WGS, B S xtrgeR s THTBA— MO EAMHAICZH L, BT
NMEH AR R — N2 T 7T 4 7T 5,

FOREY o 7 7 =g U INE O OEME

o FRA—NATERINCY 7T v 7 LR — R CBREHEOKR— NOLET 7T 4 TI12T 5,
o BEHEENBRLIMORN—NMNIAZ A DEELT D,
s F—FRIVZ—TaVIIHEINTWAEA FTER— M TRIICR I — 3 » LIziER &R CiEfE

WEDR—NOBRET 7T 4 72T 5,

o NV I T o F LR — MERETY v XA Lime &, LACP#HEA v A —T =— A b Y v X3
Do

[ EH]

HWREY o7 SN A= g VERENCGRET S,

SWR2310 (config) #lacp multi-speed enable
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52.8 LACP ¥ A A7 U FDFRE

[EX]
lacp timeout duration
[$F A—5—]
duration DAL LT Y NERETD
duration B!

short HALTONEIRETD
long HALTTREIOETD

[AS1E— K]

A H =Tz —AF— R

[RBA]

LACP # A L7 U NERET 5,

[/—}]

Az RILLACP iwlA % —7 = —ZZFTE L T % LAN/SFP 28— MO B3R E W,
LACP @A % —7 = — A2 LAN/SFP AR — F Z @ S 725513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F7-. LACP##liA v ¥ —7 = — AL PR S H 728551, %4i% LAN/SFP 7R — h @ lacp timeout =~ > K DX E N
HIFREN D,
LACP % A A7 7 &l1E, RSSO LACP 7 L — AER S ETER oAy vy Li- & e+ CoR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AITKHN S U CTRIAMEERIZIE DL, 218 Lo X Mg ER I S
7Z-LACP ZA L7 7 D13 DB TLACP 7L — L2 EETH L H10RD,

HE D LACP 7 L —ADXEHFEIL, X HHEERN XS5 TL D LACP 7 L— AWK E N TS LACP # A A
T MIETFET D,

(% E R

LAN R— F #1 ® LACP # A A7 7 N % short IR ET 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id ;o <1-127>

LACP A v ¥ —7 = — A& E

IASE— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L —L TR —%7 ) T15,

link-id 80 L7256, GETDIETOLACP#HEA VX —T =2—ADT L —L AT ¥ —% 7 VT T 5,
[ EH]

ETOLACP#HPIA L X —T 2 —ADT L —AH I E—% 7 )Tt 5,

SWR2310#clear lacp counters
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av U R T77 LR | A F—7 = — Al | 175

[EX]
show lacp-counter [/ink-id]
[R5 A —5—]
link-id <1-127>
LACP
[ASTE—F]

JEHEHE EXEC &— R, ¥# EXEC E— R

[FBA]

LACP D7 L—A N 2 —%KRT B,

link-id =78 LT-%
@ L CW5 LAN/SFP AR— 2 kT
o EZ[EENT-LACP 7 L—L4

o EZIEENTZ Marker 71 LT L— A

s EZEENFTI—TL—A
[ EH]
AT O LACP i

SWR2310#show lacp-counter
% Traffic statistics

wil A =T = — A

AlE. BFETAHILETOLACPHEA LV ¥ —T 2 —AD T L — A AT —hFpRT 5,
. UToOmHENREREIND,

P —T 2 —RADT L —AH T A —FFTmT 5,

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0

portl.2 306 299 0 0 0 0

portl.3 305 298 0 0 0 0

portl.4 309 1350 0 0 0 0

portl.5 186 186 0 0 0 0

5211 B — K NF U ABERED )L — )V DR E
[ER]
port-channel load-balance #ype
no port-channel load-balance
[T A—F—]
type COERREA VA — T = — A B RD DT DD L — )L
type B

dst-ip 565 IPv4/IPv6 7 R L
dst-mac 5845 MAC 7 R LA
dst-port %64 TCP/UDP R — h &=
sre-dst-ip BETTE L 0% IPv4/IPV6 7 K L&
src-dst-mac EEI0I L UO%EE MAC 7 R L&
src-dst-port EETeE L 0% TCP/UDP " — h &=
sre-ip &(E 7T IPv4/IPv6 7 R L A
src-mac FEEILMAC 7 KA
src-port %{Z ¢ TCP/UDP R — h &5

[FIHIEE]

port-channel load-balance src-dst-mac
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[AS1E— F]

Ja—x\)aryz 4L —y g T — R

(@]

02— RNT  ZMEREDREIEN A v X — T 2 — A B RD DD DN — LV ERET D,
ZELIE 7 L—ANO L2/L3/LA EREHH L, BREENIRE I ND,
no JIER CTHAT L7288 13 IR EICE D,

[/ — P}

Ka<wy RIZV AT AEIEOBTE L 72 5.

[Pv4/IPv6 73747 ks TIX 727 L— A DA,

A% JUITHRIR A B — T = — ZPNRET D,

[EE B

BESNTWNENL— UL LT, #ELB L 0% MAC T R

02— RNT U ZHERE T, B(E 0B L UOSESE IPVA/IPV6 7 R L AR TLITHAE A v X — T = — AR RET AL HICHRTE

T2,

SWR2310 (config) #port-channel load-balance src-dst-ip

5212 LACP A VX —T7 =—AD 71 b a/LRERR

[EFX]

show etherchannel status [/ink-id] [summary | detail

[F—7— ]
summary D EREROR
detail DR R
[/%5 A — 5 —]
link-id o <1-127>
LACP fa#lif v ¥ —7 = — A&
[AS1E— K]

JEHFME EXEC E— K, H# 4 EXEC E— K

(@]

link-id THRE L7= LACP #w#liA v ¥ — 7 = — ADIREE £ RT D,
link-id %80 L= & 21X, £7TO LACP fwPiA v ¥ — 7 = — RREEFRRT D,
summary % i E L7258 13RS L, detail Z157E L7235 IX5EIER T~ T 5,

summary &, detail $EWE L7 & 2L,

summary NMEE SN D ET D,

UTOHEAENRERIND,
HH G
Aggregator LACP iGHi A v ¥ —T = — A
ID LACP g#liA > % —7 = —Z L5 1D
Actor LAG iﬁi?@LM}yx%AHx7?4¢U%AAMC?
Admin Key B4y H & O LACP #0D5t & 72 5 IDGRELHR — R &)
Status Vo7 70— ardDAT—HF X("Not
ready"/"Ready")
Partner LAG ﬁﬁfwammvx%Amwﬁ4ﬁU%4mmc7
Partner Key $tEFEFED LACP # DIt & 725 1D
Link count T — X B(E AR — NE/AEE ATRE e AR — Mk
Link A9 5 LAN/SFP 7R — b —EGEEIZLL T D %)
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Link [ZIZUL FOHEARER RSN D,

fE KRR B
"Unselected" LACP il 7 = |~ =)L ifE i,
"Selected" LACP B E#h7z, LAN/SFP AR— h & LTI L 7=,
"Standby" gmpﬁﬁﬁkJAwﬁPﬁ—bkb\ﬁ%ﬁ~b&b
Synchronization 7 5 7 A
"no" Synchronization 77 7 2 7335 TUNR L,
"yes" Synchronization 7 7 7 233> T\ 5,

fERMRAE & . Synchronization 7 7 77226, U 2 7 w7 L2 LAN/SFP AR— F ODIRRENR DD,

V> 27 7 7 L7 LAN/SFP i"— k
DY/N; =

Unselected no LACP #ilffl 7" va = )LiB(E H,

= AR 8 Synchronization

LACP 23E%h72, LAN/SFP 7R— |k &
LCEBIRL, Voo T 7=
a3 LTHRRDLEZDD, 2TV
— g,

LACP 23 %h72 . LAN/SFP AR— | &
L GRINL, AR — N EE LT,

LACP 2’ %h72. LAN/SFP R— k &
LCERLE, Vo7 75—
g E L THRRLNTT — X5 A]
REL 72 7=,

Selected no

Standby no

Selected yes

[XEH]
LACP fHElA v 5 —7 = — ZDIRHEZE FRT 5,

SWR2310#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWR2310#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
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Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEEDORE

[EF2

lacp port-priority priority
no lacp port-priority

[NT A —=HF—]

priority ;. <1-65535>
LACP 7R — hMEJEE
INEVIE EESEE D mOD

[FIER ]

lacp port-priority 32768

[AS1E— ]

AU H =T 2—AE— N

B

LACP A— MBI ZRET 5,
no FER CTEIT LG A TR E IR T,
[/ —}]

LACP #HA v X —7 = — A2 D & & D LAN/SFP in— N 8 O F TIX LACP #iFl A v # — 7 = — AT HIKE
WG, 8§ ODEBZ =D oW TIIEER LI A TR R— kN & 72 5,

Z DX 5 7Kg, LAN/SFP AR — N CTEIENEAL AN ST, BIEIEM.OEmW b O bR LD,
EJENERE OFM T, LR DM Th 5,

1) LACP R — MEZEE NS WEREL SN D,

2)LACP R— MERENRFE L THIUE, 4 0¥ —T7 2 —AF 50V NSWEEL SRS,

SFP " — R e S H 555518, LACP A — MELEEZMOR— MLV /NSSBRETHLEND D,
[ EHI]

LACP R— MEJEEE A 1024 [IZRET D,

SWR2310 (config-if) #channel-group 1 mode active
SWR2310 (config-if) #lacp port-priority 1024
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5.3 AA— MFREE

53.1 VAT AL TO IEEE 802.1X SR RE DR E
B

aaa authentication dotlx
no aaa authentication dotlx

[FIHIER 2]

no aaa authentication dotlx

[AFTE— F]

Jgua—n"ppar7 4 J—yarET—NK

[RREA]

AT A4 IEEE 802.1X #RFE 2 AT 5,

no JERTEIT LA 1%, & AT A42{K T IEEE 802.1X ik &2 B+ 5,
FREEIZ. radius-server host =~ K Ci%E L7z RADIUS — _—&HHT 5,
[/ —h]

FEBRIZ IEEE 802.1X RAF A4 5 7-0121%, ®HA X —7 =— AT IEEE 802.1X RiE%& AT DM ENH
%, (dotlx port-control =~ > )

[ EH)

AT 54K T IEEE 802.1X #RiF & A b4 %,

SWR2310 (config) #aaa authentication dotlx

)

532 VAT LK TD MAC REFEREDR E
[EF=R]

aaa authentication auth-mac

no aaa authentication auth-mac

(IR E]

no aaa authentication auth-mac

[AFTE— K]
Ja—\)arz7 4 b—varE— R
[

VAT AERT MAC BREE H NI

no IC K THEAT L7245 i /7\7‘A£MKT MAC uunﬁjﬁﬁyﬁ 2T 5,

FRZEIX. radius-server host =~ K Ci%E L 72 RADIUS H— —%H3 5,

[/ —}]

EFRZ MAC FRIEAZ AT 2 720121%, WHBA v 2 —7 =2—ATH MAC RiEE2 HNC T 20813 H 5,  (auth-mac
enable =~ > )

[BREBH]

VAT LAERT MAC ik E Aok 1 5,

SWR2310 (config) #aaa authentication auth-mac

533 AT AR TD Web REFHERED R E
B

aaa authentication auth-web
no aaa authentication auth-web

(AR E]

no aaa authentication auth-web




180| 2~ RU T 7 LU A | A ¥ —T = — Al
[AFTE— F]
Ja—)arz 4 —y g rETw—NR
B
‘\/7\7‘.5\/\{1(/(‘ Web 78 uﬁ%ﬁfj jﬂéo
no ﬂ:/_t( %’T? 1/7’:_ i AT 12'5:"( Web [Ew QE%EXJJ '?‘%.’)
FRFEIX. radius-server host =~ K Ci%E L 72 RADIUS h— _—&{FHT 5,
[/ —h]
55[%3&1 Web TN uE%fﬁﬁH?é 7:_ \ i¢%4 :/&‘_‘7 I_XT%) Web [FN nE%ﬁ)‘jJ #5%‘%75;&)50 (auth-web
enable =~ > )
[ EH]
VAT AAERT Web RFEE A ML T 5,
SWR2310 (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FBFEHEEDBMEE — FRE
[EFX]
dotlx port-control mode
no dotlx port-control
ST A—F —]
mode : IEEE 802.1X FBREOEMEE— F
BfEE— K 24 B
IEEE 802.1X #FED Authenticator & L CENE
auto
15
B B
force-authorized IEEE 802. 1X RBFEDREFEHT 24— b I TE
ET 5D
=y = LR — MNMCBEERE
force—unauthorized IEEE 8021X nAL‘\nJ‘_EO)an»LA\pJ‘_Ej‘ }‘ & JE R B
7%
[FIHIRR 2]
no dotlx port-control
[AF1E— ]
A H—T 2 —AEF—FR
[FA]

st v % —7 = — A%t L C. IEEE 802.1X SRS REDEIEE— RERTET 5,

o BERTavr REEIT LSS, J%8 A v #—7 =—AD [EEE 802.1X FaFHEREITER) & 72 5,
[/—F]

Ko< RIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DHFHE [ HE,

[B%E B

LAN 7R— b #1 T. IEEE 802.1X FXFFEREDENET — K% auto IZ3RET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X SRFEDARFRIERN — b TOERERIEORE

[EX]
dotlx control-direction direction
no dotlx control-direction

[7XF A —&—]
direction D OREREEAR— R TRy MEREMELZ R E
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X BE B
both B L BT D,
in ZAG DHIEHES D,
[WIEARRE]
dotlx control-direction both
[AS1E— F]
A EF—T 2 —AE—F
[BLEA]

RKRA o H—T = — A% LT, IEEE 802.1X FRGEDRFRGERF D /37~ MNREEIEEZ A E T 5,

no JERCTHEAT LA 13, VIR EICE S,

both ZHEE L CWAEHA., 7V D "L ZELE Ny FEFEL, OB — 0D 7V 0 o Sh
TWNWABA L H—Tz—A~DT B— X v X NV TFFx X b3y FBHIEET S,

inZHELTWDIEAE, TV PN ORELERTY Yy FOHREHIEL, MOKR— 0D 70 B b O S
NTNA U F =T 2= A~DT B — Xy X NTLTFr R Ty MNIEET D,

[/—}]

ARz RIZLAN/SFP iR — M B L OGHEEA v X — 7 = — AT D% E W HE,

SNEBA v H—=T 2= AT, FAME—FRE2~LFV T D bE— NIRRT LIZHE° MAC ik L R L7=35
X, BEIASIZ in & 72 B,

MHRA B —T =2 —ATH A N VLAN ORE % LTI/\Z)iE'A ;t\ Ka~vy ROREBENERE 25,

AKa<wyr ROi ﬁ%ﬁﬁﬁé& FRFEIRBE I XTI R

Kavwy REERT H7-012iE. /A /5’—~7:c~~7\1d<w NRREHEREZ AN T DN H D, (dotlx port-
control =~ )

[BRE ]

LAN R— b #1 ORRFER— R TO/RT > MEEENWEE ZE O HMEFIZT 5

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v N OXFEIFDERE
[

dotlx max-auth-req count

no dotlx max-auth-req
[73T7 A =4 —]
count ¢ <1-10>
EAPOL /37 v b D KA (R A%
(AR E]

dotlx max-auth-req 2

[AJ1E— K]

AHF—T z—AE—NK

[FA)

WRA VB —T = — A 2% LT, EAPOL /N7 v FOREE R ORKEEZRET D,

no B Ca~r REFETLIEEAIR. MIHIREICRES,

[/—H]

A=< RILLAN/SFP R — M B L OGREHA ¥ — 7 = — AT D HGRIE T HE,

ARawy REFERTH7-0120E, H5A v ¥ —7 2 —ATHR— MBI EEZ AT 20 ENH D, (dotlx port-

control =< )
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LAN 7R— k #1 T, EAPOL /X7 v F OXEERE% 3
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TRXTE

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #dotlx max-auth-req 3

5.3.7 MAC FFFREBED X E

E&

auth-mac enable
auth-mac disable
no auth-mac enable
[¥F—U— 1]
enable MAC

disable

[FIH1ER 2]

auth-mac disable

[AJTE— F]

A H—T2—AE— R

[REEA]

XIHRA L HF—T 2 — A LT, MACE
no B CHEAT LI E
[/ — ]

Ko< RIZLAN/SFP R— F B L OGBS v X —7 = — (T
X, VAT AR TH MAC §

ERRIZ MAC RGEEEAT 2729

auth-mac =< > R)

[EXE B

PR REE BN T D
MAC BAERE A2 )29 5

[ uE%ﬁXjJ ?6

. F720%. disable ZFEE L7725

LAN R— k #1 ® MAC R3FHERE 2 AT 5

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth-mac enable

5.3.8 MAC IR D MAC 7 RL AR DR E

j: MAC [T uﬁ%m)‘j] j—

D FF%TE A HE,

At nﬁ%ﬁ)‘j ﬁ‘é%\%ﬁﬁfbéo

(aaa authentication

E&

auth-mac auth-user fype case
no auth-mac auth-user

[/XF A—&—]
type KA EEE
R EME K
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case KT - INLFHRE
BREM B
lower-case /N (a~ 1)
upper-case KILF(A~F)
[F1HIE% %]

auth-mac auth-user hyphen lower-case
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[AJTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]

MAC HLIJ G %l/\vc utquH# 'fﬁﬁﬁjﬂél‘—‘ﬁ:b‘% « INA J— }\@ﬂ%i%ﬁﬁjﬂéo

MACZBFETIE, V7V FOMACT RL A& a—H—4 « XAU— K& L TfEH L RADIUS — " —~GH3E%
Bk 5,

no JER CTHEAT LA, VIR EICRES,

[/ —F]

Ko<y REHHTH720120F, 68 A X —7 = — AT MAC RS REZ AN T DL ENH S, (auth-mac
enable =~ > )

(B EH]

MAC FEREICHEHT 5 MAC 7 RLATEREANA 77 L, KRXFICEFET D,

SWR2310 (config) #auth-mac auth-user unformatted upper-case

E

R

53.9 MAC FHEED R Z T 4 v 7 B ED
(&=

auth-mac static enable
auth-mac static disable

no auth-mac static
[F—7—F]
enable DORET A v I BEREANCT D
disable ORZT Ay I RERAEENCT D
[WIERRE]

auth-mac static disable

[AFTE— K]

B —T 2 —AF— R

B

MAC FRFHERE T, RIEZ RA LY T U B FOMAC T RVAZFDBILAAT 4 v 72 h) — & L TEET
60

no TC K THEATL7=5E. E£7203. disable 28 E LT2B AL, AXT v 7 BEgkE B4 5,

[/ — 1]

Az RILLAN/SFP R — M B L OGREA o Z — 7 = — AT D HFRIE "l e,

AKa~vr ROREEXERTH L, RARRREIIWIHRE

WE, MAC GEIX FDBIZA A Iy s b —& Lfyéﬁ%f’“éf:&b:~~‘/“‘/7“§74’la7r7 NOXIG L 7R D D
Kawy REGRHIAZ T 4 v 7= h)— L LTHRET L2089 e D,

clear auth state =~ > K, F72(%. auth clear-state time =~ > KT, A&7 1 v 7 HEERIEERE 7 VT THZ &
MNTXD,

Ko<y REFEHTL720120F, 681 v ¥ —7 2 — AT MAC RiHEREZ AN T 20N H 5, (auth-mac

enable =~ > R)
[ EH]
LAN 7R— |k #1 O MAC FR3ED A X T (w7 Bk & F T

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth-mac static enable

5.3.10 Web FRFFRERE DFRE
By

auth-web enable
auth-web disable
no auth-web enable
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[F—T—F]

enable © Web RAEHEREZ AT D
disable © Web iBAERERE 2 NI D
[FIHIERE]

auth-web disable

[AJIE—F]

AP =T z—AF— R

B

ﬂ%% \/57*‘7:1:*‘;( ;d‘l/yc Web ntuuﬁ%;ﬁ‘)‘j —gﬂé

no B CTHEAIT LA, F7213, disable 265 € L7=5A 15, Web iRGEE Hahod 5
[/ —h]

$:7/kiumEWﬁ‘%%iO AHELA L H— T = — AT D IR E FTHE,

FEBRIT Web REEAEH T 2720121E, AT AR TH Web iiE 2 AN T H 0465038 5, (aaa authentication
auth-web =~ > )

< VFH T B b E— KU Tl Web iR 2 BN TH 2 LT TEEH A,
7 A N VLAN & OfFRIZTE 8 A,

[B%E B

LAN 7R— |k #1 ® Web iBiEHEEEZ AT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth-web enable

53.11 A FE— FOHE

EEN
auth host-mode mode
no auth host-mode

[/RT A —HF—]
mode . 7J_\9“_‘ }\ AN HE@@J(E%V— v
BEE—F B
I AR—=brb0 17V h e sORERE
single-host AT 2E— FT, RUISHGEZ /N A LT
PV NDOREFATH
1 R—=hHEVEES TV 0 hOlE%
FFHT5EF— T, BYOOFT Y I B
multi-host %%E’%/\"Xﬁ‘é &L RUAR— T 7
U7y MIFEREZATH 7 < THME N rhe
A
1 R—=hHVEEY TV D bowfE%
multi-supplicant AT A5E—RNTH7Y I MEIZHEED
Al - S ERIRET D
[HIHIRRE]
auth host-mode single-host
ASIE— K]
AVHE =T 2—AE— N
(@]

i‘j‘%/{ ‘/5’“—7:E~—7\ r;d‘ LT j_g‘_‘ quuﬂi@gj]ﬁz‘{“—‘ I\ %ﬁﬁﬁ‘é
no TR TEAT L2 A%, UIHIREICR D,
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[/—}]
ARza< > RIXLAN/SFP A"— FEB X OGBS ¥ — 7 = — AT D A E P HE,
Kavwy ROBREEXZERT L L. RILRETWIHIREE
~NFH TV A FE— RTHAF 7 VLAN %%Uﬁﬁ?‘é B, V) B FHEALT VLAN 288895 2 &3]

BEo
VIVTHRANE— RTHAFT I v 7 VLAN 2FIHT 256, 2FBLUBEOY TV 2 NMIKAIOY 7V T2 - H3E
HA L7 VLANID 2N &S5,

Kavy REFEHT L7023, A 7 —7 2 —ATHR— MNEGHERRE AN T 20N H 5, (dotlx port-
control =~ N, auth-mac enable ==~ > | auth-web enable =~ >~ )

[BREH]

LANAR— KM #l 2~V TV 7V D hE— RIZEET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth host-mode multi-supplicant

5.3.12 FRFENERF DR E
(&

Dai

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[F—TU— K]

dotlx : IEEE 802.1X #&FE /720
auth-mac © MAC #FEA
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A H =T x2—AE—F

[‘%‘Fﬁﬁﬂl

M ERRERERE . RGES XA L7e GG, RGEZ 1T O IEER LR ET 2,
no FECTEAT LG E IR, VIR EIZE S,
[/—H]
AR=a<> RIiZLAN/SFP iR — F B L UOGHEEA > ¥ — 7 = — AT DO AR E I HE,
Web RGEIL, AR EICBIFRZ < Web FRFEH [ C ID/Password & A ) L7z & ZIZRFEEAT 9,
IEEE 802.1X F¥iE, MAC ik, Web Rk DRRE NN 256 £ ORBGET L FEh S 7wy,
Ko<y REFHAT 7201203, WA v X —7 2 —ATHR— MNBIHEREE AN T D20 ENH 5, (dotlx port-
control =~ > R, auth-mac enable =~ > K, auth-web enable =~ > R)
[BREH
LAN 7R— |k #1 OFRFESFRDNEE %2, MAC FBFE -> IEEE 802.1X RFEDIAE TITH L O ICHET D,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth order auth-mac dotlx

5.3.13 HEFORE
[EX]

auth reauthentication

R

no auth reauthentication
[#I3#13% 2]
no auth reauthentication

[AJ1E— K]
A HE =Tz —RAE—F
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[@iA]
XNERA VB —T =2 — A % LT, Al V4 ]\mﬁ:umﬂ}%ﬁ)‘j
no ﬂ:/JCT %?? Lf: j: ﬁ:wu DE%ﬁij jﬂ 5

AREEAMNZ LIZGE FRREICRRTI L7297 U v b & @RI ERRGET D,
FREOEEIL, auth timeout reauth-period =~ > R CEHE TX 5,
[/— k]

ARza<> RIZ LAN/SFP R — b B L OGHELA v Z — 7 = — RIZDO AR E T HE,

IEEE 802.1X S8R IX, HRGEDO X A 2 v 71272 b L, 7V 2 M EAPOL X7 v F&2EE LT 22— —1EH %
FHUS L. RADIUS $— N—|ZFRREE R 24T 5,

MAC ZaEERIY. FEREED X A I Wb e, YU B FOMACT RL Ak a—H—4 BLO, RZ2ATU—F
& R72 LT RADIUS H— —{ZFBFEER 1T 9,

Web FRGERF T, ﬁmwﬁ@&/l’ YWD E. YUy N ORGEREE RRGHCER S D,

RKa=wy REMFHATH2D12F, MRA L H—T =2— A THR— NEGEEREEZ AN T H2X4E N H D, (dotlx port-
control =~ R auth-mac enable =~ > N, auth-web enable =~ > R)

[ EH]

LAN 7R— b #1 OFRIEEZADTT 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #auth reauthentication

53.14 # A4} X v 7 VLAN OFKE
EE]

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(IR E]

no auth dynamic-vlan-creation
[AJIE— F]

A B =T z—AEF—FR
[@iA]

HRA =T == AT LT, ¥4 F v 7 VLAN 2 GNCT D

no B TIAT LG AIX. A7 I v 2 VLAN Z0CT 5,

XA ) w7 VLAN BERNRA ¥ —7 = —ATiL, RADIUS %— \—M7 L I5E S 7z EMAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN ZEhiIC AR T 5,

[/—}]

Az~ R LAN/SFP R — MBS X OGREEA v ¥ — 7 = — AT D Hg% iE 7 HE,

ARKa<w FOREEZELTDH &, BABREBIIHIREICRE S,

~ANFY TV T hE— RTHAF v 7 VLAN 28T 256, 70 U2 FHALT VLAN 28T 5 2 & 23]
HEo

~IVFIRA NE—RTHAF v 7 VLAN ZFHT 285456, 2FEHUROY T U b2 MIRNOY 7V 1 - aviE
M L7 VLANID 25 H s b,

RKa=wy REMHATH-0I20F, HRA L H—T =2— A TH— NRGEEREZ AN TD2X4E N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ E B

LANR— b #1 T¥ A F I v 7 VLAN 2T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
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X A—5—]
vian-id o <1-4094>
7" A~ VLAN H® VLAN ID

(AR E]

no auth guest-vlan

[AJIE— F]

A H—T 2 —RAEF—FR

[RiAA]

RIGA B —T 2 — AR EN TN DT T U I EBRFFIE, DT, BRERR O & X ZFTRT 55 A b VLAN
EIEET D,

no JER TEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/—}]

Az~ RIXLAN/SFP A — b B X OGREES v X — 7 = — R |Z @#%Eﬁ%o

Kavwy ROBREXZERT L L. RILREITWIHIIREE

RKa=wy REMHAT L2012, SRAH— 7:*‘2“C‘J‘ NRREHRREZ AN T H LN H D, (dotlx port-

control =~ N, auth-mac enable =~ > )

21:3 ~ }‘ki\ Web BN nEiiVﬁijis? C]': % EQH/IE‘VC% i’&/\/o
[BREH]

LAN K— | #1 TH A b VLAN #10 ZH55ET %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth guest-vlan 10

IR ER D R OFRE

»L

5.3.16 &
E3

'ﬂllll

2

auth timeout quiet-period time
no auth timeout quiet-period

[NT A —=HF—]
time 1 <1-65535>
AERItR, ) v b & OBEEHES T 5 WIME)
[ E
auth timeout quiet-period 60
[AJIE— F]
B =T z—AEF— R
(@A)

MBRA o F—7 2= AR LT, RAERE OFBEM LI 2 30E T %,

no JEXCTHEAIT L7256 1E. HIHIERTEIZE S,

PGERN AR P2 AE LT3 MR CTHEH#E T %,

[/—}]

A~ FIZLAN/SFP A" — b B X OGREEA » F— 7 = — AT D HG& iE I hE,

Ra<wr REFEHT L2003, SR A ¥ —7 2 —ATHR— MNRIHERREH T 2 0E N H D, (dotlx port-
control =~ K| auth-mac enable =< R, auth-web enable =~ > )

(=]

LAN AN— b #1 OHIEHFE OFRE 2 300 (ZET Do

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout quiet-period 300
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5.3.17 FRBREH R DR E
[ER]

auth timeout reauth-period time

no auth timeout reauth-period

[7NT A—F—]
time : <300-86400>
BTV D b OFRRAERFRED)
(AR E
auth timeout reauth-period 3600
AH1%E— F)
A B =T z—AEF—FR
B

ﬂ%%/l’ ?/5‘7*‘7:1:*‘;( ;(ATL/VC '3‘7 )ﬁ/b@ﬁnunﬁﬁﬁﬁ"ﬂ%ﬁﬁﬁgj«éo

no IERCHEAT LI LA 1. W EICR 5,

[/— 1]

ARza< 2 RIXLAN/SFP "— FEB XGRS v ¥ — 7 = — AT D A E W HE,

Ko< REMATH720I2E, FRA ¥ —7 2—ATHR— MRiHhe, 2o, FRiHEEEZ AT 5 LER
5%, (dotlx port-control =~ > | auth-mac enable =~ > N auth-web enable =~ >~ . auth reauthentication =
< R)

R

LAN AN— b #1 OHEBFERFR O E 2 1200 ISR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ —/ N\—2{kD|5ERE B R O E
[ER]

auth timeout server-timeout time

Il

no auth timeout server-timeout

[XTA—=H—]
time ;. <1-65535>
RBREZL RT3 D REREY — =72 b DISERF HRF R (F))
[FIHEE]
auth timeout server-timeout 30
[AF1E— F]
A VB =T 2= RE— R
[FLHA]

KRA L H—T 2 — A THR— FNRAEEIT 9 & D, RADIUS — "—2{K0 5 DISERF BRI 2 3% ET 5,

no JERCHEAT LI=HA1E. WHIRTEIZR S,

[/— 1]

A< RIXLAN/SFP R— B L UOGRERA ¥ — 7 = — AT DB IE A e,

NG Y]

(radius-server timeout =< > RDFREMH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS ¥—/3—%%)
PLEIZT 2R H 5,

Ka<wr REERTH-0120E, B, v F—T 2 —ATHR— MliHEEEZ AT 2 HENH 5, (dotlx port-

control =~ > | auth-mac enable =~ > N auth-web enable =< >~ )
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[ EH]
LAN R— b #1 OFEFFERIZKT D RADIUS Y — S —2 KD B 5 LI 2 180 MR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout server-timeout 180

5319 %7 U B MEBRFLREEBORE
[

auth timeout supp-timeout time

no auth timeout supp-timeout

[T A—=HF—]
time ¢ <1-65535>
BTV RS DOINERE B R (RD)
(AR E]
auth timeout supp-timeout 30
[AJIE— ]
A F—Tz—AE—F
B

HRA L F—T7 ==K LT, A= FREZAT O L EDOY T U I 2 R 9 b DISERF B 23R ET D,

no IEITIFAT L2 GA 13, WIHIRREITR D,

[/—}]

A~ FIXLAN/SFP A" — B KL UGREEA ¥ — 7 = — AT D Bk iE I hE,

Ra<r REFEHTL201003, SR A v ¥ —7 2 —ATHR— MRS F T 20N H D, (dotlx port-
control =< > R, auth-mac enable =~ > . auth-web enable =~ > )

Bl

LAN R— M #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X F DFRE
[

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—TU—F]
auth-port : RADIUS $— N—OF8iEH UDP A — hEEARET D
timeout : RADIUS H— 3= ~DERIT S 5 BRI 2 5E 2
retransmit : RADIUS $— R —~DESKRFEREZRET D
key © RADIUS —/3— & OMERIZMEA T 52T — REBRTET S
[T A—H—]
host i IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 F L A(X:X::X:X)
IPv6 U ¥ 7 m—H LT RLREHEET DT, KA v ¥ —T = — R bISET 5 BER D
% (fe80::X%vlanN DJEZF)
port 1 <0-65535>
FOREA UDP A8 — M &5 (A ISR IWIME D 1812 2T 5)
time : <1-1000>

BRI (FD) (48 WS I 1. radius-server timeout =2~ > RE%EFIHAME 5 FIHTHE D)

count ;. <0-100>
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TSR OE A1 (44 WS BT radius-server retransmit =< 2 K% EFIHUE 3 [E)IZHE D)
secret DOREASEHTR IO . A= 2B R EATLS(128 SUFLIA)
HAH AT — REE MR radius-server key 2~ > REREIZHE D)

(IR E]

L

[ATTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

utqu“ﬁ-‘—/\—) A ]\ ﬁ'_/*\“—%ﬁﬂlﬁ—éo

R M) —iI8 TH D,

no B TCa~r REETLIEGAIE, BE LY — =% — =1 X s B HIERT 5,
[/ —F]

X EMEIT. (radius-server timeout =~ > KD EMH) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS
—/X—¥0) D73, auth timeout server-timeout =~ > ROREMANIT /R D L 9 ICHET 24BN H 5,

LLDP H #7% ERERE TR E S N7 radius-server host =~ ROKREICIL, —ARHRETHDL Z L& #
J"dynamic"A 7' Y 3 UAMTE &S, "dynamic"A 7 Y g UM E STV A A write 2~ REFITLTH A
A=K T v Tar7 g JITRFES R,

[BREH]

IP 7 R LA 192.168.100.100, & FFHERFR] 10 B, BEOREFEREELS Bl & L CRRREY— 3 — U X MZIBINT 5,
SWR2310 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP7 Rl A 192.168.100.101, FEFEH UDP AN— K 1645, L4 /32U — R abede" & 7BFEY —/3— VU X MZBMNT 2,
SWR2310 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

2 —77 /L RADIUS % — =% GRGEY—/N— VU 2 MIBINT 2,

SWR2310 (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS ¥ — 13— 1 BH - 0 OEEE LR ORE
[EX]

radius-server timeout time

no radius-server timeout

(/%5 A—5—]
time : <1-1000>

SERIS BRI (7))
(AR E
radius-server timeout 5
[AS1E—F]
Jsa—n"narz4 7 b—varsE —NF
B

RADIUS #—— 1 BH 7= OB LI 2% ET 5,
n B Ta~vr FEEITLEZEAIL. VIHREIIES,

[/—F]

radius-server host =~ > R CH — R —[EH OERIGEFHEIF DR E STV SIS, radius-server host =~ > N
DFREIHED

X EMIT

(radius-server timeout =~ > K DR EfH) x (radius-server retransmit =~ > KOREME + 1) x (RADIUS H—/3—%)
DOAE7S, auth timeout server-timeout =~ > KORREMENIZ/2 5 X ) ICTHET 5 LENH D,



[ EH]
RADIUS #— 13— 1 & 720 OISEFFHREM % 10 B ET D,
SWR2310 (config) #radius-server timeout 10

5.3.22 RADIUS ¥ —N—~DERFIEREDERE

av U R T77 LR | A —7 = — Al | 191

[

radius-server retransmit count
no radius-server retransmit

[T A—F—]
count : <0-100>

FORF S
(AR E]
radius-server retransmit 3
[AJ1E— ]
Jua—m\)narz 4 b—varE— R
[FHA]
RADIUS #— =~ DERFEE R Z R ET 5,
no B Ta~y FEFETLIELEIE. WIHREIZR D,
[/— k]

radius-server host =~ > N TH— X —[EHF OB R FIEAE DGR E

BIZHED o
[B%E B
RADIUS H—/N—~DHERFXEEE 5 FIIRET D,

SWR2310 (config) #radius-server retransmit 5

5.3.23 RADIUS ¥ — N—IF N2 T — RORIE

INTWB54E . radius-server host =~ > KD

[ER
radius-server key secret
no radius-server key

[73T A =4 —]
secret D HEHERZT— R
YAEHT B L, . AR— 2 E R LA (128 STFELA)
(AR E
no radius-server key
[AJTE— K]
sua—nmNnarz4 s b—va e —R
B

RADIUS H—/N— L OIBGEHRHIEAT 2GR T — REHRET D,

no R Ta~ o FEFEITLEEEIL. VIHREICRES,
[/ — ]

radius-server host =~ > R CH— R—[EFOLF/RAT — RPRFBRESINTWDHEE . radius-server host =~ 2 FD

RN

[ EH]

RADIUS #—_— L D4 /82 T — R & L C"abede" 5 R ET 5,
SWR2310 (config) #radius-server key abcde
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5.3.24 RADIUS ¥ — /X —fit Fl | RE ] D% &

[EFX]

radius-server deadtime time
no radius-server deadtime

[23F A —%—]
time ;. <0-1440>
RADIUS H—/N— D A IHE]RER (57)

(AR E

radius-server deadtime 0

[AJIE— K]

Ja—nnarz4 s b—varsE —NF

[BLA]

RADIUS #—/R—=~DERNZ A L7 7 h LTz L &, &Y — S— O 2 i 3 2 R 2 50E T 5,
no JERTa~r REFATLIEGEIE. WIREICR D,

(BB

RADIUS H—/X—fli ISR 2 1 2012 ET D,
SWR2310 (config) #radius-server deadtime 1

5.3.25 RADIUS Y% — 13— |Zi#H19 5 NAS-Identifier DR E

[EFX]

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[/XF A—&F—]
line CORRBISCE (253 SUFLI)
NAS-Identifier B & L CER T T DEE DO LTFH

[FIAER E]
no auth radius attribute nas-identifier
[AF1E— K]
Ja—)varyz 47—y g - R
[ﬁ%]

 RFEREEE 2V T, RADIUS $—/3—{Z NAS-Identifier JEME: & L CGRENT HEE O X THN 2% ET D,
Kﬁﬁ%bkﬁai\mmwSﬁwﬂﬂiM%Mmﬁmﬁﬁkbf BENL, BREZHIBR LIS TEmaE IR
Do
no B Ca~> FEFETLLGEE, PIHEREICE S,
[ EH]

RADIUS Y —/N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWR2310 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 A — FEREEIFB DR

E&N
show auth status [interface ifname]
[F—TU—F]
interface D BEDA L E—T 2= ADERDO B EFTRT D
[78F A =4 —]

ifname LA H—T 2 — AL
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7Tz — A

AR RE DREIRTE, B L OBUEDRRRERIEZ Fm T 5,

BT DA H—
[AJ1E— K]
FEHFHE EXEC £— N, F§#E EXEC E— R
[
A=k
[ EH]
N— MR AE R T D,

SWR2310#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

5327 %7V B v MEBROFRR

Enabled
Disabled
Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Authorized

Not configured

Force Authorized
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured

(configured:-)

[EX]

show auth supplicant [interface ifname]
[F—U— 1]

interface

BEDA A —T 2 —ADEFEROILEFRT S
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[T A —&—]
ifname DA E—T 2 — R4

FoRT DA L H—T =2 —RA

[AF1E— F]
¥ EXEC £—
B
A= MRAECB T 297V B MERERTT S,
[BRE ]
LAN AR— K~ #1 OV 7V B> MEHRERTT 5,

SWR2310#show auth supplicant interface portl.1l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authenticated 1 802.1X
5.3.28 FEEHER DFR

&y

show auth statistics [interface ifname]

[F—T— K]

interface O BFEDA H—T 2 — ADHRHER OB FIRT D

[/3T A —F—]

ifname A —T 2 — AL

FRTAHA B —T z—R

[AS1E— K]
JEHERE EXEC ©— K. Hj# EXEC £— K

[BLA]

A= MRFECBT B3 bOFE T REEFT 5.
[BEH]

LAN " — | #1 OFFHEREERRT 5,

SWR2310#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames 11
EAP Request ID 1
EAP Request 9
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0

Transmitted packets : 10

Access Request : 10
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5.3.29 HEHEHRDO 7 VT

[EX]

clear auth statistics [interface ifname]
[FF—TU—F]
interface CREDAE—T 2 — ADKEHERO AR E T VT T
ST A—F—]
ifname DA E—T 2 — R4

BRI DA H—T =—R

[AFE— K]
FiHE EXEC £— R
[BLFA]
Z‘f*‘}‘wuu j'é/\b‘/ }\O)flhn+rﬁ§&%7)7—’9}«é
[BREH]

LAN 7R— b #1 OfaHEwE 7 UV 73 5%,
SWR2310#clear auth statistics interface portl.l

5.3.30 RADIUS ¥ — N\—REFHMDE R

[ER]

show radius-server
[AJ1E— K]
¥iHE EXEC £ — K
B

RADIUS H—_—{ZT 2% EEHE R~ T D,

FRREY—/N— U 2 Mg L TodH D RADIUS Y — N— D% EG (T —N—AR R b §RFEH UDP A— &=, LA
RAT— R BRISEFHEREM . BORFRERERE, I — N—EHIHIRE) 2 RrT 5,

[ EH]

RADIUS #——ICHT 2R EFME LT D,

SWR2310#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 2 3

Deadtime : 0 min

5.3.31 Web FREERRIHHE DU X4 L 7 b5 URL OFRE
BN

auth-web redirect-url ur/

no auth-web redirect-url
[NT A —=HF—]
url DB R KUNEARE S (oK 256 3UF)
UKA L2 FJed URL
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[FIEIERE]
no auth-web redirect-url
[AF1E—F]
Ja—x)ary 74—y g F— R
[RLBA]
Web BRERKEILIZY 4 A4 V7 N3 2% URL #f5ET 5,
no JER CEAT LB AITRRIER DY X1 L7 MEREE T 5
[/— 1]
"M &G AUIEURL ZHETDH Z LIXTEEE A,
[BEH
Web FBRERR IR D U XA L7 NIEIZ http://192.168.100.200 Z 5 ET 5.

SWR2310 (config) #fauth-web redirect-url http://192.168.100.200

5.3.32 BIEKRED 7 VT

[FX]
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—T— k]
all D BATOV TV A FORFRREEZ 2 VTS
interface CREDA U E =T 2= AR STV DT A FORGEREEZ 7 VT TS
supplicant D BEOY TV NORFEREE S VT T3
[73F A =4 —]
ifname DA E—T 2 — R
VTS HA L H—Tz—R
mac-addr : hhhh.hhhh.hhhh (h 1 16 #%%)
*GD MAC 7 R L&
[AFTE—F]
¥t EXEC E— I
B
Y7V bOBRERIEEZ 7 VT D,
[EXEH]

LAN R — M #1 IZHERE STV DT 7Y 1 b OFRGERIER 7 U T3 5,
SWR2310#clear auth state interface portl.1l

5.3.33 RIEIREED 7 U 7T AR DR E(T AT D)

&N

auth clear-state time time
no auth clear-state time

ST A—F—]
time 1 <0-23>
POREREEZ 7 U T D IR
(AR E]
no auth clear-state time
[AS1E— ]

Jua—nN\)narz74 g r—varsE— R
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[FEBA]
VAT LBIRITY T T N ORGEREEE 7 U T LR AR ET D,
no A TIHAT L7cmAid, ERREL 7 V) 7 LRI O E L HIBRT D,
[/—h]
AV H =T = — R GRFERREE 7 U T HRADNRE STV DIGE, A ¥ — 7 = — ATRE S AT CREGE
KD VT %2479,
[BRE B
VAT LEETH T I N ORAEREE 7 U T ML 2 12 FHIRRET D,
SWR2310 (config) #auth clear-state time 12

5.3.34 FBAERRED 7 V) 7 I BRI DR EA v H—T = —R)
(&R

auth clear-state time time

no auth clear-state time

[/NT A—F—]
time 1 <0-23>
PREREZ 7 U T DR
(AR E]
no auth clear-state time
[AJ1E— ]
A HF =Tz —AE—F
[RBA]

RGA B —T oA YTV B FORIEIRIEE 7 V) 7T DA A5 ET D,

no LA TIAT L7t i, BARREEL 7 U 7§ DRI O E 2 HIBRT 5.

[/—}]

ARza< > FILLAN/SFP " — FEB X OGBS ¥ — 7 = — AT DA TE A HE,

HRA L H—T = A ATIEV AT ARRICEIEREE 7 U T T 0RABRESNLTNTH, Ka~vy RTREIN
T-REZ CREGEIREED 7 U T %47 5,

[ E B

LAN R— b #lL B SN 7 U > b ORREREEE 7 U 7§ 2054 % 12 FRZERET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth clear-state time 12

5.3.35 Web SRFFEIE I A X ~A AAT7 7 A4 VORRE
E

copy auth-web custom-file all src_config num dst_config num

copy auth-web custom-file filename src_config_num dst_config_num

[F—T—F]

all D E2TO Web BAERH I AL ~A A7 7 AV EaE—T 5
[/3T A—HF—]

filename DA KL ONEARL

Web FRREBIH T A X~ A A7 7 A NDT 7 A VA4
src_config_num D ab—xnar T 4 JEKE
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X EME B
0-1 AH— N NT v Tarr 4 7S
sd SD 77— K

dst_config num . av—eoarT 4 IEE
R EE P
0-1 AB—= T v Tar7 4 IS
sd SD 1— K

[AJ1E— K]

¥iHE EXEC £— F

ﬁ%]

Web #2 AENR ﬁﬁx&742‘ﬁﬁw77/{/yig:t"»—-§—éo

[/ — D}

SD 51— RN B AA v F~ Web BAEEEI I A X~ A AT 7 A VEa b —F 25513, SD — RN /FfE4/
startup-config/web-auth/ |24 7 7 A L EFHKE L T 72 &0,

SD 1 — RB~= 7 F S TWRUVREETIX, SD #— RN® Config # X RIZL TARa~v L REETTHE=T— L
%,

(B EH]
TO Web iRFEEE A AL ~A A7 7 A NVESD H—FKNHAX— T o7 a7 407 # ~abt—3 5,

SWR2310#copy auth-web startup-config all sd 0

5.3.36 Web BEFEE I A X~ A X7 7 A4 LV OHIER
[EF=R]

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[¥—U—F]
all D 2T Web iRAEETE 4 A X <A AT 7 A VEHIBRT 5
[73F A —&—]
filename DA LONEARL S
Webuun @737\§’\74’X\‘}Eﬁ77/})/lx@774}/1/%
config num Do arv I 4 IEE
REE WA
0-1 AR—= N NT v T a7 4 V&S
sd SD #— K
[AF1E— ]
¥iHE EXEC £— F
[RiAA]
Web FBREH [ A A X~ A XA O 7 7 A4 NVEHIRT 5,
[/—}]
SD 71— KRB~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHET—L
725,
[ EH]

logopng # A X — N7 v 737 4 J#H O HIBRT 5
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SWR2310#erase auth-web startup-config logo.png 0

5.3.37 EAP /R R R )L— DR E
[

pass-through eap switch

no pass-through eap

[8F A—F—]
switch : EAP /XA R L—D#EIE
REME A

enable EAP /N A Z)L—Z 2T 5
disable EAP /XA A )L— % 523 %

[WIHIRRE]

pass-through eap enable

[AS1E—F]

Ja—\)aryz4JL—y g T — R

[REFA]

EAP /XA Z)L— DN 280 2 . EAPOL 7 L — ADHRE AR &2 &R ET 5,
disable #f57E L7=8%5H 1%, EAP 7 L — A2 HES 5,
no BN CTHEAT L7285 G. £721E, enable Z$57E L7284, EAPOL 7 L — A% #5157 5,

[/—F]
802. 1X FRFEMEENH 72 A v ¥ — 7 = — AT DWW TIFRFEEEE A B L, EAP N A XL —OREIT#EH S,
[ EH)

EAP /N A AL — % T 5,
SWR2310 (config) #pass-through eap disable

S54FR—bEF2UT 44—

541 R—bEF2) T 0 —BEEORE
EE

port-security enable
port-security disable
no port-security

[F—U— K]

enable D A= hEX2 VT s —HREEADICT D

disable D A= bEX2 VT —HREE BT D

[F1EIER E]

port-security disable

[ASTE— )

A H =T 2 —AF— K

BN

MPA L H—T 2 —AZX LT, R—=brtF2UT 4 —EEEZHNT S,
no B TEIT LA, £721E. disable ZF8E L72H AT, MR A L H—T =2 —ATHR—bEX2 )T ¢ —HiEE
Wz 5,

[/ —F]

A< RIZLAN/SFP iR — F B L OGHERA v ¥ — 7 = — AT D A% E I HE,
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R—btFa T —HREEADNC LIERRT, BRINTORWVIERITEFESND,
[BREH]
LAN R—h #1 OFR— b X2 VT ¢ —EEEZHNIT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #port-security enable

5.4.2 FFF] MAC 7 R L A &b

[EF2

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—VU—F]

vlan : VLANID #1457

[NT A—=F—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 #E%K)
D MAC 7 KL A

action : mac-addr 560 7 L — LI B EE
REME Bk
forward LTS B

ifname : LAN/SFP AR— M EiFfmA v ¥ —7 = — X
NGO B —T 2 — R4

vian-id o <1-4094>
%5 VLAN ID

(WX E]

7L

[AJ3E— K]

Ja—\)aryJ 47—y g — R

[RLBA]

A—hEX2 )T 4 —Z2HMNLTAR— N CTEBEEZFFAIT 5 MAC T RLUAEXRERT 5,

no A TIHAT L7 a3, BERZHIFRT 5,

[BEH

MAC 7 R L & 00:A0:DE:00:00:01 2, LAN AR— k #1 OFF A7 KL R & LTRERT 5,

SWR2310 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 VT 4 —ERFEOBIEDOHKE

[EX

port-security violation action

no port-security violation

[T A —&—]
action DA —bhEX 2 VT —EXKEFOENE
BfEE— K A
discard NV AVRN &S

shutdown Nl N S N g




(AR E]

port-security violation discard
[AJ1E— ]

A HF =T z—AE—F
B

av U R 77 LR | A0 F—7 x— Al | 201

WBA VA —T 22— 2K LT, B Xa )T —BXEOBET 7> 3 V2R ET D,

no B CHEAT LI=HA 1R, WHIREIZR D,
[/—}]

shutdown E— R Ty ¥ v hE U Iizdh— & EHIE55E1E. noshutdown 2~ > REHWS,
A~ RIX LAN/SFP A — M K OGREEA v ¥ — 7 = — AT D HG% E W 6E,

[EE B

LAN AR— |k #1 OERFFOIEL R — M Z 0 AERT D,

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #port-security violation shutdown

544 R — FEX 22U T 4 —BEROKT

[ER
show port-security status
[AFTE—F]
F#HE EXEC £— R
[
R—hEXx=2 T 4 —1FREETT D,
Bl
R—hExa )70 —FREETT D,
SWR2310#show port-security status

Port Security Action Status
portl.l Enabled Discard Blocking
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal

5.5 = —f HHHEE

Last violation

00a0.de00.0003

5.5.1 errdisable JKEED> & D H BhE [HEERE DR E

[EF2

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—U—F]

interval © BEVE IR O E
[2XT7 A =& —]

function . errdisable DJRK & 72 5 H e
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BRIEME il
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR RE

interval : <10-1000000>
HENE IR % £ TORME)
[(WIHIRRE]
no errdisable auto-recovery bpduguard (BPDU # — RE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # & BE

[AJIE— F]

Ja—\)aryz 4 —y g rE'w—NR

[

T T — R HHEREIZ X o T errdisable IRFEIZ 72 o 72 & S ICHBIRIICE IR T 28884 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L7=5613. 300 BPOVRE S5,

no JEATHEAT LG A3, HEVEIRMEEDN BRI L 72 5,

[/—H]

Ko< Ra&FEITT DA BPDU #'— REEREIC X - T errdisable tRA&IZ 72 - 72 LAN/SFP AK— h ClX, ¥[a] BPDU %
M L7z & SITREDEEN RSN D,

[BEH]

BPDU 7/ — KT errdisable JKE&IZ 72 > 7 & SO HEEIRZ AR L, EIFFEHZ 600 #1235,

SWR2310 (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R C errdisable IRFEIZ 72 o 72 & O BENE IR & ENICT 5,

SWR2310 (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHEEDBRKRT

[EX]
show errdisable

[AFTE— F]
FERFHE EXEC *E— K, F##E EXEC £— K
B
=T —RHEEREDEREFTT D,
DTFOHEENERIND,
o errdisable JRBEED & O HENVE H DA DG D
o errdisable JRAED A v H — 7 = — AR L O T —Z R L7-H#fE
[ EH]
=T —RRHEREDIE R A2 FRT D,
SWR2310>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason
portl.1l BPDU guard
portl.7 Loop detect

sal Loop detect
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o=
Layer 2 $%5E

6.1FDB(Z + UV —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 2 ZEERED
[

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZ AT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—s\varz 47—y a e — R

[FAA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT B L. MAC 7 R L R FEEERSREN R & 72 5,

[/ —F]

MAC 7 N U A ZEEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 /WA A F Iy 7z b —
DGR S LR,

(BB

MAC 7 N L R EEEREZ AT D,

SWR2310 (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

[EA

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—&—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Ja—nm"Nvarz 4 b—va e —NF
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no IERCHEAT LI A I3 EICK b,

[/—F]

Ko<y RTRELERRE & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND . TORHE
EDOMT, BENELDEAEND D,
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[BREH]
HAFIv Iy M) —DZ—T T2 A L% 400 HIZT 5,
SWR2310 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

[E
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T7 FLAZIRET D
vlan : VLANID #f5E7 %
interface DA E—T 2 —AERET S
instance : MST AV AF L AZFRETD
[/XT7 A—=5—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA ¥ — 7 = — ADAH]
KROA R —T x— A
vilan-id o <1-4094>
%42 VLAN ID
inst o <1-63>
KD MST A A% A ID
[AJIE—F]
¥#HE EXEC E— K
[BLFA]

MAC 7 RLVAT =T Ninb B A F Iy 7w M) —&HIRT 25,

F—U— RFEBEELLHEE. HERMHC B Lz P =R ZHIRT 5,
F—U—RZREELRVWGEEIE, 2ToX AT Iy 7 M) —%HIBRT 5,
[EAEBI]

MAC 7 R L Z7300a0.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWR2310#clear mac-address-table dynamic address 00a0.dell.2233

614 2AFT 4 v 7T N —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET 5%

[/3F A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

XHERDO MAC 7 KL A
action : mac-addr 56D 7 L — A% A EME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5:0 VLAN ID

(IR E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

MAC 7 VAT —TNWVIZAXT 4 v 72 b)) —%5E5kT 5,

action |2 forward R E L HE1T. RELEMACT FLABIORVLANID IC—H LEZET7L—2o% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—HKL7-ZE 7L — L%, fFIES
Do

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7281, VLAN#l DR ES NS,

[/—F]

action \Z discard Z3RE LT, mac-addr [~V F X ¥ A K MAC T RLRZIBETLHZ LIXTE R0,
mac-addr \ZLLTF O MAC 7 RL A BET 52 LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.¢200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.£EFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 5 & 9 Békd 5,
SWR2310 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, % EXEC £— R
B
MAC 7 RL AT —T NV E2HE T 5,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e MACT FL X

o T L—AIZxT 2 EME
o TV MY —FE

. T—VUITHAN
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2310>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L AEDER

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D EDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAEKRT 5
[R5 A—&—]
ifname DRI DA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaH A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9 % VLAN ID
[AJ1E— K]
FFeME EXEC & — R, %74 EXEC E— N
[FHA

FDB = F VIZHFHFHINTWAS MAC 7 RL A A FTRT D,

HEIPEIC L VBRSNS AT Iy 77 FL A, BEO, FBIRBRESNIEALT 4 v 7 T FLADOBRBIENSRT
S,

[B%E B

FDB = F V2B SN TWS MAC 7 RL A A FRT 5D,

SWR2310>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
Jua—naryz 4 S —varE—K
[
VLAN A 4 —7 = —ADREHAT ) 12h D VLAN E— RIZBATT 5,
[/ —}]

VLAN £— b7 a—n\ a7 4 7 b—va T — NICRED I exit 2~ RafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT5,

[B%E B
VLAN £— RIZBIT9 5,
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SWR2310 (config) #vlan database
SWR2310 (config-vlan) #

622 VLAN A VX —T7 = —ADRE

1207

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN O4HIZRET S
state © VLAN OIREEZFRET D
[T A—F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ONEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REMHE B
enable T U— LERET D
disable 7 L— A EEEE LW
[FIHIERE]
mL
[AJTE— K]
VLAN &— K
B

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BEREIN D,

disable Z45E L7285 A%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIC name MNFRTE SN TV 25 VLANID 2%} L T, name ZE M L TR~ RERELEZHEIL., BEICRE
% name DFEFEFINIRN,

vian-id |23 D VLAN ID Z#$8E e, 7277 L., #H3?® VLANID 2T L7-5451%. name ZFEETH N TE 2

AN

BERRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ TZIEIRT 5585 2-4

+ VLAN#2 & VLAN#4 Z38iR3 B546: 24

[ EHi]

VLAN #1000 % Sales &\ 4B CiX €T 5,

SWR2310 (config-vlan) #vlan 1000 name Sales

6.2.3 77 4 _X— | VLAN OF&KE

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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ST A—F —]
vian-id <2-4094>
vlan 2 v R CTREIN TS VLANID
type 77 A ~X— I~ VLAN OFijl]
REME B
primary 774~ Y — VLAN
communit EHLH Y —VLAN(Z R 2 =F 1 —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHAERE)
L
[AFTE— ]
VLAN E— R
[

vian-id % 77 A4 ~X— s VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 4 X— bk VLAN ORENHIFEIN T, 8% DO VLAN & LT+ 5,

[/ —H]

3227 4—VLAN ¢ LCRETDHE, 774~V —=VLAND 7B I ABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o F—T 2 — R LIFWRETE AN, o=zl a2=7 41— VLANEB LT A Y L — k VLAN
BT AL v ¥ —T7 2— R LITBETX 2L A,

TAYL—RFVLAN L LTERETHE, 7I9A4A~U—VLAND T EI AT AR— M EDHBETLHIENTES
N, AI2=F A —VLANBLORT A YL —F VLANIZFTBTAMDA v Z—T = — AL ITBETE L5,

B!

UFD7Z A4 ~X— K VLAN Z&ET D,

s VLAN#100: 77 A~ U — VLAN

« VLAN#101:&® 4> % U —VLAN(Z 2 = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(7 4 Y L— b VLAN)

SWR2310 (config-vlan) #vlan 100
SWR2310 (config-vlan) #vlan 101
SWR2310 (config-vlan) #vlan 102
SWR2310 (config-vlan) #vlan 103
primary

SWR2310 (config-vlan) #private-vlan 101
SWR2310 (config-vlan) #private-vlian 102

( )
( )
( )
SWR2310 (config-vlan) #private-vlan 100
( )
( )
SWR2310 (config-vlan) #private-vlian 103

community
community
isolated

624 774~ — VLAN IZX$BEHZ U — VLAN OFERE

EEy

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vlan-id association

[F—U—F]

add f77E L72 VLAN % BEE#AHT 5

remove fAE L7z VLAN OB 2 HlkR3 2
[/3T A —F—]

vilan-id <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEFRET HHAE. UTo Loz, """ aiATsZ &
« VLAN#2 705 VLAN #4 £ THIBIRT 255 2-4

« VLAN#2 & VLAN#4 &R 554524

(R E]
mL

[AS1E— ]
VLAN E— K

[FEA]

FFIAX—=FVLAN D7 T A<V —VLANIZXH LT, B XU —=VLAN(TA YL —hK VLAN, 23 =2=7 (—
VLAN)D BEAF 1T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESH#AHT ZHIBRT 5,

no FECHEAIT LG EIX. 774 ~ U — VLAN ~O BT & 3 X THIBRT 2,

(B 2B
UFDOTF7 4 _R—=KVLAN ZRELT=DOB, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
s VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWR2310 (config-vlan) #vlan 100

SWR2310 (config-vlan) #vlan 101

SWR2310 (config-vlan) #vlan 102

SWR2310 (config-vlan) #vlan 103

SWR2310 (config-vlan) #private-vlan 100 primary

SWR2310 (config-vlan) #private-vlan 101 community

SWR2310 (config-vlan) #private-vlan 102 community

SWR2310 (config-vlan) #private-vlan 103 isolated

SWR2310 (config-vlan) #private-vlan 100 association add 101
SWR2310 (config-vlan) #private-vlan 100 association add 102
SWR2310 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNETRLA— NDFRE

[ER
switchport mode access
[ E]
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
HWHEA o Z =T 2= ZAOR— MEEZT 7 E AR — MIRET 2,
[/— ]

K=z~ FILLAN/SFP R— M B X UGHELA » ¥ —7 = — AT D HGEE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N — M DRRENER SN D,

— MNiERAE T R — I T 7 AR — MIEE LA 1L, switchport trunk allowed vlan =~ > KD E
k & O switchport trunk native vlan =~ > K D% E S #I IR E L )j:< D,

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH
LAN R— ~ #1 27 7 B AR — MIHRET 5.

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH 72 LAR— bM)DFTE VLAN DORE

[EF=

switchport access vlan vian-id
no switchport access vlan

X A—5—]
vian-id o <1-4094>
FTJ&4 % VLAN ID
[FIHEIERE]
switchport access vlan 1
[AFTE—F]
A H—Tz2—AF—R
[RELRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTIRT 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A~ Rid switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR — B L UGRELA v 4 —7 = — R |ZD
HE%TE IR,
WA A — T 2 AERBLE L TR RERE LIS, ZOA X —T7 = —RIFHBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIERE LELAIE, KRa~vy FORENPYIHIEEICKE 5,
[RXEH]
LANR— M #1 RT 7 AR — K& LTCHIET 5 VLAN % VLAN #10 |Z3% 7 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter SN T 4 —OEMEERET D

[73T7 A —=F—]

action D AT v —0EE
BEME B
enable AT AN =TT D
disable AN T 4 NE—ZWINT D

[WIHIRRE]

mL

[AS1E—F]

AU H—T2—AE— R
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[FEBA]

ingress-filter 2% L 7283818, enable 2NERE SN D,

ADT 4 V2 =BG, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\W5 VLANID & —F L
LLEDRH, TL— AT 5,

ANTZ 4 B —=DNERGEIE, TTOT L—AZiRET 5,

[/— 1]

A~ FIXLAN/SFP A" — B X OGREEA ¥ — 7 = — AT D B iE I hE,

WA H =T 2= AR E LTRAY Y FERELILGAIE, O F =T 2= RAICFBRT22TO
LAN/SFP R — M DR ENEHE I D,

R— MNP ZET 78 AR — 5 b7 7 A — MIERE L7z5ATL., switchport access vlan == > K O3 E 23 A%
EIZR D,

FZ > 7R — k& LTHET S VLANID I, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[BRE ]

LANKR—hF#1 % b7 7 KR— MIRET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk

628 NTF U AR— MNE THHER— M)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all : ovlan 2w FTHREIINLTWATNTO VLAN IZATE S5
none : 2TOVLAN LS5
add : FBEL VLAN IZFTE S H 5
except © HEE L VLAN LSO, vian 22> RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE5
[SF A—F—]
vlan-ids o <1-4094>
vlan =~ R CRE STV % VLAN ID
BEIEET %6, UTFOXHZ, """ 2EHTHZ &
+ VLAN#2 7»5 VLAN #4 £ CTHRIRT 554 2-4
+ VLAN#2 & VLAN #4 % RIR9 5355 2,4
[FIEIEXE]
L
[AF1E— F]
Ao B =T 2 —RAE—F
[RLBA]

HNBA LV E—T 2—AN T IR—FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID N X CHIBR SV CAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU D LAN/SFP AR — B L UGREEA ¥ —7 = — X (TD
IR E W],
WA Y H =T 2= AEMRL L TRV FERELIZLRIT, £0OA V7 =7 2 —AHRT 22TO
LAN/SFP R— F DRRENE L I D,
N— MEREZT 7 2 AR — MIER LIELGEIE, Ao~y FOREPVIHIREICR S,
all £721% except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEN D,
all £721F except ZFHE L TRIE LIZGAIEL, LTORELZITI &, FEV OFFE L T2 VLANID % add THEEL

TEREICELESND,

remove & f5E L CHT/E L T % VLANID ZHIfR L7 5%E
switchport trunk native vlan =~ > R CHT/E L C\\% VLANID #f5& L =556

except ZHHE L TRk E & 1T > 7%, add 257 L THRAE L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L2 EICEE I,

remove Z fiE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —I272 5.
Az~ R & switchport trunk native vlan =~ > RO EIL, BEEL L 2D,

Ko< RTHE S ®72 VLANID %457 L T switchport trunk native vlan 2~ > N2 % E L= E, fFEL-
VLANID 2O EESH 545,
switchport trunk native vlan =~ > N CEXE S 41TV 5 VLAN ID Z 57 L CHT/®R & 72354 switchport trunk
native vlan none 23i%E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2 (A G OE THRE LHE, ivwI—a v
(Rev.2.00.08 LAFNIC R & a~ v REREICKIT 2, fiRE L CUEFICHEETER R ATRENRH D, FEH]:
switchport trunk allowed vlan add 101,103-105)

[ EH]
LANAR—h#l Z b T 7 R— MIERELTVLANR I &85,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk
SWR2310 (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DRAT 47 VLAN ORIE

[EFX]

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[F¥F—TU—F]
none : A7 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLANID
(AR E]
switchport trunk native vlan 1
[AJIE— F]
A HF =T z—AEF— R
B

KRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZfEE L72HAIE. XA T 4 7 VLAN BENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELIZX V7%
L7 L —A5TET 5,

no IR CHAT L7258 I3 IRR EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU D LAN/SFP AR — B L UGREEA ¥ —7 = — X (TD
FRE W] e,
WA Y H =T 2= AEMRL L TRV FERELIZLRIT, £0OA V7 =7 2 —AHRT 22TO
LAN/SFP 7R— F DRENEL S5,
N— MEREZT 7 2 AR — MIER LIELGEIE, Ao~y FOREPVIHIREICR S,
Az~ K& switchport trunk allowed vlan =~ > NOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #fiE L CARa~ > RERE LHE, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEE L VLANID % switchport trunk allowed vlan =~ > K CHE X ¥ 7244, switchport trunk
native vlan none 235X & S 15,
[ E ]
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #switchport mode trunk
SWR2310 (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
[

switchport mode private-vlan port-type

(1

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type ¢ AR— hOEME
R B
promiscuous 7'a I AHAR— |
host RARR—
[WIHARRE]
L
[AJ1E— K]
A HE—T2—RAE— R
(@]

MRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZRET D,

no R TEITLIZGE ., MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN ORTEEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z DA E Al e,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e IV IR—PELTEIEL TS U F—T =2 — A

[B%E B

LANR—F#l 270 I 2D AR —F, LANR— K #2 ZHR A FAR— MIRET D,

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #switchport mode private-vlan promiscuous
SWR2310 (config-if) #exit

SWR2310 (config) #interface portl.2

SWR2310 (config-if) #switchport mode private-vlan host

6211 54 ~_X— K VLAN OF R FR— FOHRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7U—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN & ETH
[73T7 A —=HF—]
pri-vian-id o <2-4094>
774~ Y —VLAN & L TREIN TS VLAN ID
2nd-vlan-id o <2-4094>
Tt H ¥ Y —VLAN & L TRESN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE— R
[FLEA]

HNBEA LV HE—T 2 —ANT T A _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
VAU — VLAN % Bl T 5,

no WK TEIT LGS, HBA L H—T 2—ANKRAFR—=F L LTHIBT S 774~ — VLAN OREB LNk
H & — VLAN OB HEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E X TV 5 LAN/SFP AR — MMZD &
B E PR,

pri-vian-id & 2nd-vian-id 1%, private-vlan association =~ > R CEHEfT T LN TV DHMERH 5,

switchport mode private-vlan =~ > K CR— hDOREBINAR A hAR— FLPSMIERE S8 E. Ao~y ROREIX
HiFRE N D,

[3% 2 5]

HA B =T 2= AZLLNFDT 7 A ~X— K VLAN R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, & % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWR2310 (config)# interface portl.l

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if)# switchport private-vlan host-association 100 add 101
SWR2310 (config-if)# interface portl.2

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if) # switchport private-vlan host-association 100 add 102
SWR2310 (config-if) # interface portl.3

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A R— FDEE
BN

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add . 774~V —VLANIZXT D EH &Y — VLAN 2% ET 5
remove : 774~ U —VLANIZxT 58l &Y — VLAN ZHIBRT %
[T A—=HF—]

pri-vian-id . <2-4094>

774~ VY —VLAN & L Tix/E 3 TW% VLAN ID
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2nd-vlan-ids o <2-4094>
' B XY — VLAN IZERE SN TS VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZEIRT 554 2-4
« VLAN#2 & VLAN #4 Z 8R4 254 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR— N LTHET S 74~V —VLAN Z%E LT, EH % VU— VLAN
% BT B,

R TCET LRSS, MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
YO &Y — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — b & LTHE I TS LAN/SFP 7" — b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, 7aIABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 22— ATHRETE D,

o "IV IFR—FELTEMELTCWAAS L H—T =—R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBHEAT T SN TWALMENRD S,

B v H— T 2 — AR E L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TDH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > R CR— hOFERIN 7 1 I AN AR — MUAMIRE S NTHE, Ka<wr RO
BEITHIBRE D,

2Ia2=7 4—VLANIZ, B 7 I 2B AR— MU THEEMNITAZ ENTE S,

1 OD7 7 A4~V —VLANIZx LT, D70 IADAR— 2R ETE D,

TA YL —FVLANHNDOA L X —T 2—ZF. 1 OO0 I AHAR—FEDBBENTRERT-D. 1 ODT A VL
— k VLAN ICHEST B D7 e 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—=F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. ©H % — VLAN
#101, #102, #103 ZBHEFHT 5,

SWR2310 (config)# interface portl.l

SWR2310 (config-if)# switchport mode private-vlan promiscuous
SWR2310 (config-if)# switchport private-vlan mapping 100 add 101
SWR2310 (config-if)# switchport private-vlan mapping 100 add 102
SWR2310 (config-if) # switchport private-vlan mapping 100 add 103

H

6.2.13 " A A VLAN D& E
[E=]

switchport voice vlan #ype

no switchport voice vlan

[NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged ZTIR LT L—LEMHT S
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[FIHIRR E]
L
[AJIE— F]
A H =Tz —AE—K
[
RAAVLAN O EET D, TI7EAR—-NMIRELIEYEA 4 —T7 2 — ADHFETE D,
VLANID Z48E L725A. fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF T 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 77944V T 4 X7 7L —ANLANID (20 T, CoS ENEE M7= 802.1p ¥ /)% 35/ b
774 w7 LTCHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
R EH]
LAN 7R— |k #1 7R A4 A2 VLAN & L C VLAN #100 [ZF%ET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDHE

[EFX

switchport voice cos value
no switchport voice cos

PS5 A—g—
value o <0-7>

BRI R ET D CoS fiE

(R E]

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CEAR b T 7 4 v 71T RE CoS EHEZRET D,

LIF® & &2 LLDP-MED CHEEGias 1 Z5% & & 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o F4WR— T LLDP-MED %E52{E M A fE,

[ EH]

LAN 7R— k #1 THA A VLAN & L CHHTXE CoSE%E 6 (TR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice cos 6

6.2.15 ;" A{ A VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value ¢ <0-63>

HEGEHAR IZRE T % DSCP i
[FIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR T & DSCP XX ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E & WMad 5,

o MR — FTRARAVLAN BRESH TV D,

o #%Y7R— T LLDP-MED 263213 23 Al i,

[ E B

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/VF 7L VLAN 7 /L—7 1D
BEEEET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 2-4
« TN—TH#ETN—T #4 BEIRT D524

[FIEARE]

7L

[AS1E— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AV H—=T 2= AR LTI N—TEEE LIGE, #%%A ¥ —T =— AT, v/VF 7L VLAN 7 )L—7 3 H
CA v H—T 2= AMORTEETE S, [M L VLAN ThH, w/ILF 7L VLAN 7 L—T7R3E S 45, @ T/
|

MBS LS =T 2= A VI TN —va Vi LS — T = — ADRIEETE B,

MHPREE TIXE A v ¥ — T = — AT~ /L F 7L VLAN 7 /L—7 1R L7\,

no IR TIAT L7 A . VIMIREIZK D,

[/—H]

77 A4 ~— K VLAN & OfFHIZTE 20,

Voo 77—y Vil v A —T = — AR S DR — DO~/ F 7L VLAN 7 )b—T (X[ — 2T D3
Nd 5,

~NWVF TV VLAN ZV—TREAEN501%, R— NOT7+ T —F 4 7 OFH, BIFEO/NT > NI~ ALFTv
VLAN V' )V— T RIE DB Z T IR0,

~VIVF TV VLAN ZHEL TN TH, LTFTORBETELLHBETERNI DD S,

o A=V ITVY—DOT a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkfE

o —TRHoT ey 7iREE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7L —7 #10 \IZ3&ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport multiple-vlan group 10
SWR2310 (config-if) #exit
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6.2.17 < /VF )L VLAN 7V —TF DL ETOHRTE
EEy

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7' ID
name PR AEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v — 7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 7D 7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 N— T4 E R ET D,

no JZTIHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHICHRET S,
SWR2310 (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
[EX]
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : ¥VF TV VLAN ZERED YMPI 7 L — A RE DO B
REE B!
enable IR EEZ AN T D
disable TEIEEE 2 3 5
[(WIHIRRE]
multiple-vlan transfer ympi enable
[ASTE—F]
rua—Narsr 4 L—va R
[FLBA]
~NF TV VLAN RERFIZ, T~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ N NERT 72 ARA v NBREL DL F TV VLAN Z—FICFTR L TWT, 7T AKX — SR E 7~
ITHHRLAN = b — T — B A2FIH L7-WEA, ANCT o208 R’"H 5,

no I CTHFAT LI B IR EICR 5.

[FRE B

~/LF 7L VLAN @ ERF O YMPL 7 L — NGB HE 2 5hic 5,
SWR2310 (config) #multiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2 TO VLAN H# % FRT 5
[73F A —&—]
vian-id <1-4094>
#7795 VLAN ID
[ASTE— K]
JERFHE EXEC & — R, $## EXEC £=— F
Bl
F8E L7~ VLAN ID O A2 FRT 5,
ITOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHRDET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBAR—NF T2 LE— )
e (O): FTUIR—MNEITFER=])
[B%E B

2 VLAN 1§ &2 £ T 5,

SWR2310>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=
show vlan private-vlan
[AJ1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLEA]
7'Z A ~X— k VLAN O &RrT 5,
UTOEBANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4 %Y — VLAN @ VLAN ID
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HAH GL]
th 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARR—=FELTHBLTWDAS VH—T 2 —R
[BEH]

7'Z A X— k VLAN O % &Rr7T 5,
SWR2310>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 w/VF 7 )L VLAN 7 /L—FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FEOV LT TV VLAN 7 — T DR E R AT 5
[RF A—&—]
group-id 1 <1-256>

~/LVF 7V VLAN 7 /L —7" 1D

[AJ1E— K]
FFekE EXEC & — R, %74 EXEC E— N
[RLEA]

~/LF 7L VLAN 7L — 7 DR ERER FTT D,

group FEE A B L7200, EBRICA v 4 — 7 = — X ZED B THERTWD VA —T T RTEFRFT D
YMPI 7 L — AEBBEEE DR EIRRE b R T 5,

[ EH]

~)LF 7 )V VLAN 7 )L — T DR EIREE F T D,

SWR2310>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =272V —7u1 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASIE— F]
Ja—x\)ary7 4L —g T — R
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[FEBA]
AT ANEERO AR T ) — BT S,
no B TEIT LG AR, VAT LAEBEKOANRN= TV Y —2G90MZT 5
[/—h]
ANRZ TV V=% FGNIT D7D, Ka~wr RZMATA v ¥ =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E B
VAT AR TAR= I ) —E ST D,
SWR2310 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>
RIS AERF I (D)
(MR E]
spanning-tree forward-time 15
[AF1E—F]
Ja—\ a4 L—gF— K
[

ARG BIERF M 2 R ET 5,
no JE CEIT LIZEA TR EICRE S,

[/—F]
ARKa< s ROBREITLLTOFRMELZWIZTHENH D,

2x(NE—H A L+]) S RRT— VU TR = 2 x (IRRIRERFRH] - 1)
AT — 7 WX, spanning-tree max-age =~ R CHETX b,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 IICERET D,

SWR2310 (config) #spanning-tree forward-time 10
633 HZRT—V LV JIREDORE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

BRT— v 7 HH)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Jua—mnarz 4 b—va e —R
B

RRT—V U TRHEZRET D,
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no JEATHEAT LI G IIHIMIRRE IR 5,
[/— 1]
BRT—V U 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHAET ORHITH D,
RKa<y FOBREIXLLTOFREEZMIZTHLERD D,
2x(MNE—=H A h+1) = RRT— 2 ZHEEE] = 2 x (EREEERE - 1)
HRGEAERF ] 1X, spanning-tree forward-time =~ K CEHETZ 35,
NS A NI 2T, BRI L LI TERNY,
[BEH
I RT— 2 T Z 25 PICRET D,
SWR2310 (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 41

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—FR

[FHA

TV PTIAF VT A ZRET Do BEN/NSWIE EBREDR m,
no JE A THEAT LI BITAIHIREIZR D,

[/—}I]

MSTP DAL CIST(A > A X v A #OWIK T HRE & 72D,

[BREH]

TV TTTAFVT 4 & 4096 (ZKET D

SWR2310 (config) #spanning-tree priority 4096

635 AV EZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= 7YY —OEE
BREE BL
enable ANR= T Y —EH [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AS1E—F]

AHE—T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHEERRET
no JE . CEIT LT H A TR EICE 5.
[/ —F]
Ko< RIiZLAN/SFP R — B L OGHELA v ¥ — 7 = — AT DA E I HE,
AL —T 2 —AZFIB LTS LAN/SFP AR— MIxF L TARa~w > RERET DL LILTE 2R,
[EXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree disable

636 A F—Tx—ADY I EATORE

[EX]
spanning-tree link-type type

no spanning-tree link-type

[T A—=F—]

type NS
BRENE B!
point-to-point RAV NV —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— K]

B =T z—AEF— R

B

WHBEA LB =T 2= ADY) I B A TEHET Do

no TR THAT L 723 AI3HIIRR EIC R 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AZDO AR E HE,

FELA X — 7 = — AT LTS LAN/SFP AR — MIXf L TR~ RERET D Z LIETE 220,
LAN/SFP R — M &GaBli A ¥ — 7 = — R S E 11X, M5% LAN/SFP AR — MIXfT 2K~ RORED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree link-type shared

3|

637 A v EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 O@EE
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REHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2—ADBPDU 7 4 VAU U T ERET 5,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

A~ RIX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D H% iE I HE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— F ZiaBlA o # —7 = — AIZHTE S E72 8613, 5% LAN/SFP AR — MIx$ oK a~ 2 ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[73T7 A —=F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU 4 — N ZHZT 5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T=2—AF—F
[FiBA]

WA VA —T = —AD BPDU H— RERET D,

no FECHAT LG A IFWIHIRR EITR 5,

[/ —F]

AKa< 2 RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T 2 —AIZHTB LTV A LAN/SFP iIR— MIF L TARa~ > RERETH Z LT TE R,

LAN/SFP R — N ZigBlA ¥ — 7 = — R |ZHTR S ¥ 725613, Hi% LAN/SFP A — NIt 2R~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & o> T shutdown S 17285E1E, HUi% A o ¥ — 7 =—R|{Z%F L T no shutdown =
<~ REFE[TT L L THIATE 5,

S ¥ — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% LT shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree bpdu-guard enable

639 AL F—T 2 —AD/INAITA NDERE
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1225

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[T A—F—]
path-cost ;. <1-200000000>

RA A ME
[FIEIEXE]
AUH—=T2—ADY 7 HEIEU T, LTOEEFEHT 5,
YINYS:J: 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 2 — AL, B LTWA LAN/SFP A— hD U v 7 i EEZ G5 L7 EE tic, /N2 32 MEMPRE
D,
[AJ1E— K]
Ao B =T 2 —RAE— R
[BHA)

WHRA LA —T =— ADNRAAR N ERET D,

no G CTHIT LI BB TIREICRE 5,

[/— 1]

MSTP D513 CIST(A > A X > A #OIWIHKIT DR TE & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al He.

MEA A —T7 2 —AZHTB LTV A LAN/SFP AR— MIxf L TARa~ RERETH Z LITTERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ 54K~ ROFRTED.

*)]:H;qﬂx/i \—)j:%éo
e
LAN B— k #1 ®/8Z2 2 2 F % 100000 IZZET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree path-cost 100000

RRE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX]
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 D4R
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FHA]
KBA B =T 2= ADTTAF)T 4 ZHRET D,
no TR THFEAT L =B I3HIMIR CICRE S,
BAED/ NSV R ENE L. A v X —T = —AP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOHE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
AK=a<> FIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LT D LAN/SFP AR — MIXf L TARa~ YV RERET L Z LIETE 2R,
LAN/SFP R — M &Galli A % — 7 = — R S 75A 11X, M5% LAN/SFP AR — MIXT 2K~ ROBRED,
IR EIZR D,
REBH]
LANR— RN #1 DT TAF VT 4% 64 1ZHET D

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree priority 64

6311 f V2 —Tx—ADT vy R— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]
B =T z—AEF—FR
[@iH]

MHBA VA =T 2 —ADT Yy VR— NEFEET D,

no TR THEAT L= A IR EICRE 5,

[/—}]

A~ R LAN/SFP R — MBS X OGREEA ¥ — 7 = — RO Hg% iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktd AR a~ > ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l v UR— MIT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DR TAHAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M 72 idGmBl A v ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[AF1E—F]

FEHHE EXEC B — ., 45 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface Mg L7 HEIL, BTOA ¥ —T7 = —ZADRERRRIND,
MSTP DAL CIST(A > AKX v A #O)DIEH A TR D,

LT OHEBENRFRREND,
HH G|

Bridge up AR= 7Y ) —Ta k3 )vof /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—F TV TPDLEF0LERREIND, A ¥
— 7 = — ADGEEITMEA L F =T 2= ADA L F—
T2 —AA T v I AFFTRRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERFE R ] R EE

Hello Time N— TV v PDra—F A NEREM

Max Age =TV VORRT— T 7R RIEREE

Root Id N—+ DTV v VA, V= DTV T TAF
U T ¢ (16 #EECHE 4 M) & MAC 7 FL AT S D

Bridee Id TV VT, TV T T4 AT ¢ (16 EEEICEA

8 447 MAC 7 FL 2 Tl Sh %

FRBO—F = UNRRA L RIBEEICIEITC 7

topology change(s)

7 Offu 2 BPDU Otz =)

last topology change

BRIC I R —F = o UNRE LT B

Ifindex AR =T 2= AL T v I AEKE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%E|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A Z—7 x=—ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 417>

Designated Path Cost INA A |

Configured Path Cost A HF =T x2—AD/NA A FMREE

Add type Explicit ref count

AE—T 2 —ANFET D STP KA A DO

Designated Port Id Designated 7~— k @ 1D

Priority AE—=T2—ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EEETE 4 M) & MAC 7 RL A TR S D

Designated Bridge 7‘? v VR ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL ATk S D

Message Age Ay — Ui

Hello Time Na—Z A NFEE

Forward Delay i O AL PR [ R E i

Forward Timer

FEBROFRERIE & A ~—

Msg Age Timer

A A —T x— AN BPDU DIFRAWIEST H X A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—=OFFIHEAT D24~ —, 012722 T2Ff T/
2=y NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KET5HBPDU DX A
Ty VR — N O EM & BIFEDIREE, portfast off,
portfast configured N
portfast on, edgeport on DV F A7)
N - - “\__‘ N *4 P = i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU W — FHEREDBUEN & HifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V THEREDRE
il & BIEDIRAE
root guard configured Jb— I — REERE DR B & BiAE DR AR
. A H=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOREE
Bl

LAN R— K #1 O A= 7 ) —DOIREER FoRT 5,
SWR2310>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.1l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27 ) —® BPDU DOFEHEHR D ER

[EX]

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F —]

ifname

[AS1E— F]

FEHRFHE EXEC *E— K, F##E EXEC £— K

[FRA]

A= 7Y U —0 BPDU OFEFHERDFRT 5,
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LAN/SFP iR — M £ 721350 A ¥ — 7 = — AD4 R
FHRTHA v HE—T 2 — R

interface ZEME L7=BEIL. B2 THOA vV H—T7 =2 —ADRERFRRIND,
(B EHI]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR+ 5,

SWR2310>show spanning-tree statistics interface portl.l

o o o 00 o° A A O A A O A° A O o° A o o

o\°

o o° A° A o o o° o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

Og wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRAE—T o —AERETD

[78T7 A —=HF—]
ifname : LAN/SFP AA— M E 72 iEGmBilaf v ¥ — 7 = — A D4
IVTTHA A —T 2 —R
[AS1E— F]
F#E EXEC E— K
[
STP H#aE— RCEMEL TV oA v ¥ — 7 = —AZWEE— F~RT,
interface ZEME L7=5A1E. @ CHOA X —T7 =—ADRENRZ VT Shb,
[/ —F
STP @ BPDU % %5 L7236, %5 LA v ¥ —7 =— AL STP EME— RCTEET 2L 91225, LirL, T0
#% STP @ BPDU 2% (5 LK 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 REE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE 5,
[BREBH]
LAN R— b #1 % STP H#a Ll E— R ~R T,
SWR2310#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EFX)

spanning-tree mst configuration
[AJTE— K]
Ja—\)ary7 4L —y g T — R
[FREA]
MST A LV AZ L ARLMST U — 3 VOBREZITI 12O MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—o)Lary 74 7 b— g 0 — RIORAICIT exit 2~ RE2fEH L., ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEH]
MST &— RIZBITT 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #

6.3.16 MST A ' A X ADAERR
[

instance instance-id

no instance
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[73T7 A —=F—]
instance-id ¢ <1-15>
A VAL AID
[FIEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AZ  AZ AT 5,
no FECTEFIT LI A L, MST A VA XV AZHIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OBHAT T X, instance vlan 2~ > R TRIET D,
[BEH

MST AV AZ A #]1 T 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

35 A—5—]
instance-id ¢ <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJIE— ]
MST &E— R
B

MST A A X A 2% LT VLAN % BEfHT 5,

no JERTEIT L=HE1E. MST A v A& A2k % VLAN OREEA T 2 BT 5, BIRL7-fEE, MST A > %
AR xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &Rt 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A VA XV ADAERKRBITHON D,
[/ —F]

o> MST A > A X o AZBAEEAHT S CD VLANID 25 E T 5 Z LT TE R0,

[ EH]

MST A > A Z o Z #1 12 VLAN #2 % BIEfFT 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[73T7 A —=F—]
instance-id ¢ <1-15>
A VAL A ID
priority D <0-61440> (4096 DIE%)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
B

MST A LV AZ L ADTZAF VT 4 HRET D,

BAED /NS WZEERERE LS, MST AV AX U ARNONL— R T Y v DI272 5 alietE 3 m < 72 5,
no JER THFEAT LB A I3 R EICRE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 [T ET D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 2
SWR2310 (config-mst) #instance 2 priority 4096

63.19MST UV —T 3 VADRE

[EFX
region region-name
no region

[/NT A —=HF—]

region-name DO ATIEUT R L OVEMA RS (32 SUFEEAN)
V—T a4

[WIEARRE]

region Default

[AJTE— F]

MST E— K

[REA]

MST U — a VA ERET D,

no FECTHAT LG IFWIHIR EIZR 5,

[BRAEBH]

MST U — 3 4 % Testl IR TET D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #region Testl

6320MST V —a DY EYa VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
VEeva & e
[WIHIRRE]

revision 0
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[AJTE— K]
MST £— K
[FREA]

MST VU —> a3 EYa v EBELXRET D,

no B TCE(T LA ITVHRTEIZR S,
B&l]

MST VU =30l ela a2l ET S,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #revision 2

6321 A VH—T =—RIZKTDHMST A VARH LV ADRE
[ER]

spanning-tree instance instance-id

no spanning-tree instance

[/XT A —F—]
instance-id oo<l1-15>
AR ENTND MST AV AX LV AD ID
[WIEIRRE]
7L
[AJ1E— K]
f B =T 2= AF— |
[FHA

RGA A =T 2= AZKH L TCMST AV AZ LV AERET D,

no B TEIT LB AL, MST A VA X ADREEHIRT 5,

[/—h]

AR=a<> RiZLAN/SFP iR — M B L UGHEEA > ¥ — 7 = — AT DA% E I HE,

FEEA v H—T7 = — AZFTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z LT TE 20,

LAN/SFP R— F 3B v Z— 7 = — AR SV 7-HE1E. %3% LAN/SFP R— MIxtd AR a~<w o ROFKEN
’Jﬁ)jﬁﬁuX/E )J:"Tz)o
X EH

LANR—F#1 ICMST A >V AR LA ZHRET 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree instance 2

63.2MSTA LV AZLVRIZBITAA LV EZ—Tx2—RADTFF3AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA A —T 2= ATRE SN TND MST A Y AKX AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE ]

spanning-tree instance instance-id priority 128
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

MST A VARV AZBITDRNRA L B —T =2—ADTTAF VT 4 ZHET D,

no JER TFEAT LB A I3 HR EICE S,

[/—}]

Az~ RiX LAN/SFP R — M X OGREEA ¥ — 7 = — AT D B iE FHE,

A v H— 7 = — AR LTS LAN/SFP AR — MIxt L TARa < RERET H Z LIETE 720,

LAN/SFP R— M & aBli A % — 7 = — RZFT@ S 725613, M47% LAN/SFP AR — MIKT 24K 3~ ROBRED,
R EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT % 16 IZRTET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree instance 2
SWR2310 (config-if) #spanning-tree instance 2 priority 16

R
i

63.23MST A VAFZ LV ARIZBITAAVE—T =2—AD/NAIARA D

&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —%&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost 1 <1-200000000>
IRA 3 A ME
[FIHIERE]
A E—=Tx2—ADY I HEEIZE T T, LTFOEEFEHT 5,
Y7 HRE NA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
A X —T7 = — A, FTB LTS LAN/SFP AA— h DU v 7 HEEZ G5 LT A JtIc, S22 X MESRE
Do
[AS1E— ]
A4 —Tx—AF— R
B

MST A Y AH LV AIBITDHHMBA VA —T 2 —AD/NAT A NERET D,

no IR CELIT LGS ITHNHRTIIRE D,

[/ —}]

Az~ FIXLAN/SFP A" — M B X OGRBEA o F — 7 = — AT D HG&E I hE,

BB X — 7 = — ZICHTE LTV D LAN/SFP AR— Mt L TR~ RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZFTE SE72 8613, H5% LAN/SFP AR — MIx$ o AR a~ 2 ROBREN,
IR EIZR D,

[ EH]

LAN R—k #1 D MST A > A X > Z#2 D/8ZA 3 Z k% 100000 [ZRET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree instance 2
SWR2310 (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFROFE R
[ER
show spanning-tree mst config
[AJIE— F]
FEFEHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
[RBA]
MST U — a v OBEREZ R =T 5,
[FAE B
MST U — a v OBEREZ R =T 5,
SWR2310>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERETD
[/NT A—F—]
ifname : LAN/SFP AR — M E72iEiml A ¥ — 7 = — ADA R
RRT DA H—Tx—RA
[AF1E— ]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T = —AE—F
(@]

MSTP OIE#R %= FKrT 5,

HWHFITIMST A v AX AL VLAN BE S V¥ —7 = — ZAOBEMTIE#RE R RT 5,
detail ZHRTE L7251, AV H—T 2 —ABLOMST A VA X ADOFEMIERE FrT 5,
interface ZZ Mg L72HE1E. T _XCTOA v X —T7 2 —ADERBPERIND,

[/—F]

ifname |2, A L H —7 = —ZZFTE LTS LAN/SFP AR — R 245 ET 5 Z LixTE 0,
B&l]

MSTP OIE#H = FK T 5,

SWR2310>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f£2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ™ MSTP DFEMIE %z £Rxd 5

SWR2310>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

EEy
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP AR — b E721E5mBA ¥ — 7 = — ZADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $HE EXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L= MST A VARV ADIEREERT S,
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interface M L72H A 1L, FEELTZMST A LV AZ U ARREINTNDTRTOA V¥ —T = — ZADIERP LR
Sho,
[/—H]
ifname |2, FHERA X — 7 = —AIZFTE LTV D LAN/SFP AR — R & HEET 5 Z LT TE 20,
[BXE B
MST A VA X R #1 OIF#HRELRRT D,
SWR2310>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0 - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 RHBEREDRER AT L)
E&N|

loop-detect switch

no loop-detect

[/NT A —=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?A3W®W~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—nnarz 4 —y g rE'w—NR
B

VAT ARERON— T REERE A A D E TN T D,

no JEITIFAT L2 G A I3 IIER EIZ R T,

[/ —}]

VAT ABIRTANR= 7Y ) —iReE L L — TR RE R D T & B,

N—TRHRHEEREE AN T H7201I20F, Ka~r RIga T, £ v ¥ —7 =—ATHL—7 e A+ 2

VENH D,

N—THRHERRENE DR BETH, LTDA V¥ —7 =2 — AT — TR REIZEME L 220,

o ANR=27Y U —HERENENME L TV 5 LAN/SFP AR — R B X OGREEA > ¥ —7 = — A, 7272 L, Forwarding /" — b
TIX LDF OEZEEIT O 120, BRI L 0 L— 7 N84 L8, v—7RIHEEENEIET 5,

e X7V UIUHREDI T —AR— h& LTEMEL TUW5 LAN/SFP AR— k
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[BREH]

VAT AR TA— T RS AT D,
SWR2310 (config) #loop-detect enable
VAT AR T — TR RE A T D,
SWR2310 (config) #loop-detect disable

6.4.2 )\ —TIRHEREDREAL V' X — T =—R)

[EFX]

loop-detect switch
no loop-detect

[/XT A—F—]
switch DX A —T 2 — ADN— TR HRE DR E
BEME B
KA KB —T 2 — AD L — TG
enable N5
. KB A B —T = — ZAD ) — T H G
disable T
[FIH1ER 2]
loop-detect enable
[ASIE— K]
A H =Tz —RAF— K
B

RGA VB —T 2 — A —T SRR E AR £ T X T 5,

no I TIAT LGB I3 IER EIZ R T,

[/ —1}]

N—TRRHBEREZ BT H7-DI2F, AKa~<wr Rigxa T, Y AT AR THV—THmHEREZ BT 208

N 5D,

RKa<y RORENTR/2D LAN/SFP AR — MIGHEHA LV F —T7 =2— AL LTHRD Z EIITE R, 7272, AH—

Ny 7arr 4 7 EOEA X —7 =2 —AIZFTE L TV 5D LAN/SFP AR — F OFRE L, &R — b DR EI i

AL — T 2— R ZHEAINAS,

FRERA X — 7 = — AZFTR LTS LAN/SFP AR — MR I~ ROFATIXTE 220,

N—TRHEBERENAG 2 GETH, LT ¥ —7 = — ATV — 7 BHEREITENME L 72\,

o ANR=2 7YY —HREDENIEL TV 5 LAN/SFP AR — b K OGRS ¥ —7 = — A, 7272 L Forwarding 7" — b
TIXLDF OEZEEITO 120, BBEHEIC LV L— 70N A L, v—7RIEEENEIET 5,

e X7V VTHREDI T —R— & L TEMEL T\ D LAN/SFP R — h

A= 7 U —REHE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ KT LT, EB L OEEN AN D ELLT

DFEITRT,

A H =Tz —RA&
LPD %) LPD A%
STP 47 STP %) STP #%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD A%
STP %) - STP LPD STP
[BXEHI]

LAN AR— |k #1 O —T &R Z A2 5.
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR SRE A H T 5,

SWR2310 (config) #interface sal
SWR2310 (config-if) #loop-detect enable

LACP 3R A v — 7 = — A #1 O/ — R T 4,

SWR2310 (config) #interface pol
SWR2310 (config-if) #loop-detect enable

LAN 7R— b #1 O)L— 7 HHSRE 2 NI+ 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #loop-detect disable

6.4.3 )L — 7 HRHEFD Port Blocking DEXE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch DB A v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B I
[(WIEIRRE]
loop-detect blocking enable
[AFTE— ]
A H =T 2 —AF— R
[REFA]

KRA U H—T 2= AT, —TEMH L84 O Blocking A8 F 72130245,

no FECHEAT LG A& I3WIHIREICRE T,

[/ —}]

Ka< o ROFENR LD LAN/SFP AR— MIGHBIA V4 —T 2 —R L LTHRDBZ LITTE R, 7272 L, AX—
NT T a7 4 LA v Z—T = —ZIZFTE LTS LAN/SFP iR — F DR EIL, IEHER— N OREND T
B —T =R ZHEAEND,

FRERA X — 7 = — RZFTE LTV D LAN/SFP iR — MR~ ROFATIZTE 220,

[ EH]
LAN 7R— k #1 T/L—7 %M L728A12 Blocking 32 X 5127 %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect blocking enable

ABT 4 VA v H — T 2 — A #1 TL—T & L7c 8412 Blocking 756 L 91235,

SWR2310 (config) #interface sal
SWR2310 (config-if) #loop-detect blocking enable

LACP @Bl A  F—7 = — A #1 TL—7Z ki L7255 Blocking 35 £ 9127 5%,

SWR2310 (config) #interface pol
SWR2310 (config-if) #loop-detect blocking enable

LAN R— k #1 TL—7 % L7258 12 Blocking L72RWK 9127 5%,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect blocking disable
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6.4.4 Port Blocking D)\ — 7 f#{H % —EH R CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[/3T7 A—=F—]
interval : <10-3600>

Jo— TR O [ERRIE ] (B))

(AR E
mL
IASIE— F)
Ju—n"narz 4 b—varE—F
[@iHH]
. L— 7 BRI SR B &, BT Blocking IRk S5,
ZOavwy RERETHE, —EMBETL—7RHEINTWD0ERT L L9122 5,
Jo— T DMETE AU TUWALE Blocking & fg#BR T2 23, — 7 BEHE STV iRiT UL, BEZ ORI RE T 5 T
Blocking ZifkfEd 5,
no JEATHEAT LG BT, AIIREITRE T,

[/—}]
Port Blocking JREED AR — kAR U > 7 #vo Lizi54 . Port Blocking (FRIFHZfEER S5,
[BREBH]

Port Blocking ¢ /L — 7 fi# 1S HER D FIFEIFE 2 300 FHICEET 5,
SWR2310 (config) #loop-detect blocking interval 300

6.4.5 V—7HRHREDO Y £~ |
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA LV E—T 2—ADN—THREEZ )y F 45,
[/—HI]
Kawry RiE, VAT LABERONL—TIREEREDERIGEICORIATTH I LN TE D,
[ E ]
N—TRRREEZ Y By T 5,
SWR2310#loop-detect reset

6.4.6 /L — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, Rt EXEC £— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRRRIIUTOLED,

o VAT AEEKRDON— TR EE DR E
+  Port Blocking @ /L — 7 i 1R D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP A— FBLUGHEA v 4 —7 = — A T L O —T ROk EE
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o A2 H—T x—AZ(port, sa, po)
« LAN/SFP R"— R B X OGHEEA % — 7 = — ADb— 7 fr HEERE D 3% E (loop-detect), /L— 7 TR HHFSRE S ENE L
TWLHEEE. P fFEEnD
«  Port Blocking ® % i K RE(port-blocking)
o Jb— 7 O K RE(status)
[/— ]
MERA L H — 7 = — AIZFTE LT D LAN/SFP R — M E#ER LRV,
Bl
N—T RO RIEZ £~ T 5,
SWR2310>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = 0—---—-—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L J DERESRE (VAT H)

E&
ip dhcp snooping switch
no ip dhcp snooping

[T A —&—]
switch © VAT ALIRD DHCP A X — b VHEBE DR E
BIEE FiEA
enable AT AAED DHCP A2 X — v FHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N T B
[FIEIRR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 4 JL—y g T — R
[FREA]

VAT LERD DHCP A X — Y v JHBEDRR T & A0 F 113 BRI T 5,

no FEX CTHAT LG A I3HIHIER EICE T,

[/ — B

DHCP A X — b FHERE 2 AN+ 5= 01213, Az~ RIZAZ T, VLAN A > #—7 =—AT% DHCP A X —
v IR E AN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— _—3 i SNV TWHHR— R ERET HLENH 5,
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[BREH]
VAT AAKTDHCP A X — ' ZHREE T 5,
SWR2310 (config) #ip dhcp snooping enable
VAT AA{RTDHCP A X — > 7 Hfe & e+ 5,
SWR2310 (config) #ip dhcp snooping disable

6.5.2 DHCP & X — v 7 DA R/ERE (VLAN)

[ER]
ip dhep snooping switch
no ip dhcp snooping

[XF A—&—]
switch DR A L H—T = —A0D DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable MBA B —T 2 —AD DHCP A X —t
7 HEREDRRE & BN T 5
[ E]
ip dhep snooping disable
[AF1E— K]
Ao HF—T 2 —AF—FR
[RLBA]

KA X —T7 = —AD DHCP A X — b Ve DR EZ AL E 1213 EHIT 5,

no JIER CHAT LI & I3 IR E IR T,

[/ —h]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r FIIA T, Y A7 ALK TH DHCP A X — B VHke
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ K CDHCP ¥ — "—EFH SN TWNWDHR— NERETHILERD D,
[ EH]

VLAN1 T DHCP A X — "> JHREZ H 4z 5,

SWR2310 (config) #interface vlanl

SWR2310 (config-if)#ip dhcp snooping enable

VLAN1 T DHCP A X — b JHRE &2 S+ 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping disable

6.5.3 DHCP A X—tE° L FDR— FNERIRE

BN
ip dhcp snooping trust
no ip dhcp snooping trust

(IR RE]
L

[AJTE— K]
A HE—T 2 —AEF— R
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[FHA]

RGA B —T 2— A% DHCP A X —t L 7' ® Trusted N — MMIRET 5,

no FECEAT LG & I3WIHIREICR T,

HLRAE TIZ TR TOAR— 2 Untrusted A"— MR TEI N TS,

[/—}]

A< RILLAN/SFP R — b L OGHEEA v ¥ — T = — AIZDOHRFFKETE D,

FRERA X — T = — RAZFTE LT D LAN/SFP AR — MMIFRE TE 220,

Trusted 78— N TIZ DHCP /X7 > b D7 4 V&2 U 73 ThoivT | (B I 4172 DHCP — =034 S LTV H AR —

ICRET Do

Untrusted R— b TliX, ARO DHCP X7 v b7 4 )V Z ) THBEINEITIND,

B3

DHCP $— 3=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=AIMAC 7 RUARBFEINTNT, DOBERA v X —T 2 — AL [F R D4 %
— T 2 —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 F L A &K H@% (DHCP
DECLINE) Zf¢3ET 5,

MAC 7 RV ARRIENFZIOEA . DHCP N7 v FDIRFEILEMAC T RLVAE I TA T bN—RU =77 KL XA
(chaddr) ZLb#EZ L., —E L72RWIGAIE Y% DHCP X7 > N & EET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP #¥% » MZBEIZ Option 82 fE#HAMS 5 1T
L&, YU DHCP N7y hEMEET 5,

TEB]

portl.5 % Trusted A" — MIFEET 5,

SWR2310 (config) #interface portl.5
SWR2310 (config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/EENHRE

[EX)

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 KU ARFEDORE
REHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A MRFEDR E & T2 35
[WIHIRRE]
ip dhep snooping verify mac-address enable
[AFTE—F]
sa—\)varZ g S L—arE'— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T hox— R 277 KL A (chaddr)
L, —E L 2W5A 13 DHCP N7 v h & iEH#ET 5,

no JEATHEAT L7256 BAHIHIRE ISR T,

[

TEHB]

MAC 7 R L ARRRED R E & T2 3 5,
SWR2310 (config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA%/ TR E

[EFX]

ip dhcp snooping information option switch
no ip dhcp snooping information option
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[73T7 A —=F—]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T %
disable Option 82 DFEXE Z MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz4 7 b—va e —R
[@i ]

DHCP /37 v @ Option 82 1FHRDOAHIN, i, HIBROA RN/ DR EZIT o
no JE A THEAT LIe GBI E IR T,
Option 82 23 AN D54A . Untrusted 78— " CDHCP 27 7 A4 7 > k2B 38 L7 DHCP #3% » hZ Option 82 f&# & +f
5L,
DHCP #—/3—=725 DHCP 7 7 A 7 i CO R Y /37 kD Option 82 i # Z Hlbk L THikd 5,
Option 82 fHHUIZLL FD & B0,
* Remote-ID
« T 74N BNTIE, KD MAC T RLARFEIND,
* ip dhcp snooping information option format remote-id =~ >~ K C, Remote-ID (ZALE D75 CHA T
FOEHTLE) & 5T 5 LATE D,
» Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /N7 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
Hans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZfE L7 VLANID & AR — FESICALT L2 ENTE D,
» Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > N T, XI5RAK— L ® Subscriber-ID I[TEEDLFHN AR ET H 2 & TG

o,
F 72, Untrusted 78— bk TREIZ Option 82 {23 5- S 4172 DHCP /X7 v b & %5 L7c¥4&. £ DHCP X7 v b &
RHES 5,

ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F(Z331F % Option 82 % & e DHCP /¥
7y NORRERATFA T HZLINTE D,

[BREBH]

Option 82 DR IE Z TN T 5,

SWR2310 (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted 38— N ZAZFHF IR E
EEN

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIIRRE]

7L

[AS1E— R

ra—r\vari 4 b—yarE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23 5- S 4172 DHCP /X7 v DRk Z H T 5,
no JEA THEAT Le S B3R E I =T,
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[BREH]
Untrusted 78— I T Option 82 {f#23F 5- S 4172 DHCP /X7 v b DREAZ AT 5,
SWR2310 (config) #ip dhcp snooping information option allow-untrusted
6.5.7 Option 82 ® Remote-ID DFXE
[#FX]

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZ4EET 5

hostname : REMOTEID (2K A " 2 RET D

[/NT A—F—]

remoteid D ATREOSCFY CEARETR L OVCEATE S 63 SUFLAN)

[FIEAER E]

L

[AJTE— K]

A H—T2—AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LTI 25925 Z LN TE 5,
272 L, EEOLFIN" M EED D Z LIXTE R,

no JTE, TEAT L7855 1%. Remote-ID IZAED MAC 7 KL AR EN %,
[/—}]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[BXE B

Remote-ID (ZAEE DO LFH % 595,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
[EF=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &2+ 5
string ¢ Circuit-ID type 1 fEE O CFHNZHEHT 5

vlan-ifindex . Circuit-ID type 2 VLAN ID, ifindex % 4%

[/XT A= —]

string D ATRE O CEA ST K OCEA RS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAIEET D,

vlan-port Z 45 E L723A 1%, DHCP 7 74 7> k76 DHCP /N7 » b &5 5 L7 VLANID &, A% v 7 &FH, K—
NESEMN 5T 5,

string 45 7E L7256 13, AEEOXTFHNE N ET 5, 12720, REDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v & %{5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIREITR D,

[/—}]

ARa<2 RIZVLAN A VX — 7 2 — A ZOHRFKETE 5,

[ E B

Circuit ID (Z DHCP 7 7 A 7 > k736 DHCP /"7 v b & %f5 L72 VLANID &R — FE S 535,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DFXE

&
ip dhcp snooping subscriber-id subid
no ip dhcp snooping subscriber-id

[XF A—5—]
subid D ATE O CE A T L OEAEE S 50 SCTLAN)
(W E]

7L

[AF1E— K]

A B =T 2 —AF— R

[FHA]

KGR — D Subscriber-ID (ZAEE DO SCFFN(1~50 L) & /X ET D, 722 L, LFHNI"MEEHDH T LILTERU,
no I TFAT L 7235513, Option 82 15 # (T Subscriber-ID 23 5- S 41720,

[/—}]

Kz~ FILLAN/SFP R— FB X UGBS 7 —7 = — ATDHRETE D,

A v F— 7 = — TR LTV D LAN/SFP AR — MIERE TE R,

[ E 5]

portl.1 @ Suscriber-ID & ET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #ip dhcp snooping subscriber-id a room

3

6.5.10 DHCP /X% v b {5 L — MHIRDFRE
E&N

ip dhcp snooping limit rate /imit

no ip dhep snooping limit rate
[/3T7 A—5F—]
limit : 10-125
1 B & 72V 1255 A BE72 DHCP 347 v M (pps)
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[FIEIERE]
L
[AJIE— F]
ra—r\var 747 b—va rE— R
[
VAT LK T 1 BB IZZAEATREZ: DHCP N7 v MIERET D,
ZEV— o ERAZER LG A, ZE LV — & A 725%/E DHCP /37 v MIEET 2,
no IER THFAT L7 HE 1%, DHCP X7 v b DA L — MilREZITHD 720,
[BREH]
AT LAED DHCP /37 v A5 L — b % 100pps (ZiX ET 5.
SWR2310 (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NEZERF SYSLOG /1 DE L/ EEERE

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—&—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 /)7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 77 L
isable
VAR
[FIHIER 2]
ip dhcp snooping logging enable
[AFTE— R
Ja—\)aryz 4l r—g % — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH /)4 %,

no JEATHEAT LIe B3R E IR T,

[BXRE )

DHCP /% v Mig#ER#IZ SYSLOG (ICHI /)T 5%,

SWR2310 (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— U T DV AT AR EFBRDOE T
E&y
show ip dhcp snooping
[AJ1E— ]
FERFHE EXEC E— I, %5 EXEC E— I
B
DHCP AX—E U T DV AT AREFREFTRT D,
[EXREH)
DHCP AX—V T DV AT AREEREFTRT D,

SWR2310>show ip dhcp snooping
DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled
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Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineeennnnn 100 pps
LOGINg & e e e i e et ettt et ettt e e e Enabled

6513 DHCP AX—Y 7T DA v F—T7 =z —AREBTHRDOERR

[EF
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ik EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFEHRETZRT D,
[EXE B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWR2310>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlan2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

CleeulE=ID oooaoo torakusu

Interface Type Subscriber-ID
portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T —FR— ZADFKR

[ER]

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC £— N, F#E EXEC E— I
[FHA]

NA VT 4 T T—ER=RIHGFEIN TV DY N —FHRERRT D,

= M) —EHRIILLTFTO LB T,

« DHCP 7 747> k)5 DHCP A v & — %%/ L7z VLAN ID

« DHCPZ AT ;6B DHCP A vt —V2ZE LTnA v ¥ —7 = — A
« DHCPZ A4 7> FDMACT FL %

« DHCPZ A4 7> hDIPT LA
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[BXRE )
NRA VT AU T T —=HR=ZAONEEFRT D,
SWR2310>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address
1 portl.l 0000.1111.2222 192.168.100.2
1 portl.2 0000.3333.4444 192.168.100.3
2 sal 0000.5555.6666 192.168.200.2
2 portl.1l0 0000.7777.8888 192.168.200.3
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Expires (sec)
259170
112000
100000

infinite

[ER

show ip dhcp snooping statistics
[A1E— ]
JEEFHE EXEC E— K. ## EXEC £— K
[FAA]

DHCP % 3 — b 7/ O e 21 %,

A HE—=Tx2—AT LT, %G L2 DHCP /N7 v b EFES 1172 DHCP X7 > RO AERRT 5,

[/—

DHCP % v FEZEL— MHROREIZ L > THRESNT- Sy MIT T FERZRN,

Bail|
DHCP 2 X — V' VO EHE M A2 ForT 5,

SWR2310>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4 VT T —=ERXR—=ZADI VT

[ER
clear ip dhcp snooping binding
[AJ1E— ]
FiHE EXEC £— R
B
AT AT F b N2 7 VT B,
[EXRE )
AT 4 T T = N=2 %7 VT T 5,
SWR2310#clear ip dhcp snooping binding

6.5.17 DHCP A X— b V' DiFzHEHD 7 V7

[EF=

clear ip dhcp snooping statistics
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[ASTE— R

¥t EXEC B— R

B

DHCP A X—Y¥ v 7 OfeH&E#RE 7 UV 795,
Bl

DHCP A X — v > 7 OfaHERE 7 V 79 %,
SWR2310#clear ip dhcp snooping statistics
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711Pv4 7 N L 2 EH

71.11Pv4d 7 RL ADHE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A5 —]
ip_address : AB.CD
IPv4d 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AFTE—F]
AE =T =2—AE—NF
[

VLAN A 2 —T7 2 —RAIZX LTCIPVE 7T RL A LRy AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > X —T =2— A2, T34V —T KL REZ1fHlé, B F)—T KL 2% 44
FTRETE D,

VAT LR TE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETDHEDICIE, HONTDT T4~ =T RLAZRETHVLENRD D,

m%ﬁ?%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%m%féoWM7FVX%? ELRDST-HEI1T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 774~V —T7 RLAZHIBRTDHZ LITTERN,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HICE RIS,

[/ —}]

WEDOA B —T 2 —ACE— T %y hOIPVAT RLAZEIN Y THZ LITTEXR,

(B EHI]

VLAN#1 IZIPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip address 192.168.1.100/24
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71.21Pvd 7 R L ADFERR

[EX]
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[ASTE—F]
FFrHE EXEC E— N, %54 EXEC E— N
[REFA]
A H =T 2—RED IPv4 7 RL A& KRT D,
FRNEITLTDO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ X > TEIRJIZIPv4 7 R L& MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 5,
 ip address dhep =~ > RABKERIZ IPv4 7 R L ADFRIE SILTWRWGEE (T — S 5E) 13, "searching” &
FoRT D,

+ ip address =¥ RETE S TWRWIGE TS "unassigned" & FRd 5,
o g OIREE
« T—HXULIEOLKE
A H—T 2 —AEEELFEEAIIFOAL X —T7 2 —ADIEREY . BWLTE5HSIZIPVA T RLAZRETX L4
TOA »F—T7 2= ADIFRERTT D,
[/—}]
FBELIA L E =T 2—ABNIPVAT RLAZEID S TOHNRNS D THLIGEITT T —ITR D,
B!
ETHOVLANA VA —T 2—ADIPv4d 7 KL A B R RT 5,
SWR2310>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A H—T2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP % — _—bft5E X7 1Pvd 7 KL A% VLAN A » Z—7 = — R LT
BRET D,
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DHCP #—"—%45E T 5 & . Discover/Request A v & —IZ HostName 47> 2 > (A7 v ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFETT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/"—(Z3£ %,
DHCP 7 A7V EREEENTNDHA LV H—T 2 —AIZ, BH L Z V=T FLAIRETER,
no JERCHEAT LA IL. DHCP 7 74 7 FOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Zxf L CERT 2 U — 2 MIRIE 72 BRI CREE &+ 5, 72720, EBEIZY — 2 Sh 5 HifHI% DHCP %
/N DBTEIARATT D,
KAz FZEY DHCP == b 7 74V 7=V A DNS Y —/— FT /L b RAL A EZEAF LT
%A TH, ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I D,
AKa<y REHRELTSH DHCP —/3—/n5 IPv4 7 R L AREAG TERWIGE, Auto IP BERES A 272 VLAN o
B —T 2 —AZRY  IPv4d ) 7 a0 —H T L A(169.254.xxx.xxx/16)75 HEIRIZEI D 4 CTHR 5,
A K TREREINE IO AL 7 AR— T Auto IP BEREZ M L TV BE. Ko~ FIZEHATE 20,

B&l|
VLAN#100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A&t 595,

SWR2310 (config) #interface vl1anl00
SWR2310 (config-if) #ip address dhcp

714 DHCP 27 54 7 F DIRBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— N, F#tE EXEC E— K
[ BA]
DHCP 7 74 7 v hOWREER T H, LFTOHERRRIND,
« DHCPZ A7 e LTEIELTWDA X —T 2 — R
o EDYTHNZIPVE T KL A
o U—2HR
o U — ZIERFERIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCP A7 a & L THELFHR
« Xy bhvRZ
s TITHNITF—bFT A
o U — X
+ DNS H—/3—
« DHCP % —/3—1D
s AL U4
[/ —}]
A By TR AE N GG, Ka~vr RIdEHTE 20,
[ EH]
DHCP 7 74 7> b DIREEFIRT D,

SWR2310>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A —=HF—]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP #EEEZ AT 5
disable Auto 1P HEREZ EZNIC T 5
(IR E]
auto-ip disable
[AJ1E— K]
A H =T 2 —AF— R
B

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P BEHE
BHhT 5,

Auto IP #%HEIZ. ip address dhep =~ o F& R EHIZ, DHCP #— 3=/ 5 IPv4 7 R L ARG TERWEGEITD A
HEET 5,

Auto IP BEBEIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no FECHEAT LG & I3 EICRE T,

[/ —F]

IPvd V7 a—h)7 RUANRE LT7IZ DHCP h— =15 IPv4d 7 RL ARG TE 7285458 1Pv4 U 7 o —
HIVT R AZBEHEL T, DHCP ' — =06l &Lz IPvd 7 L AT 5,

ALy THEREMN B NINDOAL v 7 AR — T Auto IP BEREAfEH L TW O 5E, ARa~vy NIIEHTE R0,

[ EH]

VLAN #2 @ Auto IP #RE % 402 ¥ 5,

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #auto-ip enable

7.2 IPv4 R B A

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number)

ip route ip_address netmask gateway [number)

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—U—F]
null Ty FERBEETICEET D
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ST A—F —]
ip_address : AB.CD
IPv4 7 KL A
TIFNT = U = A ZRET DL X130.0.00 &£T5
mask o <1-31>
~ A7 By MK
TIHNVIT = =2 ZETHLEIT0LTD
netmask : AB.CD
7 R AERDOR Y b~ R
T AN U 2 ZIRET D L E130.0.00 £T5
gateway . AB.CD
T—=FT=ADIPv4 7T FL A
number 1 <1-255>
EELEREE (BRI OBLE) ERLIESE D
TED/IN ST EBIEE DR E,
(AR E
mL
[AJ1E—F]
Jua—N\)arz 4L —varET—FR
B

IPv4 DOFHIREEE 2B 5,

no B CTHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7AN M= U =A% 192.168.1.1 LT 5,

SWR2310 (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED S — N7 = A % 192.1682.1 L35,
SWR2310 (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip_address[/mask]]
P85 A —5—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

[RLFA]

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPvd 7 R L AZEM LIZ5E 1R, FIB ONKE T X TERRT D,

IPv4 7 RLRAETIIRy hU—2 7 FUVRZIFE LTSGE, siEnEn D & —ET 2T b Y —OFEE# %
TR T D,

[BREH]

IPv4 BRI5 R 2§ ~TRRT D,
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SWR2310>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

% 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vl1anl00

192.168.100.10 58 CD/ 7 v b &% D & IHEH SN 2R E2FRT D,

SWR2310>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R EFRDOER
[ER]
show ip route database
[ASIE— K]
FHrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2#3 (RIB: Routing Information Base) *3/R~9 5,
[ E 5]
IPv4 REREZRTRT D,
SWR2310>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
§ *>0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl00
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BRBEEIZBEFEIN TWARE= N —DY < —DFIR

[#EX]
show ip route summary
[AJ1E— K]
FHHEHE EXEC & — N, ik EXEC £— R
B
IPv4 #%#%7 (RIB: Routing Information Base) IZH Gk SN TWHRE=Y N —DHh~ ) —%2RKR-T D,
[BREH]
IPv4 RRERICBEEE SN TV DRE= M) —DHh~ ) —%2RKR-T 5,

SWR2310>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3

Total 5
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7.3 ARP

7.3.1 ARP T — 7 VDFRR
[E=X]

show arp
[AF1E— F]
FERFME EXEC £ — N, b EXEC E— K
[FEA]
ARP ¥ ¥ v ¥ 2 2 FRT D,
[BREH]
ARP ¥ % v ¥ a2 #FRT 5,

SWR2310>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP 7 —7 NV DHEE

E&y

clear arp-cache
[AJ1E— ]
FiHE EXEC E— R
B
ARP X ¥ v o2& 2 U7 ¥2%,
Bl

ARP X x¥ v a2k 7 U795,
SWR2310#clear arp-cache

7335 ARP = b —DOFHRE
[EF=

arp ip_address mac_address interface

no arp ip_address

[/3T A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA 2 —T = A A4,
(IR RE]
L
[AS1E— ]
su—\)ar7 4 b—varyE—R
(@]

By 7 —7 ARP = b U — &2 BT 5,
no B THEITLIZEEIE. HBE L= MY —%2HIRT 5,
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[ EH]
portl.1 [ZHEfE S 4172 IP 7 R L % 192.168.100.100, MAC 7 L Z 00a0.de00.0000 D) ARP = b U — & {9
50

SWR2310 (config) #arp 192.168.100.100 00a0.de00.0000 portl.1l

734 ARP Z A LT 7 NDHRE
[EX]

arp-ageing-timeout time

no arp-ageing-timeout [fime]

[R5 A —%—]
time : <1-3000>
ARP = b U —LREFIFH] (F))
(AR E]
arp-ageing-timeout 300
[AFTE—F]
A E—=T2—AE—F
B

K VLAN A ¥ —7 = —R|ZBI1F 5 ARP = b —{RFIFZ AT 35, Z ORFFANIZZE S h - 7= ARP
T Y —iTHIBRE NS,

no JER TEITL=8A1E. ARP = U —f 4 300 #0294 %,

[ EH]

VLAN #1 ® ARP = [ U —{REFRERI % 10 2ICEET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config) #arp-aging-timeout 600

735ARP ZA L7 7 REED ARP V 7 = X FEEFRORTE
[E=]

arp-ageing-timeout request mode

no arp-ageing-timeout request

VST A—F—]
mode © ARP U 7 =X MEEFHA
RIEE B!
unicast ARP % A L7 7 MRFIZIA(ET D ARP U 7 =
A b&a=%x A FTKEETD
broadcast ARP Z A L7 7 MRFIZIA(ET 5 ARP U 7 =
A&7 — &y A NTEETD
(AR RE]
arp-ageing-timeout request unicast
[AFTE— ]
AUH =T 2—AE— R
(@A
X VLAN A > Z—7 = — A2V T ARP = b U —ORFFIFRHINN T L7z & SICE(FET %5 ARP U 7 =2 h D5
KERET 5,
no FE CHAT L2 5B I3 EIC T,
B!

VLAN#1 ® ARP =2 N U — DRI T LI E XICEETHARP YV VA 27 o0 — K&y A N CTEET
5
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SWR2310 (config) #interface vlanl
SWR2310 (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiE 4

7.4.1 IPv4 BE3EERE
[

ip forwarding switch

no ip forwarding [switch]

[/3T A —HF—]
switch o IPvA Ny N DERIEREE
REE B
enable IPv4 /3y N OERE AN T D
disable IPv4 /Xy - DRREZ N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
ra—\)varZ 4 L—varyE— R
[RLBA]

IPv4 /X N DEREEF N E I35 5,
no FECHEAT LGS I3 WIHIR EICRE T,

7.4.2 IPv4 Bk iR E DFR
[EFR]
show ip forwarding
[ASIE— K]
FEFFHE EXEC £ — R, % EXEC £— N
[
IPv4 737 > N DERERRE X RAT D,
[BRE ]

IPva /377 b ORRERE & £ T D,
SWR2310>show ip forwarding
IP forwarding is on

7.43 MTU OHE
[

mtu mtu

no mtu
[/3T A =4 —]
mtu 1 <68-9216>
KEATRER RN T R A X
(AR E
mtu 1500

[AFIE—F]
A =T 2= AEF—F
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B
VLAN A »H —7 = — ANLIEEARE/2 /N v b A ADOHRKEMTU E) 2% ET 5,
ARG DEET 557 v b BEOARRGLS L3RV —T 1 > )T 273y bisxtGe b /e | ARG L2 di73%
(AA v F o I)VTHA—H T L —ATG4h L D,
IPv4 ~ % —® Total Length 28 MTUBEZ X /37 v M & L3ERET D56, IP 77 7 A FENTERFEIND,
IPv6 ~~ » % — @ Payload Length 75 MTU fEZ# 2 5 /37 v b % L3 #5259 2855, ICMPv6 =7 — 3Kk S LT/ 7
v MIE#EIN D,
mru 2~ RCREINTZA =V T L —2RIZWNED VA XDy NISV—T 4 T OB ERDIZD, Vv
RTZVL—L&N—T 4 7T HEEITIEmu 2~ RCREARERA—V 7 L —LAEEZHETILERD D,
no X CHEAT LI & I3 E IR T,
[/—}]
AKa< 2 RKIZVLAN A ¥ —7 = — A 2D B E A HE,
MTU fE1Z. WIHEAZBRWTRRTT OE TRAAEEZRETDHZLENTE 5D,
ipv6 enable 3% E S 72 VLAN A > # — 7 = — A TlE, MTU D% E Al RERLPH T <1280-9216> & 725,
MTU fEAS 1280 £V /NS <BRE IV TWND VLAN A ¥ — 7 = —ZZxf L Cipvb enable 2~ RAET 5 Z
LlxTERY,
[ E B
VLAN A > X —7 = — A #1 |[ZATBT 5 LAN AR —h #1 &, VLAN A > X —7 = — A #IZFT/ET 5 LAN " — b #2
fIT, 10240 XA FETOIV ¥ VAR 7 L—AZIHFAE L. MTU & 2000 31 MMZT 5,

SWR2310 (config) #interface portl.1-2
SWR2310 (config-if) #mru 10240
SWR2310 (config-if) #interface vlanl-2
SWR2310 (config-if) #mtu 2000

7.5 1Pv4 BRIERERR
7.5.1 IPv4 BEIERER
[E=
ping host [repeat count] [size datalen) [timeout timeout] [source ip_address]
[F—TU— K]
repeat DRI ERET D
size : ICMP 7 —# DR S (N MR ZRET D
timeout DO FTIEHUY D Echo U 7 = A R & 3K(E LIt DISERF DR Z R ET 5
source : ICMP /N7 > FOEEILT RLAEZRET D
[T A—2—]
host : ICMP Echo % {59 5505k
WA NG, E£T20E, 58kD P T L A(AB.C.D)
count DT (A LISA 1 5)
REM G|
<1-2147483647> fRE L7omIECEEITT %
continuous Ctri+C W AT E N5 £ THFITZM Y KT
datalen 1 <36-18024>
ICMP 7 — X DR S(3 b)) (Bl L7I=354 : 56)
timeout : <1-65535>

ISERF BRI (AW LTSS - 2)
SEA1TEISR % continuous IZ LA ITEHR IS
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ip_address : ABCD
IPvd 7 KL A

[AF1E—F]

¥t EXEC E— K

[RLBA]

ICMP Echo i€ L7274 A MZiEH L. ICMP Echo Reply D& & F5,

EENHIIE. ZOSRETT D, avy ROKTRICHIHERE £RT 5,

[FE B

IP 7 R LA 192.168.100.254 56 CIZT — & 1 X 120 /31 b, FEATEHUT 3 B CHIBMREZT O,
SWR2310#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms

128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 BRI
[EX]
traceroute host
[/3F A —&—]
host DR A MRS D ek
RA N4, F£720%, 56980 IPvd 7 KL A(AB.C.D)
[ASTE— R
ke EXEC £— R
B
FRE LTZARA M E TORKIFERE £RT 5,
[ EH]

192.168.100.1 & TORBEHEREZIT 5,

SWR2310#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.61Pv6 7 KL R &3

7.6.1 IPv6 DX TE
B

ipv6 switch

no ipvé
[NTA—F—]
switch : IPv6 OEIE
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REHE B
enable IPv6 Z RN %
disable IPv6 Z N 5
(IR E]
ipv6 disable
[AJ1E— F]
AVH =Tz —RAEF—F
[FFA]

VLAN A ' Z =T = —RZK L TIPV6 Z AN LY 7 u—h LT RL 2 & HERET 5,
IPv6 13 F K 8l ETH VLAN A > X —T7 = — A THIZTDH I LN TE D,

IPv6 Z N L= e . BET 5308 b RIRFICHIBRS D,

no JEA TIHAT L 72 B I3 EIC R D,

[/—}]

HERRESNZY 7 a—H /LT KL AL, show ipv6 interface brief =~ > R TR T 5,
ALy JHERENA R 2 e, Ao~ v RIIEATE R,

[ EH]

VLAN #1 @ IPv6 A h23 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 enable

7.621Pv6 7 R L ZADHRTE

&3]
ipv6 address ipv6_address/prefix_len

no ipvé address ipv6_address/prefix_len
no ipvé address

[T A—=F—]
ipv6_address D XeXeXeX

IPv6 7 R LA
prefix_len ¢ <0-127>

IPv6 7'V 7 4 v 7 AR
AHE— K]
B =T z—AEF— R
[@BA]

VLAN £ ¥ —7 2 —RZxt L TIPv6 7 RLRET LT 4 v 7 ARERET D,
IPv6 7 R L A% ipv6 enable =~ > RAFHEZIL TS VLAN £ VX —7 = — R IHET DH I ENTE 5,
K=< KRiL, ipv6 address autoconfig, ipv6 address dhep, ipv6 addresspd =~ > R LT 5,

IPv6 7 KL AL 1 DD VLAN A v % —7 =— A2, 7' B—/3 L7 R L A(RA %%, DHCPv6 7 A 7> k., DHCPv6-
PD ZfiH L72IPv6 7 RLADBIEL G Z SHETE, Vo r7u—hAT FLA% L HRETE D,

VAT AERTHEETEDLIPV6 7 RV AT K SHECTCTHLH(BEEICEHI D Y Tond Vo Z7ua—HL7 KL A
ZFR<),

no B CEIT LG AR FBE L IPv6 7 KL X EHIBRT 5, IPv6 7 KL R EEE LA h> Gaid, &2 TO IPv6
7 RV ARABRE., DHCPv6 7 74 7> b, DHCPv6-PD Z i L7= IPv6 7 K L ADFREZ & i0) 2 HIBRT 5,
[/—F]

B DA L Z—T 2= R[]V T %y FOIPv6 7 RL AZEID Y THZ LILTER,

AL JEREN A2 G. Ao~y RIMEHTE 220,
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[ EH]
VLAN #1 [ZIPv6 7 R L2 & LT 2001:db8:1::2 K ET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31IPv6 7 KL XD RA RE
E&N|

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—U—F]
stateless : A7 — kL A DHCPv6 #EfEXH 2%
[ E]
mL
[AJIE— K]
A VB —T2—AE— R
[RiAA]
RA Zfi LT, VLAN A ¥ —7 = —R(ZIPv6 7 KL AZFRIET 5,
RA [T ipv6 enable =~ > RGRE SV TS VLAN A U ¥ — T = —RIRETH I ENTE S,
Az~ RiX, ipv6 address, ipv6 addresspd 2~ > REJFHTE 5,
ipv6 address dhcp, dhepvé-server (DHCPV6 H— /N—X%fIGE T /LD A) 2~ KRBT TICEHE STV D VLAN A >
B —7 = — A TRETER,
Ao~ REANZ L%, Router Lifetime 23 H %72 RA 255 L7256, RA 285 LTIZHEERDT L AR, 77
LAl V= G ABT=V) | FV g N

F7-. Router Lifetime 7 0 ® RA #ZE L7=5A1E. T 74V M —FU oA 05 RA 2385 L72EEROT KL AN
HIES 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > R E I TV HEATE, RAICESS T 74 R —h
v A OEBINIITOILR,

stateless Z# F57E L7234, DHCPv6 O Inoformation-request % 155 L C, DHCPv6 A7 — h L A& — R CEIET %,
stateless Z 57 L7255 1%, ipv6 dhep client pd =~ > R T TIZERE I TVWD VLAN A ¥ — 7 = — ATITRE
TERU,

1 20 VLAN A % —7 = —A|Z, DHCPv6 A7 — K L AL 1 DT ETE D,

stateless ZF5E LA~ RIFIRK T8 D VLAN A U ¥ —T7 = — AR ETE D,

ipv6 address autoconfig stateless =~ > R &3¢ L7214 ipv6 address autoconfig =~ > N C L& X L7244 DHCPv6
AT — h L AT — R+ 5,

no FENCTHEIT L7125 E1E. RA OFREZHIRT 5,

[/—}]

ZIELIERADO T T I RA L THLNAT THHMIBIRZR | stateless ZRE T 5 &, DHCPV6 D AT — h LA
BIENENZ 2D,

A7 — b L A@{ERF, DHCPv6 ¥ —/3—(Z#f L C, [OPTION_DNS_SERVERS| (F7'3 = > a— R23)&,
TOPTION DOMAIN LIST| (A7 a3 v a— K 24) #ER9 5,

DHCPV6 H— =L DA T v a U3 TE I & &, DNS B— =33, FAA U A M6 £ THAT
T& 5%,

AT — h L AEERF O BRI L > THFS L7z DNS H—/3—_ KA A > U A ~X, show ipv6 dhep interface =~ >
THERTE %,

PR LI RAAL YR RD RAL AORBIZ ) B0gEaiE. L) BMIESins,

Az~ FIZX Y DHCPv6 #—/3—7» 5 DNS = 3—_ K R A A U X P2 HfF L7256 T 6. dns-client name-
server, dns-client domain-list =~ > ROFREDIE ) NEL SN D,

VAT MIRRIE SV DNS Hh—s3— R A A U X M, show dns-client =~ > F TR TZ %,

AL VHERENANL GG, Aa~r NI TE 20,
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[ EH]
VLAN#1 12, RAZHEHLTIPV6 7 RL A RET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 address autoconfig

e
gl

7.6.4 DHCPvV6 7 5A T v MZ L BEIPV6 7 KL RADE

E&
ipv6 address dhcp
no ipv6 address dhep

[FIHIER E]

L

[AJ1E— F]

AH =T 2—RAE—F

[FAA]

DHCPv6 7 74 7 > F & LT, DHCPv6 %h— —n bt 53372 IPv6 7 R L A% VLAN A ' &Z— 7 = — ATxf
LCRRIET D,

Az~ R, ipv6 enable 2~ R3FRE I TS VLAN A V¥ — 7 = — AR ETE D,

1 OO VLAN A U F—T = — A2, Ra~v NI 1 DR TRETE 5.

A=< FiL, ipv6 address, ipv6 addresspd =~ > R EOFHTX 5,

Ka< Rz, K TS8DVLAN A X —T = —AILERETE D,

ipv6 dhcp client pd. ipv6 address autoconfig, dhepvé6-server(DHCPvV6 — X —%HEET /L DORH) 2~ 2 RINT TITER
JESHITUVWD VLAN A V¥ — 7 = — A TIERE TE 20,

IPv6 7 R L A Z Hif% L7=RHE C no ipv6 address dhep =~ > R&2FE(T4 25 & B L TWZ IPv6 7 R L A Dfiffig A
> —% DHCPv6 th—/"—|Zi% D,

no I THEAT L2 HE1X DHCPVG 7 74 7> N ORIEZHIBRT 5,

ipv6 =~ > K73 disable IR E SN T2GE, Ao~y RbHIREN D,

[/—}]

Kav RTIPv6 7 RV AZHERET 256, V74 v 7 ARIE 1/128) L7p%,

ZELERAOM 77 7 RA U ThDNA 7 ThHDNICHRRL, Ka~vy RERETH L. DHCPv6 D AT — |k
T IVENE(IA NA)BHNZ 725,

DHCPv6 7 7 A 7> hE, DHCPv6 #—/ 3—(Z%f LT, TOPTION DNS SERVERS| (# 7'+ a > a—K23)&,
TOPTION DOMAIN LIST] (47 32— K 24) Z#Fk9 5,

DHCPV6 = = OEEDO AT a RIS TE2L & DNS ==X 3 FAA U X M6 £ TR
-(“% 50

DHCPv6 7 7 A 7> b DERIZ L - THAF L72 DNS #—/3—_ KA A U A KX, show ipvé dhcp interface =~ >
N CHERRTE %,

BAFLIERAAL YA RD RAL CHOREIS T BRWEEIE T BMfdEshs,

Kz~ FIZEY DHCPv6 #—/3—7»3 56 DNS = 3 — K R A A U X b2 HifF L725%A T 6. dns-client name-
server, dns-client domain-list =~ > ROREDIE I BB SN D,

VAT BICERE I N2 DNS —s3—_ KA A U A ML, show dns-client =~ F TR TX 5,

Ao~ REAHIZ L%, Router Lifetime N HZN72 RA 225 L7234, RAZEXE LMD T RLAR, 57
NN = U A B D,

F72. Router Lifetime 7% 0 ® RA #%A5 L7235G1E, 7 74/ M — b0 =406 RA #3545 L7oHEROT R AR
HIBR S5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I N TV DAL, RAIZESIS T 74V 7 — b
7 = A OIBINIATOIR,

AH - THRBEDRENRGE, Ao~y RiEfEHTE 20,
[ EH]
VLAN #100 {Z DHCPV6 7 7 A4 7 > MMZ k> CTIPv6 7 L A%t 595,

SWR2310 (config) #interface vlanl00
SWR2310 (config-if) #ipv6 address dhcp
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7.6.5 DHCPv6-PD Z{Eff L7 IPv6 7 KL ADRE

E&N
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

[/3T A —F—]

pd_prefixname : DHCPv6-PD 7 7 A 7> b (ipv6 dhep clientpd =~ > R) TRELZT LT 4 v 7 A4
AT, By MO A T2 T o F—3—() (32 XLFLIW)

pd_ipv6_address  :  X:X:X:X
DHCPv6-PD 7 747 R TG LT LT 4 v 7 AZH L3 IPv6 7 R LA
DHCPV6-PD 7 5 A4 7> hCHAG L7 L7 4 v 7 R LT, FAL(FED) OFy 2R ET
)
DHCPV6-PD 7 A 7 > N TG LT V7 4 v 7 ZERGPITxE LTI, [0) Z4a7E T 2 BN
HD

prefix_len : <0-127>
IPV6 7'V 7 4 v I AR

[WIHRRE]

7L

[A1E— ]

f B =T 2= AFE— |

[RLBA]

VLAN £ 4 —7 2 —RZxf LTIPV6 7 RLARET LT 4 v 7 AREFRET D,

IPv6 7 R L AL ipv6 enable =~ > RRFEEINTND VLAN A > X — T = —RITHETHZ ENTX D,
DHCPV6-PD 7 74 7 > MEREIC K > TEAF L2 T V7 o v 7 ZAZHESE IPv6 7 R L A& AT 5,
R EH72 IPv6 7 K L AL, show ipv6 interface =~ > K CHEFR CTX 5,

ARK=a<> RiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ KEGFHTE 35,

IPv6 7 L AL 12D VLAN A VX —7 = —R|Z, 72— LT RLUARARE. DHCPv6 7 741 7 > M &&Te)
ZSMEETE, Vorm—AAT RLA% L HERETE S,

VAT LR TRETEDIPv6 7 RLAIRKSHETTHL(HEIWIZEH VYT DY 7 a—ha LT RLA

ZFR<).
no IR CTHEITLIZHAIE, FBE L IPve 7 KLU AZHIFRT 5,
[/—}]

DHCPv6-PD 7 A4 72 MERET, L7 4 v 7 AEREIIFGTE TWRWEGEATL, IPv6 7 R L A ITAERKR S U720,

TVT 47 AERE TALT FLADHMBAEDLENELL BWNWHEER, A V2 —T7=2—ABTYH 72y bOEEL
78548, IPv6e 7 KL AITAER S 720,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ E ]

VLAN #100 C DHCPv6-PD 7 74 7> M X5 TIPV6 'L 7 4 v 7 AT 5,

B L7771V 7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN#200 (2, IPv6 7 KL A ZFHET 5,
Z Z ik, [PD_VLANI100J (2T, [2001:db8:1:aaf0::/60) % 4G L 7= EARET S,

LI D% T VLAN #200 (2, [2001:db8:1:aaf2::1/64] 235RE S+ D,

SWR2310 (config) #interface vl1anl00

SWR2310 (config-if) #ipvé6 dhcp client pd PD_VLAN100

SWR2310 (config) #interface vl1an200

SWR2310 (config-if) #ipv6 address pd PD VLAN1O0O ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 54 7 2 N DORE

E&
ipv6 dhcp client pd prefixname
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no ipvé dhcep client pd
[T A —F—]
prefixname D FMTENET VT 0y 7 RITAHT D NER 22 4 i

MBI Ry B A T () T o2 —3—( ) (32 TFLLW)

[FIHEIERE]
7L
[AF1E—F]
f B —T2—AE—F
B
gfgy&—7;~X?DmywyD7?47V%%%%ﬁ%mbqfv74yﬁx@ﬁbﬁf%%ﬁﬁéiimﬁ

Az~ R, ipv6 enable 2~ R3FREIFLTUVWD VLAN A V¥ — 7 = — AR ETE D,

AKa< RO prefixname THFF LIS V7 4 v 7 A%, LR CEHTE %,

« ipv6addresspd =~ NIZCT, BfGL7=7 V7 4 v 7 ZA%&FEH LT, IPv6 7 RLAZRET 5,

« DHCPv6 E— KD range 2~ > NIZCT, BGL=7 L7 ¢ v 7 2%&fH LT, DHCPv6 H— X—CE)IZE Y 4
THIPv6 7 R L AD#iIHZRET 5, (DHCPV6 Y — 3=t T T LD 7r)

« DHCPv6 E— R ® prefix-delegation =~ > NIZC, BfG L7277V 7 ¢ v 7 2%l LT, DHCPv6 H—/3—T~7
V7 4y 7 ADHEID Y TERET D, (DHCPVO Y — N—XfISET /L D)

1 DD VLAN A VX —7 =2 — AT, Ka<r R 1 SDFETRETE 5,

AKa< s RIFRKT8 D VLAN A V¥ —7 = —R|ZHRETE D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPV6 — /N—%FSET /L DI) < R8T
TIZRRE EALTVD VLAN A ¥ — 7 = — AR E TE R0,

IPv6 7'V 7 4 v 7 AZEf% L72IREE T no ipv6 dhep clientpd =~ > REZFETTH L, BELTW=T L7 4 v 7 A
DSl A~ — % DHCPv6 H—/3—|Zi% %,

no JEATHAT L7245 iDmmWPD&74?/%®ﬁE%W%¢éO

ipv6 =~ > R73 disable ICRE S NG, Aa~vr RHHIREND,

[/—}]

ZELIZRADM 7 7 VI3A L Th DA 7 ThHMNIBRRL Ka~y FERET 5 &, DHCPv6-PD D X7 —
k7 VENMEIA_PDY AN /2 %,

DHCPv6-PD 27 7 A 7 > ~i&, DHCPv6 #— "—{Zxf L T, rOPTION_DN‘S_’SERVERSJ (A Fvara—FR23)L,
TOPTION DOMAIN LIST| (A7 vz > a— R 24) #ERT 5,

DHCPv6 = =N OEHDO AT a U IR TE L &, DNS ==X 3 FAA U X NI 6 £ TR
TE 5,

DHCPv6-PD 7 74 7 F CTHUf§ L7 DNS —3—_ KA A U & ME, DHCPv6 E— R dns-server, domain-
name 2~ N CTHIH$ 5 Z LR TE %, (DHCPv6 H— X=Xt E T /L D7)

DHCPv6-PD 7 74 7 R DOERIZ I - THfSG L7z DNS #h—/3—_ R A A U X K&, show ipv6 dhep interface =
v RCHERTE %,

BE LT KA LU A RO RAL VAORRIC [ BNRVEEE, [ BMEEShb,

AKa<> FIZL Y DHCPv6-PD $—/ 3=/ 5 DNS Hh—_"— BB KA A U A M 2EELZHAETH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D> BNER I NS,

VAT BIEREINTZ DNS = 3—_ KA A U A X, show dns-client =~ > K TR T 5,

Ko< REFZ L7=%. Router Lifetime 3B %172 RA ZZE L7256, RAZXELIZEISOT RLANR, 77
FIV RN — R T oA IEMEN 5,

*7-. Router Lifetime 28 0 ® RA #ZZ L7258, T 74NV M F—F U2 A5 RAZEELIHEMERDOT RLAMN
HIFR SN D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23X E SN TWAEEIL, RAIZESS T 74/ M —§
v = A OB iﬁﬁ”)ﬂiib\

AR THSRENARNIGE . Ao~ v RifMEHTE 220,
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[ EH]
VLAN #100 C DHCPv6-PD 7 74 7> M L5 TIPV6 'L 7 4 v 7 AZHHFT 5,
Bfs L7771V 7 4 v 7 A4 [PD VLAN100) %M\ T, VLAN#200 (2, IPv6 7 KL A ZFHET 5,
Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] %Kit L7z L RET D,
PUF OF%E T VLAN #200 {2, [2001:db8:1:aaf2::1/64] 2% E SN D,

SWR2310 (config) #interface vl1anl00

SWR2310 (config-if) #ipv6 dhcp client pd PD_VLAN100

SWR2310 (config) #interface v1an200

SWR2310 (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

76T RACE DT 74NV 7 — b= A DBEENBRERE
E=Y

ipv6 nd accept-ra-default-routes switch

no ipv6 nd accept-ra-default-routes

[/XT A —HF—]
switch D RAWCEDT 740V N — MU = A BEIEREGEE
REME B
enable RAICEDT 74/ b7 — U = A BEVRGR
BEE NS %
disable RAZE DT 74/ 57— b0 = A A
RE & BN T2
(AR E]
ipv6 nd accept-ra-default-routes enable
AFE— K]
B =T z—AEF—FR
B

WEDA B —T 2 —ATZE LT N—F—RERA)DIMERT RLAIZH ESL, IPV6 DT 74 /v "7 — R = A
D HEPRER DA BN 2R ET D,

A=< RiL, ipv6 enable =~ R3GRE STV D VLAN A V¥ —7 = — R TRETE D,

no I THEAT LI GG IR E MBI =T,

ipv6 =~ > R7% disable [ZRXE S NT2HE, Ka~vr FHHIBREN D,

[/— 1]

ipv6 address dhcp, ipv6 dhcp client pd, ipv6 address autoconfig =~ > R ERF RA 225 L7z & X, Ka~v F
DOFGEDEH S D,

IHHDAT Y FRRESNTORNWERIE, Kavy FRENCREENTNTS, Z774V = U= D
HEP R ERITAT O,

2By VRN ARG G, Ra~y FIIEHTE 20,

[BE ]

VLAN#100 TRAIZE DT 74/ M7 — MU = A BEVREHREZ BT D,

SWR2310 (config) #interface vl1anl00
SWR2310 (config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 K L A DFKR

[EX]
show ipv6 interface [interface] brief
ST A—F —]
interface : VLAN A V' F—7 = — A4

BRTAA LB —T 2 —RA
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[AF1E—F]
FERFME EXEC £ — N, b EXEC E— K
[
AH =T 2 —RFEDIPV6 7 KL ABFRRT D,
« IPv6 7 KL &

 ipv6 address dhep =~ 2 RIZ L > TEIIZ IPv6 7 RV AMERIE I TWAEAIL, IPv6 7 K L ADR{IZ "*"
ML CERRT 5,
* ipv6 address dhep =~ > RZFHERIC IPV6 7 R L ADBRRE STV WA (P — ¥ H148)1%, "searching"
LFIRT D,
* ipv6 address pd =~ > NC pd prefixname Z VW TERE LT RLADGAEIL, IPv6 7 K L ADHN "*" & ff
ML THERT D,
o IPV6 7 R U ADGHRE SN TWRWIEA T "unassigned" & 725,
o WEEORRE
« T—X U EDIREE
A B =T 2 —AKREBE LTSI E DA v 2 — 7 =—ADEHRE, B LIBAIEIPV6 7 RLARBES N2
TOA B —T7 = —ADEREFRT 5,
[/— 1]
RELIA VH =T 2= ARIPV6 7 RLAZED B THONRWEDTHLIGEIETT —ITR D,
ALy JRERENE NG E . A<y R TE 20,
[EE B
ETOVLAN A V' H—T 2—ADIPV6 7 RV A% FRT 5,
SWR2310>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 54 7 F DIRBOET
E&

show ipv6 dhcp interface [ifname]
[/XT A —=HF—]
ifname : VLAN A VX —T = — A4

[ASE— K]

FEFFHE EXEC £ — R, F#tE EXEC £— K

[FHFA]

DHCPv6 7 74 7 > FOIREEAR £k T 5,

ifname ZIEE LI o 128558, TXTD VLAN A U ¥ —7 = — ADFERELXRT D,
[/—}]

A By TR E N GG, Ka~vr R TE 20,

[ EH]

F_TD VLAN A X —7 =—AD DHCPv6 7 T4 7 hDIREER FRT 5,

SWR2310#show ipvé dhcp interface
Interface vlanl

Client Type : IA NA

Address : 2001:db8:1:aal0::dd2d

IAID : 0£28924a

DUID : 000100010000000000a0de000000

preferred lifetime : 604800



valid lifetime
expires

Interface vlan2
Client Type
DUID
DNS Server
DNS Server
Domain Name

Interface v1anl00
Client Type
Prefix name
prefix
IAID
DUID
preferred lifet
valid lifetime
expires
DNS Server
DNS Server
Domain Name

ime

2592000
2023/4/19 07:25:48

Stateless
000100012ce737dbac44f284efdd
2001:db8:1:bb10::100
2001:db8:1:bbl10::200
example.com.

IA PD
PD_VLAN100
2001:db8:1:aaf0::/60
0£28924a
000100010000000000a0de000000
604800

2592000

2023/4/19 08:08:04
2001:db8:2::100
2001:db8:2::200

example.com.

7.6.10 DHCPv6 7 A7 FD Uk Y b
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[

clear ipv6 dhcp client ifname

[/3T7 A —F—]

ifname

[ASTE— K]
HrbE EXEC £— R

[@iHA]

SHBDA B —T 2—ATENELTWS DHCPV6 7 SA T "a s ) 735,

VLAN A ' #—7 = — A4,

RKa<wr REETTHE, RBOA ¥ —7 =2 —ATHEAE L7z DHCPv6 DIEFHRN—EHEINS,
ZOLEIT, BELTWEIPVG 7 KL ADRKA v — % DHCPv6 ¥ — —~% 5,

Z D%, DHCPY6 —/\—~OERNFTEREE S, DHCPV6 7 74 7 > N OFREET .,

DHCPV6-PD 7 7 A 7> & L T =84, ipv6addresspd =2~ KT, BUGF L7 V7 4 v 7 AZHEHL T

=&,

BEL TN L F—T2—ADT FLALFEREIND,

DHCPv6 H—/3—HEHEIZ T, DHCPv6 E— K@ range =~ > K, prefix-delegation =~ > K, dns-server =~ K,
domain-name =~ > KT, Bf5F L721EHMAZEH LTz & &, DHCPv6 r— "N—BERE s & S 415, (DHCPv6
— R =% T L D Fr)

[/—

ALy JERENANRGE ., Aa~y RIIEMATE 20,

[BEH]

VLAN #100 ® DHCPv6 7 AT ’& 7 VT T 5,
SWR2310#clear ipvé6 dhcp client v1anl00

7.6.11 DHCPv6 7 7 A 7T k

W

Zu

ERHICZETAND DS VT 4 v T ADRE

[EX]

ipv6 dhcp client nd-prefix prefix len

no ipv6 dhcp client nd-prefix

[73T A =5 —]
prefix_len

<1-127>

ZIETAND DS LT 4 v AE
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[FIEIERE]
mL
[AS1E—F]
A =T 2 —RAE—F
B

ipv6 address dhep =~ > RIZK S TIPVv6 7 RV A(F V7 v 7 A /128)) HEIRXE S 472 VLAN A X —T7 = — A
TlX, EEICIPV6 7 K L A0 539X T D ND(Neighbor Discovery)/ 37 v & %(57 5,

Kavwr REFRETDHEND ATy MERIZUTOWMEZ, RELLZT VT 4 v 7 ZAOHMTHK L, F—&7
AL FDOEGEIIZZDND Ty b aeZfET 5, FA—k 7 A FTIERWEEIZIE. £DOND Ty h BT 5,
* ipv6 address dhep =~ > RIZ L > CHBEERE S/ IPv6 7 K LA

« ZI[ELIEND /N7y FOREILIPVE T R LA

A<y RiL, ipv6enable 2~ RBFHESIN TS VLAN A VX —7 = —RATHETH L ENTE D,
RKa<r ROxtE L 725 ND 73 v ME, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D % T 5,

no JEATHEAT L7125 B1E. DHCPV6 7 74 7 & FRERFICZETHND DT V7 o v 7 ZA&flRT %,

[/— 1]

ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 w7 A28 HENEEE S 4Lz VLAN A V' —T = — R
TOREEST D,

ALy TERENA Y6, Ao~y R TE 20,

[ E B

ipv6 address dhep =~ > FIZ LK > TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, 7 %> K /64 775D ND /37 v
NOARZFETEHLHIZT B,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6e dhcp client nd-prefix 64

7.7 IPv6 % Bl 4

7.7.1 IPv6 F IR X TE
[EFR]

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—U—F]
null sy M EREREETICEIET S
X A—5—]
ipv6_address XX XeX
IPv6 7 R LA
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &5
prefix_len o <1-127>

IPv6 'L 7 4 v A

TI7FNMT— U =A ZRETHEEIT0ETD
gateway X XXX

F—=hTxADIPV6 7 KL A

IPv6 U7 a—HhT RUAZIEETDH L EE, A V¥ —T7 =2 —ALBEETLHILERD
5 (fe80::X%vlanN D)

number o <1-255>
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EHELAE (RSN OMEILE) (B L75E 1)
/N EWIE EEEE N E D,

[ASTE—F]

rua—)arz 4 S L—va E—R

(A

IPv6 DEFRIFEES 21BN 5,

no JEATHEAT L7c i ald, € LT ZHIRT 5,

[/— "}

TIHNIET = U oA OFET, RAICEKDHEELY &, FAURKIC L ORENREBILE IS,
ALy JRREN AR o6, Aa~ v R TE e,

[BEH]

KV HED 2001:db8:2::/64 DIGHE D — N7 = A % 2001:db8:1::1 & T 5,
SWR2310 (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

F 7 H IV =R U = A R VLAN #1 _EO £e80::2a0:deff:fe:1 &35,
SWR2310 (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 Eniks R DERIR
v
show ipv6 route [ipv6_address|[/prefix_len]|
[/XT A —=HF—]
ipv6_address X XXX
IPv6 7 N LA
mask ;o <0-128>

IPv6 7'V 7 4 v 7 Ak (Al LICSE 1 128)

[AJTE— ]
FEHHE EXEC B — I, H3HE EXEC £— R

B

IPv6 557 (FIB: Forwarding Information Base) % Z/1~9 %,

IPv6 7 R L A ZEME LT-5E1E, FIB ONEEZ T XTRRT D,

IPv6 7 L AETR Y U =27 RLAZRE LIZGE, ENRENDL & —ET R KT M) —OFEMiEHRE
FoRT D,

[/—}]

A By VRN A RS G, Ra~y FIIEHTE 20,

[ E ]

IPv6 Rk K 2§~ THERT D,

SWR2310>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

S ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08

C 2001:db8:1::/64 via ::, vlanl, 00:01:10

S 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
C fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nry h kD & XA SN A REE2FRTT D,

SWR2310>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl
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7.7.3 IPv6 #R R DR

[EX]
show ipv6 route database
[AS1E— F]
FFiHE EXEC & — N, %M EXEC E— N
[FLFA]
IPv6 #%i#%3% (RIB: Routing Information Base) % #7195,
[/ — 1]
ALy JHREENA R 26, Ao~ v RIIEMATE 2,
[BREH]
IPv6 R 2 FRT D,

SWR2310>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.7.4 IPv6 RERICBEHEIN TWVWEIRK= M) —DY < —DFER

[EX]
show ipv6 route summary
[ASTE—F]
FFrHE EXEC E— N, %54 EXEC E— N
B
IPv6 #X#3% (RIB: Routing Information Base) (2B SN TWAHRET L N —DH < —%2 KRR T 5,
[/— k]
ALy JHRRENA R e e, Ao~ v RIIEATE ey,
[BREH]
IPv6 KDY~ U — 2R RT 5,

SWR2310>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ v ' =

7.8.1 # ) Neighbor ¥ ¥ v ¥ 2= b U —DFE

E&

ipv6 neighbor ipv6_address interface mac_address interface
no ipv6 neighbor ipv6 address interface

[T A—=HF—]

ipv6_address D XeXeXeX
IPv6 7 R LA

interface : vlanN

VLAN A & —7 = A A4,
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mac_address . HHHH.HHHH.HHHH
MAC7 FL A
interface : portN.M

WA S —T = A AH,

[AJIE— K]
Ja—x\)ary7 4L — g E— R
[FREA]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,

no JEACEAT LG EIT, FBE L#= > Y —&2HIBRT 2,

[/—}I

AL JHERENARNREE . Aa~r FIFEATE 20,

[BXEH]

VLAN #1 L@ portl.1 IZd&H %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 (TR ET D,
SWR2310 (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ 27—V DFIR

E&y
show ipv6 neighbors
[AJ1E— ]
FHHEHE EXEC & — N, ik EXEC £— R
B
Neighbor &% ¥ v v a7 —7 NV EERT D,
[/—H
APy JRREN AR 26, Aa~ s RIIEMATE e,
[BXE B

Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWR2310>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001 :db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 VDHEE

[EX]
clear ipv6 neighbors
[AFIE— F]
F#HE EXEC £— R
(@]
Neighbor ¥ v > =227 U7 4%,
[/— "}
AL VHERENANLE G, Aa~r NI TE 20,
[ERE B

Neighbor ¥ ¥ v > 2% 27 VT4 5,
SWR2310#clear ipv6 neighbors
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7.9 TPv6 Hr 2% il 4

7.9.1 IPv6 5355 E

EEN!
ipv6 forwarding switch
no ipvé forwarding [switch)

Gl

IPv6 /3r >y h DERIEEHHCT 5

IPv6 /N7 > N DERIE Z NI T 5

[/RT A —F—]
switch o IPV6 NT Y b DERIEERE
REMHE
enable
disable
(AR E]
ipv6 forwarding disable
(ASE— K]
Jua—\)arz 4 r—varE—FR
B

IPv6 /N v b DIRIE ZF N E I3 Ehic 45,
no FEUCHEAT LG A IR E IR,

7.9.2 IPv6 B85 E DK

[EX]
show ipv6 forwarding
[AJTE— K]
FERFHE EXEC & — R, %7 EXEC £— F
[FREA]
IPv6 /37 v b DERIERTE & FRT 5,
Bl
IPv6 /37 v h DIRIRERTE & FRT B,

SWR2310>show ipv6é forwarding
IPv6 forwarding is on

7.10 IPv6 IE;E Eﬁmu\

7.10.1 IPv6 BREHER
[F=
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address)
[F—TU— K]
repeat D FETREEAERET D
size © ICMPv6 7 — X DE S (A NN EZRET D
timeout D ST D Echo U 7 = A F &2 X(E LI DOISER DR 2R ET D
source : ICMPv6 /N7y FDR[EILT RV AZRET S
[P35 A—F —]

host AR A ML, F720EL IPv6 T R AKX XX)
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ICMPv6 Echo % 3%{5 9 % 465E
IPv6 Vo7 a—J T RURAERET 25613, BHA v ¥ —T7 = — A bEETHLENRD
% (fe80::X%vlanN D)

count BT B LSS 0 S)

R P

<1-2147483647> € L= RIS TT 5

continuous Ctrl+C WASI END FTEITEMD KT
datalen ;. <36-18024>

ICMP 7 — Xy DR S(N b)) (Bl L7255 56)
timeout o <1-65535>

INEFEDIRERE (B L7256 2)
FZ4TA¥ % continuous (2 L7=GA X ER SN D

ipv6_address D XeXuXeX
IPv6 7 N LA

AhE— K]

F¢kE EXEC £— R

[FAA]

ICMPv6 Echo Z 457 L7274 A MMZ2EH L, ICMPv6 Echo Reply Nk 5 TL 2D EFFD,
EONTELDL, ZOFERTFT D, I~vV FAKT TS L MHEARHERERTT 5,
[/—}]

ARGy JHRRENA R e e, AR~ v RIIEMATE e,

[BREH]

fe80::2a0:deff:fe11:2233 46 CIZBUBAMEE AT D .

SWR2310#ping6 fe80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%v1anl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=1l ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

—-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IETHERR
[ER]
traceroute6 host
[7XF A—&—]
host D R A RER T Dt
RA NG, Fl2lE, 58580 IPv6 7 K L A(X:X:X:X)
[AJIE— K]
FiHE EXEC £— R
BN
FELERA METORKBIEREZFFT D,
[/ —F]

ALy JRERENE NG E . A<y R TE 20,
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[BXEH)
2001:db8:1::2 £ TOMMBMELRZIT 9.

SWR2310#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~OR W& O EBREDRE
(&)
dns-client switch
no dns-client
[T A—=F—]
switch : DNS 7 747 hO#E
BRIEME B
enable DNS 7 A4 7 v NaHaMIT 5
disable DNS 7 74 7 v & hZT %
(AR E]
dns-client disable
[AS1E—F]
Jua—n"narz4 s b—varE—F
Bk

DNS ~D W& bW Re &2 A2 E 72133 %,
no JBCHEAT L= G A IT BT 5,

[BXEH]

DNS ~D W& b HEREE AT 5,
SWR2310 (config) #dns-client enable

7.11.2 DNS —X—1U 2 F DFRE

[EFX]

dns-client name-server server

no dns-client name-server server

[/XT A —=HF—]
server : AB.CD
DNS #—/"—®D IPv4 77 R LA
X: XXX
DNS #—/X—®D IPv6 7 K LA
IPv6 U > 7 m—0VT RLAZEET DHEF, A v 7 =7 2= A EETOLERDH
% (fe80::X%vlanN D)
(AR RE]

L
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[AJTE— K]
Ja—nmNnarz 4 b—va e —R
(@]
DNS #—/3—=U 2 MZH——ZBIT 2,
Y= N—ITRKRIMHETRETE D,
no JEATHEAT LIcsHald, $EE Lo —/3—% DNS —"— U X E B HIRT 5,
[/ — ]
ip address dhep. ipv6 address dhep, ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z & -5 T DHCP #
—N—n B DNS H— 3 U 2 R A S LA . Ao~y ROZEMER XN,
7L, A== FIZL D DNS —s3—U 2 F ORI 3 RO E L, A5 3£ TY 2 FOFKJEIZ DHCP
P =B HG L7z DNS $—"— U X 25804 %,
[BX B
DNS #—/3—U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 % B/1¥ 5,

SWR2310 (config) #dns-client name-server 192.168.100.1
SWR2310 (config) #dns-client name-server 2001:db8::1234
SWR2310 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TN3T 73V N RAAL VEZDORE
BN

dns-client domain-name name

no dns-client domain-name name
[/NT A—F—]
name D FAA % (K256 XXF)

[FIHAER 2]

7L

[AFTE—F]

Jua—)arz 4 l—y g rEw—NR

[BiA)

DNS WA DOERHIEHAT 2T 74V N KA VA ERET D,

no R TIAT LB AIET 740 b KAAL 4 EHIBRT 5,

[/—H]

ip address dhep 2~ > RIZ X5 TCDHCP — =BT 7 4V h RAAL VAT v ara— R 15 LY
G, Ravr ROBRENMELRIND,

dns-client domain-list 7~ > R THRE KA A VU X BB ESINTWEIHEARIT, Aa~<w L RTRELET 74V R
AA 4, BEON ipaddressdhep 2~ NIZX > THERESNTZT 74/ b RAA AT S,

[BREH]
T 74 N RAA 4% example.com ([ZFEET D,
SWR2310 (config) #dns-client domain-name example.com

TINMABRBRAAL ) A NORE
BN

dns-client domain-list name

no dns-client domain-list name
[P35 A — 4 —]
name R AA A (K 256 30F)

(AR E]
mL
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[AJTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]
DNS BIWEDOEIHIEHAT 2B R AL U A MT KA AL & %BINYT 5,
BMBERAALA YA MIKKO6MEETRAL UV EBETE B,
n B TEITLIZGAIE. BELIZRAAL VAEZRMBERAAL U A MO LHIRT S,
[/—F]

Aa<wV RTHRERAA Y A RBRESNTWVSEEA . dns-client domain-name =~ > R CHE LT 74/ K R
AA %, BEO ipaddressdhep =~ RIZ K> THERRE S NTZT 7 44~ RAAL CAIFMERH e,

ipv6 address dhep. ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > NiZ J - T DHCP H—/ 3= bR
RAAL VA RNERGLIZSG, Ka~vy FOREMELEENLD,

212U, Ravwy FICE DB R AL U A DOREEDN 6 (RGOS G, G5t 6 fFETU A FOREIZ DHCP
P N=OHIG LR R A A U R M &BINT 5%,

[BRAEH]

N A A 4 examplel.com, example2.com ZHR5E K A A > U A MZIBNT 5,

SWR2310 (config) #dns-client domain-list examplel.com
SWR2310 (config) #dns-client domain-list example2.com

711.5DNS 27 54 7 MERDFER

&3]
show dns-client
[AJ1E— K]
JERFME EXEC £ — K, 5t EXEC E— 1
B
DNS 7 74 7 v MEWERTT 5,
KRBT TO LB,
HH B
DNS Client is enabled DNS 7 74 7 > 3G %)
DN Client is disabled DNS 7 7 A 7 > k)3
Default domain T 74N RAAL 4
Domain list MBERAAL D A b
Name Servers DNS #—/X—1 Z K(IP 7 K L &)
[BREH]

DNS 7 74 7 v MEREFRRT D,
SWR2310>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com exampleZ2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ & ~MEHE

8.1IP v /L FF ¥ R MEKFRE

811 KRAD~NLFF¥ AT L —LADOUHEFTEDORE

EEN
12-unknown-mcast mode
[NT A—=F—]
mode WA TFFR Y R NT L— AOMEL T
BRIEME il
discard (€ B )
flood 7IITATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)Narz 4 L—va rE—R
B
MAC 7 RL AT =T MBS TN RN LT F X 2 N7 L— LAORBRHIEEZRET D,
Bl

RKHDO< VT F v A NEIFET 5,
SWR2310 (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)
[EFX]

12-unknown-mcast mode

no 12-unknown-mecast

[/$F A—5—]
mode DI TF XY AR T U— LD G E
REME S

discard e )

flood T7I99T 4TS
[FIEIER E]
L
[ASE— K]
AR =T 2—AF— K
[FEHA]
VLAN A V2 —T7 = —ATZELIMAC T RL AT —TILZBEEEN TR LTFF ¥ A N7 L—ADUHT;
EEFRTET D,
no WX CTHEAT LGS IR EIZEY . VAT AREKORMO~ LT X v A 7 L— LNUBRFIEOREITHE D,
[/ —F]

A~ FIZVLAN A ¥ 5 =7 == RIZOHRETE 5.
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RKawy RIZT AT ALEORMO LT Xy XA N7 L— MR FIEOREL VEBEINS,

[ EH]
VLAN#1 T/ L7 MAC 7 RV AT —T VZBEIN TV W LT Xy A N7 L— A EHET D,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #12-unknown-mcast discard

813V v ru—hnN<NFF¥ AT L —LDERERE

[EX]

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[FIEIER E]

L

[ ASTE—F]

Ja—nparyz 47 b—vg =R

[FRHA]

12-unknown-mecast discard Z5X EL TW\WA L&, Vo 7a—hL</LFF ¥ AT RLADT L — A ZEEEE3C0s
KT D,

no B CHEIT LG E1E, BE LERELHIRT 5,

[/ —F]

Ka<wr RieBITA, Voza—hA~<wAFX3y AT RUVRIZLLTOHEL 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTIEIES N, ZOBXBREEND 2T 4 T EFHRALTEGAEITE
BIAYIZ 12-mcast flood =~ > RIZE XX b,

(B EHI]
Vo 7ua—AnN=LFXxx AT RLADT L—LERMOZILFF ¥ 2 b & L THESTICIEESET S,

SWR2310 (config) #12-unknown-mcast discard
SWR2310 (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ R FT7 L —ADEELERE

EEN
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 /L FF ¥ A hT KL A

[FI8AE% €]

L

AT E— K]

A HF—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F XY XA MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LAEERT 100 HE TREN T B,

no JERTETLIESAIE. HBELEIPEA~ALTFF ¥ A N7 RLAORELXHIRT 5,

F2. IPA LT XY AT FLAZEBE LZHE1E, T XTORELHIFRT 5,
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[/—F]
RKa<w KIZVLAN £ VX —7 =2 — A ZDOIHRETE B,
Ka<w RTHESINEZIPVM LF XY AT RLAZIGMP AX—VE L T ORI E 725,
Bl
VLAN #1 TZAE L7235 IPv4 7 KL AN 22400251 D7 L —AL% T w75 4 735,

SWR2310 (config) #interface vlanl
SWR2310 (config-if)#12-mcast flood 224.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BNRE
E=N

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time . <1-30>
IGMP/MLD 2 =V — X515 H IR (7))
[WIHIRRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—naryz 4 b—yarsE'w—R
B
AR IV =2k D AR U—ETREC, 72U 77— IGMP/MLD 7 = U — % %453 2 BREOBIE 2 3% E T
Do

no B CEST LA IT0IREIZR S,
IGMPMLD AX—¥ 7 L AR 7Y ) =20 LRI, PR —ERICL T AT X v X MBEDS—FF
PN 2 Z ERNH D20, AREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fE SN 72& L IZIGMP/MLD 7 =V —Z %57 5,
BN LB EE, PR Y —ZEE )N H > TH IGMP/MLD 2 = U —Z 45 L7201,

[BAEBI]

AR B =D IGMP/MLD 7 = U =X E 2 A2 L, FFbIFf £ 5 FICBET 5,

SWR2310 (config) #l2-mcast snooping tcn-query enable 5

AR E =K IGMP/MLD 7 = I —i&(5 & Whic 4 %,

SWR2310 (config) #12-mcast snooping tcn-query disable

82IGMP A X —t°

8.2.1 IGMP A X—t° L 7 DEZL)/ HEEhRE
BN

ip igmp snooping switch

no ip igmp snooping
[NT A —=HF—]
switch : IGMP A X — & v 7 OEfE

R EME B!
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — > 7 Z I+ 5
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(AR E]

ip igmp snooping enable
[AJ1E— ]

A HF =T z—AE—F
B

A2 —T 2 —ZADIGMP A X —E > VOBNEEZRET 5.
no JIER CTHAT L7288 13 IR EICE D,

[/—F]

AKa<w 2 RIZVLAN A Vv Z—T = — AZDHHRETE 5,
[ EH]

VLAN #2 ® IGMP 2 X — ¥ > Z 2 (15,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2 85215,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping disable

8.22 IGMP R X —t° V& @iB DR E

&
ip igmp snooping fast-leave
no ip igmp snooping fast-leave

[FIEIER E]

L

[AJ1E— F]

AR =T 2—AF— K

B

A B —T 2 —ADIGMP A X — L 7 EHBIR A2 BN T 5,
no FERTHEITTH &, IGMP A X —t' > 7 EdE ik & o3 4,
[/—}]

RKa<w RIZVLAN A VX —T 2 —AIZDHHRTETE D,
ARz~ FiL, LAN/SFP 7R — MZEE DR A R STV D VLAN A X — 7 = — A TIIAIME L 72T &,
[ E R

VLAN#2 O IGMP 2 X — > 7 &di iR 2 A4 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping fast-leave
VLAN #2 ® IGMP A X — &> 7 il ik 2 4hic 4 5.

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping fast-leave

823 v /NLF X ¥ R M —F —DEERFHLEDRTE

[EFX

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
ST A—F—]
ifname . LAN/SFP R—FDA X —T =2 — R
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RETDHA L H—T=2—RA
[WIERRE]
7L
[AF1E— K]
AV H =T 2—RAE—F
[RLBA]
VILF Xy X R L—F =D S LTS LAN/SFP AR — bk A #HIC3RET 5,
no B THATT 5 &, RELMWET D,
[/— 1]
A< RIZVLAN A VX —T 2 —RAZOHGFEETE B,
L7 LAN/SFP R— MZIE, A FF ¥ A ML— X —NEFEINTNE I L, L —_—n5 IGMP LR— R &
Zf59 25 &, BT L7 LAN/SFP 7R — MZH&EET D,
[BREH]
VT XX A M—H— O E LT LAN R— b #8 23R ET 5.

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter interface portl.S8

ST F ¥ X FL—Z — DR S LAN AR — k #8 447,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping mrouter interface portl.8

8.24 7 = U — A GHEREDERE
BN

ip igmp snooping querier
no ip igmp snooping querier
[HIHIRRE]
L
[AJ3E— K]
A HF—Tz—AFE—R
(@]
IGMP 7 = U — A EHRAEZ AT 5.
no I THITT 5 & IGMP 7 = U — X EHERE & 202 T 5,
[/—}]
ARKa<wY FIZVLAN A V' F—T7 = —RZDHHEETEX D,
AREREEZ AN LIEEEIP T FLVAEZEE ST L& AHRIZIELWIP Y FLATZ 2 Y =2 F LA 25 DT
BT5Z L,
[EE B
VLAN #2 OEEHEREZ ANICT 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping querier

VLAN #2 OEEHEREZ HENICT 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = VJ —EEEIREORE
EEN

ip igmp snooping query-interval interval
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no ip igmp snooping query-interval

ST A—F—]
interval : <20-18000>

U = Y — (R RIRRCED)
(IR E]
ip igmp snooping query-interval 125
[ASE— K]
AP =Tz —AF—F
(B8]

IGMP 7 = ) — DA EMREZRET .

no FEXTHATT % &, IGMP 7 = U — D& R 2 PR E IR T,
[/—}]

A< RIZVLAN A VX —7 2 —AZDOBRHETE 5,

[BREH]

VLAN#2 O 7 =) —iX 5/ Z 30 ICRET D,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 =V —%FHRE 2 YHEICE T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /4 v s ® TTL {EMFEREREDER E

&
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

[78T7 A =5 —]
switch : IGMP /%% » @ TTL fERFEREAE
BRIEME i
enable BN D
disable NS %
(AR E
ip igmp snooping check ttl enable
[AJIE— F]
A HE—=Tz—AE—F
B

IGMP /37 b @ TTL fERGERSREZ SR ET 5,

no I CTIAT LI B ITHIMR EICR 5,

B LB AIE, IP~y X —O TTLERARIE( LSRN 72 IGMP 737 v b+ Zili#E9 5,
BN LG aIE, My P ERBEEET. TTLEA 1 ICHIE L CisET 5,
[/—}]

Ao~ RIZVLAN A VX —T 2 — A ZDOHFRETE B,

[ E B

VLAN #2 T IGMP /3% v @ TTL {ERFERERE 2 A0 9 5,
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SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34 v @ TTL {Efairtée 2 #5024 %,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ttl disable

8.2.7IGMP R— g v DRE
B

ip igmp snooping version version

no ip igmp snooping version

3T A= —
version o <2-3>
IGMP R— 3
(AR E)
ip igmp snooping version 3
[AS1E— F]
A VB =T z2—AE— R
[FAA]

IGMP D/X— 3 U ERIET 5,
no R THFEITT 5 L. IGMP N— 3 > AW E (VIR T,
[/ —}]
ARKa<wY FIZVLAN A V' F—T7 = — R ZDOHHEETE D,
BRELHIHN—2a VD IGMP X7y F&%ZE LIGE. LFNOEEL 85,
o V2 ERERE

s V372V —mZELSGE. V272 —& LTk

« V3LR— I EZELEGE, IKE
. V3 RERF

s V27 x)—%XZELIELE,. V272 —L L TR

« V2 UR—bFEZELESG, V3 LAR— e LTk
[ EH]
VLAN#2 TIGMP N—V g % 2 ITHRET D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping version 2

VLAN #2 T IGMP N—3 3 > 2 fIHHMEIC R T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping version

8.2.8 IGMP L " — NIIMSEE DR E
Ev

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression
[T A—=F—]
switch © IGMP L 7R— h#ifilkhE
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BRIEME il
enable EER) ] N B3
disable )] N 3
[WIEARRE]
ip igmp snooping report-suppression enable
[AS1E— F]
AH—T 2 —AF— K
B

IGMP L 7R— MfilHRE A2 3 ET D,

no JE TIAT LGB I3 EIZE D,

BT LIGAIE, 318 L7z Report A v E—X Leave A v E—UNLELEREZ L L2, F/IBEOA v E—T%
~NVF Xy A M —H—R— F~EET D,

BN LA, %15 L7z Report A v E—UX Leave A v — UV EZFR~/ILTF v A ML—H —R— h~HZkd
60

[/ —F]

ARa< RIZVLAN A V¥ —7 2 — R ZDHFEETE b,

[B%E B

VLAN #2 T IGMP L 7R— NlIESEE 2 A 20ic 3 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~kIEERE 2 5012 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping report-suppression disable

8.2.9 VL F ¥ ¥ R hL—F —H— b ~DF — F AR OB E

EEy

ip igmp snooping mrouter-port data-suppression switch
no ip igmp snooping mrouter-port data-suppression

[T A—=F—]
switch DT E R == b O T — S R IR A
REE Bk
enable BINZT D
disable N5
(IR ]
ip igmp snooping mrouter-port data-suppression disable
[AJIE— K]
AU B —T 2 —AE— ]
[RLEA]

VN F XX A ML—F —R— b ~DF — F LI RE 2 R ET 5,

no IR CTHEAT LGB I3 IR EICK b,

B LTEBEE, v FF v A b —F —KR— K TReport A v —V%2ZELTEBEDHEYT —H 2~ /LFF
¥ A b—H —R— h RS 5,

RN LI BAIE. WO R— K TReport A v E—V%ZELTOIUE, 4T —ZiE~ /LT F v A hL—4
—AR— MIbiRE IS,

i1



a<w RU 77 LY AP < AF % v 2 Ml | 287
[/ =}
A~y RIZVLAN A ¥ 5 =7 == AIZOHRETE 5.
B
VLAN #2 T/ F %4 A b L— g —R— h~DF — G E AT 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T</LF F 4 X hL—H —R— h~DFT — Z IS 2 1 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter-port data-suppression disable

82.10 /L FF ¥ R ML —F —$ER— MEHROFER

E&

show ip igmp snooping mrouter ifname
[/3T7 A —F—]
ifname : VLAN A o H—T = — A%

FRTAL A —T = —R

[AJ1E—F]
FEREME EXEC £ — N, FiHE EXEC £— F
[@iA]
I FE SN, ERIEFHICERE LTV TF v X bL—F —Hi AR — MEREERT D,
[EXRE )

VLAN#2 D~V FF ¥ A F—F — iR — FOERE TR T 5,

SWR2310#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.11 IGMP 7' /L —F A R —3 » FIEROFHTR
BN

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—U—F]

detail D ORRHBIE R

[T A—5—]

A.B.C.D D WALFFXYARNTN—TT R R

ifname : VLAN A V' HZ—T = — A4
FRTAL L H—T = —R

[AF1E— K]

FFrHE EXEC E— R, %M EXEC E— I

[FFA]

IGMP 7 L —F A v — y PR A FRT 5,

[BREBH]

IGMP 7' V—T A v R —2 y T OIEREFRRT D,

SWR2310#show ip igmp snooping groups

IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
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Reporter Version
1 239.255.255.250 portl.5
192.168.100.11 V3

IGMP 7L —T A v =y T OFMIE R E KR T D,
SWR2310#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.12 f V¥ —7 =—AD IGMP B EIFH % £~

01:06:02

00:03:45

E&y

show ip igmp snooping interface ifname
[/$5 A —5—]
ifname : VLAN A V' F—T = — A4

FRTDHA VA —T 2 —R

ASE— K]
FEREHE EXEC £ — N, FiHE EXEC £— F
[RA]
VLAN A > % —7 = —A D IGMP IR 2 £ RT 5,
[FRE B

VLAN #1 @ IGMP BI#fE R A £ =T D,
SWR2310#show ip igmp snooping interface vlanl
IGMP Snooping information for vlanl

IGMP Snooping enabled
Snooping Querier none

IGMP Snooping other querier timeout is 255 seconds

Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled

IGMP Snooping check TTL is enabled

IGMP Snooping Mrouter-port Data suppression enabled

Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

8.2.13IGMP /L —F AL _R—L o 7Dy Y —HIkk

E&
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[F—U—F]

group OHIBRT AT Ry A NI NA—TT RLAZRET D
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interface © HIBRT D VLAN A v ¥ —7 = —AZIEET S

[/ A — & —]

A.B.CD D WAL FXRR A RNTL—TT KL R
AT R Y —

ifname : VLANA > X —T7 = —RA4

YIRd DA 2 —T =2 — R

[ASIE— ]

et EXEC B— N

B

IGMP /' V= A=y TOxE ) —ZHIRT 5,
[BX EH]

VLAN #1 O IGMP ' v —TF A =2y FOxr b U =%l 5,
SWR2310#clear ip igmp snooping interface vlanl

83MLD AX—Ft

8.3.1 MLD A X — V'V 7V DAL EHRE
B

ipv6 mld snooping switch

no ipvé mld snooping

[/35 A —&—]
switch : MLD A X—t > 7Ok
R EM A
enable MLD A X—Vt > 7 ZHMNT 5
disable MLD A X —Vt 7 %M+ %
[WIHIRRE]
ipv6 mld snooping enable
[AS1E—F]
A E—=Tz2—AFE—FN
[FHA]

A B =T 2—ADMLD AX—E 7 OEEEHET D,
no FECHEAT LG E I3 WHIREICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BREH]

VLAN#2 O MLD A X —t > 7 /T 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — b F 245,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping disable
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8.3.2 MLD X X —t"V JEHEBLIEDRE
E&N

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEARR E]

L

[AFTE— R

AV H—T 2 —AFE— R

BN

A B —T 2 —AD MLD 2 X—t» FEREE BN T 5,

no FERTHEITT D &, MLD AX— > ViR 2 g4 %,

[/ —}]

ARKa<wy RIZVLAN A VX —T 2 —RAZOAHRETE D, £7o, MLD AX—E U IR RGEDOHEETE D,
Kz~ R, LAN/SFP FR— MIBEE DR A N SN TS VLAN f V' F — 7 = — A TITEMEL L7 &,
[ E B

VLAN #2 ® MLD A X — &> JEdik # Hihz 4 5,

SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — &> 7 @ ik 2 890129 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDETE
[E=X

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
[T A —&—]
ifname : LAN/SFP R— h DA » H—T = — A4
WRETDHA L H—T =2—RA
[FIHIERE]
7L
[AF1E— K]
Ao H—T —AF—FR
[BLFA]
< VFF ¥ A hb—H =2 STV D LAN/SFP 7R— h & HHICRET 5,
no R CTHEATT D L. RELMWMHET D,
[/— 1]
AKa< U FIEVLAN A U Z—T7 2= ACDHBRETE D, £lo. MLD ARX—E U IR RGEDHRETE D,
FE L72 LAN/SFP 7R — MZIX, vV FF ¥ XA M—F =i Tnid 2 e, Ly— =715 MLD LAR— h &
Zf59 5 &, T L7 LAN/SFP 7R — MZH& AT D,
[BREH
VAT F ¥ A M—F =Dk E LCLAN R— N #8 3R ET D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT X A ML—H —DOEEHG S LAN " — b #8 2445,
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SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if)#no ipv6 mld snooping mrouter interface portl.8

8.3.4 7 = U — X EHEREDERE
EE

ipv6 mld snooping querier
no ipv6 mld snooping querier

(#1183 E]

L

[ASTE— K]

A H =Tz —AF— R

B

MLD 7 =V — & EHEEZ BT 5,

no IR CTEITTH &, MLD 7 = J — L EHEREA RIS 5

[/ —H]

RKa<w RIZVLAN A VX —T 2 —AIZDIHHRTETED, /2. MLD AX—E U T WRENRIGEDIHERETE D,
ARgRe & T 25561347 ipv6 enable =~ 2 RZWT IO VLAN A V¥ — 7 = —AIZRETHZ L, ipve
enable 2~ RRRESNTWARWES, MLD 7 = U —3IXESNRVOTHEETLHZ &,

B&il]

VLAN #2 O MLD 7 = J —iXEHGEZ B 20T 5

SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping querier

VLAN #2 O MLD 7 =V —i5EHRE & I5h i+ 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping querier

(1

8.3.5MLD 7 =V —E[EHEIRORE
BN

ipv6 mld snooping query-interval interval

no ipv6 mld snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 =) — &5 HFE )
(R E]
ipv6 mld snooping query-interval 125
[AFIE—F]
B =T z—AE—F
[FiHA]

MLD 7 =V —DOEEHREEZ R ET b,
no TEXTHATITH &, MLD 7 =V —DOEEHBEEZ IR EIZRE T,

[/ —H]
ARa<w> RIZVLAN f VX —7 =2 — R ZOHFKETE D, £/, MLD AX—E I RENRGEDREETE B,
[RXEH]

VLAN#2 O 7 = I —% G % 30 RICERET 5,
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SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 —%E M 2 PIHEICRE T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD "— 3 VDRE

[E=]
ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —F—]
version o <1-2>
MLD "—3 3 >
(AR E]
ipv6 mld snooping version 2
[AFTE— K]
AV HE—T2—RAE— R
[FAA]

MLD O — g U ERET D,
no X THEITTH L, MLD N— 3 U AR EV2)IZFE T,
[/ — 1]
ARKa<wy RIEIVLAN A VX —T 2 —RAZOHRETE D, £7o, MLD AX—E U I RFENRGHEDOHFEETE D,
BRELBIHNN—T a3 D MLD N7y hEZELESGAE, LFOEEL 25,
o VI &ERE
e V272V —%ZELSGE. VI 72— LTk
« V2L R— I EZELLEGE, IKE
o V2 RERF
s VI —%ZELIELE. VI 72U —L L TR
« VI VAR—bFZZELESE, V2 LAR— & LTHak
[ EH]
VLAN#2 TMLD RN— 3 % 1 ISRRIET 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD — 3 > A MBI R T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping version

8.3.7 vV FF ¥ R hL—F —EEgHR— MEROER

[ER
show ipv6 mld snooping mrouter iframe
[73T7 A —=HF—]
ifname : VLAN A V' F—T = — A4
RRTHA VA =T =—R
AFE— K]

FERFHE EXEC & — R, %7 EXEC £— F



av 2 R 77 LA |IP < /L FF v A Ml | 293

[FAA]
I SNnTe, FREFICRE LT VT F v R bPL— 2 =R — MERE£RT D,
[E 2Bl

VLAN#2 O~ VT F v A hb—X —EfiR— S OFEHRERRT 5,

SWR2310#show ipv6é mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1 (dynamic) fe80::ae44:f2ff:fe30:291 00:01:04

8.3.8 MLD /L —F R L N—3 v FIERD R
[EF=]

show ipv6 mld snooping groups [detail]

show ipv6 mld snooping groups X-X:: X.X [detail]
show ipv6 mld snooping groups ifiname [detail]

[F—TU— K]

detail DR

[/NT A—F—]

XX XX DN TFERY AT N—=TT FLA

ifname © VLANA > Z—T = —RA4
FRTDHDA L H—T 2 —A

[AJ1E— F]

FHFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

MLD 7 )V—TF A =y TEREFRRT D,

[EXE B

MLD Z)v—TF A \— s TOERE R TRT D,
SWR2310#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
ff15::1 portl.3 00:00:44 00:01:07

fe80::a00:27ff:fe8b:87e3
MLD 7 /V—TF A =2y TOFMERE T RT D,
SWR2310#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp Fwd Flags
fe80::221:70ff:fef9:8a39 00:00:03 00:01:06 Yes R

8.3.9 1 & —7 = —AD MLD BEF#RZ R R

E&

show ipv6 mld snooping interface ifname
[73T7 A —F—]
ifname : VLAN A VX —T =— R4

BRTHA LV F—Tz—RA
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[AF1E— F]

FERFME EXEC £ — N, b EXEC E— K

[FEA]

VLAN A > % —7 = — A MLD B#IEH 2 £ rT 5,
[BREH]

VLAN #1 ® MLD Bl # % R 5,
SWR2310#show ipvé mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDv1l fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0O
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

8.3.10 MLD Z/V—F A _"—T v Dy M) —Hilk

[ER]
clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X
clear ipv6 mld snooping interface ifname

[F—TU—F]

group DOHIBRT AT XY A NI NA—TT RLAEZRET D

interface © HIBRT D VLAN A ¥ —7 = —AZIRET D

[/3T7 A= —]

XX XX DA TFFXY R NI NL—TT KL R
I R —

ifname : VLAN A V' H—7 = — A4
HIBRT A v 2 —T7 = —2A

[AFTE—F]

¥ #He EXEC £— K

[FEEA]

MLD Z)V—=T A o N—=y TOxr b —2HRT 5,

[EXE 5]

VLAN #1 ® MLD Z L —7 A v "— oy 7O h Y —%HlRT 5,
SWR2310#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y X N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZFEE L7eHE . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,

op

protocol I tep ZfRE L= %

op

LRI TCP ~Y A D FIN 7 5 V2 EET 5,

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5,
protocol IZ tep ZFRE L7=HE. SRIFIZTCP ~v ¥ O RST 7 7 V #fRET 5,

op

op

protocol (T tep Z457E L2, RIFIZ TCP ~y XD SYN 7 7 7 &2H8ET 5,

protocol IZ tep ZHRE L2 E. RIFICTCP ~v XD URG 7 7 7 %487ET D,

<1-2000>
IPv4 7 7 AU A D ID
<1-65535>

VU AE T, BT IRV ZAMNIZBIT AR M) —OEEZEET 5,
Ul U AFZ B EE LIEGAIE. VA FORBREICZ Y MY —RNBINEnt, Tk x,
BEFORBRETZ MY =210 ZMME LENTFHRT N —0F 5L L THBRESND,
WO = o AF SR LTEBMLEZSES, = ) —0FSIL 101274 5,)

T 7R ARMEI T DEEELRET D

R EME A
deny FHEES"T S
permit B S i ] R )
W4 H7a s a Vi ERET S
REME B
<0-255> IP~y XD 1 haLNis
any T_TO IPv4 /3w b
tcp TCP /X% v
udp UDP /X7 > b

ST AERETIPVE T FLABFREHRET D
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R IEME 24 HH

JA ) RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 BEMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—0 IPvd 7 KL A(AB.CD)AEET D
any TRTOIPVvAT L AZRRET S
src-port 1 <0-65535>
protocol IZ tep, udp ZHEE L7256, R & T2 ME LR — FEE<0-65535>%fET 5. A&
3252 & HAhe
BEFE B
eq X A= FEZX)EIEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info R L T A IPVA T LU AR AR ET D
R EE A

JA )V KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0DIPv4 7 L A(AB.CD)EFEET S
any TRTOIPVET RLRAZRETH
dst-port 1 <0-65535>

protocol {Z tep, udp ZH457E L7256, SRfh & T 55008 — M 5<0-65535>%f8ET 5, A%
THZ L bR

BEHIE B!

eq X R—  EEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIHIRRE]
2L
[AS1E— K]
sa—s\)var7 4 b—3a E— R
[BLAA]

IPvd 772 A ) A NEAKT D,

AR L7778 AU R MCiE, EEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 772 AU A MEBHASELHA1T. A % —7 =—AF— FT access-group 2~ > K& 5,
no AT action LI 215 E L7256 1%, FIUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no X C action LARRZFRE L7 o728/, 778 AV A MO ID BN —ET51Pvd 778 AU X R ZHIRT 5,
[/ —}]

LAN/SFP R — FB L OGRS v ¥ —7 = —ACHA L TWAHT7 78R Y A NI, no B THIBRT 5 Z LixT& 2
WV, HTIEHE R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFADNIEE TZ A0, ZO X ICHFAZIRE L IPvA 7 78 A U X NI AT ALK
T—2721J access-group 2~ R TA U H—7 = —A|Z#HTX 5,
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[ EH]
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~OEZ4EET 5 IPvd 772U 2 b #1 2B 5.

SWR2310 (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 772 AU Ak #1 ZHIBRT 5.

SWR2310 (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFBHAIGEAN
[

access-list ipv4-acl-id description line

no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
AISCAE BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCI T 32 3UF & TR E Al
(IR E]
L
[ASIE— F]
Ja—nN\)aryz 4 L—varE—FR
[BLFA]

ER L THDIPvE 778 AY A MIEHASCEZBEINT 5,
no R TEITLIESE. IPVA T 7B AU X NOFBASCEYIRT 5.
[/—F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHASE-H# S, Ko< RCHAZBENT S
ZLIEETHE, (BREDTUHAXN EEEXT D)

[EX EH]
PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b #1 Z1ER L, B
[Test] #i1BINT 5,

SWR2310 (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2310 (config) #access-1list 1 description Test

913IPv4 77 &R Y X N DEH
B

access-group ipv4-acl-id direction

no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
WHTAIPvA T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7 =L L CHEASED
out EETL—LICH L THEASES
[FIHIRR 2]

L
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[AS1E— K]
A H =T 2—ZF— R
B
LAN/SFP R— b B L UOGHEA VX —T = —AIZIPVA T 7 A Y A N &HEAT 5,

ZREAEETL—LBT 7 AU A MDOREL B LESHE, T/ EAV R MDOT 7 v a v BFYS 7 L— LT/ 5
7 7 3 a v (permit, deny) & 72 B,

no R TIAT LA, WHLEZT Z7®AU A % LAN/SFP R — F B L OGREA > ¥ —7 = — A LHIERT 5,
[/—}]

TI7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(n) L EE 7 L—L>Ou)DZENENIZ 1 DT Lok
FRTE R0,

EET7 V=29 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIILL T 0@,

N— hFESHPH(range X Y)ZFEE LTZIPv4 727 A Y A ME, 257 L — L (out) Tl TE 720y,

ZET LT DT 78 AU A RRERE S U7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTABET 7R R MIHEA VX — 7 =2—R|ZHB L TVWA LAN/SFP R — Mok L CiEf T
R, 2L AZ— T v Tar 7 4 7 BB A VA —T7 = — A ZFTE LT 5 LAN/SFP iR — MIZE7 L—
DT BT IV BAV A NRED D DHE. HABZR— FOREDGHEA VA —T7 =2— R @A SN 5,

B&l|

LANFR—F#l DZET7L—HIZX LT, 778 AY RN #l Z#HT 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #access—-group 1 in

91.41IPv6 7 7R U R N DARR
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 2AY X M@ ID
seq_num 1 <1-65535>
V=l ARG, RMBET 7RV A MAICBIT L MY —DNEEARET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WA ORZRT U —I2 10 ZIHE L7ZENHH#HE S R —0FK 5L L THEBRE SN D,
(RN —r o AF SR L TBIMLESRS, = ) —0&SIT 101272 5,)
action L TR ARMICKT 2EMERTRET D
R EE A
deny FEEESR T D
permit e S ot A K )
sre-info DML T AEETLIPVE T RLUAFRARET S
REME B
R BT xRy b A7 RMbi)f & D IPve 7 R
XXXXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZXGET 5
[FIEIRRE]

mL
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[AF1E— K]
ra—mpvar 74— g T — R
[FHA)
IPv6 77 AU A NEERKT 5,
AR LT 782U R MCiE, BEMAX256 D&M ERETDH LN TE 5,
AR LT 78 A) A Ml SEL580F,. A X —7 = —RXF— KT access-group 2~ > REHf4 5,
no FEI T action LI Z T L1-HE1E. REETHR—&THIPv6e 77 B8R U 2 N ZHIRT 5,
no FE T action LI E Lo 72581, 778 AV A MDD ID N—ETBHIPv6e 77t AU A N &HIERT 5,
[/ —}]
LAN/SFP R— b B L UGHELA v X —T7 2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTEHZ R L T DHIBRT S Z &,
2By JHERENA RS G, Ra~y FIIEHTE 20,
[ EH]
3fe:506::/32 N EH DNy M EEST D IPv6 77 B AU A K #3002 Z1EKT %,

SWR2310 (config) #faccess-1list 3002 deny 3ffe:506::/32
IPv6 7 7 AU A b #3002 ZHIBRT 5,

SWR2310 (config) #no access-1list 3002

9.1.5IPv6 77 &R U X s ®FBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 EAU 2 R ID
line ¢ BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r)var 74—y g rE— R
[BEEA]

R LTHDIPv6 T 78X Y X MIFHATZBINT 5,

o B TEIT LIS, IPv6 7 7B XU X NOFHACEHIRT 5,

[/ —F]

LAN/SFP R— F B L OHHA Vv ZA—T =2 — AT 7B AV A M 2EASE-H#S, Kavwr R CTHAEZBENT 5
ZEFARE, (A DB T EEET D)

ALy THEREN AN E ., Ra~<y RIIERTE 2,

[ EH]

3ffe:506::/32 B Dy NEFESAT A IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWR2310 (config) #access-1list 3002 deny 3ffe:506::/32
SWR2310 (config) #access-1ist 3002 description Test

91.6IPv6 7 7R Y X FDiEH
N

access-group ipv6-acl-id direction
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no access-group ipvo-acl-id direction

[7RT A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WHTZL—LAOFMERET S
REME B
in ZEZV—AIR L THEASES
out EEZL—LZH L TEHAEES
[FIIRRE]
7L
[AJ1E— K]
A B =T z—AEF— R
B

LAN/SFP R— B L OEGHA v X — 7 =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZT V=BT VAV A MOSEME—KLTZGE. 77BAVARNDT 72 a VRS 7 L—AIZXT 5
7 7 3 a v (permit, deny) & 72 B,

o B TEIT LSS, WHLET 72U 2 M4 LAN/SFP R— FB L UGHEA 4 — 7 = — A0 DLHIRT 5,

[/—}]

FECTE R,

RIET L—LICx 57 7 £ A Y A ME LAN/SFP B— Mkt L TOLBA ARETH 5.
R HEITILL T O\ Y,

ZIET L — AT AT 7B A Y R MR E ST LAN/SFP AR — MIGHELIA v ¥ — 7 = — A AT TE RV,
ZETL—AIHTBET7ERY X MNIHBA v Z— 7 =—R|ZHB L TVWA LAN/SFP F— MMxf L CiEfA T
R, 2L A= T v ar 7 4 7 Bl A A —T7 = — A ZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAY R IRENRDHDHE. ELZR— FORENREA VX —7 = —RTEHAEINS,

ALy TREREN BN 2 E ., Ra~<y RIIERTE 20,

(B EH]

LAN AR— R #1 OZET7 L—AIZX LT, IPv6 727 AU A k#3002 2T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
E=y

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

8 A—5—]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l AR, BT VAV A MNIZBITL = N =DM EERET D,
VU AFEERE LG AIE, VA NOERBREICZ MY —ENENS, T X,
BEFORBRE= N —I2 10 ZME LIERFH= b —0F 5L L THERE SN D,
(BN —Hr o ARBR L TEMLESE, =0 N —0&FRIZ 101272 5,)

action T RASGHCR T A EMEERET D



avr R 77 LA | T 74 v 7l 301

REME A
deny A RS 5
permit N T B )
sre-info D RMEETAHEEILMAC T RUAIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
B —— %; > MAC 7" K L % (HHHH. HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T HEE MAC T LA RERET D
REME B
DAL K= FE Yk
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHA HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL A& ET5H
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4 —vgrET—FR
[

MAC 77 &RV A N&EAKT 5,

R LT 78 AU A MCE, BEMAX256 D&M E2RET D LN TE 5,

B LT 78R R MEEAIEI5E81L. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 2 8 E L7280, SMETH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2~ 2881, 778 AV A MO ID BN—FHT 25 MAC 727 AU X hEHIRT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 278 AU X NI, no B THIFRT 2 Z LixT& 722
W, ST EMER L CODHIRT S Z &,

"W", "H"X 0-9,a-f,A-F 5705 1 XFLER 5D,

[ EH]

MAC 7 F L & 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 AU & | #2001 1B 1 5,

SWR2310 (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 & A YU A | #2001 ZHIpr3 5,

SWR2310 (config) #no access-list 2001

9.1.8 MAC 7 7 B R U X s OFBAIGEN
[EX]

access-list mac-acl-id description line

no access-list mac-acl-id description
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[73F A —&—]
mac-acl-id : <2001-3000>
A SCE BN 5 MAC 772 A U A h® ID
line ©BINT AR SC, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AS1E— F]
Jsa—nnarz 4 S —varE—RK
B

ER L ThHD MAC T 7 AU A MNMIBASCEBINT 5,
o IR TEIT LS. MAC T 782U 2 FO#EACAEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA NRHAISE-#% Y, Aoy NCaBSIEZBNT5
ZlFATEE, (A OUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A &HEHET 5 MAC 727 AU A k#2001 Z1/ERk L. #HASC Test)
ZBINd 5,

SWR2310 (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWR2310 (config) #faccess-1list 2001 description Test

9.1.9MACT Z7ERAY X FDEH

EEN
access-group mac-acl-id direction
no access-group mac-acl-id direction

[73F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R A D ID
direction D WA LA MERET D
R EM B
in ZEZLV—AHLTESES
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U A FE2HEAT 5,

SAET V=BT 7B RAY A MDORMEL =B LIHE, T2 8AV R MDT 7 a VBN T L—AIHT 2T
¥ 3 M (permit, deny) & 72 5,

no B CTEITLIEHA. WH LT 78 AU A % LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEDOT 72 A A NEBET DI LIXTERN,

HFEEIZLL T 0@,

ZETLU—LIRTEHT 7 BAY A NBERE ST LAN/SFP AR — MIGRELA ¥ — 7 = — AZHTR TE 7auy,
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ZETV—DCKHT DT 7 EAY A NERIA ¥ — 7 = — ZITFTE LT % LAN/SFP A— MOk LTl T
W, L, AX— T v T ar T4 F BCGEA VX — 7 = — AR LTS LAN/SFP AR — MIZ E 7 L—
DT BT 7 2AY A NRERD DGEE, BAEER— FORENGHEAS V4 —7 = — A HEASh D,

[ E B

LAN R— b #l DZAE7 L— LI LT, 778 AU X b #2001 Z28H T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #access—-group 2001 in

9,110 £ LT 7RV X FNDOFER

(&)
show access-list [ac! id]
[NT A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAJ X NDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT Z7E®RAY A NEFRRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A B —T 2—RZHEA I, o, S H o7 L —2% 1 O ESEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—}]

T 7 4 v 7 5B(QS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]

—BEFRRT D,

SWR2310>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 HHE DI VT

[ER]
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78ATVANDID
[AS1E— K]
FHE EXEC £— R
[FBA]
show access-list @~ > N CHER I D HEitHE (match)z 7 U 79 %,
[BREBH]

etz 7 V79 %,

SWR2310>clear access-1list counters
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9NN A F—T=2—RZHEHLET 7RV X FORF
[EX]

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[BA]
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZFRKRT D,
[EE B
—BmERTT D,

SWR2310>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB LR VLAN 7 7 T A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE (256 LFLN)

TR AT v T

[FIEIER E]
L
[AFTE— K]
Ja—)ary7 4 Jb—yg rF—FR
[FHA]
access-map-name CIEE LI2A4BID VLAN 77 B A< v T HAER LT2DOB  VLAN 77 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LS. HBE L VLAN 7 7 B2~ v FEHIRT 5,
[/—F]
VLAN 7 7 B A~y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit a2~ R L, Hikg
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7 E— R~BITT 5,

SWR2310 (config) #vlan access-map VAMOO1
SWR2310 (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[/XF A—&—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY A MNEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & A~ v FE— R
B
SRVLAN 77 B A~y FWZH@AT 27 78XV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 E VLAN 7 7 B A~ v T BHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v ZIZR L TREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiRE L MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 77 B A~ v 7Z2{ERL L T, 192.168.0.1 2HD 8w haHESETLHT 78R A M
%&}\’:‘E“j‘ 50

SWR2310 (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWR2310 (config) #vlan access-map VAM0OO1
SWR2310 (config-vlan-access-map) #match access-1list 2

9115VLAN 7 7B A~ T 4 LV Z —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I L OCEMA T H(256 SLTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHLT V7 EAS v T4

vian-id o <1-4094>
vlan =¥ > RC enable JREEIZERE 41TV 5 VLAN ID

direction WA LA LMERET S, A LEBARZET LA LTHEHASRD

BREME Bk

in ZET7 VAR L THEASES
out EEZL—HIHHLTEASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\varz4 7 b—va e — R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — AT 5,

no JTERTHEAT L7256 1%, F5E L7z VLAN (295 VLAN 727 B A~ v 77 4 W Z—%HIFRT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 LILTERLY,

VLAN 7 7 A~ > L, FA—DA 2 —7x—R|2, ZE7 L—2A(In) L EET7 L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV A RERE LT VLAN 77t A~ v 7 id, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— MESEIPH(range X V)AFEE LT IPVA T 7 AU A b

[ EH]

VAMOO01 & W5 £47ii0D VLAN 7 7 B A~ » 7 a2 B LT, 192.168.0.1 226037 v NEERT 5T 78RV A M
BELT=OH, VLAN #1000 D55 7 L— 2%t LT VAMO001 Z i3 %,

SWR2310 (config) #vlan database
SWR2310 (config-vlan) #vlan 1000
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SWR2310
SWR2310
SWR2310
SWR2310
SWR2310
SWR2310

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B A~ v DK/

EEN
show vlan access-map
[AJTE— F]
FHHrHE EXEC E— R, %M EXEC E— I
[FAA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToHEANERIND,

« VLAN 77t 2~ v 7 DOXHi

o VLANT7 7 A<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7 v A~ v 7 OIERE L RT D,

SWR2310>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B R~ v 7 4 VF —DER

[EX]
show vlan filter
[ASTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7t A~ v 77 4 VA —DOERFREFR T D,
IFTOBEBANFREND,
e VLAN 77 & 2~ v 7 D4
« VLAN 77 A~ v M@ 4 Tv5 VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L— ADFh)(in/out)
[EXEH]
VLAN 77 2 A< v 77 4 VW E—DIEREFRT 5,

SWR2310>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAY « HEXhHIE

&

qos action
qos_disable

[XT A—F—]
action : Qos DEME
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REME il
enable Qos ZHMNZT 5
disable Qos Zshzd 5
(IR E]
no qos
[AFTE—F]
srua—)arr 4 L—vg E— R
[FFA]

QoS Z AT 5,

no TR TIAT L72HA. QoS LT 5, Z D& &, BET 5 QoS XE b [FIRFIZHIFRT 5,
[/—}I

7 u—flEOY AT NFEBANLEE. Qos wAMIZTH I LIFTERN,

QoS BHIE v > FiE, QoS A HAMMI L TENRVEETTERNVLDONEZH D D,
[BXRE )

QoS ZHNZT B

SWR2310 (config) #gos enable

QoS Z LN T 5,

SWR2310 (config) #gos disable

922 F 74Uk CoS DRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[ASTE— K]

A H =Tz —AF— R

B

LAN/SFP AR— FB X OGBS v X —T =2 —ADTFT 7+ /L ~ CoS ZRTET D,

no I THAT L7=E . FIHME(CoS=0) %X ET %,

FIT4NLRCoSIZ. A EF—Txz—ADRTARE—FRBCoSICHESNTWARETEZ 7R L7 L —L%%EL
BRI SN D, (7 L—2AI2 CoS R E SN TR T2)

[/ —H]

Ko< REETTDI20E. QoS #Ac L THL T L,

EITTBA L H—T 2 —AD T A FE— KN CoS TIERWEE, Ka<wy RIZFETT—L 15,
F 7 4V bk CoS 23725 LAN/SFP iR — MIFHFIA v 4 —T7 2 — R L LTHRD Z LT TE R0,

FATTHA X —T = —ANGHIA ¥ —7 = —AIFTE LT 5 LAN/SFP R — b D6, Ao~y RIZFET=Z
— &5, ttb x&—b7/7z/74ﬁi@ GELA X — 7 = — AZFTE LTV % LAN/SFP /R — h OF%E
L. BEBR— FORENHEA L X —T7 == A @EAIND,

[ EH]

T 74V K CoSMl% 2 IZFRET D,

SWR2310 (config-if) #gos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWR2310 (config-if) #no gos cos

923 N7 A hE— RORE
[ER
qos trust mode
no qos trust
[T A—5F—]
mode : RTZABRE—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp EfFF = —% DSCPHICESWTIRET S
port-priority ZAz R CRRE SNV E AT 5
[WIHIRRE]
qos trust cos
[AS1E— ]
B —T2—AE—FR
[@iA]

LAN/SFP R— FB X OHBIA L X —T 2 —AD N T A ME— RZHRTET 5,
no JTEITIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

FT A ME— RS cos DAL, ZET7 L— LD CoS {1l A5 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?fm:\";~®ﬂ%ﬂi%?ﬁﬁ port-priority D ZIEA LV H—T 2 —AIZREESN
TBREITEESNT, FEF 2 —DIREZIT I,

CoS fEX° DSCP fE, ZAEAR— MK 2 XEF 22—, LTFTOa~y FTEET LI LNTE D,

FFRALE—F EEX 2 —RECHEATORERE | EavsF

CoS CoS-E{EF = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7 — 7/ | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDMEDOHF T, EEXFa—ZRETHELETHXA IV TIX4FHED D,
EEX 2 —HI0 2 Th

7T Ay FICEDEEF = —IEE

JIAS N E DTV~ —% U TIRE

I IAwy TN EB Y ~v—F TIRE

2,3,41Z N7 A FE— R"CoS"£721X"DSCP" DL EDHFEEFRETH Y, WTHOHEHLAHD M7 & ME— NITxf
J6T % TEEXa—IDEMT —T V] 2T HZLICLD, EEFa—DHVLETLEND,

[/—}]

Ka<o REFITTDHITIE, QoS #Ahc LT Z &,

LAN/SFP R— F B L OGRS v 4 — 7 2 —ZATRY —< v FREH I TV EEHE, FTF A ME— ROLF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIfRELA v ¥ —T7 = — AL LTHRNAD Z LIFTE 220,

A A —T =2 — AT LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, L, A —FT v
7:/747L® G L F— T = — ZIZFTB LTS LAN/SFP AR — R DR EIT. A ER— FORTEDHIEA
H—T7c— A ZHEBEENS,

QoS HEAETIE, P T A PE— RICE > TEITHIRA D D b O, RFHRORIRD LONRD D,
BBl
LAN/SFP R— F B L OGHHEA v X —T7 =2—AD KT A M E— K% DSCP IZRET D,

Eal ol



A R T77 LA FT T 4w 7 liE | 309
SWR2310 (config-if) #gos trust dscp
LAN/SFP R— b B L OGHEA v X —T 2 —AD F T A FE—RKET 7 4 /L M(CoSITHRET D,
SWR2310 (config-if) #no gos trust

9.2.4 QoS HRED R ERE DR
E&
show qos
[AJ1E— ]
FEHFHE EXEC £— R, FfE EXEC E— K
[FFA]
QoS HHE DA %h(Enable), fE#(Disable)ikfEE FKRT 5,
[ EH]
VAT LD QoS DEREREEL K RT D,

SWR2310#show gos
Enable

925 A L F—7 = —ZD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP iR— hB X OGHELA v ¥ — 7 = — 24, BAWEHIER— a5 L5,
KT HA X —Tx—RA

[AJ1E— F]
HHrtE EXEC £ — R, %5 EXEC £— |

B
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, KTHNETLUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A G =T 2= AHEHAFAHDORY) =~y TH LT
7 A=y TIEHRAE )

Port Default CoS Priority 7 7 4V & CoS fE(E 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— 7 (R— FHET)

Egress Traffic Queue Shaping NTFT7 47— T (F 2 —HA)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-EfF ¥ = — ID 57 — 7 /L (1% 2)

DSCP (Queue) DSCP-1%15 % = — ID B#a7 — 7 /L (7E 4)

Special Queue Assignment: Sent From CPU CPU DL EREND 7L —LDEEF 2 —HE

EDHEHSNTWDEIRY =<y TRRVIGEIEFRRINR, 7T A~y TIEHROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— KRR — MERE"OLEDOAERIND,
H4) b7 A FE— KR'DSCP"OFEDIRERIND,
[/—}]

AKa<wr REFATT 511, QoS ZHMT L T Z &,
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[BREH]
LAN R— b #1 ® QoS REZ FR~T D, (M7 A FE— R CoS)
SWR2310#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queuel3 : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN 7R — |k #1 ® QoS i Ex #~T D, (M7 A ~E— K DSCP)
SWR2310#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(¢0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROELR
[ER]
show qos queue-counters [ifname]
85 X —5—]
ifname : LAN/SFP &R — N4, BRI R — N ERGLET 5,
TR T HA H—T =2 —R&
[AJ1E— F]
JERFME EXEC £ — K, 5t EXEC E— I
[FLBA]

F8E L7z LAN/SFP R — h DEEF 2 —BOFHEL X RT D, Fa2—OFHRIILLT CTHET 2,
(Fz—DEHF) = (F=2—ICHEAIIN TSN 778/ (F=z—DRALR)
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[/—}]
Ao~ KX QoS DIRIE(H LM b LA TE 5,
[BREH]
LAN R— F #1 OF = —fFHEE2FRT D,

SWR2310#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhd R O
OO WO oo

P O o O O OO
o o o° A A o o oP

W
el

9.2.7 CoS-EEX a2 — ID BT — TN D
B

qos cos-queue cos-value queue-id

no qos cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHILD CoS
queue-id . <07>
CoS EIZ G % EE ¥ = — ID
(IR E )
[/ — M=
[AJ1E— ]
Ju—nrarz 4 L—varE—R
[FL8A]

EEX2—ZRETDHOICHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THEAT L7125, $85E L7 CoS D E(E ¥ = — ID 2 IR EIZR T,

CoS-HEfEFa— ID AT — 7 iE, N7 A ME— RPN CoS IZRESNTWOIHEAIHEH NS,
[/ —}]

ARKa<wr FEFEITTHITE, QS E#AMLTHLL I &,

CoS-iEfEHF = — ID BT — 7 LV OYIHREIL TRDO LBV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoS fE"0"IZxf L TkfEF 2 —#4 ZHIV TS,
SWR2310 (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWR2310 (config) #no gos cos-queue 0

9.2.8 DSCP-EEX = — ID BT — T L DOHRE

[EX]

qos dscp-queue dscp-value queue-id
no qos dscp-queue dscp-value

[73T A =4 —]
dscp-value 1 <0-63>
ZE it DSCP i
queue-id 1 <0-7>
DSCP EIZHIET D E(EF = — ID
[FIEARRE]
[/ — MR
[AJTE— K]
rsa—)ary 7 40—y g F— R
[FRA]

EEX 2 —Z2RET DO AT 5 DSCP-5{5F = — ID AT — 7 IV OEERET D,

no IR CIFAT L7245A . B5E L72 DSCP EDOE(E X = — ID ZHIHEEEICH T,

DSCP-ZE¥ 2 — ID AT — 7L, FF A FE— FRDSCP IZHE SN TWARSITHET SN,
[/—H]

AKa<r REFITT 5T, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREIZTTEDO LBV,

DSCP f& EEX=—

0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N | N ]| B~ W

56-63

[BREB]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2310 (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZHE T,
SWR2310 (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED

E&

qos port-priority-queue queue-id
no qos port-priority-queue

ST A—F—]

queue-id : o <0-7>
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(MR E]
gos port-priority-queue 2

[ASE— K]

AH =T 2 —AF— K

[

LAN/SFP ;R— h B L OGHELA v X —T7 =2 — AT, ZEA v H— T = — AR T HDEECEE X 2 — ID) AR ET
Do

no W THEITLIEBE, IBELIA LV —T7 2 —ZADEEF 2 — ID Z2UHIEQ)IICRET,

A— MEEEIX, NI A ME— RB"R— MEECRESN TV DIEEOREF 2 —OIREIHEH SN,
[/—}]

AKa~v o REFATT 51T, QoS =AML THEL Z &,

FATTHA v H—T 2 —AD T A ME— R — MER"TIEARWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGwEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 20,

RITT DA 05 =7 2= AN,V F —7 = —ZITHTE LTV D LANSFP R — b D6 Ao~ RIFEIT=7
—eD, L, AX— T T a7 4 7 O A o F—T = — AZFTE LTS LAN/SFP AR — R OF%E
IE, BB AR — FOREDTHIEA v X —T7 = —RAZHEA S5,

[ EH]

LAN R— h #1 OFR— MEEEL LT, REXT=2—ID#M E2FV 4 T5,

SWR2310#interface portl.l
SWR2310 (config-if) #gos port-priority-queue 4

9210 AA v FARENOLEEIND 7 L—LDOEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sra—m\)var7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DR EX 2 — 2R ET D,

no I TIAT L72GA ., PIIMEARRET 5,

[/— D}

RKa<y REFETTHITE. QoS =AML THL Z &,

CPUMNBEEIND 7 L—2OEREEZ FITFHE, KVEBLEEORE N2 —NOL0ORENMELRIND D, BAm
DOARAE T L2MS /b — T M 722 EOMEENEME L 72 < R D FREMER H D, Z D72, ARFREMIXATHE/R R D K& 72
EEERE) 95 2 L 2 HET 5,

R THERER I . CPU ML IEEEND 7 L — A DKIEIEES = — ID OUMZ EWEIT6" & 72 5,
(B EH]

SWR2310 (config) #gos queue sent-from-cpu 5
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9211 7 FAS Y A(F T 7 4 v 7 DHBRFRM) DA
[EX]

class-map name

no class-map name

[/XF A—&—]

name T ATy T4 (20 UL KT/ EXBIT D)
[AJTE— ]

Ja—N")aryz4JL—g T — R

B

I TRy T eAERRT D,

JIAy TN, ZETV—LENT T4 v I I TACGET D720 D0FMEERTHHOTHY, match 2~
RCER LIS E 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T Ay T DT 73 a  E RO LD IZ
25,
« 7271 AU A NMACL)Z&E L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT /v arBNI TR~y T DT Ivarbind,
« T7®AVUARNACLLSERE LIZHGA
FF Al (permit) & 72 5,
Eth. TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA X, FE LT T A~y T HHIRT 5,
[/—}]
Ka<wr RaeFAT9 512013, QoS ZHMC L T 2L,
HBELIY 7 A~y TRERB OGS, AiEOREICH L TERNMTR2bRS, 72720, R v—~vv 7N
LAN/SFP R— b B L UGHEA v ¥ — 7 = —RCHEHEAOEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< T class" VR T 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
37 X — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiA]

RV =~y T T A~y 7 &BEMT D,

77 A=y TOEMFICKNT DL, K=o T « 7T 2= RIIBIT D, R v—vv T+ 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV LT

s KU

e Uw—F 7

no W TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMIT ZiERT 5,
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AU —~< v D S 7- LAN/SFP R — MBI OGREEA v ¥ —7 = — AT, BEfMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I VTR T D, VTAYy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—ODORY ==y FICHEMTOND I TA T, 8 OFETET 5D,

[/—}]

Ka<o REFITTDHITIE, QoS #Azhc LT Z &,

deny 773 a> D77 4777 AR LT, QoSO EZ L THEMMNZZ,

[BREH
LAN R— R~ #1l OZET7 L — AT L TCUTOREEZT 5,

¢ 10.1.00 DXy NT—=I DD NT T 4 v 7 ZFFHA]

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 [CEE#ax . Red:MEE

[N 747 7T ADESR

SWR2310 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DF%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.13 b7 7 4 v 7 5 FESRME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 EAY A KID
<2001 - 3000>
MAC 77 & AU A k ID
<3001 - 4000>
IPv6 77 &A1Y A~ ID
[AJ1E— K]
7 IAYy TE—F
B

NTT 4w 7T ADGERMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RAVANDT 72 a BT T 49T T TADT I
T 3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 MIEDEMEREXHIGRT D,
[/—}]

Ka<wr REFATTHITIE, QoS ZAMC L THL Z &,

N7 4y ETT 78R A MIRETEDRMITRKRIGFETERD,
B!

25 A<y T classl"DESMRCT 7B AU A - #] ARET D,
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SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match access-1list 1

9.2.14 F T 7 4 v 7 3 FEHEDFE(CoS)

[EX]
match cos cos-list
no match cos

[73F A —4F—]
cos-list o <0-7>
YRR L LTHET S CoS i, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
(LA

T T 4T 7T ADSEELMIT VLAN Z 7~ Z D CoS &M+ 5,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )% T, REZHVIRTZLENTE D,

[/—}]

ARa<r REFEITTHITE, QoS A LT Z &,

[ 2B

7 72'7 /7"013881"@ iﬁ ﬁ: COS1 "1"&"2"% ﬁw&éo

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match cos 1 2

92.15 b7 7 4 v 7 5FESM DR E(TOS EHLE)

[ER
match ip-precedence fos-list
no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
DESMEE LTERT 5 1P~ ¥ O TOS 52 (precedence) 7  — /b Nl HoK 8 fll & T
ﬁf% %

[ASE— F]

7 IASy TE— R

[RLFA]

T 7 4 w7 7T ADGFESRMITIP ~ v X D TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L723GE . TOS AT K 2 & Ea HIbRT 5,

e O FIREQ ) E T, REEFMOIRTZ LN TX D,

[/ —}]

Kavr REFETT5I21E, QoS AL TR 2 L,

B!

7 F A~ 7 class1"DIYHALATIC TOS B E 3" L4 2 ET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ip-precedence 3 4

9.2.16 ~7 7 4 v 7 5HFRSMHE D E(DSCP)

[ER
match ip-dscp dscp-list
no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SV L LTEMT 5 IP ~ v % @ DSCP(DiffServ Code Point) 7 -t — /L N, &K 8 {HE T
BT 5,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 47 7T ADGFESRMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZFEH T %,
no X CTIFAT L7254, DSCP IC K D 5M3E & HIBRT 5,

BEED FIRGE)E T, REZXMYIRT Z LN TE D,

[/— 1]

AKa<vr RuEFATT 5121, QoS ZHMT L T Z L&,

[BEH

7 A~ v 7 class1"DAYFAZAEIC DSCP 48" L "56" &2 % ET 5.

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ip-dscp 48 56

9.2.17 + T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type

match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN # Z & 2 HRET S

untagged D M VLAN Z 77 LA ET D

[/XT A —=HF—]

type D A=Y Ry T L —LDE A TERET S,

X EE B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IAXy TE— R

[

NT T 4T TADESIEA —F Ry T L — LD F A FEE VLAN % 7 DFELFETT 5,

no WX TIFEITLIEHE, A — PRy N7 L —20D% A 7L VLAN ¥ 7 OFBIZ X 5 &M E a2 HIbRT 5.
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 2,

[/ —1}]

Ka<xr RuEFATT HI21F QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZEH LG A E 72 D(T 7 B AR— TR T EZ 7 L— 2% bW =),
[B% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —HF Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ethertype 0x0800
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9.2.18 87 7 4 v 7 HFRSKHE DR E(VLAN ID)

[EFX

match vlan id
no match vlan

[R5 A—&—]
id o <1-4094>

SRS E L CEM T %5 VLAN ID
[AF1E— F]
JITATy SE— R
[

7T 4w 7T ADGFERMT VLANID 27 %,

no IR TFEAT L728A. VLANID I X B 4M30E & HIFRT 5,
BEHD LIRGOE)E T, REAMY KT Z &N TE D,
[/—H]

AKa<wr REFATT HIT1E, QoS AL T Z &,

[ EH]

7T A~ 7 class]" D AR VLAN #20 X ET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match vlan 20

9.2.19 87 7 4 v 7 5HFREHDOREVLANID L PHE)

[ER
match vlan-range id-start to id-end
[NT A —=HF—]
id-start o <1-4094>
SrHESRE & LTS VLAN ID OBRAR1E,
id-end ;<1 -4094>
SRS & LTI % VLAN ID Of& T,
[AJTE— K]
7 IAYyTE— R
(@A)

T T4 T ADLGESEMIZ VLANID 2 %,
SESMEZEIBRT 5541, nomatch vlan =~ > R&EHT 5,
matchvlan 2~ ROBRELHHTHZ EnTE D,

PAR/N G HET £ TOFEEHIPH I3 H K T 30,

BEREL D EBR(30 i) FE T, match vlan =< > KX°> match vlan-range =~ > RORELMV KT Z LN TE 3,

[/ — 1]
RKa<wy REFITTHITE, QS ZAMILTHLL Z &,
B!

75 2= Fclass1"DFESAMEIZ . VLAN #20 7> H#30 £ TEHE

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR

T2,

[EX

show class-map [name]
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[NT A —=F—]
name DT ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FEFFHE EXEC £ — I, %5 EXEC £—
(A
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 ARy THBOFTFNEITZLUTOLEY,
vI7varv IEH 2157
57 FA55 1 (match) Match Access-List 772 AY 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &%
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEDONR DL ITRRIND,

o HEEME. $HET D a2 Rmatch) 332 E S TORWIEAIEE RS2,

[/ —}]

AKa~<r REFITTHITE, QoS =AML T Z &,

[ E B

7T A= T elass1"DIF R E £RT D,
SWR2310#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZfET7 L—AIZHTHRY r—~< v T DAERR
[EF=]

policy-map name

no policy-map name

[78T7 A —=HF—]

name DR =y T B2 LFUT. KXF/NF % KR %)

[ASTE— R

Ja—\)ary7 4L —yg T — R

[FRHA]

RV —<w o TEERTH, R —<o I ZETL—AICKHTAUTOLEY NF 7 4 v T 7T RAEBIZE L
DEHLDOTH B,

s FTT YT

s Tlw—F T

o A—XULT

s RV T

c Uv—F 7

RKa<y FCTHERKLERY —< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b B L OGREEA > ¥
— 72— RAIZEATLZENTED, kY, RV v—~vTHNOEI T A~y S TZET7L—L0 b
T4 w77 TACGEINDGLOICRY, BT T 4 v 7k LT —HF—DFE L7z QoS ME R Thh s L 9
2725,

%, TONEERET DR v—~v v 77— NIIBEIT 5,

no IR TEAT LIS E, HELERY U—~ v 7 EHIRT 5,
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[/ — 1]
Aa<r REFETTHITE, QS ANz L T 2L

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHOEE . RE « HIBRT 5 Z LIXTE R0,

[BREH
LAN R—h #]l OZET7 L — AT L TCUTOREEZT 5,

¢ 10.1.00 DXy NT—I 0D NT 7 4 v 7 ZFFA]
. aR%mmcmn%wwEwlkwmf WK T A& 53 H
«  Green:fiznik, Yellow:DSCP % 10 ICEXH#ix | Red:AEE

[NTF 7407 T ADERR

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DFFE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.l

SWR2310 (config-if) #service-policy input policyl

92N ZET L —AIIHTHIRY —< v TFDEHA

[EX]
service-policy input name

no service-policy name

85 A —5—|

name D AT ARY —= v T4
[AJTE— K]

A HE—T 2 —AF— R

B

RY v—~v 7 %% 43 5 LAN/SFP " — B L OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SFP R — hEB L UGHEELA v ¥ — T = —ANG R Y v—~ v T ERERT 5,
[/—}]

Aawy REFATT HITIE, QoS AL THL Z &,

BEIZAR Y v —~ v 723 LAN/SFP AR — B L UGHEEA v ¥ — 7 = —RZHEHBE HOGAE, =7 —L78 5,

RN —= vy FAICEEMNT N7 T A~ v IOV T, LANSSFP R— F B L OHELS vV X —T =2 —AD T A I
F—RERGLRWVERTEN D THLEENTWEGE, =7 —¢Rb, JIARYTDOREDI B, FTAME—
Rz Xk 2EAFIRRH D3~ RIZLLTO LR,

FF A FE—F awr K il BRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FFRFE—F a2 K IR

Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue
police, remark-map U ~—% 2 I DREAEEEIMER
RA(LE 1)

WDV ~—F 2 IR eMAE &1, police 2~ KD yellow-action F 7213 red-action 73 remark |Z5%E ST
D, Ho, 40O remark-map V% EINTWAEEETET,

RY v—~ v IHE M Sz LAN/SFP AR— ME, GaBiA ¥ —7 = — A ZFTR TE R,

R —=y FEGREA ¥ —7 = —AIZHTR LTV A LAN/SFP AA— MIxt L T#AH TE 72y, 72720, A¥—Fh
Ty Tar7 47 RICHEA VA —T7 2 —AIZHTE LTV D LAN/SFP R— MR Y v —~ v TREND D55, K
FEFAR— N OBRENTHEA V4 — T 2 —ATHA SN D,

A=Y T7E LT OFEA 2 —T7 2= AR L TEES L 2 &IETE RN, A—=F U 7 (R ¥—)&KiE
(police fa~ > M) 2B ARY) o—< vy FZMH LW &,

« RZ YT EBET DA N =ZAL v FHBENTITN—E 7 LIiR#iA v F—T = — A

[BXEH

LAN AR— K #1 12K Y v —~ > 7 policyl #iMH T 5.,

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #service-policy input policyl

LAN R— k #1 53R Y v—~ v 7 policyl &+ %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #no service-policy input policyl

9223 L ~—% 7 DFE(CoS)
E=v

set cos value

no set cos
[/3T7 A —F—]
value : <0-7>
T =% T TRIET D CoS i
[AJ1E—F]
RN =~y 7« 7 T2AE—F
[@iHA]

DL N T T 47 7T AD CoSEA ., $5E L7 CoSHIZEE T 5, £72. FTFAME— RIS LIZFHEF =
—ID T —T7NMCHESE EEF2—OHFBHRV Y TEITI,

no B THAT LG A, VT 747 7 T RIZHT 5 CoSTED T L~ —F o FAEZHIFRT 5,
[/—}]

RKa<y FEFEITTBHITE. QoS =AML THL Z &,

T~ —F 7%, FEFa—RERRE LT Z LT TE RN,

Bl

LAN R—F #1 OZE7 L— 2t LT TFORELT 5

¢ 10.1.0.0 DRy NT—IMED NT 7 4 v 7 &7

s DELIENT 74w I 7T A% CoSTER AT T D

(NFT7 4707 T7ADERK]

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl
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SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY S —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set cos 2

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9224 7L ~v—3% 2 DR ETOS EBELEE)

E&

set ip-precedence value
no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIEE
[AFIE—F]
NV —<v 7« 7 IFTAE—NR
[FHA]

DELTENT 74 v 77T ADIP ~v XD TOS M55 (precedence) 7  —/L R4, f5E L7z TOSHIZAEF T %,
Flo, FTARE—RIZHSLICEEFEF2—ID 7T — 7 /MIZESE, EEXF2—0OFEV Y TEITIH,
no WX THEIT LGS, FT 740277 T ATHT 2 TOSBELED T v~ —x 0 VLB ZHIRT 5,
[/—}]

ARKa<wr FEFETTHITE, QS AL THELL I &,

T~ —F 73 FEF—IRERE LT Z LiIxTERY,

[BXRE )

LAN R— k #1 OZ[F7 L— LK LTUTOREEZT D

« 10.1.00 DRy U= INED NT T 4 v T EFFA]

« WELIZNT T4 v 7T A% TOS L SCEET S

[N 74w 0T ADES

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY > —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-precedence 5
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.25 L ~—F v T DR EMDSCP)

[EFX]

set ip-dscp value
no set dscp

35 A—5—]
value - <0-63>

TLw—% 7 THRET D DSCP
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, FE5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT%E
Xa—IDT—TNMZESE, BEF2—OFHEY L TEITH,

no X TEITLIZGE. N T 747 7 7 AT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —F]

RKa=wy REFEITTHITE. QoS AL THL Z &,

T~ —F 7, BEXF—EEREELIFH T LixTE RN,

RFC THELES U TWRW DSCPE~D ' L~ —F 7/ ) = —% > 73, Gt 4 FHE T2 T&E 5. RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEH]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—IMED NT T 4 v 7 &7

s SHELIENT T 4 v 7T A% DSCPE"10"IZEE T 5

[(NT 747 7T ADEF]

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY o —DRIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-dscp 10

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.26 HAAR Y B —DFREE T L—1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—U—F]
single-rate DU b— bR —E2EHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS 1 <11-2097120>
WA N—2 2Ny R DS—Z kA X(kbyte)
EBS ;o <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v FOEE
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RIEME Btk
transmit iRk
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 77 RAE—F
[RLBA]

FELIZNT 7 47 7 AR LT, fEHRARY —( T — MaERET D,
BEIZ police =~ > RTREPTONLTWDHEIE., WEZERHT 5,
A—=Z ) TE, TN b— b 30T —<—H—RFC29NIZFESNTITV, S LIk 7 2 ek LT, LL
TORBZIREST DI LN TE S,
*  Green : B5i 5D B (FRE AR TT)
© Yellow : ik, 3, U ~—F 70 5iEiR
o Red:ff3E, V~v—F 7 MHER
7272, U~—F 7%, Yellow,Red D EH LN —FHOREET D LN TE D,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ w7 « 7T ZAE— R)TITH, action 73 "remark" (2 5%
ESNTZDIZND BT ZOWRT 7 25T 2V ~—F 0 T OFEMBRER R T ha, U ~—F% 0 713D
LD, ZOBE. WIHIREE(Yellow:fi51%, Red: AHE) A% fH S5,
no JERTET LIS A, A—2 V07 - R 7 - V=—F 0 7OWRBEHIRT 5,
KR U P —(police-aggregate =~ > R)& OHFHITTE 220,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTELL I &,
A—=Z ) TF, UTOMBA L H—T7 2= AT L TEESED ZLIXTERN, A—X V7 (R H—)F
(police R~ R) ZEHLARY —~v 7 ZHWH LN &,
« AZ YT EWNT DA LN=AL v FEHEENTI VL= T LIcialiA v 4 —T = — X
[BREH]
LAN R— b #1 OZE7 L— LI LTUTOREET S
¢ 10100 DRy NT—=7nBD T 7 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #1777 A % /3%
+  Green:fi5i%, Yellow:DSCP fE% 10 [ZE X #i X . Red: A3
[FT 7 4w 7T ADIESE]
SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class—-map classl

SWR2310 (config-cmap) #match access-list 1
SWR2310 (config-cmap) #exit

[R U —D%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #exit
(
(
(

R
it

SWR2310 (config-pmap) #exit
SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFRECA > L—h)
(R

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= MR —%2EHT S
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[NT A —=F—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
PIR : <1-102300000>
B —27 K77 4 w7 L— hkbps), CIR £V /NSUVMEIXFEETE 220,
CBS : <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FDOI—R ;A X(kbyte)
action DOy T AT ES TNy N OEME
BEME BhiE
transmit HirE
drop T 5E
remark Y <= —3 7 (CoS/TOS/DSCP)
[AJIE— K]
R)v—~vv 7« 7 TAE—FK
[BLAA]

SGELIE N T 7 47 7 7R LT, IR =V A v L— MNEHRET D,
BEIZ police 2~ > RTREMNMTOILTWDILGEIL, NELZEHT 5,
A=V T, VA L— b 38T —~—F—(RFC2698)IZ I TITV, L7877 Ricxt L <, LUF
DIBRZFEET H T LN TE D,
Green : 51X DA (FHE AR A])
«  Yellow : #5316, i, U ~—F 2 7 bHEIR
o Red:fifZE, V~—F 27D ER
72720, V=—x277%, Yellow,Red DEHLLN—FDORIBETH I ENTE D,
U ~—F% 2 7 OFEMREIX, remark-map 2~ > KRR Y —~ v 7 « 7T Z2F— R)TIT 9, action 73 "remark"|Z5%
ESNTZDT»Pb LT, TORIRY 7 A% 5 U ~—F 0 ZOFEMBREN o lih, U ~—F 2 73S
LD, ZOWEA . WIHIFE (Yellow: #5124, Red: I8N Sh b,
no IR TIATLIHA, A—F VT RV T« U= 7ZONEEZHIRT 2,
KR U —(police-aggregate =~ > R) & OOFHIZTTE 72uy,
[/—}]
AKa~v s REFATT 51T, QoS AL THEL Z &,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LIXTERY, A—Z U7 (R H—)
(police Za~> M) ZEFLAR Y v —~y T EZEHA LN &,
o« RE YT EWRT DA N—AAL v FHBENTIN— T LI v —T = — A
[ E B
LAN R— b #1 OZE7 L— A LT TFTOREET 5
¢ 10.1.00 DXy NT—I 06D NT T 4 v 7 ZFFH]
«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
 Green:fizi%, Yellow:DSCP fE% 10 [ E & H#ix | Red:fk%E
[N T4 w0 0T ADESE
SWR2310 (config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-group 1
SWR2310 (config-cmap) #exit

[RU T — DR E]

5
Fi
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SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police twin-rate 48 96 12 12
drop

SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9228 EBIARY —D ) =—F L T ORE

yellow-action remark red-action

[EF2

remark-map color type value
no remark-map

[7SF A—F—]
color V~—X% 2 75T 7 A
REME A
Bl 7 7 A Yellow DU ~—F 2 VR EEIT
yellow 5
red Hik7 7 A Red DY ~—F L TREXIT D
type U~ —% 2 JHER|
REME B
cos CoS U~v—F 7
ip-precedence TOS B E Y v —F 7
ip-dscp DSCP UV ~vw—F% 7
value <0-7>
CoS, TOS BHED V) ~—% o /'fE
<0-63>
DSCP U v —% o /'fH
[ASTE— ]
RY)v—~wvw7 7 TRE—FK
[
ERIAR U Y —ToH¥E L7287 7 A Yellow, Red (Zx13 2 U ~—F UV VEEOREZIT I, £/, FTAME—RIZ

XTH;Lﬁ_iﬁqﬁﬁl
U~—x 7%, CoSfE, TOS L,
no R TIAT L2 HA. V~—F U IRELTHIRT 5,

U~—% 2 T HBATHTOIIE, Ka<r ROEREDIE)D, police =~
L ADT 73 /%"remark"knxﬁbfk< PVERDH D,

[/ —F]
RKa<y REFEITTBHITE. QoS AL THL Z &,
Ve—% 07, T —F 0 IREEXR2—DFE

5 EMNTED, RFC THELE X715 DSCP fEIX. FFRDOLEEV,

ID7—7/WZHDX, FEREF2—DHHIY B TEITI,
DSCPEOWT NN EERINTHZ ENTE D,

YRRV =T e 7T AE— R)Tig4 7

EHFRT LN TE D,
RFC THER SN TWRWDSCP E~D T L~—F v 7)) ~—F U 7%, 4l E Cra—Y—

FEE LTHERT

PHB

DSCP f&

RFC

default

0

2474

Class Selector

0, 8, 16, 24, 32, 40, 48, 56

2474
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PHB DSCP fE RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

B!

LAN R—F #1 OZE7 L—2IZ LT TOREE T D

¢ 10100 DRy NT—IMBD NT T 4 w7 ZFFA]

. GR%%mCHHRWwE%I%WwT Wik T A %50
o Green:finit. Yellow:DSCP fH% 10 (2 E&#ix . Red:M3E
(NG 747 7T ADER

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #fremark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.29 #E£HIAR U P —DARL
E=N

aggregate-police name

no aggregate-police name

[T A—F—]

name O EBRRY A (0 CFLLT . RUF/INLTFEXHNT 5)
[AJ1E— ]

Ja—\)ary 47—y g rEF— R

[@EA]

LR P —2 LT 2, BRCAEREHADOGEIL. TONBEEWRET D,

aw U RRIIT 2L, BRRY) b—ONELRET DENOR Y —F— NIEBT D,

no WA THEITT 2 &, BNV F—%HIBRT 5,

UTOGE, BRIV Y —ONEFEEET DI EIXTERWVWENRY —— RIZEBE L2,

s BRIV —DOREINTI TAS Y T HFLARY > —< v 703 LAN/SFP R — B L OGRS v H— T = — R
WA ST g

IFOA, BRI Y —ZHIBRT 2 Z LIXTE 220,

+ police-aggregate =~ NIZ XV | ERR VY =N T T 1 v 7 7 T ATHEINTND

[/—H]

Kavy REFATT HIT1E. QoS ZAMC L T Z &,

A—=2 Y TF, UTOMmEA ¥ —T7 2 — A L TEESED ZLIXTERN, A—XV 7 (K)H—)F

(police Fa~ > ) ZF LAY o—< v FZHMH LW &,

o ARZYVEWET DA N =ZAL v FEHBENTITN—E T LA v F—T = — A

[ EH]

HEHRIR Y —"AGP-01" % AT 5

e
it

SWR2310 (config) #aggregate-police AGP-01
SWR2310 (config-agg-policer) #



28| A~ RV T 7 LA | FT 74y 7l
9230 KR Y F—DOREES V7L L— 1)
BN

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police

[F—U— ]
single-rate DN L— MR —EEHTS
[T A—F—]
CIR : <1-102300000>

77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>

WA h—27 vy hDR—R hH A Z(kbyte)
EBS ;o <11-2097120>

Bl h— 7 3y hDR— 2 kA R (kbyte)
action DOE Y T R FEENT Ny S OENE

BREME BifE

transmit i3k

drop &S

remark ) < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
LR P —F—F
[BLFA]

FERRY =iz, YT L— bR B —DBREEIT,

no B TCEIT LGS, A=V 7 RV 7 - V=w—% 2 TONEEHIBRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC29IZFESNTITV, LMK 7 21cxk L <, L

TOWREIRET HZ LN TE 5,

Green : 516D A (F5E AR 7))

o Yellow: #2325, FE, U ~—F 7 6iEiR

o Red:ffFE, V~—F 27 HiER

72720, V~—F270%, Yellow,Red D EHLEN—FDAIEETDHZ LN TE D,

U ~—F% 2 7O EIX, remark-map =2~ > REEKAR Y —F— R)TIT 9, action 73 "remark"| Laﬁﬁéﬂt

l 75 75 Ebfo?— ORI T T AKT DY ~—F U T OFEEREN o TG, V~y—F o 7 i3Emh s, 2
. WIHIER E (Yellow: #5125, Red:AF3E) 23 H S5,

[/—}]

Ka<wy FEFTTLHITFE, QoS ZAC LT Z L,

A—=2 Y TE, LTFOWEA ¥ —7 2 — AR LTEESEA Z LIFTE 20, X=XV 7 (RYH—)3
(police ha~> R) ZHLARY —~< v 7 &M L2

. X&y&%%ﬁ?é%/A~X4y?%%wfﬂw—t/fbt%ﬁ4y&—7l~z
Bl

EHKIR U Y — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM IZ LD A—H U 7 %37

*  Yellow:DSCP fii % 10 ([CE X #a %, Red:ffzE

[EERIR Y Y —DIERK]

e
il

SWR2310 (config) #aggregate-police AGP-01
SWR2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop



av  RU 77 Ly R RT T 4 v 7329

SWR2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

9231 EXNR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— K]
twin-rate D VA= MR —E TS
[/3T A —HF—]
CIR : <1-102300000>
~5 7 4 v 7 L— h(kbps)
PIR ;. <1-102300000>
v—2 877 4 v 7 L— hkbps), CIR XV /NSVMEITFEETE 220,
CBS 1 <11-2097120>
WA N—2 Ny FODSA—Z kA R(kbyte)
PBS ;o <11-2097120>
v —27 h—27 Ny FD3—R A Z(kbyte)
action DO T AT ENIZ N v  OEE
R EME Bk
transmit HR Ok
drop fite 3
remark Y ~—% 7 (CoS/TOS/DSCP)
[AS1E— ]
EHRY P —F—F
[REBA]

LR —IT, YA Lb— RS —DBREFITH,

n B TETLEGA, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]« 38T —~—H—(RFC269)IZISWTITWV, L7 7 2 LT, BLF

DB ZIEEST HZ LN TE D,

*  Green : B2 5D B (FEEARTT)

o Yellow : $516, fFHE, U ~—F 2 7 HiEiR

+ Red: M3, V~—F 7 HER
72720, U~w—%270%, Yellow,Red DEHL LN DOHRIGET HZ ENTE 5,

) ~—X 2 OFFMEREIX. remark-map 2~ > FEMNAR Y —F— R)TIT 9, action 73 "remark" |23 E S iz D
BT, ZORIRY 7 AT D) v —F 0 T OFEMBEREN 2o Te e, V~—F o JI3ES LD, 2

DA PIIERE (Yellow: #5125, Red: A3 H S b,

[/ — 1]

Ao~y REFEITTHITE. QS AL THLL Z &,

A=Z Y T7E UTOMmEA o F—T7 2= R L TEMESEL 2 LI TE RN, A—=F T 7 (R —)RE
(police R~ RN ZFLARY v—< v 7 ZMH LW &,

o AX IV ERERTIEA A=A, v FEBENTINA— T LTHmEA v —T 2 — R
[BXEH
HEHKIR Y H— "AGP-01" Z1ERLT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ L5 A —# U 7 % FAT
*  Yellow:DSCP fEi% 10 [ #E X #i %, Red:fikHE
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[FERI7R Y Y —DAERK]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) fremark-map yellow ip-dscp 10

SWR2310 (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T EIT O T A
REME S
7 T A Yellow DU ~—F 0 VTR EEAT
yellow 5
red i 9 ARed DY ~—F LV ITHREEIT D
type s U —F o U]
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOS R Y ~—F 7
ip-dscp DSCP V~—F 27
value o <0-7>
CoS, TOS EEEED ) ~—F o
<0-63>
DSCP UV ~—F > 7fH
[AJTE— ]
ERIRY P —F—F
B

ENR VY —THE LI 7 X Yellow, Red IZxF B UV ~—F U TEIWEOREZITH, £y FT A ME—RIZ
IS L EEF 22— ID T — NI SEx EEX 2 —DOFEV Y TEITH,

J~—F% 2 7%, CoSfE. TOS I, DSCPEOWTNMNEZRIRT L Z LN TEX 5,

no B TEITLIZEE., V~—F 2 TREZHIRT D,

V== 75T H1201I0E, Aa<r ROBREDIED, police 2~ FEMRY —F— ) TE4 T o887 7
2ADT 7 a s E" remark"IZERE L TBLSMLEND D,

[/ —H]

ARKa<wr FEFETTHITE, QS E#AMILTEL T &,

Jo—% T3, 7L —F 0 FREEXF2—DRELHFAT LI ENTE B,

RFC THERE XN TWRWDSCP fE~D T L~v—F L F/) <=—F 0 7F, 4EEFE CEa—V—FERMHE L THEAT
HZ EMNTE S, REC THELEX LD DSCP fElX, FTEOLEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)

EHRIR Y Y —"AGP-01" 1TV ~—F VT OREEIT I,

« CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM I LD A —& U 7 % FAT

*  Yellow:DSCP i % 10 |[ZF & #2 % | Red:fiHE

[SERI7R Y —DAERL]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/985 A —4—|
name BN Y Y —4, BT R TOENR Y F—N0n"R5E 25,
[AJ1E— F]
FEHFHE EXEC £ — P, Kb EXEC £— F
B
LRV P —DONFEFRT D, FRNEIL, show class-map =2~ > K THR/RE NS police B 7 v = v L AIEE,
[/—H
Ka<wr FedT1 51203 QoS ZzAMCL T Z L,
[E 5]

HEHIR Y P —"AGP-01"ONEE £ RT D,
SWR2310#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH
E

police-aggregate name

no police-aggregate name

55 A—F—]
name LT B AR Y —
IAAE— K]
K)o~ v 7T AT~

B9

774w 7 TR LT, BRRY h—2RET D,

no X THEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR U —(GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THL Z &,

A—=R Y TE, LTFOREA ¥ —T7 2 —RZK LTENESEA Z LIFXTE RV, A=Y 7 (R H—)
(police 2~y M) #ELAR ) —~y 7 EZEHA LN &,

e
it



3322w R T77 LR T 74 v 7 Hfilf#
o RE T EERTIAVN—AL v FEBENTIN—E T UEREA v A —T =2 — R
[ E B
RY v —< v 7 "policyl"D 2 DD ~F 7 4 7 77 A'class1", "class2"lZxf LT, KR U +—"AGP-01"%#H T 5
. GR%%WCMHRWwEWJRWm&L SITCM IZ & B A —4 U > 7 % F47
*  Yellow:DSCP % 10 (ZE X2 % | Red:MEHE

[ERIAR U P —D1ERK)

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

[R VU —DF%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police-aggregate AGP-01

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #class class?2

SWR2310 (config-pmap-c) #police-aggregate AGP-01

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

[EF
show qos metering-counters [ifname]
T A—5—
ifname : LAN/SFP R— F B L UGHEA v 4 — 7 = — 24, BRI RR— N5 LT 5,
[AJIE— ]
FHEHEHE EXEC E— N, F#kE EXEC £— R
B

R L72 LAN/SFP R — h B L OGHEBIA v X —T7 = — A 2B 5, T_XTOR Y P—{ABIR U Y —/FEHKR U —)D
A—=5 Y T REERERRT D,
TR EINDHEHERITLLTO LB,

HHE Bl

Green Bytes Hrik 7 7 A Green |23 SILT2 31 MK

Yellow Bytes W7 7 A Yellow ([ZME S L7231 Mk

Red Bytes W7 T A Red IZFAE NI A MR

717 v N OBIGIL, LAN/SFP A — NBLOGREEA v ¥ — 7 2 —R IR Y —~ o T H#H LeRER s R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VU > FiEaHERE ForT 5,

SWR2310#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* k ok k k )k Aggregate * kkkkk Kk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO L Z2—DI )T

E&y
clear qos metering-counters [ifname)
[/3T7 A —F—]
ifname : LAN/SFP R — F B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt T35,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP R — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE 7 ) T T 5,

[/—HI]

Ka<wy REFATT HITIE. QoS ZAMT L T Z &,
[EXRE )

LANAR— M #l D2 =% U o TiiHERE 7 U 73 5,
SWR2310#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —%&—]
value : <0-7>
(5 ¥ = — ID Tt L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NK
[FFA]

LN T T 4y 7 T ACEEF 2 —&EI Y TD,

PKEF 2 —OFFEITIE CoS EA A L. [CoS-IAFF = — ID BT —7 /L] IZHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLIZEAE. VT 74 v 77 T ACKTHEEF 2 —DIEEEENT 5,

[/—}]

Ka< REFITTDHITIE, QoS #A LT Z &,

EEF2—EEX. F~—F AT L ITTE RN,

CoSIZLDEEFEF 2 —DEIL, CoS FT7A M E—FNEHERDL, R —vv Il KRavr NaEahr 7 A~
T IM—DOTHLEENDEHE., TORY v—<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHATE 220,

[ E B

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBD NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&$$ LS

[NTF 74277 TADGE

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class—-map classl
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SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set cos-queue 3

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.38 /3 ¥ = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[/XT A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
RV —<v 7« 7 TAE—FK
[FEA]

LN 74y 7 7 7 AZEEF2—%2H D HTD,

E1E % 2 —OFFEITIE DSCP EZAEM L, [DSCP-EEF 2 — ID AT —7 /L) ITHESWEHEF 2 —23FI1 0 24T
b b,

no R TEAT LS. NTF 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/—H

Ka<o REFITTDHITIE, QoS #Fhc L TR Z &,

EEX2—BEIX, T~ —F 0T 2 LI TE R,

DSCP (2 & D EF 2 —DFFEIE, DSCP T A ME—FEMLER D, R =<7, Kavr Faghr 7 A
YT MW=DOTHEENDGE, TORY L —~ > 7 I DSCP K7 A ME— RUSAOR— MITEA TE 20,
[ 2B

LANR— h #1 OZE7 L— LI LT TOREEZT S

© 10.1.00 DRy U= INED T T 4 v T HFFE]

s DHELTENT T4 v 77T AFTEEF 22— 3(DSCP2HZEET 5

(N 74w 7T ADERK]

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2310 (config) #class-map classl

(
SWR2310 (config-cmap) #match access-list 1
SWR2310 (config-cmap) #exit

[RY > —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-dscp-queue 24
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[73F A =4 —]
name DR vy A, B, TRTORY =y RN ERIND,




[AFTE— F]
FHHFHE EXEC £ — R, #5#E EXEC £— K

[FAA]

a~vr R 77 LA | T 74w sl 335

RELIER) =~y TOEREFTT D, ZFNEITLLT,

HH

Bzl

Policy-Map Name

R v~ v 74

State

WY > —= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 71E#R, /T show class-map =2~ > R %
ZHOZ &

Match aESES LY
- Match Access-List (77 & A U X |k ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS 5 )
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—HE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L~ —F o Z 5 E : TOS L)
-Set IP DSCP (7' L' ~—33F o 7 3% & : DSCP fif)
- Set CoS-Queue (IX{5 F = —+57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —#5 & : DSCP)
Police A=B VTSR T )~ —F  TRE

XEAEMIELL T 22

A=V TSRV T ) —F L TEREOMIILU TO LY,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A =R YT T T Y X AL(SITCM/
TrTCM)

SITCM D A 3R average rate

k< 7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/AS—Z R
4 X(KBytes)

excess burst size

il b —27 Xy FOS—Z b
A X(KBytes)

TrTCM O 3% average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 27 L — F(Kbits/sec)

burst size

WA =272y hOS—A K
A A (KBytes)

peak burst size

B —2 h—=2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik 2 A Yellow (2% 3 2 EhfE

(transmit/drop/remark)
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HE LA
red-action HI 7 7 A Red (2% 5 #fE(drop/
remark)

« Match & Set iE, RESNTWVWDLDONR—DFEITEREIND,
+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3FX TE S TWRWIEAITFR R INR,

[/—H

Ka<wr FeFT1 51203 QoS ZAMCL T Z L,
[EXE B

AV == T policyl"DIEREFRTT D,
SWR2310#show policy-map policyl

Policy-Map Name: policyl
State: attached

Class-Map Name: classl

Qos—-Access-List Name: 1

Police: Mode: SrTCM
average rate (48 Kbits/sec)
burst size (12 KBytes)
excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 vy AT —H ADFER

[EX]
show qos map-status #ype [name]
[/NT A—F—]
type LR T o~y TR
REME B

policy RY ==y T DRT—F ANEHE TR
class T TR T DAT —H AEWE TR

name D RRTORY =y (EFV T A T) DL, BFELITXTORY v—v v
(F7id7 7 A~ 7)) BRI L2 D,

[A1E—F]

HFrtE EXEC £ — R, %M EXEC £— I

[RLBA]

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o REER+T22LT, A —<v7NEDLAN/SFP A— F B LA v X —T7 = — X @A STV
B0, TTART Y TMEDRY —< v FIZBEEINTWAENRE, R —< v IRI T A~y TOMEIZET

HIEREMD Z EINTE D,

FRARFILUTD LB,

policy-map

HHE RANE

input port R —=y 70 TS LAN/SFP A — R &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[EEN & 5
attach limitation N Z A hE— FEOWHEHA TS

class-map
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HAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v T O—E

edit/erase

class-map/no class-map 7233217 A[HED & 5 2>

attach limitation

k7 A hE— RO

P

RN =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N TR T 5 Z &,

[/—}]

Kavy REFITTHITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWR2310#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y Telass|"D AT —H A Frmd b,
SWR2310#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—Y LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF2—1ID
weight T <1-32>
WRR D A
(AR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[AJTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]

EEF 22— LT, WRREAMNE T U R EL)DOBEALDITRHEEZIT ),

Al a—0 7 AT, 7T LAN/SFP AR — M B L OGREEA > ¥ — 7 = —AHADOHRE L 72 D,
no X CIAT LA, &5 F = —I1THaxcHEISP) L 72 D,

[/—}]

Ka< REFITTDHITE, QoS #AhcL TR L

[BREH]

PE{E 2 —#T#6 % SP S5 (7T MBI, #5#4#3#2 #1 #0 % WRR 73 (5:5:5:2:1:1) & 5,

H

SWR2310 (config) #no gos wrr-weight 7
SWR2310 (config) #no gos wrr-weight 6
SWR2310 (config) #gos wrr-weight 5
SWR2310 (config) #gos wrr-weight

SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight

O N WD
=N O oo

9242 T T 4 v 7 V=2 — Y T (R— NBADDRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F—]
CIR : <18-1000000>

b774/7v~b&m9 HDIABDFAT D7, ATMEISKE U C IR a2 R
AENBH L[/ — M)

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BT TORIE & 725,

(AR E

no traffic-shape rate
[AJIE— K]
B =T z—AEF— R
(@]

— RMIXLT, Y=—E U7 2RET 5D,
no B CTEITLIEHA, R— by =—E U 7 ORTITE L 725,
[/—}]
Ka<o REFITTDHITIE, QoS #AC LT T &,
77 4 w7 b— MIALDIALNRIAET S0, ATEICH L CEBOBEAMNI R D5E81H 5,
[ E 5]
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Bc:1876000byte (2% %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 N7 4 v IV — T (Fa—H)DORE

[EFX

traffic-shape queue gueue-id rate kbps CIR burst BC
no traffic-shape queue gueue-id rate
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[73T7 A —=F—]

queue-id . <0-7>
BEEF 2 —1ID

CIR : <18-1000000>

N7 74 v 7 L— h(kbps), FOIABNFEAET D7D, ATMEICK L CTEBEO@ HED 72
LEENH D[/ — MBI

BC 1 <4-16000>
R—Z hH A K(kbyte), 4kbyte EENL TORRE L 25D,

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
A B —T 2 —AF— R
B

A= hDEEFEF2—IX LT, Y-V 7 E2RET D,

no W TIFEIT LI G, BEF2—ICHT L3 =— U 7ORTEITEN L 22D,

[/—}]

ARa<wr FEFETTHITE, QS E#AMILTHELLZ &,

N7 74y 7 L— MINDIALDBRET D7D, AJMEIZH L TEEOBAIMEN R 2 258030 %,
[ RE ]

LAN 7R — b #1 O F = — #0 7> 5 D%(F % CIR:10Mbps, Be:64000byte (2685

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —&ilfH

9.3.1 7 & —#fHIIEEE 802.3x PAUSE DEZ(Z)DRE AT L)
[ER]

flowcontrol ype

no flowcontrol

[/XT A—F—]
type ¢ 7 —HlEoEE
BREME B!
enable 7 a—#liE G T 5
disable 7 v —ifilfHl & s 3 5
[ E]

flowcontrol disable
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[AF1E— K]
ra—mpvar 74— g T — R
[FHA)
AT NAERD 7 v —HIEI(IEEE 802.3x PAUSE 7 L — A6 (E) 2 A9 5,
no B TIAT L7 GA. 7 v —iilill & s+ 5,
[/—}]
QoS HREM AR L &, VAT D7 u—HlillEZ BN THZ LT TER,
7u—flflZ G LTeGE. BEICT —L My THRBITEDNIC /R 5, 272l AZ v JHREDN A LTS
AIEARFIBRICEEY L2,
AV =T 2 =207 —{liE, AT LUEA L E—T 2 — 2O T v —HEREE ENENAIN LTS
BOHENET D,
[ E 5]
VAT LDOT v —HilHE AT D,
SWR2310 (config) #flowcontrol enable

9.3.2 7 u —ffH(IEEE 802.3x PAUSE DiXZ[Z)DEREMAL ¥ — 7 =—R)
EEN

flowcontrol fype

no flowcontrol

[R5 A—%—]
type D 7 u—HEOEE
R EE B!
auto 7u—HEOREIR A== 9 U EFR)
[ )
both Pause 7 L' — L DFME/ZEEADIT S
disable 7 v —fil# & BT 5
[WIHIRRE]
flowcontrol disable
[AJ1E— K]
f B =T 2= AF— |
[FHA

LAN/SFP 7R — b @ 7 b —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFEAT LG, 7 v —Hilill 2 Bahicd 5,

[/ — ]

A=~ RiX LAN/SFP 7R— MZ D B3 & FlHE,

VAT LD T 1 —iEN N e G S EIE LR,

PAUSE 7 L — A DE[E L ZE XM Sy N THWBEORE L 725,

FP BT BRI | AL 5 23241597 % PAUSE 7 L — A O IR 1%, OXFFFF(65535)& 9%,

LR OHIRD & %

o SFP+EVa2— L EZHWLHE, 7e—HHlOFEIR I — g VEIRTAR— b,

o TROFHIZHEYTIHE, BEIRrIT L — 3 B L Pause 7 L— LA EITRY AR — b, (Pause 7 L — L%
EOHYFR— )
o AX v IKEREDAERN. Do, T a—#lHBnE A

o VR — MZIE"flowcontrol auto" & 5% E TX 720N,

[BREH]

LAN R— b #1 O 7 o —#lfl 2 Hh T 5,
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #flowcontrol both

LAN F— K #1 © 7 o —§l# & mshz 4 3,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #no flowcontrol

9.3.3 7 u —HlH OBEREB DR

[EX]
show flowcontrol [inteface ifname]
[¥F—7U—F]
interface DORRTAAL =T 2 —AEBETH
[78T7 A —=F—]
ifname : LAN/SFP &R— b4, BMERFIIRA VX —T = — ARG LT 5,
FRT DALV H—T 2 —A
[AF1E— F]
FReME EXEC £ — N, b EXEC E— K
[BFA]
7 b —HIENZ BT D G ROE /%), PAUSE 7 L — A DO EZER) TR 5,
[/—}]

PAUSE 7 L — LA EEIL, 4R — o7 a—HlllnEGR &> TV DAHEEDAERRIND,
PAUSE 7 L — LEZ{E80L. clear frame-counters =~ > RETHIZZ U T &N 5,

[BXEH]
LAN R— k #1 © 7 v —#lHIES % £51T 5,

SWR2310#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0

2AR— b0 7 v —HlEERERR<T D
SWR2310#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h— AHIBHORE
EEN

storm-control type [type..] level level

no storm-control
[R5 A—4—]
type D N [ : 1 G
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A M— LI EZ AT B!
broadcast ZHHF?VKFXF_Aﬁ@%ﬁ@K?
multicast VT Xy A MR N—LFEHEENZT D
: SO =F v 2 b7 L— LDl %
unicast ﬁ&ﬁﬁ:ﬁ"é
level ;. <0.00-100.00>

BE & HHE DS — % T — VU TRIET D
BUE IR A T2 2 AL E TRIETE S

(18I E]

no storm-control

[ASTE— K]

AR =T 2—AF— K

[FRHA]

LAN/SFP AR— NIkt L7 Br— K¥ ¥ A b A b —AHIfH, ~LFF ¥ 2 A b—AHI#HB IO, g8 fFHO2 =%y
A N7 L—LORIEZEEIZ L., ZEFHIRZ T 5,

MIEZEBZ TZELE7 L—AFEESN D, 7272 L, BED 100% D5 A 132 EHIRIZ Ly, BETe” L—2A
HLWETHY ., FEINITFHRETE 720,

[BXEH]

LAN R—F#l D7 o — Xy Z F X b—AHfE <L FF v A2 &2 b —LHlH A2 A0 UBIE 30% 2R ET 5.

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #storm-control broadcast multicast level 30

9.4.2 A b— Al 528 BIRIEDORT
[#=X

show storm-control [ifname]

[/8T7 A—=HF—]

ifname : LAN/SFP R— b DA » H—T = — A4
FRTHA L H—T 2—A

[FIEIERE]

L

[AF1E— K]

FEFeME EXEC E— N, FME EXEC E— |

[BLEA]

7 L— LD ERMEARRT D,

AVBE—T 2 —AHHEME LTIGEE, B4 F—T 2 —ARXR LR 5,

[BEH

DA UH—T 2 — ADREREERTRT D,
SWR2310#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/ —

10.1.1 = — % L RADIUS H— N —iSRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A MERFIT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Jua—\)varyz 4 l—y g rEw—NR
[FAA]

= — 77 /L RADIUS % —/"—#§Re D F 2/ 2 2 3 ET D,

F7o, BIEH UDP R — MNEFEZEHETHI LN TE D,

no JER Ca~ > R&EFAT LG 3R EMIC R D,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 9121E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
THMEND D,

[ EH]

1 —71 /b RADIUS H— " —HRE &2 AT %,

SWR2310 (config) #radius-server local enable

10127 78R VB —T 2 —ADHRE
[EX]

radius-server local interface interface

no radius-server local interface
8T A—H—]
interface : VLAN A V' Z— T = — R4,

[FIHAER E]

L

[ASE— R

Ja—\ a4l r—g s F— KR

[FAA]

7 —77 /L RADIUS Y —/N—=~DT 7 A% T 25 VLAN A VX —T = —AEZRET D,
TIRBAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> h(NASYOH DT 72 A% T[4 5,
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SWR2310 (config) #radius-server local interface vlanl
SWR2310 (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR

[EX]
crypto pki generate ca [ca-name]
no crypto pki generate ca

[7XF A —H&—]

ca-name L BGIFE4
FREER4 D A S FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

[FIEIRR E]

L

[ASTE— K]

Ja—x\)ary7 4L —y g T — R

[FREA]

7747 v MNEAEEZBITT D100 — NERRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFET L3, i€ Lic/b— FNEGERZHIBRT 2,

[/—H

— RRGER & AR L TV WAL, = — /L RADIUS H— S —HREILEH T X 720,

BEIZ N — FREGERDER SN TV ORI TR R HFIRA 2R E L6, V— FMERERIL EEE Sh 5,
N— FBRERZHIREIT EEETD L BITHEHLDT T4 7 > FEAFT TN TEY) L2 D,

Jb— FEBFFRIAMFEIE LT T 1 erypto pki generate ca iX 232\ & b— REBFER & LT TE 720y,
B

PFEJA4 A "MYRADIUS" DLV — hiBFER % KT 5,

SWR2310 (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =27 4 JL—Y g E— K

[E=]

radius-server local-profile
[AFTE— R]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L— g3 VF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »E— NIZBITT A,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #

RIE

(1]

10.1.5 FRFE D

[EX]
authentication mode [mode...]
no authentication
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[T A —5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #3AlE /7 =
eap-md5 EAP-MD5 5857 2
eap-tls EAP-TLS 587 5
eap-ttls EAP-TTLS #5552

(AR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— K]

RADIUS =7 4 7V Lb—va s E— N

[@i ]

1 —77 /L RADIUS $— "— T3 238G N a5 E T %,

no B Ta~y REET LGB ITMFIREMEICREY . T X TORIMLTADRGDE D,
[/—}]

PEAP, EAP-TTLS #HFEF O NHRERFESF X & LT, MSCHAPV2 & MDS &% 7R — b9 5,
MD5 #EHT 25613, BREHF AU eap-mdS ZHRET DL ENH B,

[ EH]

i 3 % 3855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 » b(NAS)DEXE
(&

nas host key secret

no nas sost
[¥F—U—F]
key : RADIUS 7 747 ¥ FMNAS) & OBERFICHEHAT 5 /XA YU — RZRET 5
[73F A —&—]
host S IPT RUVA, FE, PRy NU—2ZT RLX
REE A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . v MU =2~ A7 OFHIT 8~32 T IP 7
IPv4 %~ b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:128), T 7 AL hb— R T R L A(::/0),
=T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL Z(A:B:C::D/M) TVT 47 AKX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]"? A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 ' L—v g »E—R
B

RADIUS 7 A4 7> U A MZRADIUS 7 74 7 > F(NAS)Z BT 5,

BRBEAIE 100 TH D,

no B Ca~r FEETLSAIE. FEE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— "}

ARa< R TRE LT RADIUS 7 7 A 7 > M(NAS)IE#IE. running-config, ¥ XU}, startup-config (ZILFEK R I 4172
Y,

Flo, BEOREI~VY FEFRARY, Ka~vr REFETLERRTRET —# & LTREFESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > R TR TX 5,
AR O R — FERAEERE T — L RADIUS H— —ZEET 55615, L FERETHLERH D,
SWR2310 (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /XA T — K"abede"?® RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid
[ZF—T— K]
vlan i #AF v 7 VLAN IO VLAN Z3RET 5
mac DRI AERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D B LT D SSID ZHRFE L7 EEIT SSID 4R ET 2
name AP RERET D
mail D I TIAT V bEHEORA A — AT VR EBRET D
auth CORRES RS A T ERET D
expire LU TAT v NEMEO AR 2 E T 2 GEAE T A 73 EAP-TLS D56 O A 7%))
T A—5—
userid ;. a2—H%—1D
(3 XFLLE 32 3L LA, "DEFAULT" X5 E A W)
FRRET AJIRTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A= R ZER< A ST AR
EI<>") ANR— < I
EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R
(32 LFLINL \[1" 2 A=A 2 bR A IET - ML)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN & =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &S SSID
(32 LFLINL \[1"? A= 2 BB AT - A5
name o a—Y—4
(32 LFLUAN, "2 A= R & FR AT - AT
mail-address . A—LT RLZA
(256 SCF-LIN, AR L - @)
bpe =V
REME B
PAP §BiE X (= —#—ID L XRAU— %
pap T2 41 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF 72 (=2 —
beap P—ID LAY — REMET 5 41 7)
cap-tls I;f;P-TLs FORE A GEAELHE AT 52 4

BWERF T eap-tls &35
date D BARCERSERIT 2037/12/31 £ 97 D)

(YYYY/MM/DD BAE H £ 725 2037/12/31 £ T)
[WIERRE]
L
[ASTE— K]
RADIUS =27 4 JL—y g o E— R
[BEFA]
RADIUS #—/—TRFET 22— — 28k 5,
B RBFRHENE 2000 TH D,
no B Ta~r REETLLE1E, e Lca—F—%2HIRT 2,
FBFEH T EAP-TLS Z 87 L7284, certificate user 2~ R CZ 74 72 FEHEDORITHNLE L 72 D,
Flo, RRAU—= RV T4 7 MEHEOFNWIRE LT LI2Ga S, MEY 747 2 MEHEORITHLIE L 72
2o
2747 v MEHEZRITHESAOA—F—ZHIRT 256, BB 747~ FREAEO RN EZ1T I,
[/— 1]
Ao~y FCTRELT2—H —{E#HIX, running-config, 35 LTV, startup-config (T X F/R L7220,
T, MEOREaI~Y FEEFRARY, Ka~vr REFEITLEETRET —X & LTRFEEND,
HE LTz —H —1E#I%. show radius-server local user =~ > K CHEFR TX 5,
mac ¥— U — R THET D MAC 7 KL A[Z, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354
WZEEH S D,
ssid ¥ — U — R CRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C X =AM A S
60
[BREH]
AR — Y — 2 BT 5,
SWR2310 (config) #radius-server local-profile

SWR2310 (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FEEBIRORE

[EFX

reauth interval time
no reauth interval

[T A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7L —3 g VE— R

B

RADIUS 7 7 A 7 > M(NASWZi@ 49 5 HidaE M@ 2 5% Ed 5,

FRAGERIRR & LT T 2 2028 22220V TliE, RADIUS 7 74 7 > F(NASYHlIZZ R B 5,
no JER Ca~ > REFAT LG SIIMEE IR T,

[ EH]

FRGEM I %2 604800 FMICF%ET 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #reauth interval 604800

10.1.9 17— %)L RADIUS ¥ — —~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £ — K
B

12— /L RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LEHE1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHF I H 4
ERH D,

[/—}]

ARawy REFATLIHA, B— 5L RADIUS — =37 — & & [ XH 2 72 D12 — I8 2 Hr Il L s etk
WZHBRT

[B%E R
7 — 71/ RADIUS r—"—{Z, BIEORELZ XM IE 5,

SWR2310#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

[EX]
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA T FEHFEOFAT L AR — =~ A — L 2 AT D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLA k32 SCFLAN, "DEFAULT" LG EAS AT

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"? AR—=RZ R AT - AT
] \[1/:%|<>"2? AR—R &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
[FEHA]

EAP-TLS SRIF R AFEE L TWAL—H—D 7 T4 7 FEHEZRITT 5,
2= —ID 2l LI 81E, TROXFICEHT 2T~ TOa2—F =D T4 7 v Mt EEZ —fERITT 5,
« IIAT U MEAEFEE —EHRITL TV RN —Y—

o NRU—R, 7747 FMEHEORDMIR A LT Lo —HF—

FORE % EAP-TLS ~A W L7z 2 —H—

FBRE % EAP-TLS 75 EAP-TLS DISMIAH L7z —H—1X, AEIZYZ 74 7 > FaEEEZ RS 5,
mail ¥F— U — FZHEELZSEA, user I~ RCRELTCWDA—LT RLA~NT T4 7T MEHEEZEMT 5,
A=V DL & AR HOW TR, FEEEATIRFO A — )L E% E (mail send certificate =~ > N)DT 7 L— MNMIRED,
A—LT RUARHEE SN T RWIGEIT A —LEE LR,

[/—h]

7547y NEAEIT 1 2= —IZ 0 2B E TRITTE 5, 2L ERAT LEHAITE VD b O b IEEIZLL)
T %,
7;27VFﬁ%%®*%%ﬁ@ﬁﬁﬁ#ﬁét@ﬂy7ﬁﬁyFfﬁofﬁw\%ﬁ$?%ﬂ?yP£ﬁ@ﬂ%
Thd,

722, LFOa<y RIZOWTIFATTE RV L S ITHIFRZ 2 T B,

* crypto pki generate ca

* o crypto pki generate ca
* nas

* user

 certificate user
 certificate mail user

+ certificate revoke

+ certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEEY - ERITT 5,
SWR2310#certificate user

10.1.11 7 5 A 7 hFEBHEDRIT kT

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEZEORITZHEHATE 5,
[E B

74T v MNEHEO—FERITE P ST 5,

SWR2310#certificate abort
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10.1.12 7 5 A 7 FEHZED RS

[EFX

certificate revoke user userid
certificate revoke id certificate-id

[F—U— K]
user D BELEa—Y =D 74T v NEAEES R S D
id D ELEIAT U MEAEID O 74 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CFLL 1 32 SCFLAN, "DEFAULT" [ ZFEEASNAT)
RIEH R AJIATRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—RZ R PATERT - AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < A IR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— KN
[BEFA]

BELa—Y—F737 7947 MEAZEID 07 4 72 bERAELZ RSB,
7747 v MNERAENKRINTGE. EOEAEEZME S ZFRGET AT 5,

[/—}]
7 7 A 7 > bAEE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ KRNI E D,

SWR2310#certificate revoke user Taro

7747 MFEBE ID "Taro-DFS98EE9B44D22CC" D7 7 A 7 2 M EZ KBh & w5,
SWR2310#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A4 7 v biEAEO T 7 2R — ~(SD = E'—)

EEN!
certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— b5

user D HELEa— -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTIERET D

/3T A—&—]

userid . o2—%—1ID
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(3 3CF-LA | 32 U LA, "DEFAULT" 145 E A< F])

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"? AR—=RZ R AT - AT
] \[1/:%|<>"2? AR—R &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
[FEHA]

74T MiEHEE, SD I— Rl 7 AR— T 5,
T AR— ML, SD 1 — KIN® /swr2310/certification/ T 5,
compress ZH57E L7255 & 1X. 7 747 > FREHEZE ZIP 7 7 A VITEM L TR b7 AR — T 5,

T RH— FHE Ak
" TRTDOT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TA T MEHEE. BEO 1 EOHRTH S,

B2 Hl]

2—H—ID Yamaha ® 2 7 A 7 FEEE SD 1 — R~/ AR — 2%,
SWR2310#certificate export sd user Yamaha

10.1.14 7 A 7 ¥ PEHEDO T 7 AR — b (A —/VE(E)
[F=

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —VEET D
user D EELEa—Y 27 T4 T NEAEEZ A —VEET D
compress 2 ZIP 7 7 A VIZIERET D
[2XT A—F—]
userid . o—H%— 1D
(3 3CFRA L 32 SCFLAN, "DEFAULT" (345 & A 7))
FRRE = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATET LA S
\[1/:%|<>"2? AR_—R &R AT
EAP-TL B
> 5 PR
[AF1E— K]
¥i#E EXEC £— K
[FAA]

7 TAT v FEFHEEZ A =LA L T2 —P =2 A —LIEET D,
EMNTA 79407 FIFHEIL, HFa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N WA —PF— {25 LTI, A—/LDEENMThILE,
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A=)V EEEFTHITIE, FRNZA—NVDOEFELXT— A=A =V OUL IR EE A — LT 7 — MIEE L, mail
send certificate =~ F T, BERIMEHTLIA—NLT 7T L —FIDZHRTEL TEMEND D,

[/ —H]
A—=IVIKEEND 7 TA T v MEEHEL, BHO 1 @BOHRTH D,
[EXEH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWR2310#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-1> AT T #HO-#1
sd SD 1 — FND=a 7 1 7
dst_config_num D av—oar T 4 rEkE
RIEME B!
<0-1> a7 (T HO-#1
sd SD i— KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% LV RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEREER

o BITLIV TA47 2 MiEHE

e a—Y—F—X

« EHTFANL

A RERELEDETRNTOHRTEE I — L7ZWIEETL, copy startup-config =~ > R Ta b —7925 2 LR TX

%)o

[/—}]

SD H— K= 7 2 FZILTWRVIRRET, sd ZIRELEHEIT= T — L7 5,
[B%E R

27 4 7 #0 D RADIUS ¥ —# % SD #— R~a bt —3 3%,

SWR2310#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE PRy hU—=2 T FL A
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REME

B

IPv4 7 K L Z(A.B.C.D)

0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
Rz b o

IPv4 % U —27 7 KL A(A.B.C.D/M)

T NI =< A7 OFPHIL 8~32 T IP 7
RUADHRANBIZO0 L7225

IPv6 7 K 1 A(A:B:C::D)

=X X AT RLADI L RIEET KL
A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KL AC128) &RV =8 D

IPv6 % v b T —27 7 KL Z(A:B:C::D/M)

TFLT 4w AT 1~128

[AF1E— ]

¥iHE EXEC £— K

[H]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,
[ EH]

IP 7 R L Z73"192.168.100.0/24"® RADIUS 7 7 A4 7 > F(NAS)ZE /T 5,
SWR2310#show radius-server local nas 192.168.100.0/24

host key
192.168.100.0/24 abcde
10.1.17 BFE2 — F—FRORT
ExV
show radius-server local user [detail userid]
[F—TU— K]
detail HRE LI — Y —OFEMIERE R T D
[/%5 A —F—]
userid . 2—%—1ID
(3 LRk 32 SLFLIN, "DEFAULT" V45 & A Al
RAEH R ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A=A %R AT EATL
- % "o 2 AL A & e
EAP-TLS \H%E]./%%ﬁlég% ? A A% i< AR
[AJ1E— F]
HitE EXEC £— R
[RLEA]
=R ERRT D,
[ERE B

a—HP—fFRO-EEERTT D,
SWR2310#show radius-server local user
Total 1

00a0de001080
2 —4—ID 23"00a0de000001" D L —H —{FH & KR T 5,

YamahaTaro

vlan mode

SWR2310#show radius-server local user detail 00a0de000001

Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 5 A 7 FiEFAZE DO RITIREER R

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEMERITREOREEZ R TRT D,

FATINER NE

done 7547 v FEEHEORBITNE T E IR AT

processing 7 74T v MEAEERITH

certificate abort 2~ K72 BN K-> To 747 > MiE#A

aborted EORAT & I

B!

7 74T v MREWEFRITRHOREEL L RT D,

SWR2310#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]
[F—U— 1]
detail DR -RERR TS
[/NT A—=HF—]
userid . 2—%—1ID
(3 CFLAE 32 SCF LN, "DEFAULT" I8 E A Al
A ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
» P N
EAP-TLS \“%E]-/%Lﬁ',;;% ? A 2% i< AR
[AJ1E— K]
HHE EXEC £— R
[FHA

FATH 2 T4 T > NEBED ) A N2 RRT B,

userid Z187E LT A 11X, T2 —F—0OiEMERE R~ T 5,
[BREBH]

i o — P — DTS T4 T M EEERET D,

SWR2310#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR U X M RAR
[EX]

show radius-server local certificate revoke
[AFTE— K]
ke EXEC £ — 1
(R A]
KRB INT=T T4 7 > FEHED Y A N &2FRRT 5D,

RENEH N

revoked FENZ KBS
expired HRWWIRRGIAIC & 2% K%
[ EH
IIAT v MNEHEDOKR Y X N EERRET D,

SWR2310#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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e2]

A

aaa authentication auth-mac 179
aaa authentication auth-web 179
aaa authentication dotlx 179
access-group (IPv4) 297
access-group (IPv6) 299
access-group (MAC) 302
access-list (IPv4) 295

access-list (IPv6) 298

access-list (MAC) 300

access-list description (IPv4) 297
access-list description (IPv6) 299
access-list description (MAC) 301
action 145

agent-watch down-count 124
agent-watch interval 123
aggregate-police 327

arp 257

arp-ageing-timeout 258
arp-ageing-timeout request 258
auth clear-state time (-f % — 7 = — X %E&— K) 197
auth clear-state time (7' 2 —/ )L a7 4 7 L—3 g »F— R) 196
auth dynamic-vlan-creation 186
auth guest-vlan 186

auth host-mode 184

auth order 185

auth radius attribute nas-identifier 192
auth reauthentication 185

auth timeout quiet-period 187
auth timeout reauth-period 188
auth timeout server-timeout 188
auth timeout supp-timeout 189
auth-mac auth-user 182

auth-mac enable 182

auth-mac static 183

auth-web enable 183

auth-web redirect-url 195
authentication 344

auto-ip 254

B

backup system 151
banner motd 32
boot auto-apply 39
boot prioritize sd 39

C

cable-diagnostics tdr execute interface 46
certificate abort 349

certificate export mail 351
certificate export sd 350

certificate revoke 350

certificate user 348

channel-group mode 169

class 314

class-map 314

clear access-list counters 303

clear arp-cache 257

clear auth state 196

clear auth statistics 195

clear boot list 38

clear cable-diagnostics tdr 47

clear counters 164

clear ip dhep snooping binding 249

clear ip dhep snooping statistics 249
clear ip igmp snooping 288

clear ipv6 dhcp client 269

clear ipv6 mld snooping 294

clear ipv6 neighbors 273

clear lacp counters 174

clear lldp counters 121

clear logging 60

clear mac-address-table dynamic 204
clear qos metering-counters 333

clear spanning-tree detected protocols 230
clear ssh host 99

clear ssh-server host key 96

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 146

clock set 47

clock summer-time date 49

clock summer-time recurring 48
clock timezone 48

cold start 148

config-auto-set enable 131

copy auth-web custom-file 197

copy radius-server local 352

copy running-config startup-config 33
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 344

D

description 153

description (schedule) 144
dns-client 276

dns-client domain-list 277
dns-client domain-name 277
dns-client name-server 276
dotlx control-direction 180
dotlx max-auth-req 181
dot1x port-control 180

E

eee 155

enable password 28

erase auth-web custom-file 198
erase startup-config 36
errdisable auto-recovery 201
event-watch disable 130
event-watch interval 131
exec-timeout 54

F

find switch start 150

find switch stop 151

firmware-update execute 135
firmware-update http-proxy 134
firmware-update reload-method 138
firmware-update reload-time 138
firmware-update revision-down enable 136
firmware-update sd execute 137
firmware-update timeout 136
firmware-update url 134

flowcontrol (f > % —7 = —ZFE— ) 340

flowcontrol (7 @ — L7 4 7 L—3 3 »E— K) 339
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hostname 147

http-proxy 92

http-proxy timeout 92
http-server 88

http-server access 90
http-server interface 89
http-server language 91
http-server login-timeout 91
http-server secure 88

I

instance 230

instance priority 231

instance vlan 231

interface reset 162

ip address 251

ip address dhcp 252

ip dhep snooping (A ' #—7 = —ZE— K) 242

ip dhep snooping (7 12—/ V37 ¢ JL— 3 UE— R) 241

ip dhcp snooping information option 243

ip dhep snooping information option allow-untrusted 244
ip dhep snooping information option format remote-id 245
ip dhcp snooping information option format-type circuit-id 245
ip dhcp snooping limit rate 246

ip dhcp snooping logging 247

ip dhep snooping subscriber-id 246

ip dhcp snooping trust 242

ip dhep snooping verify mac-address 243

ip forwarding 259

ip igmp snooping 281

ip igmp snooping check ttl 284

ip igmp snooping fast-leave 282

ip igmp snooping mrouter interface 282

ip igmp snooping mrouter-port data-suppression 286
ip igmp snooping querier 283

ip igmp snooping query-interval 283

ip igmp snooping report-suppression 285

ip igmp snooping version 285

ip route 254

ipv6 261

ipv6 address 262

ipv6 address autoconfig 263

ipv6 address dhcp 264

ipv6 address pd 265

ipv6 dhep client nd-prefix 269

ipv6 dhep client pd 265

ipv6 forwarding 274

ipv6 mld snooping 289

ipv6 mld snooping fast-leave 290

ipv6 mld snooping mrouter interface 290

ipv6 mld snooping querier 291

ipv6 mld snooping query-interval 291

ipv6 mld snooping version 292

ipv6 nd accept-ra-default-routes 267

ipv6 neighbor 272

ipv6 route 270

L

12-mcast flood 280
12-mcast snooping tcn-query 281
12-unknown-mcast (-f & ¥ —7 = —ZE— ) 279

12-unknown-mcast (7' 2—/ )L a7 4 JL—3 5 F— R) 279

12-unknown-mcast forward link-local 280
12ms configuration 122

12ms enable 122

12ms filter enable 125

12ms reset 126
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12ms role 122

lacp multi-speed 173

lacp port-priority 178

lacp system-priority 172

lacp timeout 174

led-mode default 149

line con 52

line vty 53

1ldp auto-setting 110

1ldp interface enable 117

1ldp run 108

11dp system-description 109

1ldp system-name 109

1ldp-agent 109

logging backup sd 59

logging event 59

logging facility 57

logging format 56

logging host 56

logging stdout info 58

logging trap debug 57

logging trap error 58

logging trap informational 58
loop-detect (f &% —7 = — AFE— ) 238
loop-detect (/' @ — 3V a7 4 7 L—3 3 VE— N)237
loop-detect blocking 239
loop-detect blocking interval 240
loop-detect reset 240

M

mac-address-table ageing-time 203
mac-address-table learning 203
mac-address-table static 204
mail certificate expire-notify 106
mail notify trigger 101

mail send certificate 104

mail send certificate-notify 105
mail server smtp host 99

mail server smtp name 100
mail template 102
management interface 55
match access-list (QoS) 315
match access-list (VLAN) 304
match cos 316

match ethertype 317

match ip-dscp 316

match ip-precedence 316
match vlan 318

match vlan-range 318

mdix auto 155

mirror interface 157

mount sd 148

mru 154

mtu 259

multiple-vlan group name 218
multiple-vlan transfer ympi 218

N

nas 345

ntpdate interval 52
ntpdate oneshot 51
ntpdate server 50

P

pass-through eap 199
password-encryption 28
ping 260

ping6 274
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police single-rate (R V v —~ > 7 « 7 F XE— K)323 set management-address-tlv 111
police single-rate (597K U ¥ —F— F) 328 set msg-tx-hold 115

police twin-rate (R VY > —~< > 7 « 7 5 XE— N)324 set timer msg-fast-tx 114
police twin-rate (IR U H—F— K) 329 set timer msg-tx-interval 114

police-aggregate 331
policy-map 319

port-channel load-balance 175
port-security enable 199
port-security mac-address 200
port-security violation 200
private-vlan 207

private-vlan association 208

Q

qos cos 307

qos cos-queue 311

qos dscp-queue 312

qos enable 306

qos port-priority-queue 312
qos queue sent-from-cpu 313
qos trust 308

qos wrr-weight 337

R

radius-server deadtime 192
radius-server host 189
radius-server key 191
radius-server local enable 343
radius-server local interface 343
radius-server local refresh 348
radius-server local-profile 344
radius-server retransmit 191
radius-server timeout 190
reauth interval 348

region 232

reload 147

remark-map (RN J > —~< v 7 « 7 7 ZF— F)326
remark-map (£ U H—F— K) 330

remote-login 141
restart 147

restore system 152
revision 232

rmon 70

rmon alarm 74

rmon clear counters 78
rmon event 73

rmon history 72

rmon statistics 71

S

save 33

save logging 59

schedule 142

schedule template 145
script 146

send from 103

send notify wait-time 104
send server 102

send subject 104

send to 103

service terminal-length 55
service-policy 320

set cos 321

set cos-queue 333

set ip-dscp 322

set ip-dscp-queue 334

set ip-precedence 322

set lldp 111

set timer reinit-delay 115

set too-many-neighbors limit 116

set tx-fast-init 116

sflow 79

sflow agent 79

sflow collector 80

sflow collector max-datagram-size 80
sflow max-header-size 81

sflow polling-interval 81

sflow sampling-rate 81

sfp-monitor rx-power 166

show access-group 304

show access-list 303

show aggregate-police 331

show arp 257

show auth statistics 194

show auth status 192

show auth supplicant 193

show boot 38

show boot prioritize sd 40

show cable-diagnostics tdr 47

show class-map 318

show clock 50

show config(show running-config) 34
show config(show startup-config) 35
show ddm status 165

show dhcp lease 253

show disk-usage 41

show dns-client 278

show eee capabilities interface 156
show eee status interface 156

show environment 40

show errdisable 202

show error port-led 150

show etherchannel 170

show etherchannel status 176

show firmware-update 136

show flowcontrol 341

show frame-counter 163

show http-proxy 92

show http-server 89

show interface 159

show interface brief 161

show inventory 40

show ip dhcp snooping 247

show ip dhcp snooping binding 248
show ip dhcp snooping interface 248
show ip dhcp snooping statistics 249
show ip forwarding 259

show ip igmp snooping groups 287
show ip igmp snooping interface 288
show ip igmp snooping mrouter 287
show ip interface 252

show ip route 255

show ip route database 256

show ip route summary 256
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