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SWX2310P @ TFTP H— —#REIC W T, BLFD R0 TT,

o TFTP — —HREO MR EIL, T 7 4L hAR— FNUDP R—h 69 H)TEREI L TWT, EInbDT 78 AE
FAEHTWERA,

o ZER—FEFOEEL, titp-server 2~ R TIT\ET,

« TFTP %—/"—~D7T 7 & A%, VLAN HAL THill{EI T | tftp-server interface =~ R THETXFT, 77k A
A4 VLANID Z3% T L CTL 72 &0,

RET 7 A NDFAH LIEEIAL

BET 7 ANDFIH L/EXALIT, LAN FOFRA RS TFTP 2w REFETLET,
G L/ EXIABEITIRE T 7 A /VIZLL F D@ Y T,
s BREZ T ANV

%t£ CONFIG BT 7 AV LA

running-config CONFIG 7 7 A /v (.txt) BUEIE T Ok EME (FEARRE)
CONFIG 7 7 A /v (.txt) RAF SN TV DEREE GEARRRE)

startup-config #0~#4, #SD ) BN (1 2
F ST ORE (zp) g)ﬁéi’bfb LR EM (TR TDORK

RIET 7 A NVOFEAH L(GET)/EZIAAPUT)ED Y T— hXRE LT, LFZHBELET,



s XMNBTFANDYE— FASA(HEIFEEZRL)

aw R Ty LA awy ROMHEWT 19

X4 CONFIG (X7 7 AL JE— k3R FAH L(GET) | FEEZALPUT) | BEHFEEE
running-config ?lf) (I\Il;tI)G 774 config o o -
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ L
T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
/b (txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
config2 o o -
IV (txt)
startup-config #2
> ==
j—.f\f PEE config2-all o o -
(.zip)
CONFIG 7 7 A
config3 o o -
IV (.txt)
startup-config #3
~ SoE
jA. CTORGE config3-all o o -
(-zip)
CONFIG 7 7 A configd o o -
/b (.txt)
startup-config #4
S B4
jﬂf\f PEE config4-all o o -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config /b (txt)
#SD . S
@‘.f\“C PEE configsd-all o o -
(.zip)

Flo, RET7 7 A V&M%, BB AT LA2BEHSELWEEIE, UTOVE— A ZHEELET,

TEBMLCWb a7 0 ZREHANG L0 £77,
s WMETFANDYE— MRA(HEIFEEH D)

i

X CONFIG |X&77 AV PESNE A FHH L(GET) |EXARPUT) |HIEES
CONFIG 7 7 A
reconfig - o o
BUEBE LT |V ()
% startup-config ~ .
ST ORIE reconfig-all - o o
(.zip)

WIET 7 AN EEZIAARPUT)T H L x|

éb\o

%4 CONFIG, BX W, {RT7 7 A LVOFRERNIE LW & 2R L TL 72

Mol T 7 ANVERETDHEEL KM TEERA,
T 22~y FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICEKFLET, RORITHER L TEITLTLILES

Wy,

« SWX2310P D IP 7 R L A
o HREE— NI T U = R TITVE T,

o UE— FRADHAIZ"/PASSWORD" & W ) FEX TEHMENR AT — RERTETLHILENH Y 7,

BRHE S AT — RNOIIRR EDIRBETIE, BRET 7 A VO AH L/EX AR ETLZ LI TEEHA, Aib > TH

Me AU — R BESTL0ENHY £,

e UFE—F/RRIZ"

i‘@_o

config"# i E L C PUT(E X AR T D356, BIEEHF O

=i

AX A

REZBMELIIZELARNVEDIZONWTIE, BEEH L TCWAREDETE L0 £,

Fo. REMIIRAFI RO, RIFLIZWG ST write 2~ 0 FETRAEL T ES 0,

(ZXFLT, BmEIT EEEEZL




20| 2~ R 77 LR | avy ROFEWS
o BFE LS A7/ A U — K(password 8 X° enable password 8 ® =~ > RZ)iX, TFTP “C running-config {Z PUT L
THREICKBM SN EEA,

Fim, B bEN-/ AT — Rae&tea—P —O%Eusername 2~ > M)k, —HF—DBEH KRN TONL T
Ao

23 AV
SWX2310P DEEMNET T 5 &, v/ A vEmER~LET,

BRE L= —ZHLRAT—-REANTDIZ TR A THIENRTEET,

MHRETIL, OB~ EINTEY, 22—V —%:admin, /XA Y — N:aadmin TR 7oA §5Z &N
TEET,

=y gl i

Username:admin
Password:

e nlALHEOa Y —)LHEE

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX2310P>
M2 —F =T 7oA LIche, HRIOANAY — FERBEHARRSNESTOT, NATY—FE2EELT
TEEW,

o XA — K28 [

Username:admin
Password:

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B, NAU— FZ 3 EEgE TRIEZ 725G, 10 74 URRIRSE T, 1 o, ELW AT —RFEA
JLTLIZEN,

o B A BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« nr ARSI = =0, BONRAT — NEHIER D LRI EFR SN ET,
o HIREFRIFGEZICIELWASAT =2 ANTLHLI L TR A TEH L5100 £,

24 2~ FAJIE— RIZDOWT

241 a2~ FAJIE— FOEAK

SWX2310P O ELFLRESRR AT HIEE . Wi a~vwy FANE—RIZEBR LD, avr REFETTE4
ERHVET, I ROATTE—RNILUTOL I RBERBIZOINTEY, 4 DEF—RRTANTEHa~v PR
B0 FET, a—V—F, 77 " E2ERTHILET, BE, EOT—RWIDONERT LI ENTEET,




O4- >/ EE
(/AT — BEAFIEm)

T exit, logout

IHFHEEXECE— =
(1—HE—R)

T disable

Dﬁfpmml

enable / administrator 1

FHEEXECE— R

I exit, end

20—)0UL
A JA40—<3a>F—K

I exit
{51

A4 9L—=3a>E—Fk

I —
exit, logout

configure terminal 1

interface 7 & 1

end

a<w R T77 LU A | avy ROV |21

SWX2310P=

SWX2310P#

SWX2310P(config)#

SWX2310P(config-if)#

o<y FANE— ROBBICEET I ERN o~ Nt UTFERVES, Juo—r a4 Lb— g%
— Kb flRar 7 4 L — g vEB— RaOBE B~y RiZonWCik, MElary 74 71— a v — K] 2%

LTI,

+ exit AV U R

+ logout =~ K

» enable =~ > I /administrator =~
+ disable =~ R

+ configure terminal =~ >

e end IV UK

24227 4 TV —va E— R

f@pl=>7 4 7 L—a E— REiX, LAN/SFP A— hR°VLAN £ % —7 = — A QoS 72 &, FrEDHE X7
HEMRREXITOT-ODE— ROBHTT, a7 4 /L — a0 F— RIZADICIE, Fe—var7 g

Jl—va B — R CEE— NIBEITALLDDa~v L REFEITLET,
SWX2310P OfEifllay 7 4 7L —3 a3 o F— RIZIFEKROLONRH Y £, a7 4 7 1L— g 0 F— ROHC

-

HEELENTWEA2H0H0 4, flziE. RV —~vFPE—R->RI—<v 7+ 7 TFTRE—RFTT,

@Byl 74 7v—varE—F |BBa<v R

WA =327

A B =T 2 —AF— R interface =~ K

SWX2310P(config-if)#

FA - K line con =~ | SWX2310P(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ SWX2310P(config-vlan)#

VLAN 7 7 A~ v /E—F vlan access-map 2~ > K

SWX2310P(config-vlan-access-map)#

MST &— ]\\‘ 2 }\»\

spanning-tree mst configuration =< SWX2310P(config-mst)#




2| a~v R T77 LR | avy ROFEWS

B2 74 7 v—vaE—F |BBav K A=

I ITARySE— R class-map =~ > SWX2310P(config-cmap)#

RN v—vy7E—R policy-map =~ > K SWX2310P(config-pmap)#

RV —~vv7 7 T7AE—F class =< K SWX2310P(config-pmap-c)#
TRRY Y —F—F aggregate-police =~ > K SWX2310P(config-agg-policer)#
L2MS E— K 12ms configuration =~ > N SWX2310P(config-12ms)#
LLDP =— Y = o hE— K lidp-agent ==~ > R SWX2310P(lldp-agent)#

A=) T T L— E—F mail template =~ > SWX2310P(config-mail }#

A a— VT L— hE— R schedule template =~ > N SWX2310P(config-schedule)#
I;ADIUS AYTA Ty radius-server local-profile =~ > N SWX2310P(config-radius)#

243 a~< o R OV T7 40w T R
aw Ry 0TV T 4 w7 AF, RA MEFERLTWET, PIHMRETCIIFRA M E LT, T4 T
b7 ISWX2310P] #FE R L TWET, AFRIL. hostname 2~ R THRA MNAERETHI L TLEETXET,
SWX2310P Z8E A L CTWAEERE, H£AL v FITHA DLRIZHRTELTHEL Z & T, FHALLTL D F
KR
RANGDOEE

SWX2310P (config)# hostname Switch-012
Switch-012 (config) #

244 B HAITE— RDa~ REST

SWX2310P Tix, E— FZEICHHMRER a~ > RRER D720, FATARRE—NETER L Ca~vy N2FET
LA nuEien ¥, TNEET 2a~ L FE LT, do o~y FERELET,
doa~> FAEFEHRTAL, T R_RTOary 747 b—3 3 rF— RO EXEC F— Roa~vy REETTHI &
NTEXFET, Zhicky, I _Thar 747 b—2 a3 F— R OEME EXEC E— NIcBEITAHZ &L BE
a7 47— ar B3 BE L0, REDRENREL 20 £,
7272 L. do TIIMsEHERRITRIA CE 7anizd, TD®ILKES a~ 2y Re 7 VAL E T ITEER CTATIT 48N
HYEJ,
o TNARAYULTANTBHELS

SWX2310P (config) #do show running-config
o B TANTH5E

SWX2310P (config) #do sh ru

2.5 a2V Y — )VEHRAREO X —3R— REfE

2.5.1 =2 — )V A1 D EAR#EE
SWX2310P Tlx., a2~ RI A v LT, AT OEENATRE T,
o H—VILDOBE)

R FHRME B -
- 1 CEAICBE LT
— | CFEICBB L ET

| HEEAICBE) L E 9 (h — VLB B D HEE D fic
DILFOWICHEE L E9)

| HREEICBEI L (0 — Y VLB ICH D HEED JLiA
TFCBELEY)

Ctrl + A TOLFHICBE LET
Ctrl +E ITORBIZKRE LET

Esc ff F#&IZ F

Esc i F#%1Z B




aw R 77 LR | 3wy ROMWTT |23
o ADSFOHIER

%R M PERA - B

Backspace

H—=INVDEIH D LT EHIBRLET
Ctrl + H

H— Y NWAEDO LT ZHIR L £,
Ctrl+D a2 RITRZEOIREETAREEZ L7256 1E, exit =
~ U RERUEMEE 2D F9,

N N =] P s NN N
Esc # F7%12 D F— I NALE LR, PIOZEAOERTE TEHIFRL E

_é—-

Ctrl + K H—Y NAENSITOREE TEYIBRLET

Ctrl+U AIFOLTFEETHIRLES

.« FDM
¥ —R— FHEAIE T - B

B — I NANBEDILTF & FDEFTOL T2 ANz F

Ctrl +T LK
H—=INVPITORRBIZH D & &, ERIOLFE L Z DR
DXF o AN 2 F T,
JEHHE EXEC & — K & 54 EXEC £— K TiZ. AAHh
Do~y REMEL TROITICEY £,

Cirl + C Rl 74 7 L—3 a3 vrE— Rl Aoz~

v RTTARREEE L T HE EXEC E— NIZEB LET,
BUEFITHR O a~ 2 OB Z il L £9, (ex: ping =
< R)

=7 4 7 L— g e — R B R HE EXEC £ —
Ctrl +Z NIZER L £,
end 2~ RERUEIWEE 20 97,

252 a<y R~ )7

av Y RIA L ET"52ANNTHIET, BECTEDa~v L RERIFANATA—F—FBRETETET,
SWX2310P#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWX2310P#show vlan

253 Ao~ ROz, ¥—V— FEMH—BEDOFER

oy Y= bETa<y FAJEPIZ, "Tab"S—%2 4L, o~ FainsshnEd, £/2. $—U—FANEIC
"Tab" ¥ —Z T L WICATAIEER T — VU — RO —E 2T LET, AEIEZ, "Cul+1I"$—Z2# L TH R
RENMEL 720 9,

o oy RO

SWX2310P#con"<Tab>¥ — & 4"
!
SWX2310P#configure
« F—U— REM—EORTR
SWX2310P (config) #vlan "<Tab>¥—Z& 4"

access-map database filter
SWX2310P (config) #vlan




24| a~v> R Ty LR | avwy ROFEWS

254 < ROEEAT

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWX2310P# sh run

255 2~ REAXA Y —

av Re AN —kfea T 5L, WECANLEZa~vy REMHEAABETHET LY, BEICANLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThrEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—ZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWX2310P T, show 2~ ROET 4 7747 & LT, RO 3IFEEARML E T,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B
SWX2310P# show spanning-t

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

nl

ree

show running-config C VLAN #1 % & el 2 FrnT 5,
SWX2310P#show running-config

grep vlanl

include

Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.1 R EMEDEH
SWX2310P 1%, U TFDar 7 4 2R L CREEZEFH L £,

av7 4 7O B! IR — P —HfE
Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

TRAF L72iREM, FlashROM £ 5
ODALT 47 & SDI—FRED]
DDaAY T 4 VT EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K CTRET 5,
SDAA—RED1 207 4 713"
swx2310p/startup-config" 7 + /L ¥ T4

ZH/HE/ =2 —

Y5,
T 74/ b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) T B, PRAFAT

SWX2310P O ¥ A7 L@, LLFOfhE 20 £9,
1. startup-config select =~ NREMEZSZH L, T LAF— T v T a7 4 72 RET D,
startup-config select =~ > R Tsd NREIANLTNWT, AF— T v 7 ar7 0 ZPRRESNTNS SD 71— KA
FASNTWRNSTEHE, AX— T v T ar 7 ¢ 7 # B3R END,
2 WELIEAZ = NT v T ar7 4 FBRFEST D56, %87 —4 % RAM LiIZT v =727 4 7 & LTEM
‘a_‘éO
startup-config select =~ > RXEMIZ L7=RN > TRE LT AX — ~7 v 727 ¢ 7 Flash ROM _EIZHFAE L
WA, TN a7 0 7% RAM RICERT 5,
SWX2310P #EH I a~ RRETRELZLERTLH L, BELEARTTSICT =07 a7 4 JITKBSVE
T, Tr=rrary 7 4 JEER LR, write £72X copy 2~ REFEITTHILET, AX— T v Tarrgy
IWHEFHINET, RE - BRLIENELZRAFE LW THERT 5 &, RE - EENAENKRDNVET, THEELE
éb\o

32 F 7+ )V MR EE
SWX2310P OF 7 F /L Fi%EMEIZ DWW T, U TFORITIRLET,

THHHAREEOFREIL, AEICGREHIN 2L~ 2 NOMYHENEH SN b Tid7el . LFOT 7 4 /L % E
Iz 72 > TWET,

o VAT ARIKDT 7 )L FERE

BESHE BREHHE F 7 NREME
CONFIG B IS5 CONFIG fﬁi;FW@xg_FvaﬂV
Iy I—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
IV HRE PR o — A — 2 —H—4admin, /XA T —
’ R:admin
FTVTTAT LR Kt XA DT — R admin
INAT — ROKEZAL =k L7
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RESH REEHE 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 & B NTP #—/3— 7L
NTP 587/ 1 FFEIC T[]
RMON B{E B
sFlow #HiE 20

Ty =AU T B

X7 m— K URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2310p.bin

DRIV By N F | R L 720
HA LT TR 300 sec
BE B2
LLDP - —
H #hE% E Hxh
#HiE H%h
L2MS
| z—Y =z b
debug L~Lm 7 H ) OFF
information L ~yL v 7 H ON
SYSLOG -
error L~y a 7 H A ON
SYSLOG ¥ —/3— L
TELNET H— N—kfE EEh3 5
TELNET H——7 7 & & VLAN #1 O L 3F7]
SSH #—/N—iR e EE L 72w
7 7 A TFTP Y — X —JKHE EE LW
HTTP $—/3—iRHE EHET 5
HTTP #—1—7 7 X VLAN #1 O L ZF7]
Y% =7 HTTP Y —/S—iRKE EEhL 720
£R5F VLAN VLAN A > X —T7 = — A VLAN #1
MAC 7 KL & H#h5H H%h
S EEIT 30N
MAC 7 FLAHEfZEE =—2 0 7 300 sec
B
. ZR= Y — BHZD
L2 A T ; =
MBEL—T R 7
~ )LF 7L VLAN L
~NF TV VLAN O YMPL 7 L— [
o 2
L5
DNS 7 747 vk E1E H5h
A H—T = — A PoE #5%E B2
QoS B3]
N7 7 4 v 7 il ; —
7 v —H#il4# (IEEE 802.3x) TE2h
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A

BESE FEHEHE F 7 )V MR EME
#1E HE2h

24y A& w7 1D 1
AH T HR—FTHESIPT KLR Auto [P

LAN/SFP 7R — NHNLOT 7 4L R &

=

E

BRESE B EEHE 57 )V MR EME
HEAREET— FRT auto
7o A/A K L— BRI H%h
MRU 1,522 Byte
AR TE AR— kDA L
EEE e
Port Mode Access
FTJ& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 /L H — plizn)]
) A= Y — B2
LAy TF T - —
MBEA—T K Hxh
QoS F T A hE—F CoS
N ] 7 v —#l{# (IEEE 802.3x) HEZh
A b — Al e
EENE %N
PoE #3E
R 1%
) BEEE—R BEBLUERE
LLDP =— = |
FEAEH TLV H%h
77 %)V kb VLAN (VLAN #1) [Zx3 2 5% €
B ESHA HEHEHE T 7 v bR EE
Layer3 F&#E IPvd 7 R L A 192.168.100.240/24
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RESHH REHEHR 77 /v bR EME
. 239.192.128.250 (Y-UNOS

TNTFx A NT L— ADERE ) (
EUL(E )
Querier 2
Fast-Leave 2
Check TTL A%

A

IGMP Snooping Check RA D

Check ToS 125
IP v /LFF ¥ AR

Report-Suppression FEEn)
Report-Foward 47
Mrouter-?ort Data- 2
Suppression
ik )
Querier 2

MLD Snooping
Fast-Leave 125
Report-Suppression FEEn)
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B4
{57 - BT

4.1 XA J— R

4.1.1 B/ AT — KOIRE

EEN
enable password password

5 =5 —]

password DO ERE R AT — R
PAFEFIBLO" L& &> &2 LT ERR AT SCFUL L 32 SCFHN)
WA DL ST TRI TN T 220

(AR E

enable password admin

[AJIE— F]

rua—)arz 4 L—varE' R

B

FikE EXEC & — FBATT 270D DAY — RERIET D,

W SAD — R Th 5 admin ICEE T 5 Z LITTE2RUY,

[/— 1]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password"DIEAR TRR SN D,

A== Zav I NI Pbar T4 FRET D EE, ZORKNTANT LI LT TSR, £z, 81T FRIXT
ThoHTeH, NAT—=RIZ8DHERRET H I LIXTERUY,

[ EH]
B/ R AT — K& LT adminl234 2% T3 5,
SWX2310P (config) #enable password adminl234

4.1.2 RA T — ROBFEAL
[EX]

password-encryption switch

no password-encryption

[2XT A —&—]
switch D NRT— REESLT 200G
REME B
enable e LT %
disable b L2
[FIHIER 2]
password-encryption disable
[AF1E— F]

Jsa—)ars 74—y g F— R



30| 2~ RU 77 LA RS - MR
[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWX2310P (config) #password-encryption enable
NAY — OB S 2 BT D,

SWX2310P (config) #no password-encryption

42 22—V —Tho v NEHE

421 22— —DHE
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege D a— W —DOHEREEET S
password D =P =D AT — RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHEE AT B DR
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L | > L2 AT ERLS PAT S LT E 32 TFURN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AJTE— F]

Ja—\)nary7 4L —y g T — R
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[RLBA]
a—YP—FRERET D,
Z—WP—IERITR KT I3 ETHETE S, 7272 L, privilege off O — W — I K 32 {-FE T, privilege on DL —
P—lT LT 1L 72 D,
UTORGET2—Y—4 & L TBRERTERY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username password 8 password" DFE TR R Z 5,

=P Favr RIA o nbar 74 VRETHEE, ZOBXNTANT LI LIXTERY, £72, 8 T THRXF
ThdHID, NAT—RIZ8DAERETHZ LIXTE N,

ELENRFIZ, privilege on D —H—723 1 DHEHE STV ARWEEA L, P11 Bl = — ¥ —(admin/admin) Z 1813 %,
EEIRFIZ, NAT— RRREIN T RN —F—X, 22— =4 LR CLFHNE AT — RIZAEEET D,

[ EH]

Z—H— user1234 ZFHET D,

SWX2310P (config) #username userl234 password user pass

ez 5 Lz — % — user1234 Z3RET 2.
SWX2310P (config) #username userl234 privilege on password user pass

422 22—V —HERDOEE

[EF=]
username username privilege privilege
[F—T—F]
privilege =Y —DHEREIRET S
[NT A—=HF—]
username D a—Y—4
A (32 SLFLAY)
privilege D KR AT B D G
R EE A
FiHE EXEC E— RBATIFICNAT — RO A
o HHRD bR
Administrator #FE T Web GUL (Z7 7 Z AT
ERA)
Kt EXEC & — FBATIHZ N AT — RO A
off NWRHBND
Guest H[R T Web GUIIZT 7 EATX %
(WX E]
7L
[AFIE— K]
sa—\ a7 4 b—3a E—F
[RLBA]

BERGEH D2 — Y —OMHEREEET D,
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[/— 1]
RBGRD 2 —F —|TILRETE 2\,
[BREB]
B A D L— W — user1234 [ZHFHEA T 595,

SWX2310P (config) #username userl234 privilege on

423 a /A va—YP—EROER

[AF1E— ]
JEHHE EXEC £ — R, f#HE EXEC £— R, Za— s lar 7 4/ L—v g vE— R
[RLFA]
oA RO —Y—EREERT D,
UFOHEANFRREND,
HH A
nJA v FREERRT D,
con0 (X VT —AR— |k
Line vty N X VTY &A— k
stk NI ZUE—hFB /AR —F
http N /% Web GUI
Own H& O AR — L OITIC * #FRT 5,
User B A R Oa—Y 4 & FRT D,
Status Dﬁ%Vﬁ%%%%?éoi—$~ﬁﬁm$@%6\
Login Z &/~ 7 2,
Login time v 74 U E R D,
IP address B —F—D P 7 FL 2% &RT 5.
[BXEH

AL JRERENER DREE T — —Du 7 A NERERTT D,
SWX2310P>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =

vty 5 = = =

vty 6 = = =

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 - - -

RAZ sy JHERENA N IREECa—F —Dr /A U EREFRTT D,
SWX2310P>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23
vty 0 * operatorsl Login 00:12:59 192.168.100.1
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abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
- Login 00:00:21 192.168.100.10

vty
vty
vty
vty
vty
vty
vty
stk
stk
stk
stk
http
http
http
http

:33:11

userl234 Login 01:12:25 192.168.100.4
(noname) Login 00:18:04 192.168.100.102

WNRPRPOWNRFROJOUO D WN R
|
=
O
Q
’_l.
=
(@]
(@]

424 NF—DHRE
[EX]

banner motd word

no banner motd
[/XT A—F—]
word COCPARET R K ONEAFE R (256 SCTFEL)

(AR E]

no banner motd

[ASIE— K]

Ja—\ a4 L—gF— K

B
ayYy—nnal A4 UEICEREINDI NN —EERET D,
[ EH]

RF—FK:% [Hello World!| IZFRET 5,

Username:
Password:

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWX2310P>enable

SWX2310P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX2310P (config) #banner motd Hello World!

SWX2310P (config) #fexit

SWX2310P#exit

Username:
Password:

Hello World!

SWX2310P>enable

SWX2310P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX2310P (config) #no banner motd

SWX2310P (config) #fexit

SWX2310P#exit

Username:
Password:

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.
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SWX2310P>

43 a7 4 T OEH

431 5=y rar 7 4 ZOETE

[EX]
copy running-config startup-config [config num)|
[78T7 A —=HF—]
config_num LAY T4 Ry
RUENE 5
<0-4> AL =T T AT 4T H0-H#4
sd SD I — KNAZ =R T v TFarr47
[AJ1E— F]
F¥HE EXEC £ — K
[FHA]

BEEATOBRE(T =T ar 7 4 NEREBFOREA X — T v 7T a7 40 7)E LTRET S,
config_num ZEME Lo GE 1T, BUEORBIRICHEN LA X — T v 7T ar7 4 71T FT 5,

[/ —}]

T T a7 4 VORAET write 2 KPsave 2~ R THITH Z &M TE D,

SD #— FB<=T 2 FEINTWARVIREETIE, SD 1— RN Config X RICL TR~ REEITTHET— L
725,

ALy TR, AA v AA » Fl(Active IREE)D I T AIHE,

[ EH]

Fr=vrarT g PERGET S,

SWX2310P#copy running-config startup-config
Succeeded to write configuration
SWX2310P#

43250 =07 a7 4 T DRLE

EEN
write [config num]
save [config _num]

[/XF A—&—]
config num Do ar I 4 IEE
BEME A
<0-4> A= T T a7 4T #-#4
sd SD I—RHWNAX— R T v T ar7 47
[AFTE— F]
Ki#E EXEC £— K, fla> 74 /L —v g —FR
[FRHA]

BIEEHTORET =7 ar7 4 NEEBROREARZ — T v 7Tar7 4 7)e LTRIFET 5,
config num ZEM LI25E 1%, BIEORBIFICHER L7eAZ— N7 v T ar 7 4 ZITRFT 5,

[/— 1]

T o= a7 4 7 OLRIFEIE copy running-config startup-config =~ R THITH Z LN TX 5,
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SD 11— KRB~ S TWRVIRRETIE, SD #— FIN® Config ZXRIZL TARa~vy REEfTTHET—L

2%,

AH s PR, A A AL w Fl(Active IREE) D A AT W HE,
[BXE B

Tomrrarv g JeERET D,

SWX2310P#write

Succeeded to write configuration.

SWX2310P#

433 5= T ar T 4 FTORR
[EX]

show running-config [section]

show config

[T A—F—]
section DRI LRIV a s
BREME B
access-list 77 'AY A NEHE
http-server HTTP H— /N — [
interface AV H—T x— AR
ip IP [
ipv6 IPv6 [
key FORIE S —
12ms L2MS Pt
lidp LLDP (38
mail A — L i@ i B 5E
radius-server RADIUS #—/N—Bdf
schedule R a— L
sflow sFlow P&
snmp SNMP B4H#
spanning-tree STP BH:dL
ssh-server SSH #— /" — [
telnet-sever TELNET H—/— 5
[AJ1E— F]
Fi#E EXEC E— K, fHRlla> 7 4 7L —va »E—FR
[FHA]

BEERFPORE(T =7 ar7 4 NegrT 5,
section TEEBMEIF X T X COEREELRRT D,

[E% B

= raryr 4V ERRT D,

SWX2310P#show running-config
I

interface portl.1l
switchport
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line con O
line vty 0 7
|

end
SWX2310P#

434 AZ— N7 v a7 4 T DRR

[EX]

show startup-config [config num]
show config [config num]

[/XF A—&—]
config_num Do arv I 4 IEE
FEE FLEA
<0-4> AB— T T a7 47 #0-#4
sd SD H—FHAARX— T v 7Tar7 47
[AFTE— K]
¥ibE EXEC E— K
[FHA]

BRI T OREA L — T v Tar7 4 NaeRRT D,

config num ZEWE LI-GEX. UT2ERRT 5,

- show startup-config : BI{EIEH L CWb v 7 4 VY /REDAX — NT v T av 7 4 S ukFrT 5D
- show config : HAFEM T DT = T a7 4 V23Rt 5

[/—}]

SD B — R~ F SR TWRVRRETIX, SD #— RN® Config # X RIC L TARa~v L REETTLHET— L
%,

Bl

RERBIFOA Y — }T v 7327 4 J % F5T 5.

SWX2310P#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.l

switchport

switchport mode access

no shutdown
|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable
|

line con O
line vty 0 7
|

end
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SWX2310P#

435 AFZ— T v Sars7 4 FDOEE

[ER
erase startup-config [config num]|
[/NT A —=HF—]
config num =N =
RIEE B
<0-4> AL =T T a7 4T H0-H#4
sd SD 1 —KNARZ— R T v Far747
[AJ1E— ]
FiHE EXEC £— R
[@iHH]

BN AT 2RE(R X — b T v Far 7 4 2\ e ZUCHiET 2 5H 25T 5,
config num B LI2GE 1L, BIEORBIRFICHER LAY — T vy T ar 7 7 &2EET 5,

[/—}]

SD 71— KRB~ h S TWZRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vY RKEETTHEZT—L
25,

[BREH]

AR— K NT v Far7 4 T EEETH,

SWX2310P#erase startup-config
Succeeded to erase configuration.
SWX2310P#

436 AZ— N7 v a7 4 7Dar—

[F=
copy startup-config src_config_num dst_config_num
[T A—F—]
src_config_num D abt—gnar T 4 JEKE
REE B
<0-4> AL — K NT T a7 4 J #0-#4
sd SDW—RNAZ =T v Far7427
dst config num . av—eoarT 4 IEFES
R B
<0-4> AL =T v T a7 1 7 #0-#4
sd SD 1 — RRNAZ— T v Tar747
[AFIE—F]
¥t EXEC E— I
B
EERFORE(AY — NT v 7 ar7 4 7 eZUAET 21EHE 28 —7 5,
[/— "}

SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZXRIZL TARa~vy REEfTTHE T —L
5,
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[ EH]
AL =K T oA T4 T H EAZ— T v a7 47 # ~at—3 5,

SWX2310P#copy startup-config 0 1
Succeeded to copy configuration
SWX2310P#

43T AR — T v TFar7 4 FTOER

[EX
startup-config select config num
no startup-config select

[/3T A —HF—]
config num Do ar I 4 IEE
REE Bl
<0-4> AL =R T v 7ar7 47 #0-#4
sd SD I — FNARZ— T v TFarr4 7
[WIHIRRE]
startup-config select sd
[AS1E— ]
F5#E EXEC £— K
(B

EERHCEATARER Y — N T v a7 0 NERR L THERT S,
no B TEIT LA, FIHIREIZRE S,
[/—F]

ELEIRE, config num & L Csd DX ESNTNT, AX— T v 7 a7 4 FPRGFENTND SD — RBFHEAS
TR TEGE AZ— T v 7 a7 4 7 # BNERIS LD,

AH THRED AR config IV B 2 2 LI2GAIE, A v 7 BELSHERTERLS b t+07elilEs LT
Ehfi 9 D MEND D,

Bl

AE— R T v Far 7 4 7 # B8R L CHEHERT S,

SWX2310P#startup-config select 1
reboot system? (y/n): y

438 AF— KNT v TFar7 4 TORATOHRTE

E&

startup-config description config num line
no startup-config description config num

[78T7 A —=HF—]

config_num . <0-4>
AT 4 TE S

line DOCPARET R K ONEATEE(63 SUTFLIN)
WRAX— T T ar7 ¢ 73 B

[AS1E—F]

F#E EXEC E— K

[

SRAF =T w7 a7 4 7k L GRIACERET 5,



a2 RU 77 LA RS - EAKEE | 39
no JERTIAT L7256 13, L ZHIFRT 5,
#HHA ST show startup-config =~ > RO FEITRER DO LIHICE REIN D,
[BREH]
AR—NT v T a7 4 J#HICHPSCERET D,

SWX2310P#startup-config description 1 TEST CONFIG 1

4.4 EBFHROEH

4.4.1 EENMEFROFR
(&)

show boot num

show boot all
show boot list

[F—U—F]
all D EEEFROBREE RN TS HFETRTT S
list D OEEFROBELZRRKTSHHETHISRRTD
ST A—F —]
num o <0-4>
FRE LIcE ORI EZF TS5
[AJIE— K]
HHrE EXEC £ — R, %5 EXEC £— |
[FEBA]
EENME R E LR T D,
[/—}]
cold start =~ K clear bootlist 2~ > R&Z(T3H L, ZOEREILZ VT b,
[BEH]
BUEDEEE ®E £RT D,

SWX2310P>show boot 0

Running EXEC: SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Previous EXEC: SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
Restart by reload command

EEEREDO — iR T 5,
SWX2310P>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 BEVMEBRD 7 VT
ESN

clear boot list
[AS1E— K]
¥iHE EXEC £ — K
[RAA]
EEEROEREZHIBRT 5,
[ EH]
EEERE 7 V735,
SWX2310P#clear boot list
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4.43SD 1— K7 — FDOFEE

[EFX]

boot prioritize sd switch
no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 71— K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
HitE EXEC £— I
[RLBA]

Ty —ALUxTDSD H— K7 — MEREDHLR) « BhE2PI0EZ D,

a~ v RETHR, VAT LOFEEBNTOND,

VAT ATHIBEORETH D728, EENH (startup-config #0 ~ strtup-config #4)fFIZFR EIL TE 720,

TR EILSD I— R 7 — " DNEHTH D,
no 2= RETRHIVIHREICR D,
[/ —F]

SD B — R7'— MMEREDOFH %) - M%hi%, show boot prioritize sd =~ > K CTHES 7] HE,

[BEH

77 —ALU =T DSDI— R7— MEREENTT D
SWX2310P#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD H— K7 — b HEhEAEEDORE

[F=
boot auto-apply switch

[/3T A—F—]

switch : SD A — F7— b HEhiE RE 2 AN T D050
B EE B!
enable SD 1 — N7 — b H#Ehw fkee 2 A0Ic 32
disable SD 41— 7 — I H & B RE 2 LN 2§ 2

[WIRRE ]

boot auto-apply enable

[AS1E— F]

F¢HE EXEC £— R

B

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ R CHER TX 5,
[ EH]

SD 1 — N7 —  HEhiE IfRE 2 T 5
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SWX2310P#boot auto-apply disable

4.45SD 1— F7— FREBHROER

EEN

show boot prioritize sd
[AJIE—F]
FEREME EXEC £ — I, Fi#E EXEC £— F
[REFA]
SD 71— N7 — MEREREFHRE RRT 2,
[ 2B

SD 71— R 7 — MEREREFHRE £ RT D,
SWX2310P#show boot prioritize sd
SD boot configuration:

firmware : enable

4.5 EREHRFZT

4.5.1 R FRORR
&3]

show inventory
[AJIE— K]
JEHHE EXEC &— R, H### EXEC £— R
[RLBA]
AIEEB L OSFP £V 2 — L ORI ERE FRT 5,
UTFTOHEANERIND,

2 B

NAME L

DESCR B

Vendor R4

PID 7u&7 1D
VID /§_:)3 :/ID\ ﬁ;ﬁ]w%é\bio
SN YT NE S

[EEHl]
U E £ 5.

SWX2310P>show inventory
NAME: L2 PoE switch
DESCR: SWX2310P-10G
Vendor: Yamaha

PID: SWX2310P-10G

VID: 0000

SN: S00000000

SWX2310P>

4.5.2 BEMEHROET
[
show environment
[AJ1E— K]
FEHFHE EXEC &— R, R EXEC £E— K




2|2~ R 77 Lo RS- ERERE

[FiFA]

VAT LOBEIEREFRRT D,
DLFOHEBENRFREIND,

o ET LA

o T—hINR—=Tgr

s Ty—AhUxzTIUEVaY
o R—FKNR—=T3zgv

WD R

. VUTNEE

« T34 ZID

e MACT7 FL XA

s PoEzv ba—7—nN—T g
« CPU %

o AEVUMEHRE

« SDA— K~ hMikkE

. 77 U OKENREE

o 77 UDEERE

o ARIKIEFEOIREE

o ARUREE

s Ty —AhUux=zTTr7A)

o AX—NTwTSarg4 777 A

« SD A — F7'— b B#hiiA¥EE DR T

o VUTNAR—L—F
o EEREZ
o BIERFH
o EEI D ORI R

[ EH]
BElEHERR<T 5,
SWX2310P>show environment

[Device]
Model

SWX2310P-10G

BootROM version 1.00

Firmware version Rev.2.02.33 (Mon Sep 1 00:00:00 2025)
Board version 00

Destination 00 (=)

Serial S00000000

Device ID
MAC-Address

0000000-0000000-0000000-00000
ac44.£200.0000

PoE version 2.1.0.1
[Status]
CPU 7% (5sec) 9% (1min) 9% (5min)
Memory 33% used
SD card Unmounted
Fan status Normal
speed FAN1:4444rpm FAN2:4444rpm
Temperature status Normal
value 27 degree C
[Configuration]

Startup firmware

Startup Configuration file
selected file

Boot auto-apply

Serial Baudrate

[Time]
Boot time
Current time
Elapsed time from boot

execO
configO
config (SD)
Enable
9600

2025/09/01 11:13:00 +09:00
2025/09/02 16:18:00 +09:00
ldays 05:05:00
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[ER
show disk-usage
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B

VAT LATHEMAL TN DT 4 27 ORI ZF =T 5,

System : ¥ A7 AMEH T Y 7 GERER HET)
Temporary : —HRFT U 7

[ E B

T4 A7 OERRIEFTT D,

SWX2310P#show disk-usage
Category Total Used

System
Temporary

454 E TR O a2 DEFR

E&N

show process
[AJ1E— ]
FiHE EXEC E— R
B
FITPDOFuk 2 E—FERRT D,
(B E B
FIThOTre AR ERT D,

SWX2310P#show process

4.5.5 A E VFEHARHOER

[F=
show memory
[ASIE—F]
FikE EXEC E— R
B
Tkt AfgEOAE VHEHEEZFRRT D,
UTOEHZFRRT 5,

HH

AL

PID

ut A 1D

NAME

Tut A4

%MEM

WA E Y O AR

SIZE

WBE A £ U Off 1 B (L NE)

PEAK

WyEE A € U Off B Z AL E TORAAH)

DATA

BRAE A £ U —fE A X

STK

ARy THAX

Batl]
Tatv2E0O AT VHHEYRRT D,
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SWX2310P#show memory

4.5.6 T A — MEBROER

[ER]

show tech-support
[A1E— ]
F#kE EXEC £— R
[RLBA]

TR — ME#RAE R RT D, HIFPAR— MERICIZ, LTOa< > ROFETRERPEEND,
AHB THERESE NS, AX v 7 BRER L CWA TR CTOMIROHNT R — MEREF T 5B,
727200 AA VAL v FERAUN—AA v FTEITEIND a2 NFELRD, I Toa~vy F—&E 25T

6:&0

a< K

A HZ 7B

A HE 7 HEh

AL VRS v F

AUN=ZAL v F

show running-config

O

O

show startup-config

O

O

show stack

O (%1)

O (%1)

show environment

O

O

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

OlO[O]O1O0[O|O

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show power-inline

show error port-led

OlO|O|1O1O0[O|O1O[O[O]OIO[O[O]lOIO0[O]O1010]010]0

OlO|O|1O1O0[O|O1O[O[O]O1O[O[O]lOIO0[O]O1010]010]0
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a< K

A Z 7

A 7 HEh

A VAL 0T AUN=ZAL v F

show ip interface brief

O -

show ip forwarding

show ipv6 interface brief

show ipv6 dhep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

OlO|O|1O1O0[O|O]1O[O[O]OIO[O[O]IOIO0[O]O1010]010]0

OlO|O1O1O0[O|O]O[O[O]OIOIO[O]O]10[O[O0]0]|0(0

show yno -
X1 ALy 7 HIEETNVIZTICEEND,
[BXRE )

B AR — MEWMEFRTT D,

SWX2310P#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021

|

dns-client enable
|
vlan database
vlan 2 name VLAN00O2
vlan 3 name VLANOOO3
|
interface portl.l
switchport
switchport mode access

*** show startup-config ***
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*** show stack ***
*** show environment ***

*** show disk-usage ***

#
# End of Information for Yamaha Technical Support

#

SWX2310P#

4.5.7 BT R— FMEROETSE

[EF2
copy tech-support sd

[AS1E— K]

et EXEC E— R

BN

Feffi ¥ AR — ME#HR A SD B — RIZRAFT 5,

SD 71— FHIZIZLL TFD 7 7 A W4 TIHRIES LD,

/swx2310p/tech-support/YYYYMMDDHHMMSS techsupport.txt
% YYYYMMDDHHMMSS ... =t~ RE{THROEH B E5 5

[/—}]

FANZ SD — FEZFHAL TE LE R H D,

[B E ]

Beffi R — bMEHZ SD I — RICREFET D,

SWX2310P#copy tech-support sd

4.6 A7 ABC2ZH

4.6.1 AT LABECEZWHROETR

[EX
show system-diagnostics
[AT1E— K]
JEEFHE EXEC ©— K. F## EXEC ©— K
[FiAA]
TRTOVAT LHCRZERER (77— 7 v TR2BiER. &7~ F2BER, ~ AV AE=4 1 o 72 R)
ZRAT D,
[ EH)

VAT LHOZWERERTT D,

SWX2310P#show system-diagnostics
Test results:

P = Pass, F = Fail, U = Untested
N = Normal, W = Warning
- Bootup

Loading Test: Pass

RTC Test: Pass
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- On-demand
Last on-demand diagnostics information:

Date : 2025/01/01 09:00:00 +09:00
BootROM : Ver.1.00
PHY Test:

Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16

4.62 T~ FEEDOFET
[EFX]
system-diagnostics on-demand execute [no-confirm]
[¥—T—F]
no-confirm D ATy FR2EOETHGE (yorn) Z{THOTRINIATT S

[AS1E— )

¥iHE EXEC £ — K

[RFA]

Ay TV FRMEETY 5.

ZWHIT T X TDO LAN/SFP R— b2 v v MU U35, 2 TIRRICIIESZEEREZR L, BBINIC AT
L FEET S,

NI A= —FFRELRWESIX, AT~ FR2BiE2EITT 50089 hOMREZ RO b D,

PR FATTDHEAIE Y B, EITLARWEAIE " 2 ANTI0ERD D,

[/—}]
T v R Wik RO FEHN L FEE B#£ 12 show system-diagnostics =~ > K CHERTX 5,
[BREH]

FrT<r N2 E EITT 5,

SWX2310P#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...

4.6.3 A7 < v R2WifE R OEIER
[ER
clear system-diagnostics on-demand
[AS1E—F]
F#HE EXEC E— R
(@]
F T~ FRWEREHIRT 5,
Bl
AT RRMHRERE IR 5.
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SWX2310P#clear system-diagnostics on-demand

4.7 /r— 7 )L

471 r— 7 NBWr D EFT

[EX]

cable-diagnostics tdr execute interface ifname
test cable-diagnostics tdr interface ifname

[73F A —4&—]
ifname : LANAR—FrDA 2 F—Tx—24
WGDA LV H—T 2 —A
[AFT1E— ]
Rt EXEC E— R
[AA]
=7 VWi EFEITT S, HilRlOZEHEFIX show cable-diagnostics tdr 2~ > R CHERTE 5,
[/—}]
TR R ERTOFER O RFF S, BES — 7 VEBHAE FT LGSR ES EEE IS5,
[3% 2 ]

portl.1 ({ZHEGE STV D LAN 77— 7 )L O Wi &2 92179 5,

SWX2310P#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

o)

% To check result, enter "show cable-diagnostics tdzr"

472 r—7 NBERERDO I VT

&

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AF7E—F]

FiHE EXEC £— R

[BLFA]

fii[E10 cable-diagnostics tdr execute interface 2~ > ROFEITHEREZ 7 UV 735,
[BREBH]

HIE D A —T VB O R TRERE 7 UV T+ 5,
SWX2310Pf#clear cable-diagnostics tdr
SWX2310P#

4713 r—7 NVEZERE R DFER

[ER
show cable-diagnostics tdr
show test cable-diagnostics tdr

[AFTE— ]

FEHHE EXEC E— I, 45 EXEC £— N

[FHA]

Hi[F @ cable-diagnostics tdr execute interface =~ > ROFEITHRER 2 FKRT 5,
[ EH]

ARl 7 — 7 V2 Wr D FATHE R &2 2R T 5,
SWX2310P#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022
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Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 R & H

4.8.1 BH| DO FEHRTE

&y
clock set time month day year
[T A —=F—]
time : hh:mm:ss
1537
month : <1-12> $£ 7213 Jan, Feb, Mar, ..., Dec
H E7ix A4
day : <1-31>
H
year DOAR(FEIE 44T
[AJIE— F]
¥t EXEC E— R
[@i ]
VAT KR ERIET D,
[EE B

Wizl 2 201541 A 1 H 0FE0 4y 0 -ICERET D,
SWX2310P#clock set 00:00:00 Jan 1 2015

482 A LY — L DRE
BN

clock timezone zone

clock timezone offset
no clock timezone

[2XT A —%—]
zone LA — 4
R EME B!
UTC o i T LR
JST A AR HERE

offset : UTC B DREELZRTE
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R EME B

-12:00 GMT-12:00
-11:00 GMT-11:00
-10:00 GMT-10:00
-9:00 GMT-9:00
-8:00 GMT-8:00
-7:00 GMT-7:00
-6:00 GMT-6:00
-5:00 GMT-5:00
-4:30 GMT-4:30
-4:00 GMT-4:00
-3:30 GMT-3:30
-3:00 GMT-3:00
-2:00 GMT-2:00
-1:00 GMT-1:00
+0:00 GMT+0:00
+1:00 GMT+1:00
+2:00 GMT+2:00
+3:00 GMT+3:00
+3:30 GMT+3:30
+4:00 GMT+4:00
+4:30 GMT+4:30
+5:00 GMT+5:00
+5:30 GMT+5:30
+5:45 GMT+5:45
+6:00 GMT+6:00
+6:30 GMT+6:30
+7:00 GMT+7:00
+8:00 GMT+8:00
+9:00 GMT+9:00
+9:30 GMT+9:30
+10:00 GMT+10:00
+11:00 GMT+11:00
+12:00 GMT+12:00
+13:00 GMT+13:00

(R E]

clock timezone UTC

[AFTE—F]

rua—s\varz 4 b—va e —R

[FAA]

B4 BT = BRET B,
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no WA THEITT % &, UTC T/ D,
[BREH]
HA LY =% ISTICRET D,
SWX2310P (config) #clock timezone JST
B A L — % UTCH9 BREICRRE T 5,

SWX2310P (config) #clock timezone +9:00
483 F~—F A LOREGFVIRL)
[EX]

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T A—HF—]
name DA A LADBREITSNTNWD L ZICRRT HEA LY — 2 DAHI
A P T(T L)
week 1 <l-4> F£ 7213 first, last
H O H s ZEET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H E72iX H4
time :  hh:mm
534
offset o <1-1440>
Y~ =2 A LOMISBNY D, 5 THRET D, 7 7 4/v ME 60,
(AR E]
72 L
[AJIE— K]
Jua—nmNnvarz 4 b—va e —NF
B

P~ —F A LERET D,

ERE L2 LR THRBB LR TT D L0 I ~—2 A L &2RET D,

RAIDEGy TH~—2 A LAOBMEZ, 2 FDOHS TR TR ZIEET 5,

no JEATHEITT D & REDVHIERS LD,

[/— k]

Y= A DMIEERETER,

[ EH)

V=S A LPEFEI HOBE _HRO2EHIMAED . 11 AOH—HREDO 2 FHIHKD D X5 ICRET D,
SWX2310P (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Y~ —F A LOBRE(BEE)
[EF=R]

clock summer-time name date month day year time month day year time [offset]

no clock summer-time
[/XF A—F—]
name YA ADHITINTNWD L ZZERT DL A LY — DATH]
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A HHLT(T SCTLL)
month : <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
H ¥£7213 A4
day ¢ <1-31>
H
year D AR(TEIEE 4 4)
time : hh:mm
1537
offset o <1-1440>

Y~ =S A LORICIBMNT DIFH, 3 THRET 5, 7 74 /L MET 60,

(#1132

L

[AJTE— K]

Ja—n)aryJ 47—y g — R

B

fw—2 A LNERET D,

BELEAM TG LIOKR T TALICh~—4 1 L5 ET S,

OO T~ —4 A LOBMES 2, 2FDOW TR T HMNZRET 5,

no FEXCTHEITT B &, HENHIBREIN S,

[/—F]

P — A NMIEEFZETERN,

[B%EH)

P—S A L2021 FE3H 4 HBDO2IFZHEY . 2021 4F 11 H7HD2FIZKDA LI ICHRET D,
SWX2310P (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ| DR

[EX]
show clock [detail]
[FF—VY— F]
detail COEEMmEER L RTRT D
[AS1E— K]
FERFME EXEC £ — K, 54 EXEC E— K
[
BEDOWREZ, A HE£KRT D,
detail Zf5E L7 A 1L, FEMERETEORZ] L~ —2 A4 2)ERTT D,
Y= A AFHED K L (recurring) D&, WR(FE T2IZBEMITH)Y OV ~— % A 2R OFEEO B 2R 7T 5,
[ EH]
BEORR 2 RRT 5,
SWX2310P>show clock
Thu Jan 1 00:00:00 JST 2015
BRIEDORZ OFEMERE R T D, (P~v—F A LOREDN D H5E)

SWX2310P>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time
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Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDORFA OFEME ML £ T D, (V~—F A LORENZRVGE

SWX2310P>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — _R—DHRE

[EA
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]

ipv4 : NTPH— "—% IPv4 7 KL A THRET D
ipv6 : NTPH—"—%IPv6 7 RLATHHET S
name : NTP #— =% KA N THRET S

[/3F A—%—]

ipvd4_addr : NTP h— =D IPv4d 7 R L A

ipv6_addr : NTP — R—D IPv6 7 KL A

IPv6 U > 7 m—R LT FLAZEET D5HE1F, BHA V7 =7 = —ALBETL2LERH
% (fe80:X%vlanN D)

Jfqdn i NTP — "—DFR A 4
FFE L L THRF(RCF/NLT), BT, (B VAR, (A 7 )BMER TR

[FIEIE% E]

L

[AJIE— K]

Ja—N"\)naryz4JL— g F— R

B

NTP —"—D7 RUAETIXAR A N =BT 5,

ARa<r RIZRKT2OEFTHRETE 5,

no BN CTEATT B &, HENHIBRIN S,

NTP #—/3—% 2 D% E L7 KAE CTREZIFIM 24T > 72455 . show ntpdate =~ > K TH/R I 415 NTP server 1, NTP
server 2 DJEF THRIWAEDLEEIT I,

NTP server 2 ~DV A%, NTPserver 1 & DRMICKI LIZHBAEDOHITHILS,
[ E R

NTP H—/3—|2 192.168.1.1 R ET 5,

SWX2310P (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z fe80::2a0:deff:fe11:2233%vlanl % iR ET D,

SWX2310P (config) #ntpdate server ipvé fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWX2310P (config) #ntpdate server name ntp.example.com
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4.8.7NTP — _— 2 X 5EZIFHIA >3 v FEHD)

[ER

ntpdate oneshot
[AJIE— F]
F¢HE EXEC £— R
[BA]

BERES TV D NTP H— = b LIS R O BUS 2 42 5,
Ao~ REATHHC 1 EZIT1T 9,

[RXEH]

NTP H— =5 REZIE &2 S35,

SWX2310P#ntpdate oneshot

4.8.8 NTP ¥— 3— 2 & 2 BZl| EI R (B I F B3R E)

EEN
ntpdate interval interval-time
no ntpdate interval

[/3T A =4 —]
interval-time 1 <0-24>
BEZ S DY OB, 0 BFfA] 2 457E LIS aid, A 217h 720
(AR E
ntpdate interval 1
[AJIE— K]
Ja—nm"Narz 4 b—va e —R
[@i ]

GRS AT D NTP B — 3=/ 5 JE IR IS R 2016 & B 9 2 HRR 2 1 e AL TRRET D,
no JEATHEITT D & AIWIREICRK D,

Ko~ RIATHE, BEICHREZI OB 247, AR, B8 LA CHBT 217 9,

[BXEH)

2 DOV E DO £ 2 BHB X270,

SWX2310P (config) #ntpdate interval 2
R D E AT 21T RN L 21275,

SWX2310P (config) #ntpdate interval 0

4.8.9 NTP V- — \—|Z X A FHHR EEROFR

[EX]
show ntpdate
[ASTE— ]
JEFFHE EXEC £ — R, 4§ EXEC £— K
[FA)
NTP $—/3—I2 £ 5 IR B % e N 2 27T 5,
[BREH]
AR E R E FoRT 5, X EFEM | B 0%

SWX2310P#show ntpdate
NTP Server 1 : ntp.nict.jp
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NTP Server 2 : none
adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WPz R E A £ d 5, % AR LOBE

SWX2310P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 MERRE

491 74— K@Y —NVE— I FI)~DBIT
E&N

line con port

[T A —=F—]

port 0 0
YTy —ViR— h &
(AR RE]

line con 0

[AFTE— K]

Ja—mSLarz 4 =g rE—R

[FLHA]

2N G = ITNOREEATI DD T A 2 F— FICBATT %,
[/—}I]

SAE—FRMbZu— S\ Lar 740 b—3 g F— RIZEAICIT exit 2~ FEMHEH L, HHE EXEC E— FIZ
HAHWLend 2~ REMEHAT S,

[BREH]
ALY NH=ITNVERETDILODTA = FICBTT 5,

SWX2310P (config)#line con O
SWX2310P (config-line) #

492 VTY R— FOREB LT A »E— B(VTY R— M)~DBAT
[ER]
line vty portl [port2]

no line vty portl [port2]

[PNT A —=F—]
portl ¢ <0-7>
VTY R— &
port2 ;o <0-7>
FPHFR ERF D ks VTY AR — &
(IR E]
no line vty 0 7
[AJIE—F]
Jua—\)arz 4 lb—y g rEw—R
[FAA]

HELEZVIY R—FE2ENCLEZOL, VIY R— FOREFITHIT-ODT A F— NITBITT 5,
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no B THEAT LI GIE, F8E L7 VIY R— P2 YT 2,
port2 ZIRTE LT2 A8 1%, JPHIE E & 72 0 (port] 725 port2 £ TOTXTOVITY A— hEIRELZZ L2 b, port2
X portl U\J:O)%‘éﬁ L7 ud7e 57a0,

[/ —H]
TELNET 7 7 A 7 > s O KRERHEG L, o7 VIY A— N OEIkEFET 5,

FTA =R u—Lar 7 47— T— RICEDIZIT exit 2~ FEEHA L., ¥4 EXEC £— NIZ
RAICIZend 2~ REFEHT 5,

[BREH]
VIY R—F #0 ZHENLT=Db, T4 F— RICBITT 5,

SWX2310P (config) #line vty O
SWX2310P (config-line) #

493 %K S A B2 A LT U NERBORE
[EF=R]

exec-timeout min [sec]

no exec-timeout

[/3T7 A—=F—]
min : <0-35791>
ZA LT U NEEE(G))
sec 1 <0-2147483>
ZA LT U NEEHEI(FD)
[#H#ARR E
exec-timeout 10
[AJIE— F]
FAE—F
[@iA]

A= H—=IFNBIRVTIY T, F—ANRLWGAICE#MNICe 7T 7~ 75X TORMERTET 5,
sec ZEME LIZHAIE, O NREIND, min, sec & HIZOIZHRTELTESHAIEL. BEICa 777 K L2V,
no FER TEIT LA IT0HER CIZIE A,

RKa<wy FERE®R, koA P LERENSHEM SN,
[3’"/?_@]]

A= NADHA LT T N E 5 TICERET D,
SWX2310P (config)#line con 0

SWX2310P (config-line) #exec-timeout 5 0
SWX2310P (config-line) #

494 AL TVAEEK1I R—VHEY OFRFITROLEE
E=y

terminal length /ine

terminal no length

[T A—=HF—]
line : <0-512>

IR 1 =T H 720 DERTAITH
[AS1E— ]

JEEFHE EXEC ©— K. ## EXEC £— K
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[RLBA]
FEHLTWDER 1 =V ORTITEREEET D,
line |2 0 Z8E LIzt _—VHL THRRE —RHEIE L2,
terminal no length =~ > R&FT L2 HEIL. BRITEN T U 7 var Yy — L O5E1E 24, VIY O5EITHER
D YA RTYARERD,
[/—}]
AKawr Bk, 7. RBICEERKB SN D,
service terminal-length =~ > FOBREL Y, Ko~y ROFETHEROLFBEL L CEM I b,
[ E ]
FBEHLTW IR 1 =BT OFRTFITHE 100 TICEET D,

SWX2310P>terminal length 100
SWX2310P>

495 MR 1 R—ThT2 0 OFRRITEORE
[

service terminal-length /ine

no service terminal-length

[/3T A =5 —]
line 1 <0-512>
AR 1 =T H T2 DFRTITE
(IR E]
no service terminal-length
[AJTE— K]
Jua—nNnarz 4 b—va ' —R
(@]

AR 1 R—=U BT ORTRITHERET 5,

line % 0 \ZRRE LT-Hh, _— VBN CHERZ —RHEIE L7,

no R TEIT LA, EHR{THEN VY 7var Y —LOBAIE 24, VIY OBAITEGO Y v Ry) A4 X
LD,

[/— 1]

Ka<wy REEH, RO 7 A VRENDRENEH S5,

terminal length ==~ > RV EIT S N72854 . terminal length =~ > ROFEATRER O HFMB B L CEH I b,

[ E B

IR 1 =BT OFRFITHZ 100 TICHET D,

SWX2310P (config) #service terminal-length 100
SWX2310P (config) #

4.10 {157

4.10.1 1£5F VLAN O E
B

management interface interface

no management interface
P95 A — & —]
interface : VLAN A & —T = — R4
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[F1EIER E]
management interface vlanl
[AFTE— K]
Ja—N)naryz 4L — g T — R
[FRHA]
RSP CRIHS D VLAN 2% €T 2,
ARa<vw FERETHIET, LLMS =—Y = N CTEIET S L &, L2MS v % — U ¥ — 02 Hi%4 VLAN IZH] D 4
THNEIPT RLAZRE - REBETX 5,
no B CTHEIT L7255 E.  LIX VLAN ZHIBR L72GE, ARa~vr RLUIHERTEICRE D,
(B EH]
5F VLAN % VLAN #2 IZRET 5,

SWX2310P (config) #management interface vlan2

4.11 SYSLOG

4.11.1 v 7 D@ (SYSLOG Y — —)DRE
EEV
logging host /o5t
no logging host /ost
[/3T7 A—5F—]
host : AB.CD
SYSLOG #—/S—®D IPv4 7 R L A
X: XXX
SYSLOG #—/3—®D IPv6 7 R L A
IPv6 U > 7 v—0 0T RUAZEET 25013, EHA V=7 == A bRET HMER D
% (fe80::X%vlanN DIEZ)
(AR E
no logging host
AHE— K]
sa—s\)var 74—y g rE— KR
[FEBA]

a7 DM TH D SYSLOG — =D P T KL AEZRET D,
R M) —$iF2 TH 5D,

no FECHEAT LGS IIWHIREICREY . @A Th7eu,
[BREH]

SYSLOG H—/S—®D IPv4 7 R L A% 192.168.100.1 IZRET 5.

H

SWX2310P (config) #logging host 192.168.100.1
SYSLOG H—/3—®D IPv6 7 KL A% fe80::2a0:deff:fel11:2233 IZFRET D,

SWX2310P (config) #logging host fe80::2al0:deff:fell:2233%vlanl

4112 2 D@7 +—~ v FPORE

EEy

logging format sype
no logging format
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[RTA=F—]
type 0707 x—~ - M|
RIEN g
N B (HA DAL T RA N
legacy EORVIE 7 4 —~ v b
[FIEARE]
no logging format
[AJ1E— K]

Ja—)ary7 41— F— R

[FFA]

SYSLOG H—R_—~jBHTDHA v =T DT 3 —~ v NEETET D,
W~y B = (XA LAF T IRA M) BED D,

no JEATHEIT L7 4;

[BREH
SYSLOG A vt —I D7 p—~w o~y X —7 LICH

A1X SYSLOG A »vtE—

SWX2310P (config) #logging format legacy

AaN3 D77 )T L fEDORE

:J'h

H

ET D,

E&
logging facility facility

no logging facility
[T A —F—]
facility 0707y )T Al
R EE Bk

0..23 facility fif
user 1
local0..local7 16..23

(AR E

logging facility local0

[AS1E—F]

rua—\)arz 4 S —va rE—R

B

SYSLOG #— "=~ + 5 A v =07 7V U T 4 HEEET D,

[/— "}

77 U T A EOERSIT X, % SYSLOG Yr— "—THH 21T 9

[BXRE )

SYSLOG * vt—Y D77 VT 4% 10 IZRET D,

SWX2310P (config) #logging facility 10

4.11.4 v 7 OHF L~ (debug) DX E

[ER
logging trap debug
no logging trap debug

|59
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[FIHIER E]
no logging trap debug
[AS1E— K]
Ja—)ar7 47—y g F— R
[RiAA]
debug L~L D1 7% SYSLOG IZH /195, no I THEIT LA ITH I L,
debug LIV EHNCT D EREOR IR 1SN DT0D, BERGEDHZANIT D,

logging host =~ > FC SYSYLOG ¥—/\—|ZH@HT 255, A A MUIZIZ+077 « 27 Rz ik L T 2 &
MWEFE L, T 740 MEEITH I L2,

[BEH]
debug L'~L D1 7% SYSLOG IZH /195,

SWX2310P (config) #logging trap debug

4.11.5 v 7 ®H 77 L~ L (informational) D% &

[EFX]
logging trap informational
no logging trap informational

[ E]

logging trap informational

[AJ1E— K]
ra—\)vary7 47—y a e — R

[FHA]

informational L'~/ ® 1 7 % SYSLOG (2717 %,
no TR TEIT LG AT I L2,

[/ — 1]

logging stdout info =~ > R Ca LV —/LIZH T EEDZ ENAETH D,
[ EH]

informational L' ~)L® 1 7 % SYSLOG (219 5,

SWX2310P (config) #logging trap informational

4.11.6 2= 7 O HI L~ L (error) DR iE

&
logging trap error
no logging trap error

[FIEIER E]

logging trap error

[AJTE— F]
Ja—naryr 4 Jb—v g rF— R
[FRHA]

error L'~yL D11 7 % SYSLOG IZH 1135,
no JETEIT LA ITH 1 L2,
[BEH]

error L)L 7 % SYSLOG (ZH /175,

SWX2310P (config) #logging trap error
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anTuersoay Iy —VvIHIIRE

[EFX]

logging stdout info
no logging stdout info

[FIEIER E]

no logging stdout info

[ASE— R

Ja—\)aryr7 4l —y g rF—FR

[FRHA]

informational L'~ SYSLOG % =V —/LIZH /14 5%,
no JERTEIT LA T I L2,

(B EH]

informational L' ~\)L'® SYSLOG % =t > — W iZH 119 5,

SWX2310P (config) #logging stdout info

411.8 A X MEN O FHAODERE

E&
logging event #ype

no logging fype
[/3T A —F—]
tpe o n WA ERET DA R MER
REME B
lan-map LAN v v 7

(IR E]

no logging event lan-map

[AJIE—F]
Jsa—n"narz4 s b—varsE —NF

B

FRE LAy MEROr 7 HhE T 5,
no JEATHEAT LIcHBldn ZH N 2177 b v,
[BXEB]

LAN vy 7 or ZHAHEEMNT 5

SWX2310P (config) #logging event lan-map

49T ORI TS
BN

save logging
[AF1E— K]
FEFeME EXEC E— K, ##4 EXEC £— R
[BLAA]
RAM hIZERES /-1 7 % 4T Flash ROM IZER1FT %

o 7 OERITRAM ETiTbh., EHEICHEI T FlashROM Iy 7 7 v XL TWAR, Aa<wr Rioky ., Fi
TR I T v TTBHILENRTED,
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logging backup sd enable =~ > R ESNTEY, 72 SD I — RBHFA I TV 54, Flash ROM IZIRIFT D
EFRFZ, SD W — FRICHELFD 7 7 A W4 TRIF S 15,

/swx2310p/1log/YYYYMMDD syslog.txt

=

YYYYMMDD ... savelogging =~ > NEATHFD4EH H
[BEH
0y DNy T T EITD,

SWX2310P#save logging

41110 2 7D SD — Ry I T v FORGE
BN
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—T—F]

enable D BT DSDA— RNy I T T E/GINT D
disable D BIDOSD A=Ky I T v T BT D
(AR E

logging backup sd disable

[AS1E—F]

sua—mnarz4 7 b—varE—F

B

a7 ®SD H— KRy 7T v T OaE - b ERET D,

A3 L7354 savelogging =~ > RAFEIT L2 L ZIZSD I — RiZr 7 2R {FT 5,
no I CTIAT LI B IR EICR 5,

SD 1 — FNIZIZLL T D 7 7 A V4 TIRIE SN D,

/swx2310p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RE{THFD4EH H
[BREH]
B7DSDA— Ry 77 v T HENT D,
SWX2310P (config) #logging backup sd enable

4.11.11 v 7 OYIE

E&

clear logging
[AJ1E— F]
Fike EXEC £— N
[@i ]
m 7 aHIERT %,
Bl
n 7z HIBRT %,

SWX2310P#clear logging
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[ER

show logging [reverse]

[F—TU—F]

reverse L v EWIBICERT D

[AJIE— F]

FEREME EXEC £ — I, F7#E EXEC £— N

[FiAA]

AHEZROBERR A TS Lo n V2 RAT 5, BEIIHEERZOE WS DG r VZIEICE R T 27, reverse 2345
ESNTHEE BV RT T %,

1 7 OEREFHFESIL 10,000 4 TH D, BARBEBZ 2HEICIE, BERAOEWHONBHEEIN TN, &K
B Eowv 7 a5 T 555121, logging host ==~ > }‘“C1173i’ SYSLOG H—/3—[Z#aE LT, A MUTTERIFET
HILENRD D,

W42 7 DL~ logging trap 2~ R THREFRETH 5,

[/—}]

o 7 OEREIT RAM ETiTbil, EHIMIZEEI T FlashROM IZ ANy 7 7 v X L TW5, BIREZYD ENRNy 7T v
INTWARVWa ZTIIRFESNRVDT, o 72 REFELTEWEGAIITFEI TRy 7 7 v T HAX0ERD D,

reload =2~ KRR T7 77— A0 2T DONR—=Ua 7 vl R Il X 5HFEREZIToZHE8F,. o 7 2RFFL TS
[B%E B
0 s ERRT D,

SWX2310P#show logging

4.12 SNMP

W

4121 SNMP @HA v —DEEBLEFA FOBZE
[EX]

snmp-server host iost_address type version version community

snmp-server host iost_address type version version seclevel user
no snmp-server host host_address

no snmp-server host rost_address type version version community
no snmp-server host rost_address type version version seclevel user

[7XF A —4&—]
host_address OBEIA =V OREH IPv4 £721XIPV6 7 R LA
IPv6 U7 m—)T FURAZIRET L5613, EHA v 2 =7 = —2AbRETDHILER D
% (fe80::X%vlanN DOFE)
type DA vE—Y
REME B
frans WA ve—V% b7y TR E R
P L)TET 5
HEIA v E—T % inform Y 7 = 2 MEA(S
informs BB V)Y TIE(ET D, version H32c'E 7=
3D L EIEETED

version . SNMP X—2 g v
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REME LA
1 SNMPv1 % {#
2¢c SNMPv2c % i H
3 SNMPv3 % {#i
community oA a=T 4 —432 3LFLW)

version W1'E 72132 D L IFETE 5
M2, " FE 2 CTHERLTWEE &, @O ", " IEFERICE e n

seclevel DA =V ORIEIBWTRO NS EXF 2 YT 4 — L L
version 133D L EDHIFETE D
REME B!
noauth FRE7R L+ B 572 L (noAuthNoPriv)
auth FRED V)« 5K 72 L (authNoPriv)
priv RiEd Y - K5k Y (authPriv)
user DoAY —4(32 L)

version 3D E X DHIFETE D
M2, " FE 2 CTHERLTWEE &, @EO ", " IEFEICE e n

[FIAER %]

L

[AJTE— K]

Ja—)arz 4 b—y g rET—NR

B!

SNMP I A v — L DFELREHRET D,

AT M) —8iE8 TH D,

no JERTHAT L7 G 13, faERELAR A NORELZHIFRT 5,

[/ — 1]

IPv6 V27 a—hNT RLATHRELTWDEA, F—7 RLAICK LERDIEHA VX —T = —AZFEE LTF
TExEBMTHE, TRLALEEHA LV H—T =—A @n‘ﬂ%k/\bﬁ#/ﬁﬁézhtkifﬁ L. WA DE O EN
FTRTHIRENDDOTEETDHZ &, BlxIE, "fe80:10%vlanl" ZFHE LIZZENEHS 25512, #Hilzl
"fe80::10%vlan2" OFXEZEBIMNT 5 & | "feSO::IO%Vlanl" DERIE i*ff\'(lﬁ'”i%éﬂ\ BN 7= "fe80::10%vlan2" D&
EDOHRDBIED Z L2725,

[ EH]

SNMPvl ZfEH L, FT7 v 7 OEEEE 192.168.100.11 IZFXET H, b7 v 7D a I 2 =7 ¢ —4 % snmptrapname
WZHET D,

SWX2310P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c ZfF L. lEI A v E— DOE(ESEE 192.168.100.12 2R IET D, WEIZ A 7 % informs, WHIED 2 I 2
=7 4 —4 % snmpinformsname |Z$5ET 5,

SWX2310P (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPV3 Z i L, @A A vt — OEE % 192.168.10.13 [IZRET 5, WY A 7 % traps, =5 T 5RO
UT 4 — L% privIZ, =—F—4 % adminl \ZHET 5.

SWX2310P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl
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4122 VAT LAEEIRFICBEA vE— VR R ET A E ORI ORE

[EFX]

snmp-server startup-trap-delay sec
no snmp-server startup-trap-delay

[/3T A—=F—]
sec : <10-600>

FEHERE TR (FD)
(AR E
snmp-server startup-trap-delay 10
[AJIE—F]
Jua—nm"narz4 s b—va e —NF
(@]

VAT AEEIFRFIZ, SNMP A v E—Y (T v ) ZRET D E TOFERERZRET D,

AT LEENR, AR ROE D F TICAERM S SNMP JEHI A v —UE, AR RERE 2R E S D,

no JEATHEAT LG E1E, REZHIFRT D,
[/ — ]
RS OFHIBI S, M TIX U Tor i3Sz 4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[ EH]
VAT LEEERIC, SNMP @A A v — U EEET D E TORMEIER A 30 IR ET D,

SWX2310P (config) #snmp-server startup-trap-delay 30

4123 BETHEHRA v =T H A TORE

E&

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap

[/XT A —F—]
trap_type NIy T ORI

| 65
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BRIEME i
coldstart IR OFF/ON, 7 7 — AU =7 FHiE
warmstart reload 2 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication ORISR
temperature T A T R bR
fan FAN 55 28{k,FAN {5 1L IF
12ms L2MS =— ¥ = > b ORR A I
errdisable ErrorDisable #f [/ fif R IRE
rmon RMON A > kST
termmonitor Uit A AL Jen Iy
bridge iﬂ:yfyUHWHFﬁm/FﬁHVH
pAd

powerethernet PoE JRAEBZEAL., /" B o HH Py

loopdetect Jb— 7Kg ARV R

all TRTCO Ty TR, 2747 LT,
LRI ARTO N7 vy TREENREIND,

[(WIHIRRE]

no snmp-server enable trap

[AS1E— ]

rsa—)ars 74—y g — R

[

FETD T T omEmE A T EEET D,

no WA CTEITLIEAIE. T v 72+ 2,
[ AEBI]

coldstart 7 v 7 EHENZT 5,

SWX2310P (config) #snmp-server enable trap coldstart
Ty TN D,

SWX2310P (config) #no snmp-server enable trap

4124 VAT AL RYT FOB/E

e

[EX]

snmp-server contact contact

no snmp-server contact
[/3T A—=F—]
contact VAT ATaUHE T N E LTEET D455 UFLIN)

(AR E]

no snmp-server contact

[AJTE— F]
rya—Naryz 4L —varE—R
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[FEHA]
MIB 2%k sysContact Z R ET 5,
sysContact IX—fXAVIC, FHEEOLRIPEKLLZTLAL TEBEHTH D,
no JEATIHAT L7213, REZHIRT 5,
[ EH]
VAT AhaArH U N swx_admin@sample.com ([ZFXET B,

SWX2310P (confiqg) #snmp-server contact swx admin@sample.com
4125 VAT A —va VORE
EEN

snmp-server location /ocation

no snmp-server location
[/NT A—F—]
location VAT Aug—Ta b LTTORET B4 FRQ55 SLTFELAN)

(R E]

no snmp-server location
[AFTE—F]
srua—arsr 4 S L—vg E—R
[
MIB 245 sysLocation % &% E 7 5,
sysLocation IZ—fXAYIC, HEORELTEZTAL TBL LR TH D,
no JECTHEAT LG BT, REZHIRT 2,
[BREH]
VAT hmr—3 g % MainOffice-1F IR ET 5,

SWX2310P (config) #snmp-server location MainOffice-1F

E

He

4126 SNMP 2 I =2 =7 4 —D
BN

snmp-server community community ro_rw

no snmp-server community community

[/NF A —5&—]
community : R a2=T7 4 —4(32 XFLN)
WdEAS, " E /T THENA TV L & MmO ", " IESCTEICE £
ro_rw DT U AR
RIEME SiEH
1o A L
™w XA HE
(IR E]
7L
[AS1E—F]
sua—s\)var7 4 L—3a sE— R
[BLFA]

SNMP 22 =2 =7 4 —%RET 5.
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BERCEDLAIa=T 4 —DHRAEIT 16 TH D,
no B CEIT LGS, BEaI2=7 4 —%HIBRT 5,
[BREH]
AN LEHDO 2 I 2 =7 ¢ —4 public 5K ET D,

SWX2310P (config) #snmp-server community public ro
public = X = =7 ¢ —&HIRT D,

SWX2310P (config) #no snmp-server community public

4.1277SNMP E =2 —D/!E
[EX]

snmp-server view view oid type

no snmp-server view view

[78T7 A =5 —]
view B a—4(32 XTFLN)
oid : MIBA 7Y =7 ~ID
type N
BEME LA
include BELIAT7 V=7 bID 2EERICTD
exclude BELIAT7 Y7 b ID 2EBERSORE
NI 5
[FIEAER RE|
L
[AFTE— F]
Ja—x\)varyz 4L — g E— R
B

SNMPMIB ¥ = —%HET 5,

MIB B o—&ld, 77 B REEZH AT HEICIEET A MIBA T V=7 FOEATH D,

BEETE D MIB B2 — DR AEIX 16 TH D,

0id 737 A —H—L type 3T A —F —D#IT FEEDA TV =7 FNIDLBEO MIB ¥ 7Y U —Z2 &R L45 /L
W EEEWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E=2—I(Z
SLUTHEBOZ ) —%2EETHI LN TE, TORRKEIE TH D,

B O N —ZRE LI, TNENRE LA 7 V=7 FID OFTAEGERIZH D L DX, L0 FALOM
JEETHRELILAT V7 M IDICKHIET D type 3T A—F —NEHRIND,

no A Ta~vy R&EFATLEGEAIE, MIB Ea—%2HIRT 5, =0 U —BLOHIBRIZTE 22,

[ EH]

internet / — K(1.3.6.DLA F&FE T most = —%RET D,

SWX2310P (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F & %7 standard B = —Z 5K ET D,

SWX2310P (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7F DHRIE
B

snmp-server group group seclevel read read_view [write write_view)
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snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[F—TU—F]
read DRI N—=TIFRT D — P3G L FTREZR MIB B 2 — & FRET S
write DRI NIRRT o= =S EZ AL AR/ MIB B a2 —A4ERET D
[T A—F—]
group L T—T 432 SUTFEI)
seclevel DRIV —TIEHRT A==l RO NI EF 2 VT 4 — L L
R EE B
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FAES V- 5 k72 L (authNoPriv)
priv FEEH Y - EE{EdH U (authPriv)
read_view DRI NIRRT D 2 — Y —2FiAH L A[EE7e MIB B = — D4 (32 LFLAN)
write_view DRI NV—TICE R T D 2 — =N EE AL FEE/R MIB B o — O£ 132 SCFLA)
[FIEIRE]
L
[AFIE— K]
sua—\)var7 4 b—g -
[FHA]

=Y =T N—TEHET D,

ZDavy RTCHRESNDMIB Ea—IlEFENRVMIBA T Y=Y kDT 7R IEEIEEN5,

MIB t = —[X snmp-server view =~ > R K> CEHZIN D,

R M) =8I 16 TH D,

no B Ta~y FEFETLIEGEIEL, EINV—TORELZHIRT 5,

[BREH]

a—H—7L—7" admins Z{EAL L. admins 7L —7IZFTRT 5 2 —H —|Imost B2 —~DTNVT I AL G 2
%

SWX2310P (config) #snmp-server group admins priv read most write most

Z—— T N—" users & 1ERL L. users 7V —7F D ET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL 5
2B,

SWX2310P (config) #snmp-server group users auth read standard

4.12.9 SNMP = —HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[¥F—7U—F]

auth DORRET VA Y XL ERET D
priv OB ET LY R AERET D
[/3T7 A= —]

user D a— P 432 LTFL)
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WgEAS, " EIT T THEATW & X miswo ", " IESCFEICE £

group LT —T 4432 SCTFEA)
MEAS, " E /AL CHERTWZ & & Mo ", IESCTFHICE Eh e
auth T a= A
REME B
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DGR RA T — R CFLL B 32 SUFEL)
WdEAS, " E /T THENA TV L & MmO "™, " IESCTEICE £ 0
priv O REE T LY XL
REME A
des DES-CBC
aes AES128-CFB
priv_pass D SR T — R TR B, 32 STFLI)

MRS, " E 2T THENATWZ L & MmO ", " IESCTERICE 80

[WIHRRE]

L

[AFIE—F]
Jya—m\)narz 47—y a rE— R
[

a—Y—EHET D,

AKa< ROZ)V—T7413 snmp-server group 2~ N CERLIZAREZIHEL, ZV—7RECTHELI.EX 2
T4 =L ULZR UT, BENAEORGEL RS THEMT 27103 AL LARRAY— RERET D,

ek, BAEEITO TR BILOAREITH Z LIXTE R0,
AT MY —¥i316 TH D,
PRI B L OB, 7TV XRABLIOVIRA T — R, st L7222 SNMP v % — 3V ¥ — il —H —FRE & —

SETBILENRDH D,
no JERATa~r RE&FITLESLEIE, E2—P—DOREZHIRT 2,
B!

a—H%—& L Cadminl Z1ELT D, PRI V—7ORELFIR I NV—TTEDLNIZEX 2V T 4 —L-ULIZE
¥ TC, AL - B BAL T 5 7 1 kL (SHA, AES) & /X2 U — R(passwd1234) Z 451 5,

SWX2310P (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

a2 —H—L U Tuserl ZEkT %, TBINV—7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
/T, A - WL THENT % 7 1 b 3 (SHA) & /R 2 U — R(passwd5678) 248 €T %,

SWX2310P (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP YV —R—~T IR TEBR7 54T FOIP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
[%—D— K]

community Do Aala=T 4 —xEETD
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[/XT7 A—5—]
action D TR ASLBICH T AEMERTEET D
REME B
permit N o R R )
info DML T B EETC IPVA/IIPVE T R L AR AR ET S
REE Bk
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 BMbit)ft & D 1Pv4 7 K
A.B.C.DM L 2(AB.C.D)&5ET 5
X:X:X:X IPv6 7 R L A(X:X:X:X) 2R ET D
e TRy b A7 BEMbinftE D IPve 7 K
XXX XM L A (XXX X) AT 5
any T RTDIPVA/IPV6 7 R AZIRET 5
community oA a=T 4 —4(32 LTLUW)
T AKMEEAT A 22T 41—
A 2=T 4 —DREEERLESE. 778 ALMEET_RTOaa=F 1 —cx LTl
Hans
M2, "EIXTHENA TV & & miEo", "IESCFRICE ke,
[FIHIRR E]
L
[AJ1E—F]
Jua—)aryz 41— F— R
[FA]

SNMP $— "= ~DT 7B AT TDHT T4 7 Mk % IPv4/IPv6 7 R L A THIRT %,
AKavwy NIRRKRZAETRENSARERTH Y, LICRESNTLOPEE L TEAIND,
Kavy RERE LGS, B8 LIEREEM S R0WT 78 23T X THEGT 5,
T2l Kavy REREL THWRWESIE, $XTO7 78 RX&2FFT 5,

no JEATIAT L7 A1, € LIEREZHIRT 5,

no JEA. T community &g L7286, $57E L7 info DT X TOREZHIFRT 5.

no AT RTONRT A—=F—ZHIE LI2%E. TXTOREZHIFRT D,

[/ —}]

AKa<wr RTOT 7 ADHIRIZ, SNMPvl, SNMPv2c D7 7 ¥ AD R &b,
SNMPV3 D7 7 & Z 235 S,

[ EH]

SNMP H—/R—=~D7T 7 & A% 192.168.100.0/24 D& T A 2 "inDOHFFAIT B,

SWX2310P (config) #snmp-server access permit 192.168.100.0/24

I a2=7 4 —%'public' C7 7 ARHEEZRAR A h % 192.168.100.0/24 DT, 2 I 2 =7 ¢ —%'private’ C7 7 & A H]
HE72 AR A K% 192.168.100.12 D AIZHIBRT %,

SWX2310P (config) #snmp-server access permit 192.168.100.0/24 community public
SWX2310P (config) #snmp-server access permit 192.168.100.12 community private
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41211 SNMP =2 X = =5 4 —DFERDOETR

[EF=
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP 1 X = =7 — DR ERTT D,

Al a=T 4%, TIVEAE—REERTD,
[BXRE B

SNMP = X = =7  — DIz £ T %,
SWX2310P#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP E = — DB ENBDFETR

[ER]
show snmp view
[ASE— K]
FERFHE EXEC & — R, %7 EXEC £— F
[FFA]
SNMP b =2 —DRENEERTT D,
Ba—%, A7 V=7 NID, 44 TEERTH,
[BREH]
SNMP b 2 —DORENE LR RT D,

SWX2310P#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7V — 7 DHENBDFH R

E2v
show snmp group
[AJ1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[Fi8A]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, X2V 74—~ b, GiAAAHAE 2—, EXALAC 2 —2EKRT B,
[B%E R

SNMP 7 —TF DOFHENE & ERT D,

SWX2310P#show snmp group
SNMP Group information



Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2 —H¥F —DRENBT DR
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[EF2
show snmp user
[ASTE— ]
FEHEME EXEC & — N, ke EXEC £— R

B

SNMP = —W—DHENE & L RT D,

TV ID, =W =4, FiETIHI7NV—T4,
[ EH]

SNMP 2 —HW—DRENETEFTRT D,

SWX2310P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

LR A RTT B

4.13 RMON
4.13.1 RMON BREDFRE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #gEZ G2 T 5
disable RMON BERE 2 #2012 5
[FIEIRRE]
rmon enable
[AJIE— F]
Ja—\)nary7 4L — g rET— R
[RiAA]

VAT AE{RDO RMON #EEDEHEZ R ET D,
no JE K CTHEAT L= A ITHIMRR EIC R 5.
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[/—}]
ARawy RTCUAT ALRO RMON MEREN TR & L7284, LLFO RMON 7 v—7 OEENREGD & 72 %,
« A—Hxy MEEHERIV—T
. BREIN—T
s TI—LITN—T
s ARV INITN—T
Ao Rif, 774 ~X— bk MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W Ci%ET 5 Z & M AlHE,
[3% 2 5]
RMON H8EZ AT 5,

SWX2310P (config) #rmon enable
RMON #§REZ HEZHIZ T 5,
SWX2310P (config) #rmon disable
4.13.2 RMON A —¥ X v MEFHERZ NV — 7 ORE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[/3T A—=F—]
index 1 <1-65535>
A =Ry MREHER T V—T DA T 7 Z(etherStatsIndex)
owner s A=Yy MEEHE#R 2 V— T O A — ) —4 (etherStatsOwner)
127 37U
(B L7254 : RMON_SNMP)
[WIHIRRE]
L
[AF1E— ]
A B =T =2—RAE—F
[FiHA]

RGA B —T7 2 — AT, RMON O A —H 3w NEFHER I NV — T OREEZH/NNCT 5,

ARawy RERE LSHA, HeHESROIENTTHIL, RMON MIB O etherStatsTable 2NUfF CT& 5 X 512725,
Fl—A H—T7 2—RZXT D, Ka~<wr FOREED ERIXZS THD,

no IR TFEAT LI EIE, BE L WUE LI-HEHER A HIFRT 2.

[/ —}]

RMON HRETA — 1w MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~vy FITMA T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Ka<wy Re BEE LEGE, 2hE CIE LREHERZHIBR L7- 9 2 T, BENELZEET S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR IS D, TD#%, ¥ A7 LA4{KD RMON #
RBEANC LA, ZHVE CIE LaREHERZAIBR L7 5 2 C., BENELZFIAET 5,

[ EH]

portl.] TRMON DA —H %y MREFHER 7 NV —T DOREZHNIT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #rmon statistics 1

4.13.3 RMON JBRE 7 N — T DFRE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[T A—F—]
index ;o <1-65535>
JBIE 7 NV—"T"DA T v 7 A(historyControllndex)
buckets 1 <l -65535>
J@IRE 7 — 7 D Jg FE LR R4 (historyControlBucketsRequested)
(B L7=54 1 50)
interval 1 <1-3600>
JBIRE 7 V—"T"D @)ﬁﬁf [&] b (F5)(historyControllnterval)
(B L7-54 1 1800)
owner © BT N—T" DA —F—% (historyControlOwner)
127 3052 V\j
(AW L7554 : RMON_SNMP)
[FIHER ]
7L
[AJ1E— K]
A HF—T 2—AF—FR
B

WRA VB —T =— AT, RMON OJEIE S V—T D% E %A

AKa~<r RERE LEYA. RMON MIB @ historyControl Table 75>HX %Té‘ HEOTD, Kavy RERER, RTE
L7-[fE T, JBEEHROIENTTIO4L, RMON MIB @ etherHistoryTable 23 fF TE 5 X 512725,

fl—A U Z =T == AXT D, Ka~xy FOREHD ERIZE TH D,

no G THEAT LG G IR, BRE L IE LI BIREIE R A HIBR T 2,

[/ — 1]

RMON #8E CIRRIE 7 V— T ORGEEZ AT 272DITiE, K< FITMA T, Y A7 A8k TH RMON HREZ A

T DRERD D,

AKavy Fe EEEZLESAG, SNECIUELERBEERAZHIR L O 2T, HENELHRGT D,

VAT LAED RMON BERE A HELNIZ L7256, RIEHHMOINE R P sh D, TDO%, ¥ A7 L4{K?D RMON ##
REA AT LIGE. T E TR LI BREERAHIGR L2 5 2 C, MBEIELHIET 5,

[BREH]

portl.] T RMON DJERE V' N —T O EE AT D

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #rmon history 1

£

e

4.13.4 RMON A Xy M T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[/XT A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A MR (eventType)
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BRIEME i

log =7 A=Y & S )

trap SNMP k7 v 7% &(E

log-trap 2 Z\ZFEk L. SNMP T v T & E(E
community : 33 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETZ 5
description : A X2 kO (eventDescription)

127 3L

(G L7235 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)

127 3CF-LA
(B L7=354 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Ja—n_"pyar 74— g T — R

B

RMON O A R T NV—TDREEAIT D,

Ka<wy REFE L7Z8%E. RMON MIB O eventTable NG CTE 2 L 9127 d, Ka~vy ROA Xy T L—TD
FXEIL. rmon alarm =~ R CEHAT 5,

no B TIAT L7255 A 13, REMEEZHIRT 5,

[/—}]

RMON BERECTA X2 R I NA—T OREEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEEIT>THhHEH, RMON DA X2 NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T Daa=7 4413 lpublic] &5,

SWX2310P (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX2310P (config) #snmp-server enable trap rmon
SWX2310P (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
[T A—5—]
index 1 <1-65535>
T T =T IN—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
REME B!
AERHEIC XD, B 7 e L&A
absolute T 5
delta FRHELS K D ik, st o 7 VAl & il
YT MMEOEE LEVE L T 2

(B L7236 : absolute)
rising threshold . <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L Z\ ME((alarmStartupAlarm)
REME S
1 R U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner L T T — AT N—T DA —F—% (alarmOwner)
127 3L
(B L7354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rsa—)ar 7 40— g F— R
B

RMON D7 7 — LT N—TDREEANT 5,

variable \Z1%, RMON O 7 7 — A7 V—TOERMRMIB A7 V=7 NEFRET D, variable 1.
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 hDH b, A7 U ZHMEFFOMIB 47 ¥ =7 b OAFEEAHE,
LR D 3 SOIEATHRIED 7l hE,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

i 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LLFOWTHOEAT L EFH

[y
<)
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A A
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X H 6O B Z i ET DR A ATRE, ZO%HE, RENAMINT
WHRT A=ZIZIE, LUFOERRESN D,
s rising threshold D FfE ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & i) UfH
o startup : 1(ER L 2 WEO LT 5)
s falling threshold M #ff [f]

s rising threshold : falling threshold & 7] U{E
* rising event index : falling event index & 7] UfH
o startup : 2( PR L ZWMEO LT %)
Kaw v RaEHE L72%4E, RMON MIB O alarmTable 2V Hif3 T& 5 X 91272 5,
no JTETHFAT L2 GA 13, REMAZHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEXFINCT H720I121E, Ka~y FITMz T, ¥ A7 A2fKTH RMON HiE
EENT DUERD D,
variable \Z¥8ET D MIB A7V =2 M, A —FFy MEEHERZ AV —TDOMIB A7V =2 b ThDH, MROA
T I AR =Xy MEEHEBRZ VLV — T WER SN T RWEE, Kavxy NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, RKa~r R THEAL TS A — %y b
HEHER 7 N —TBHIBR SN ZGE. Aa<r RLEIBRENS,

AR IDA T 7 ZE rmonevent 2V N CRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TREIBRESNIZGE. Aavr RLHIBRESN D,

rising_threshold O U X\ MHEIL, falling threshold D L 2 \MELL_ EOE T/RITNIXAR 5720,

AKavo Re EEEZLESEG, ZhETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y 72T 5,
VAT LAKO RMON #ieZ B9 L= 6, o7 ) v 7 nvthilfiansg, 2ok, v A7 A2k RMON e
EHRHMNCLIESA, IRNETOV TV 7T —2%HIBR LTI 2T, BEY LTV 7 E2RET 5,

[ E ]

UTDOEET, RMON OF T — L7 —TFDREZHNT 5,

o BEEURSGHR MIB 47 2= 7 M. etherStatsPkts. 1,

o U7V TRIRIZ, 180 Fb,

o YTV TRERNE, delta,

o EBRUEVWMEIX 3000, EFRLEWMEZEZ ER-72E & DA X2 M,

o TRRUZVMEIZ 2000, FRLEWEZ FEIS/ZEEOA X MEL,

SWX2310P (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #EREDIRRER
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC ©=— F
BN
RMON HEHE DR ECIRRE R KT B,
ITOHEBENEREIND,
o VAT ALRD RMON BEEEDRE
« RMON HERED 7 —7 T L OFRIE




o A —H¥xRvy MEEHERIN—T
. BEIN—T

s TI—ALITN—T

e AXVENITN—T

[BE B

SWX2310P>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001

input packets 7, bytes 600, drop events O,
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multicast packets 4

output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %% v MREHER 7 LV — 7 DIREFER

ESN!
show rmon statistics
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
B

RMON o —H# % > MREHER 7 NV — T ORELCIREL R TT D,

LFOBmBENRREIND,
s AT VIR

. WHBALUHE—Tx—R
s input /N7 b

s output /X7 v K

B!
SWX2310P>show rmon statistics

rmon collection index 1
stats->ifindex = 5001

input packets 7, bytes 600, drop events O,

multicast packets 4

output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.13.8 RMON B 7 L — 7 DIREBR T

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
[BA]
RMON &7 N— T DR ERKREZFR T D,
PUF OB A SRR SN D,
c AT VIR
s WBAVH—T z—R
JEIENS W D PRFFEL
J I A T B
A —F—4
[EAEBI]

SWX2310P>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X k 7 )L—FDIRBER T

[ER]
show rmon event
[AJ1E— K]
JEHHE EXEC &— R, ## EXEC ©— K
[BiFA]
RMON A 2 k7 —7 OFGERLRIEE BT %,
LFOEANRKRSND,
AT I A

« AR hOFY]
« A2 BAER
7y TEEROII 2 =T 14
A~ b FATI
F—=T =%

[ EH]

SWX2310P>show rmon event
event Index =1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R

[EX]
show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, HkE EXEC £— R
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[FiAA]
RMON 7 7 — A7 NV —T7 DR ERIREE KR T 5,
UTOHEANERSND,

« AVUT VIR

o T T—LDIRKE

o BB MIB A7 Y b
o YTV TRIE

o BTV TFER]

o HEME

o EFRL &M

« ERLEWEDA R K

o TERLZWE

o FERLEVWEDA R b

o BAMGT 7 — A

« A—F—4%

B!

SWX2310P>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON £ —¥ Ry MEEHEBM N —T DAV 2 —D I I T
[EF=]
rmon clear counters
[AS1E— K]
LB —T 2 —RAE— R
[RLEA]
KGA B —T 2 —AD, RMON A —H Ry MEGHERI N —T DI B —% 7 V7T 5,
[BEH
portl.1 @ RMON O A —H x>y MRFHER I N—T DI 2 —% 7 V74 %,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #rmon clear counters

4.14 sFlow

4.14.1 sFlow BRE DR E
B

sflow switch

no sflow
[2XT A —%F—]
switch . sFlow H&REDENE
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BRIEME i
enable sFlow #RE 2 AN T D
disable sFlow #§RE & 2N 3 2
[WIEIRRE]
sflow disable
[AJ1E— F]
Jrua—m\varz 4 b—va e —R
(A

sFlow HREDENMEZ X ET 5,

no FECEAT LG IIWIHIRR EICR 5,
Batil]

sFlow #§8E&2 BT 5,

SWX2310P (config) #sflow enable

4.14.2 sFlow =—3 = > N DFHE

EEN
sflow agent address
no sflow agent

[T A—F—]
address : AB.CD

IPvd 7 RL R

X: XXX

IPv6 7 K LA
(R
L
[AJ1E—F]
Ja—n_parz 47— g rE— R
[FAA]

sFlow T— = D IP T RLAZHRTET S,

Ko< RTCHRELEZIP T RL A& sFlow T —# 77 LD sFlow ~y ¥ —IZfif &h 2,

no JE A THEAT LIS B BHIHIBEICK D,
[/ — ]

A THEREINE NI E . IPve 7 KL AT ETE 720,

[ EH]

sFlow T— x> FOIP 7 L A% 1192.168.100.240] (TR ET 5,

SWX2310P (config) #sflow agent 192.168.100.240

£

Ra

4.14.3 sFlow 2L 7 X —®D

[EX]
sflow collector address [port]
no sflow collector

[/XF A—F—]
address . AB.CD
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IPv4 7 KL X
X: XXX
IPv6 7 R LA
port 1 <1-65535>
sFlow =1 L 7 % —®D%E ;. UDP R — b &=
HIME I, 6343

(IR E]

L

[AJTE— K]

Ja—\)ary7 41— — R

[FREA]

sFlow 2 L7 X4 —0D 1P 7 KL A L% UDP " — hE S EHRTET D,
no FER CHEIT LB TR EIZRE 5,

[/ —F]

A K THEREINE NI E . IPve 7 KL AT ETE 720y,
[RXEHI]

sFlow 2L 27 % —® P 7 RL 2% [192.168.100.240] IZET 5,

SWX2310P (config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 75 ADF RV A ZADFRE
(]

sflow collector max-datagram-size size

no sflow collector max-datagram-size
[/NT A —=HF—]
size D <512-1452>(NA 1)

(AR E

sflow collector max-datagram-size 1400

[AJIE— F]

Jua—nm"narz4 s b—varsE —NF

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFHET 5,
no B CTHEIT LB AR EICR 5,

[

sFlow 7 —% 7' 5O KV A X% 1000 /XA MMIEET 5,

SWX2310P (config) #sflow collector max-datagram-size 1000
4145 "y voua—Y YU TOF LY T L— FORE
[ER

sflow sampling-rate rate

no sflow sampling-rate
[/NT A—F—]
rate ;<256 - 1000000000>
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[FIHIER E]

L

[AJ1E— K]

Ao H =T 22— AF— K

[RiAA]

KGR — M T \Aﬁ/h7m~%/7)/&%ﬁ5W® YTV T L— NEERET D,
ARKa~v s RRRESIVTORWGAIX, N7y h7a—H 7Y o 3Tz,

LAN/SFP 7R— MZ7Z1T 7 ET%

no FER . CHEIT LB TR EICRE 5,

[RXEH]

WKy h7a—Hr 7)o oYy 7FY 7 Lb— % 10000 IZHRET 5,

SWX2310P (config-if) #sflow sampling-rate 10000

4146 X7y v 7u—Y N T DA =YXy FT7 L —LADHFER~NY X —H A4 AORE
B

sflow max-header-size size

no sflow max-header-size
[/NT A—F—]
size D<14-256>(3 1)

[FIHIER 2]

sflow max-header-size 128

[AFTE— F]

A H—T 2 —AE— R

B

RGER—NMZT, Xy h7a—H TV TETIED, TV 7354 =Ry N7 L—L2D~y X —
A RO KRB EFHRET D,

no JER . CHEAT LB S ITWIIR EIZRE 5,

LAN/SFP iR — NI 72T 3% € T HE,

[ EH]

Ny hTua—H% Y T ORRSy X =Y A X 100 IZRET D,

SWX2310P (config-if) #sflow max-header-size 100

4147 LB —Y T Y T OR—Y I RIROERE

[EF=

sflow polling-interval interval
no sflow polling-interval

[T A—=HF—]

interval 1 <1 -86400>(F))
(WX E]

mL

[AJ1E—F]

A H =Tz —AE—K

[REFA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V v THRERET S,
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Kavwy RRRESNTOWRWESIE, AU 2= 070 U 73 Thhien,

LAN/SFP 7R — MZ 72T 5% E Al e,

no R CELT LA ITVHIHREIZR S,

Bl

NGB =TT OR=Y TR E 100 B IR ET D,

SWX2310P (config-if)#sflow polling-interval 100

4.14.8 sFlow DIREEDFK R
[EX]
show sflow
[ AJTE— K]
FEHFHE EXEC E— I, #3HE EXEC £— N
B
sFlow DIREA FIRT 5,
[ E B
sFlow DIREE KR T D,

SWX2310P#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.14.9 sFlow DOV > 7V v FIEHDER

[ER]
show sflow sampling [ifname]
[T A—F—]
ifname : LAN/SFP R— hDA v X —T = — A%,
FRTHA L H—T 2 —A
[AJ1E— K]
FERFME EXEC £ — K, 5t EXEC E— K
[FAA]

ifname THRE LTz A v X —7 = —AD sFlow DY > 7V » FIEREFRT D,

ifname ZBME LT2GE X, BTCOA 2 F—7 = —ADERERRT D,

[/—}]

AH S THERENHENDO L &, AA U TIERWVWA Y NR—AL v FTRavy RFFETTERN,
2By THERENAZND & & A A AU AN—TRFRIZFEI S 7220,

[FREH]

sFlow O > 7Y o JiE#R &2 FKoRT 5,

SWX2310P#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Sampling:
Sampling count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Sampling:
Sampling count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Sampling:
Sampling count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Sampling:
(NOT SET)

4.15 TELNET % —/3—

4.15.1 TELNET YV— "—DEEBB LU= KR —  NEFOERE

[ER]
telnet-server enable [port]
telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HHZT 2
disable : TELNET % ——% M523 %
[/3F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L725E @ 23)
[(WIHIRRE]
telnet-server disable
[AJIE—F]
Ja—N")nary74JL—g F— R
(@]

TELNET Y—_—%2FhcT 5, £72, VA=V 7 TCP R— "EBEZBETHZENTE D,
no JTER CHAT L2813 hic 3 %,

B!

U A= 7 iR— & 5% 1234512 L C TELNET H— "—Z 84 5,
SWX2310P (config) #telnet-server enable 12345

4.15.2 TELNET YV — — DR EIRED R

[ER]
show telnet-server
[AJ1E— K]
¥i#E EXEC £— K
[FHA]
TELNET #—_— O ERN AR R T D, LFOHEANRRIND,
«  TELNET #— —B8E DA 2/ M%)
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e VA=V IR—IFDOEE
o TELNET %—_—~DT7 7 A% T5H VLAN A LV X —7 = — A
¢ TELNET %—R—~D7 7 v RA&ZHIBT 57 4 /L2 —

(B EH]
TELNET H— _— DB ERMNE FRT 5,

SWX2310P#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4153 TELNET —RX—~T7 7 EZRATXBHR A NOERTE

[EF
telnet-server interface inferface
no telnet-server interface interface

[/XT A —F—]
interface : VLAN A V' #— T = — R4,

[FIH#IER E]

L

[AJIE— F]

Ja—\)ary7 4l Lr—g % — R

[

TELNET #—/"—~D7 7 ¥ AZFFA[§ 25 VLAN f VX —T7 = — A EZRET D,
no I CTHAT LI HEIE, HBELIA V¥ — T = — A& HIRT 5,

AKavwy RIIRRSMHETRETE, RELLIRICHEHET 5,

Ka<wy RueiRE L TWRWEAIX, R VLAN OALT 7B ATE D,
[/—}]

telnet-server enable 235% € SN TV WGE, Ko< RIFHERE LRV,

[ EH]

VLAN #1, VLAN #2 |28t L TV DR A R B O TELNET — " —~D 7 7 B A% FFr[§ 5,

SWX2310P (config) #telnet-server interface vlanl
SWX2310P (config) #telnet-server interface vlan2

4154 TELNET V" —_X—~T 7R TEXBH7 74T D IP 7 FL RH|R

[EX]

telnet-server access action info
no telnet-server access [action info)

[PNT A —F—]
action T BASRMCH T 2 EMEREET D
REM B
deny P S U Sl SR )
permit S L T R

info DS ML T D EIETC IPVA/IPYVE T R L AR ERET D,
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REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
TRy b A7 RMbiffE D IPvd 7 R
A.B.C.DM L A(AB.CD)&ZIRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHRET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Jya—m\)arz 47—y arE— R
[

TELNET H—/"—~D7 7 B A ZFRT5H7 747 MK % IPv4/IPv6 7 R L A THIRT 5,
AKa<wy NIRRKSHETREN AR THY, RIIRESNTZHONELR L THEA SN D,
Kavy FERELESGS. B8 LIEREEMTZ S R0WT 78 233X TG T 5,

2L, Kavy REREL THWRWESIE, T XTO7 78 RX&2FFT 5,

no LA TIAT L7 A . € LIEREZHIRT 5,

no FECRT A =X — AW LTI-56. TXTOHRELHIRT S,

[/ —}]

telnet-server enable 3% E SNV TWAR WSS, Ko< RITHEE LRV,

[ EH]

192.168.1.1 & 192.168.10.0/24 O 7" A > k5 @D TELNET H—/"—=~DT 7 ¥ AD I &[T 5,

SWX2310P (config) #telnet-server access permit 192.168.1.1
SWX2310P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k2350 TELNET Y —_R—~DT 7 ¥ ZA DL EHEET 5,

SWX2310P (config) #telnet-server access deny 192.168.10.0/24
SWX2310P (config) #telnet-server access permit any

4.16 TELNET 7 74 7 . b

4.16.1 TELNET 7 A 7 > b OidH)

[EFX
telnet Kost [port]
[73T7 A= —]
host D UE—FARA ML, 720X, IPv 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 a—VT RURERET 2561, EHA v ¥ —T7 = —ALRETHLER S
% (fe80:X%vlanN D)

port ;. <1-65535>

Y 2R— hET (B LIZES @ 23)
(IR E]
L

[AJTE— K]
HetE EXEC B— N
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B
FEE L7-AR A b~ TELNET TH#kiT 5,
[ EH]

IPv4 7 R 1A 192.168.100.1 DA A MZ, AR— FFEH 12345 T TELNET ##c3 5,
SWX2310P#telnet 192.168.100.1 12345

IPv6 7 K L R fe80::2a0:deff:fe11:2233 DR A MM, "— h&HE S 12345 T TELNET #6795,
SWX2310P#telnet fe80::2a0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7 s DFL
[EX]

telnet-client switch

no telnet-client

[3T A —HF—]
switch : TELNET 27 74 7 > MEBFINZT D80
REME WA
enable AT D
disable HENZT D
[WIEIRRE]
telnet-client disable
[AJ1E— F]
ra—\)varyZ 47—y aryE—FR
[FHA

TELNET 7 A4 7> h& LTtelnet 2~ REFEHTX 5L 91T 5,
no B TEIT LTI HAIX TELNET 27 54 7 > i+ 5,

(B EHI]

TELNET 7 94 7 v AT 5,
SWX2310P (config) #telnet-client enable

4.17 TFTP Y —/N—

4.17.1 TFTP Y —N"—DEBB L OZ R — FEEDOER

E&
tftp-server enable [port]

tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP —_—%2FNT 5
disable : TFTP —_—% T 5
[/3T A —F—]
port : <1-65535>
TFTP Hh—"—DJ A= 7R — b &S (B L-5E : 69)
[FIHIRRE]
tftp-server disable
[AJ1E— F]

Ja—\)ary7 4L — g E— R



90| =~ FU 77 L [R5 - ERHBERE
[FEHA]
TFTP ¥ —N—%HhT 5, £z, VA=V I R— I EFERETDHI LN TE S,
no FEAXTHAT L2 A 1L TFTP Y — — %2 hiz 3 5,
B!
U A= R— NS4 1234512 LT TETP —— % E#1 5,
SWX2310P (config) #tftp-server enable 12345

4.17.2 TFTP y——DHREIREBDOER

&3]

show tftp-server
[AFTE— F]
F#kE EXEC £— R
B

TFTP #r— N—OFRERNZ R AT D, L FOHANERRIND,

© TFTP ¥ — S —1&HED A 2h/ B

e VA=V ITR—FDOFS

e TFTP —_—~DT 78R %7 T5H VLAN £ » F—T = — A

[ EH]

TFTP % — — Ok &R E R T 5,
SWX2310P#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4173 TFTP Y —R—~T 7 XA TEAHF A NORE

&

tftp-server interface interface
no tftp-server interface interface

[T A—HF—]
interface : VLAN A V¥ —7 = — A4

[FIEARR E]

L

[AJTE— K]

Ja—)arz 4 l—y g rE'w—R

[FRHA]

TFTP %= —~DT7 VA% T5H VLAN f VX —T7 = —A&ZHRET D,
no R TEITLIEEAIT, BE LA v A —T =2 — A& HIRT 5,
ARa<wr N K8HHETRETE, RELLIEICEHT 2,

Ko<y REFRELTOHRWEEIL, /5T VLAN OART 7B ATE 5,
[B%E R

VLAN #1., VLAN#2 [ZHHt L CWAR A NSO TETP —R—~D T 7 & A ZFH /T 5,

SWX2310P (config) #tftp-server interface vlanl
SWX2310P (config) #tftp-server interface vlan2
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418 HTTP H— 3 —

4.18.1 HTTP % — N_—DEEIRB L SR — F B BFDOER

EEN
http-server enable [port]

http-server disable
no http-server

[F—T— K]
enable : HTTP ——% [T 2
disable : HTTP Y —"—Z2EHTT D
[/XT A —=HF—]
port : <1-65535>
HTTP #—"—D VU A= 7 R— hES (B LT7-5HEA : 80)
[WIERRE]
http-server disable
[AFIE—F]
Ja—N\)ary7 4L — g3 F— R
[

HTTP h—N—%HNWNT 5, £/m, VA=V T TCP R— "NEFEHRET DI N TE D,
no TE K CTHEAT L= A 1T BRI T 5,

[BREH]

VA=V 7 R— & 5% 8080 |2 L C HTTP ¥ — —% L84 5,

SWX2310P (config) #http-server enable 8080

4182 X =7 HTTP 4 —"—DRIEB L OZf I R— N EEOEE
ESN

http-server secure enable [port]

http-server secure disable
no http-server secure

[F—Y— k]
enable ¥R 2T HTITP — =2 T 5
disable © o BF¥ 27 HTTP r— =2 I 5
[/3T A —HF—]
port ;. <1-65535>
X a7 HITP — =D U A= 7 R— h&E (Bl LT84« 443)
[WIHIRRE]
http-server secure disable
[AJIE— K]
sa—s\)var7 47— a s E— R
[BEFA]

¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,

no JER . TEIT L= 1R ERhZ T 5,

X227 HTTP ' — 2 HZ LIEBE. e bZY 7 b =TI L > TiThn a2, b7 74 v 7 BIZSET
CPU iR E L 725,
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EEHARERET B0, Xy aR—RKRLLAN < v 772 FHEITEF SN D Web X— V2= —V—TT 7
T RATLHFITRET DONLFE L,
[ EH]
VA= 7 R— hE&F% 8080 (2L T =7 HTTP y— —%EHET 5,
SWX2310P (config) #http-server secure enable 8080

4.18.3 HTTP Y — _"—DF{ EREDOFH T

[FX

show http-server
[AFIE—F]
FiHE EXEC E— R
[@iHH]

HTTP ¥ — \— O ERNEFRT D, L TFTOHEANERIND,
o HTTP ¥— N—HEEED A 2/ L)

o HTTP H—N"—D VU RA=2 T HR— FDOEFF

« HTTP H——~DT7 7t A% A[ T2 VLAN f L X —T = — A
o HTTP —R_—~D7 7 v 2%ZHIRTHT7 4 L7 —

s B =7 HTTP % — N—#RE DA 2h/fE%h

s A UHEA LT T MR

[EXEH]
HTTP % — — DR ERMNE FRT D,

SWX2310P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR_R—~T 7 EZATEXBFR R NOHRE

[F=

http-server interface interface

no http-server interface interface
[/3T A —=HF—]
interface : VLAN A & —T = — R4

[ E]

L

[ASTE— K]

Ja—)ary7 41— g T — R

[FRHA]

HTTP $—"—~DT 7 Z AT H VLAN AV F—T = —AZRET D,
R TETLEEASIE. BELIEA v 2 —T =2 — A %IRRT 5,

RKa<wy FidgK8MHETHETE, ZRELLIEIZHEHET 5,

Ka< RERELTWHWRWEASIL, BRSF VLAN OLT 7B ATE 5,

[BX EH]

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y — "= ~D 7T 7 B R &[T 5,

SWX2310P (config) #http-server interface vlanl
SWX2310P (config) #http-server interface wvlan?2
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4185 HTTP ¥ —NN—~T I B RATEBRITFTAT L FDIP T R AH|R
[ER

http-server access action info

no http-server access [action info]

[73F A —4&—]
action TR ARMBICKT 2EMERRET D
R EE B
deny FEE"HES"T 5
permit FEE"FFRI"T D
info DS ML T HEIETT IPVA/IPVE 7 R L AR ERTET 5,
REME B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P TRy b~ A7 FEMDbiff & D IPvd 7 K
A.B.CDM L A(AB.CD)ZEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
— Y7 xRy b~ A7 RMbiyff& D 1Pve 7 K
XXX XM VAX XX X)EHRET D
any FRTD IPVA/IPV6 7 KL AZIRET D
[FIHIRRE]
7L
[AJIE— K]
Jua—\)aryz 4 —y g rEw—NR
[FHA]

HTTP $—/N—~DT VB RAEFFRIT D7 74T > MK % IPv4/IPv6 7 R L A THIET 5,
Ka<wy NIERRKSHFETHENARRTHY | LBICREINTZHLONELEL THEHIND,
Kavy FERELELGE. B8 LIEREEMTE S 20WT 78 233X TG T 5,
722, Ravwry RERELTOWRWESRIT, T XTOT7 278 AZFHAT 5,

no LA THAT LA, faE LIEREZHIRT 5,

no FE CRT A — X — 28 LT-G6. T_XCTORELHIRT 5,

[/ — ]
http-server enable &, L < |Z http-server secure enable 235% & I TV WGA, Ko< RIIHEREL RV,
[ EH]

192.168.1.1 & 192.168.10.024 D& 7 A R x5O HTTP = "—~D7 7 B AD KR %EFFA[T 5,

SWX2310P (config) #http-server access permit 192.168.1.1
SWX2310P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A > RIx6H0 HTTP —_R—~DT7 7 ADH LT 5,

SWX2310P (config) #http-server access deny 192.168.10.0/24
SWX2310P (config) #http-server access permit any

4.18.6 HTTP —_—Dua /A4 U2 A4 AT 7 NEBORE
[

http-server login-timeout min [sec]

no http-server login-timeout
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[78T7 A= —]
min : <0-35791>

ZA LT M)
sec 1 <0-2147483>

ZA LT MEFEED)
(AR E
http-server login-timeout 5
[AS1E—F]
Ja—n"narz4 7 b—varE—F
B

HTTP % — "= ~D7 7 B AN WNGEICHBIRIC T 77 7 M5 £ TORRZRET D,
sec EME LG AL, 0 BDRESND,

no JEITIFAT LGB I3 IIER EIZ K D,

[/— "}

RE ATRE 70 e/ ML 1 50

[ERE B

HTTP h—"—=D X A LT 7 MR & 2 43 30 ISR ET Do

SWX2310P (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy £$RE DAL

[EFX]
http-proxy switch
no http-proxy

[/3T A —HF—]
switch : HTTP Proxy ¥§RE & AT 2 &0
REME ks
enable BN %
disable T D
(AR RE]
http-proxy disable
(ASE— ]
Jsua—s\varz 4 b—va e —R
(B

HTTP —/3—® HTTP Proxy HREA HNT 5,
no FEX CFAT L= GA I3 mahc 5,

B!

HTTP H—/X—® HTTP Proxy #EREZ AN 5,
SWX2310P (config) #http-proxy enable

e
i

4.19.2 HTTP Proxy #§EED X A L7 v MREE D

EEN
http-proxy timeout time
no http-proxy timeout [time]



a2 RU 77 LA |RSF - EAKEE | 95
5 A —5—]
time . <1-180>

ZA LT UMD ETORRE (B)

(IR E]

http-proxy timeout 60

[AJTE— K]

Jua—N)narz 4 b—varsE— R

[FEA]

L2MS =—Y = h D Web GUI Z 5T 5 L E DX A LT U MR ZRET D,
no I THFAT LA 1X 60 I T %,

[ EH

HTTP Proxy #$6ED % A4 57 7 MR % 2 3 ICRRET D,

SWX2310P (config) #http-proxy timeout 120

4.19.3 HTTP Proxy #%5E X EIREEDFIR

E&N|
show http-proxy
[AJ1E— K]
¥i#E EXEC £— K
[@HA]
HTTP Proxy B8EEDORERIM A FRT D, LLFOHEENRRRIND,
« HTTP Proxy #%ie D H %0/ %)
o XA LT NEER
[ E ]
HTTP Proxy #RE D% R Z KRR T D,

SWX2310P#show http-proxy
Service:Enable
Timeout:60

4.20 SSH #—,3—

4.20.1 SSH — N_—DEEB L OZAF R — FEEDOERE
[

ssh-server enable [porf]

ssh-server disable
no ssh-server

[F—TU— K]
enable : SSH ¥ ——Z [T 5
disable : SSH $—/_"—Z T2
[/3T A —F—]
port : <1-65535>
SSH #—/"—D U A= 7R — b (B LT-5HE : 22)
(IR )
ssh-server disable
[AJ1E— F]

Ja—x\)vary7 4L — g E— R
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[FEHA]
SSH $h— =2 F{T 2, £lo, VA=V T TCP AR— MESERET LI LN TE D,
SSH Y — =2 G0 T DA%, FANSA A MEDOVER (ssh-server host key generate) 1T > TH < BLENH 5,
no TR CEFEAT L7256 1% SSH Hh— " —Z 27 5,

[/—h]

SSHZ A4 7 "hbua A4 3 5550F, Falca—F—4 &322 T — RO Gk(username) = L TH < LR H
2o

[ EH]

U2A= 7 R— B % 1234512 LT SSH — —afd#h4 %,

SWX2310P#ssh-server host key generate
SWX2310P#configure terminal
SWX2310P (config) #ssh-server enable 12345

4.20.2 SSH Y — N— DR EREOFRR

[EX]
show ssh-server
[AJ1E— K]
¥iHE EXEC £— K
[
SSH #r—_—DORER N E R RT D,
IFOHEARERIND,
«  SSH #— "—HERED A 2N/ HE %)
s VA=V IHR—bDOFS
+ SSH $—/3N—7 A MEDF
« SSHH#—"—~DT 7B A%ZFHTHVLAN A L F—T =—A
¢« SSHH#—RN—~DT7 7 2%ZHIBTHT 4 NH—
[ EH]
SSH #r—_—DORER N E R RT D,

SWX2310P#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4203 SSH — N—~T 7L RATXBHHRRA NORE

[EX

ssh-server interface ifname
no ssh-server interface ifname

[/XT A —F—]
ifname © VLAN A V¥ —7 = — A4,

(AR RE]
L

[AJTE— F]
Ja—x\)vary7 4L —v g E— R
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B
SSH #—/N—~D7T 7t A%FFT5 VLAN A V' F—T = —ABRET D,
o ERTET LA, HE LA v —T7 =2 — 2 &R 2,
Ra<wy FidgKk8ME TRETE, RELLIBIZ#EHAT 5,
Ka<wy REHRELTWRWESIL, T VLAN ODLT 7B ATE 5,
[RXEHI]
VLAN #1, VLAN #2 [Z85t L CTW AR A M BH O SSH — = ~DT 7 ¥ A &4 5,

SWX2310P (config) #ssh-server interface vlanl
SWX2310P (config) #ssh-server interface vlan2

4204 SSH —N—~TFT IV EBRATEXBRIFA T FORE
B

ssh-server access action info

no ssh-server access [action info]

[T A—&—]
action T RASGHCR T A EMEETRET D
REM A
deny Sz G2
permit S L R
info DS ML T B EIETC IPVA/IPVE T R L A EIRERET S,
REHE B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbifF & D IPvd 7 K
A.B.C.DM L Z(AB.C.D)&5ET 5
X:XoX:X IPv6 7 R L AX:X:X:X) &2 ET D
XY TRy b AT BMbinftE D IPve 7 K
XX:XXM LA XXX X) B8 ET B
any FRXTDIPV4A/IPV6 7 RL A ZIRET 5
[FIHIRR E]
L
[AJIE— K]
Ja—)arJ 4L — g rF— R
B!

SSH TH&fit 357 74 7 » MR % IPv4/IPv6 7 R L A THIRS 2,

AKavwy RIIRRMHETRENARETH Y, BICRESNTZ OB L THAHIND,
Kavy RERE LGS, B8 LIREEMT SRWT 78 23T X THEGT 5,

T2l Kavy REREL THWRWESIE, $XTO7 78 RX&2FFT 5,

no I TIAT LI G IE, 8E LIERELZHIBRT 5,

no R T/RT A —=F —ZEME LIZGA., T XTORELHIERT D,

[/—}]

ssh-server enable =~ > RNFHE SN TWARWES, Ao~ RITHEEE L 720,

Bl

192.168.1.1 & 192.168.10.0/24 D& 7 A > k)5 SSH B —/"—=~DT 7 ¥ AD R EFFAIT 5,
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SWX2310P (config) #ssh-server access permit 192.168.1.1
SWX2310P (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A "B D SSH 1 —_"—~DT 7 B ADHEEET 5,

SWX2310P (config) #ssh-server access deny 192.168.10.0/24
SWX2310P (config) #ssh-server access permit any

4.20.5 SSH ¥ — N—7R 2 MEDERK

(&)
ssh-server host key generate [bit bif]
[/3T A —HF—]
bit : 1024, 2048
RSA#EDOE v R

(IR RE]
L

[AJTE— K]

HetE EXEC B— RN

B

SSH —/X—®D7HR A s RSA§E L R A b DSA #BEZHRTET 5,

RSA $#1X bit /3T A —ZIZ L > THENMRTIHHROE Yy MEEIBRTE TE 5, DSA#H#X 1024 £y FOEEAKT D,
[/ —H]

SSH % — N—#EEAFI AT 258 1%. FRIAR~ Y REFEITLTHA MEEZERTOILENRD D,

BEICAR A FEPREENTOVARE TR~ FEFEIT LSS, 22— —IC L TARA MEZ T T 2060 %
BT 5,

ARA MEOARIZIE., BOBREDORBN DN EENH 5,

Ko< KL, SSH & — =N OPHITDOBFEITTE D,

[B%E B

2048 £ D RSA#EL | DSA 8% 4EKT B,

SWX2310P#ssh-server host key generate bit 2048

4.20.6 SSH r— N"—FK X MO U T

EN
clear ssh-server host key
[AFIE—F]
F¢kE EXEC £— R
[FAA]
SSH #—/3—@D 7R A k RSA #EL R A | DSA #AHIBRT 5,
[/ — ]
Ko<y Rid, SSH = N—REH)DOLAIZDOHFEITTE D,
[EEBI]

ARA N RSA #L AR A  DSA #AHIRT 5,

SWX2310P#clear ssh-server host key

4.20.7 SSH Y — N—/ABR& D F R

EEy

show ssh-server host key [fingerprint]
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[F—U—F]

fingerprint DR AR RTT D
[ASIE—F]

FikE EXEC E— R

[FEA]

SSH H— —DABR#EEEFRT 5,

fingerprint % — U — RZHEE L72GA 13, ARBORE SHE, 7T AX—T7— &R~ T D,
[/—F]

FEFER DNy 2T AT Y X AT, MD5 & SHA256 D7 = FKort 5,

(B EH]

NBHEAEFRRT B,

SWX2310P#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBIOYYdgvE+4bbhF4mtoIJri+ujdAIfgr4hl/0w7J1lvc50eXg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/JjPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM70fadd
9ySbemj06Y/0k81L5gqFhCHMGOGtgJITKZsqb5VnPz8FYC8tls6/tpyrUabaG2af/yTEa5USBDYAucCSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPIEOJyei+4c5qWSE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDihpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPw4SgFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WnhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWIglF5Yy7F64PesqoH
6h50DNK7Lh1T7s4Q0XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/gjYCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS2pDX5EWrwh PXXXXXXXXXX==

ARROHRIEZFTT D,

SWX2310P#show ssh-server host key fingerprint

ssh-dss
1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+--—[DSA 1024]----+
| o ¥ o |
|=*=+. o
|E+X+ e}
| o + = +
O X

|
|
|
e . . |
oo=.B.*.0 |
|
|
|

E
- [MD5] ——=—--- +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWeW0Bw7aA0XXXX
+———[DSA 1024]-—--—-+
| . tE. |
| 0o |
| o X S |
o= |
| o B ¥ |
| + o . |
| 5O |
| X+.@ +o= |
|@*0.= o. |
+--—--[SHA256] -——---— +
ssh-rsa
2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:0b3:24:17:XX:XX
+---[RSA 2048]----+

| |
---*

4



100 =2~ RU 77 LU A | R5F - EAREHE

| |
| E |
| . B.. |
| . 00 |
remmm=e [MD5] -——--- +
2048 SHA256:XXXXMkUuEbkJggPD68UoR+gobWPhgu7ggXzE81UXXXX
+--—-[RSA 2048]----+
| ¥ o == |
| *ot= . |
|*=o0. . S |
| %8 o o |
| + B *o |
| == o |
| © |
| . |
Jo & 5 |
+-—--[SHA256] ———-- +

4208SSH 7 S5 AT7 v NDEFRHERBOBRE

[ER]
ssh-server client alive enable [interval [count]]
ssh-server client alive disable
no ssh-server client alive

[NT A —=HF—]
interval 1 <1-2147483647>
7747 v N OELFHERRERE (B &l L725E 1 100)
count 1 <1-2147483647>
74T NOEFMERRKR T T M (EIg L7258 - 3)
(AR RE]
ssh-server client alive disable
[AJ1E— F]
Jsua—nmnarz 4 b—va e —R
[@ ]

75 AT v NDEGHEREIT I DENERTET D,
7547 v MZinterval TRRE LT-BREIBCREEZERTHA v—U%1E5, count THE LRI ) E K LT
WENIRINoT2h, 2O T4 T MeDEREZYIY, Ty a a2 T35,

no I TIAT LGB I3 EIZ K D,

rI

421SSH 7 A7~ b

4211SSH 7 A4 7~ FDiLHE)

[ER]
ssh [user@] host [port]
[T A—F—]
user D UE—RMRA NIRRT A T LB 52—V —4
host U= FARRA M, F72E IPvA 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 V> 7 a—NT RUAEZIRET L5, A V2 —T7 = — AL IFET HLERH
% (fe80::X%vlanN DOFEZ)

port : <1-65535>
T R — hES (B LIZEGE :22)

[WIHIRRE]

2L
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[ASTE— R
et EXEC B— R
B

FEE L7z A b~ SSH THfi 4 5,
user AW L1556, v /A O~V —ZZHEH L TSSH b —_—~DT 7 B RAET 5,
W 2 — Y —Tr 7 A I user B M L7255 1 root" 2 5,

[/— D}
TRy —=TLFEITFNE (~) &TD, TAT—7FITHICA SN L ERTEH SN D,
TEN O T A —7 5% 20 TAD LIHaIiE, = A5 —7FR Y — "o A LTS5,

TR =T LFNRT CE Y A ROBAT SN=8546. mleicsEm a2 L 5,

TR —T TN T T 2 AF a (BN AD SN GE, T A —TAho—ERERIN5,
(B EHI]

IPv4 7 KL & 192.168.100.1 DK A MMZ, —W—%4 uname, H~— hFE 5 12345 T SSH £l 5,

SWX2310P#ssh uname@192.168.100.1 12345
IPv6 7 K L A fe80::2a0:deff:fe11:2233 MR A MI, —H—4 uname, 7~— h&E 5 12345 T SSH #fe35.

SWX2310P#ssh uname@feB80::2a0:deff:fell:2233%vlanl 12345

4212SSH 7 54 7~ OB
[

ssh-client switch

no ssh-client

[/$F A—%—]
switch © SSHZ A7 v bEAMTT 20EN
REE Bl
enable L) N S
disable P R B
(AR ]
ssh-client disable
[AJ1E— F]
sua—m\varz4 7 b—va e —R
B

SSHZ 547 e L Tsshavwy FEFEHTES 91215,
no W TET LIEEILSSH 7 94 7 > M2 hiz+ 5,

[BXEHI]
SSHZ 947 FEEMT S

SWX2310P (config) #ssh-client enable

4213 SSH R X ME#RDOZ VT

[EX]
clear ssh host /ost
[23F A —%—]

host U= FAKRAR M, £720E, IPv4 7 RLA(AB.CD)., £7-1%, IPv6 7 K L A(X:X::X:X)
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[AS1E— F]

et EXEC B— R

[FRA]

SSHZ 47 k& LTH L= SSH — R—DABRRZHIRT 5.

[ EH)

SSH /A A MEHRZEZ VT3 5,

SWX2310P#clear ssh host 192.168.100.1

422 A — )L@A

4.22.1 SMTP A — LY — R—DHRE

[EFX

mail server smtp id host host [port port] [encrypt method] [auth username password|

no mail server smtp id

[F—TU—F]
port

encrypt
auth

[T A—F—]

id

host

port

method

username

password

(AR E]
L
[ASTE—F]

A= —=R—DR— N KL IEET S
N (ADY W =y st RS
SMTP ZIFCTHEHI T H v MEREIRET S

<1-10>

A=) —,3— 1D

A=Y —="—=7 R A F72iX, FA M
IPvd 7 R L Z(A.B.C.D), IPv6 77 F L ZA(X:X::X:X)

IPv6 V7 a—nT RLUAEZRETHHAIE. BHA LV F— T =2—ALEETHILENRD
% (fe80::X%vlanN DJEZE)

RA D464 SCTURN, AT L)
<1-65535>

A=)V — R — DR — FFF (AL 25, method & LT over-ssl MEE S TWAIE
465)

[ECR APV

REME B!
over-ssl {5 Z K551t 3 5 (over SSL)
starttls {5 Z W5 5{k7 % (STARTTLS )

SMTP FRAE TR T 52— —4
(64 LFLAN, 2" |> & A=A Z R EARET - AL D)
SMTP F¥GE T+ 532U — |
(64 SLFLAN, 2" | > &M A= 2 Z R A TET - FATL)

Ja—x\)aryz 4L —y g T — R

[

A= VIEEIMET 2 — " —1FRERET D,
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[/—}]
SMTP Bk #1T 5 BE. AUTH LOGIN =~ > R&fli> CRRFEETT 9,
SSL/TLS /83— = »1% TLSv1, TLSvI.1, TLSv1.2 [ZkHi LTV 5,

A=Y= R=DT FL AL LTIPv6 7 R A& ET 256, SSL/TLS ([T K 2 S RIFFIH TE 220,

[ E B

A —LIE(E Y —/3—[Z, smtp-server-test.com % X ET D,

SWX2310P (config) #mail server smtp 1 host smtp-server-test.com

A= VIEEH—s3— L LT smtp-server-test2.com Z 5 L, Bi5fb & SMTP RBREZF M 2R EE1T 9.

SWX2310P (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — /Y — _R—Z DR IE
[EX]

mail server smtp id name server_name

no mail server smtp id

[NT A —=HF—]
id : <1-10>

A =P —"—1D
server_name A== N4

(64 SCFLIN, 2& bR < B A ST - AT
(IR E]
7L
[AJ1E— F]
Jsua—nmnarz4 7 b—va e —R
[
A VRBIMEN T 2 — " —DARTERET 2.
[ E B

A= )VEEH— =D AT & LT test_mail_server ZiXET 5,
SWX2310P (config) #mail server smtp 1 name test mail server
4.22.3 A —)VBAD b U H—FE

[EX]
mail notify temp-id trigger lan-map [type [type ...]]

mail notify temp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—TU— k]

lan-map : LAN =y T 54X M EdmEmT 5
terminal DI AREEERBICEA T D A N hRmET S
stack RSy VHEREICEET oA R PR D
[T A—=HF—]

temp-id o <1-10>

A—LF 71— ID
A XY NBHRHCERT AT L — NERRET S
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type : LAN = v 72T %A <> b OREE
B P
hardware ENN
loop J— 7 fE
sfp-power SFP &2t L~ LB,
queue-usage EE ¥ o —
poe PoE #5378
snapshot AFwyFa v b
12ms L2MS ¥ 3 — v —DHEE
(IR E]
7L
[AT1E—F]
rua—\varz 47 b—va e — R
B

FEE LT RED A X MESRAE A —/LRAT D120 DREZIT I,
lan-map ZHEL Tope I ETDH L. FBE LT LAN < v FICET A4 XV R ETREHIND,
type B L2565, LAN ~ v ZICBET 5T _TOA Xy h@maInsg,

[/ — ]
ALy JHRREICBE T DA N b@RIE. A X v ZHEREISHE LTV D BEFE D 72,
[BXE B

A—=NT T L= M #IIZ LAN ¥ v TERERIOA N b U H—Z2RET D,
SWX2310P (config) #mail notify 1 trigger lan-map

4224 A—NVEEOTF U L— FREE—F

EEy

mail template temp-id
no template

[23T A —%F—]
temp-id : <1-10>
A—LFrF1L—~ID
[ E]
L
[ AJTE— K]
Ja—n)ary 47—y g rEF— R
B
A= VEERICHEHT T L — N ERETHE— RIIBITT 5,
T —ME—RNIBITTAZETCIFREOEHERETHIENTE S, 77 b— MK 10 HAERK ATEE,
o A—JLEEDFELET LR
o A—JLEEOEETT FL A
o A—JLEEOMH4L
o A—)VIKEHLREMORE X MEHOAFER)
Bl
A—)LF o FL— h#l OFEET— FICBITT 5,
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SWX2310P (config) #mail template 1
SWX2310P (config-mail) #

b

4.22.5 A —)LEEDY— — ID OFRE
BN

send server server-id

no send server
[/NT A—F—]
server-id o <1-10>

A—)L 77 L — K ID

(R E]

no send server

[AJ1E— K]

A=NT T L—FE—R

B!

T2 A =AY — =D ID Z4RET 5,

[F% B

A= T T L—k#] HHAT DA =L — = CH—"—ID#| ZIEET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send server 1

4.22.6 A —)VIEBDHFETA —NVT FURADRE
EEv

send from address

no send from address
[T A—5—]
address DOEETLA—ALT R
(256 SLFLIH, FAEKT L - @)

[FIHIRR 2]

no send from

[AJ1E— K]

A—)LTFT S L— hE— R

(R

EFEITEA—IVT RLAERET D,

[ EH]

A—NT T L— K #1 OEETLA—/VT KL AT sample@test.com Z 45 ET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send from sample@test.com

4.22]71 A —VIEEDFEHEA—NT RV ADRE
[EX]

send to address

no send to
[NT A —=HF—]
address DSBS A—LT KL R
(256 SCF-LAW, AT L -@)
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[FIHEIERE]
no send to
[AF1E—F]
A—=LTF S L— FE— R
[RLBA]
SEEA—NT RURERET Do (K 41F)
[/— 1]
KREEITA N M@EFOsEsEE L THEMA S, FEREORAMmMECEmE L L CUIER Sz,
[BREH]
A—)LT T L— h #l DI A—/LT R L A user@test.com % F5ET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send to user@test.com

BXAE

m

4.22.8 X —)LIEE DL D

E&

send subject subject
no send subject

[73T7 A —5F—]
temp-id A= VIEEIRFO 4
(128 SLFLAN, 2> & bR < AT - AT H)

(AR E]

no send subject

[AJIE—F]

A—=NT T b—hrE—R

[RLBA]

A —IVRE DAL FRET D,

[/—H}]

REEDH AU T O LT D,

s A XY Mi@XI : Notification from SWX2310P
REBAEREAR : Certification publishment

o REAEEFN : Certification expiration

[ E ]

A= T T L=k # O A= VEFFEOIEL T "TestMail" 2% ET 5,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send subject TestMail

4.22.9 A — LVEERFL BB ORE

&

send notify wait-time time
no send notify wait-time

ST A—F—]
time 1 <1-86400>

P[RS HIERI(RY)
(AR E]

send notify wait-time 30
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[AS1E— K]
A—=TFT T —hE—FK
[BA)
AR MRHTRD A — LN EBRITIEE SN D E TORERHEZRET D,
[/—HI]
ARERENLA N2 MBAO A — ViR EFHERR & L TR SN D,
[ EH]
A—=NT T L— |k # OA—)VIREFRF BRI 60 P AFRET D,

SWX2310P (config) #mail template 1
SWX2310P (config-mail) #send notify wait-time 60

4.22.10 FERAEEATRED X — VERTE
[EF=]

mail send certificate temp-id

no mail send certificate
8T A—F —]
temp-id o <1-10>

A—NT 71— NID

(AR E]
no mail send certificate
[ASTE— ]
RADIUS 27 4 L—v g »E—F
[@iH]
RADIUS #——=0D 27 T4 7 > FEMEZEMT D L ST 27 7L — b ID 248ET %,

RADIUS ¥—_—0D 7 5 A 7 FFEAEIZ, RADIUS — N —FERED user 2~ R THRELTZA—/LT FL A~k
4%,

[/ — ]

RADIUS %—X—D 7 T A 7 o FEEIAEDETD A — LA S

Certification is published.

Name : [£ 7] % user 2~ > KO NAME 473 2 v OREE
Account : [ —H—4] % user =~ > K USERID i

MAC address : XX:XX: XX XX:XX: XX

Expire : YYYY/MM/DD

[ EH]
RADIUS % —_—=0D 7 FA4 T > bEAEEZ A —LVEMT L L EIEHT L7 7L — M IDIC# Z4EET D,
SWX2310P (config-radius) #mail send certificate 1
4.22.11 FERAZEBAIRE D A — )LV TE
E&N

mail send certificate-notify temp-id

no mail send certificate-notify
S5 A—&—]
temp-id o <1-10>
A—=NT 7L —hKID
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(AR E]
no mail send certificate-notify
[AJ1E— ]
RADIUS 27 4 L—varE—FR

BN
RADIUS ¥r—R—D 7 T A 7 FEHEER A —/VIBHT D LS IHHTAIT 7L — F2EET 5,

[/— ]

RADIUS %—/X—D 7 A 7 FIEAEOA YN FREE D A — VAR

Your certificate will expire in [X] days.

Name : [£ (] % user 2 ¥ > KO NAME 47> 3 » O EME
Account : [ —H—4] % user =~ > K USERID 1

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

[BRAEH]
RADIUS == 7 T A7 > hEAEE A —/VilHT 5 & ST 57 7L — MR Z2HET 5,
SWX2310P (config-radius) #mail send certificate-notify 2

4.22.12 ;EFAEOAHIRETINBRHZ A IV T DR E

[EX]

mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

/3T A—F—]

day ¢ <1-90>
BRIREIN % 8T 2 7% A7 H 3K

[WIERRE]

mail certificate expire-notify 30

[AFTE— F]

RADIUS =27 4 JL—y g U E— R

B

RADIUS $——=D 7 T A 7 > bFEHEOAZHIREIN & ST @i 5 Az e 1 5,

WA AL 3 HFETHRETE 5,

[/— 1]

day IZIANNEFIZBD ST, BIHCTER RSN D,

[BXRE )

RADIUS %—/"—=0D 7 T A 7 > hFEAEDO ARG O HRER 2 50 HATE 10 HANZRET D,
SWX2310P (config-radius) #mail certificate expire-notify 50 10

4.22.13 A —/VEEBEROER

(]

show mail information [temp-id]
[/3T A—HF—]
temp-id o <1-10>

A—=)VT 7L —hKID



[ASTE— R
et EXEC B— R

[FRA]

BELET 7L —FID DA —LEEEREYERT D,
T 7L — K ID ZEWE LEHEAIE. ETORA—UFEFREFR T D,

[EE B

A=) T T L—k #l DA —)VIEREFERT D,

SWX2310P#show mail information 1

Template ID

Notify trigger

LAN map notices
Server host

Server port
Encryption

Wait time

Mail address (from)
Mail address (to)

4.23 LLDP

1
lan-map, terminal,

av R 77 LA RSE - EHEERE | 109

hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms

smtp-server.com
25

STARTTLS

30 sec
sample@test.com
userl@test.com
user2@test.com
user3@test.com
user4@test.com

4.23.1 LLDP #tED B L

[EX

lldp run
no lldp run

[FIEIER E]
L
[ASTE— K]

Ja—x)vary 74—y g F— R

[FiA]

AT AR T LLDP #BE A A3z 5,

no B THAT LG AL, v AT AR T LLDP #REZ B2HZ T 5,

[/ — P}

AR— Mk LT LLDP HREZ AT DIIFA F DA~y RERET 2LERD 5,
set Ildp enable =~ > K® fype (LLDP =— = > hE— R IMEZIEL U C txrx, txonly, rxonly Z % E T 5,
« Idprun (/' m— v 7 4 7 L— 3 F—K)
« lldp-agent (-f > Z —7 = —AEF—N)

+ set lldp enable fpe (LLDP =— = > FE— R)

[ EH]

LAN 7R — b #1 @ LLDP B(RED 525 2 A0 T %,
SWX2310P#configure terminal

Enter configuration commands,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.1
SWX2310P (config-if) #1ldp-agent
(

SWX2310P (1ldp-agent) #set 1lldp enable txrx

4232 VAT ADOFHETORE

one per line.

End with CNTL/Z.

E&

Ildp system-description /ine
no lldp system-description
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[78T7 A= —]

line LV AT AOBAS O CTRN(255 SCFLAN)
(AR E]

no lldp system-description

[AF1E—F]

Ja—nN)naryz4JL— g rET— R

B

LLDP EECHEM T 5. VAT LAOFIALEZHET 5,

no IR CHEAT L= & I3V R TEITRE D,

VIR EOEIL, A+ 77— =T VeV ay] Tho,
REH

VAT AOFHA % SWITCHI _POINT A 1295,

SWX2310P (config) #11dp system-description SWITCH1 POINT A

(1]

4233 VAT ADLFROERE

[EX]
lldp system-name name
no lldp system-name

[/XF A —%—]
name DV AT ADOAFRO LTS5 SLFLIN)

(R E]

no 1ldp system-name

[AJ1E— K]

Ja—n_"par 74— g rE— R

[REBA]

LLDP RECHER T 5. VAT LADAHERET D,
no FERTEIT LGB IR EIZR 5,

MIHRE DML T4 ) Th 5,

X EMEIL LLDP System Name TLV (Z5%/E S5,
[ E ]

AT LD FREZ SWITCHL IZF 5,

SWX2310P (config) #11dp system—-name SWITCH1

4234 LLDP =— = > F OVERR

[EF2
lldp-agent
no lldp-agent

[FIEIER E]

L

[AJTE— K]
B —T z—AF— R

[FRHA]
LLDP =—> = > F&fERK L., LLDP =—2 = > hE— FNIZBEBT 5,
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no B CHEIT LI-EE1E. LLDP =—2 = > & HIRT %,

[/—}]
LLDP =— = F2HIRTHE LLDP = —Y 2 P E— R TCRELZa~ > RHHEIBREN D,
(B EH]

portl.] TLLDP =—¥ = F&AF L, LLDP =— = M E— FICBITT 2,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #1ldp-agent
SWX2310P (11dp-agent) #

4.23.5 LLDP 2 k. 5 HEVR EREREDRE

[EA
1ldp auto-setting switch

no lldp auto-setting

[/3T A =4 —]
switch : LLDP 2 & % A B EMRE DR T
REMHE Gl
enable LLDP (2 & % HERREWREZ AT 5
disable LLDP |2 X % BB ERRE 2 HE2hI2 9%
[WIHIRRE]
11dp auto-setting disable
[AJ1E— R
Ja—N")aryz4JL—g F— R
(@]

FEDY~ N EETH LLDP 7 L—AIZ KD | A v FOREL BEIICEE T 282 G207 5,
F7-. power-inline disable delay =~ > NIZ X DFGFEIFIEZ A I 7 OEFBEREEZ AN 5,

LLDP 7 L — A TIZLL TN OFERED R E S D,

o 7 ua—iilfE

* QoS

« IGMP AX—t"

« EEE

« RADIUS #—/3—7K =& |

o SRAREI

no TR CIAT L7 A I3 EIC R 5

WA LB —T 2 — ADIRIRETE 5,

[/— ]

ABEREZFEH ™5 72011, set Ildp enable 1~ > KT, LLDP 7 L — A& Z(ECE 2REICT HLENH D,
[ EH]

LLDP (T &k % HEER EMREZ AT 5,

SWX2310P (config) #1lldp auto-setting enable

E

R

4.23.6 LLDP =25 — KD

EEN!
set lldp enable #pe

set lldp disable
no set lldp enable
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[78T7 A= —]
type D EEEE—F
REME B
rxonly ZEHEMICHRET D
txonly EEHEHICHRET S
txrx EEBILOZEICTRET D
[WIHIRRE]
set 1ldp disable
[AJ1E—F]
LLDP =—Y =¥ hE—F
[BLFA]

WA H—T 2—ATOLLDP 7 L— LDEZIEE— RERET D,
set lldp disable D4 1%, LLDP 7 L — A& 255215 L7220V,

no B THAT L7256 13, PIHRREICK D,

[BREH]

LAN 7R — b #1 @ LLDP =3(5 € — F &2 EHEMIIRET D,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (lldp-agent) #set 1lldp enable rxonly

42378 HT LU RDFEHEDOHRTE

[EX]
set management-address-tlv fpe
no set management-address-tlv

[/3T A —F—]
type COEBY R R2OREH
RIEME WA
ip-address BHT FLAZIPT FLALTS
mac-address BHT RLAZMACT RLALT 5
[WIHIRRE]
set management-address-tlv ip-address
[A1E— ]
LLDP =— = hE— R
[FHA]

LLDP T4 %, A— FOEHT N ADMHARET D,

no JEI TIFAT LGB I3 IIER EIZ R D,

FX EfEIE LLDP Management Address TLV (25X E 415,

Bl

LAN 7R— |k #1 OFHT FL 2O % MAC 7 F L AICRET D,

SWX2310P
SWX2310P
SWX2310P
SWX2310P

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set management-address mac-address
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4.23.8 EAEH TLV ORE

[EFX

tlv-select basic-mgmt
no tlv-select basic-mgmt

e

[WIERRE]

7L

[AF1E—F]

LLDP =—Y = hE—F
[

BET7 L — DTHEAEH TLV 28T 5,

no JEATHEIT LIzh &L, #ME7 L — A b EAEB TLV k<,

ZOaw Y RTLLFO TLV A3 LLDP 7 L— ATEME L5,

<HEAEEE TLV>

(1) Port Description TLV : A8 — k OFiH 3L

(2) System Name TLV : 2 A7 LD A4 FR

(3) System Description TLV : 3/ A7 A D@ ST

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : In— FOEBHT RL A (MAC 7 RV AETIXIP 7 RLR)

[ EHI]

LAN 7R— b #1 T%{E9 5 LLDP 7 L — ACHAEH TLV 28B4 5,
SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (lldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV OHE
B

tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIERE]

7L

[AS1E— ]

LLDP =— = FE—F
B

{57 L — AT TEEE-802.1 TLV ZBINd 5,

no B THIT LI=BA 1%, 57 L—247 5 [EEE-802.1 TLV % k&<,
ZDOa<y RTLLFO TLV 28 LLDP 7 L—AIZBIIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : K— k VLAN ID

(2) Port and Protocol VLAN ID : 7”& | =2/L VLAN ID

(3) Protocol Identity : R — r4 257w fha,Ld U X |

(4) Link Aggregation: U > 7 7 7'V 77— 3 U iE#

(5) VLAN Name : 7" — F VLAN O£ Ff

[BREH]

LAN 7R— | #1 T%/Z4 % LLDP 7 L — A|Z [EEE-802.1 TLV % 3iBN4 %,

SWX2310P (config) #11dp run
SWX2310P (config) #interface portl.l
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SWX2310P (config-if) #1ldp-agent
SWX2310P (lldp-agent) #tlv-select ieee-8021-org-specific

E

X

4.23.10 IEEE-802.3 TLV O

[ER
tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FEA]

{5 7 L— A2 IEEE-802.3 TLV % iBIJ 5,

no IR TFEAT LA 1E. 2415 7 L— 2405 IEEE-802.3 TLV &<,
ZDa<y RTLULF®O TLV A LLDP 7 L— ABIME 5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 »OH R — ME#H
(2) Power Via MDI : PoE 15 ¥ (PoE #%HE D &> 2 BEFE D 7x)

(3) Link Aggregation: U > 7 7 7' U ' —1 3 L 1E#H

(4) Maximum Frame Size : fix K 7 L' — LH A X

[BREH]

LAN 7R— k #1 T%{E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1lldp-agent

SWX2310P (lldp-agent) #tlv-select ieee-8023-org-specific

4.23.11 LLDP-MED TLV DO E

[ER]
tlv-select med
no tlv-select med

[FIAE ]

mL

[AF1E— K]

LLDP =—Vx v hE— R
[BLHA]

%{§ 7 L— A2 LLDP-MED TLV % B4 5,

no FEICHFEAT L=GA X, %57 L—24205 LLDP-MED TLV % [&<,
ZDa<y RTLTFOTLV A LLDP 7 L—AIZBIIE N5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN 1&##(Voice VLAN 235%E LT H R — kD &)
(3) Extended Power-via-MDI : §i.3 PoE 1% #R(PoE ¥§RE D & 2 il o 1)

[/ —}]

Location Identification TLV DfE | "Location" 23g% E ST\ 5,

[ E B

LAN AR— k #1 T 5 LLDP 7 L — A2 LLDP-MED TLV % 3Bh14 %,

SWX2310P (config) #11dp run
SWX2310P (config) #interface portl.l



4.23.12 LLDP 7 L — A DEERRD

SWX2310P (config-if) #1ldp-agent
SWX2310P (lldp-agent) #tlv-select med

7E

X

aw RY 77 LA | RSE - EH

&

2
H
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[ER
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[73F A —5F—]
tx_interval 1 <5-3600>

LLDP 7 L — L[5 IR (D)
[FI8AE% E]

set timer msg-tx-interval 30

[AFIE— ]

LLDP =— =¥ hE— R

[FAA]

LLDP 7 L — LD AR Z % ET D,

no TR CIFAT L7 A I3V EIC K S,
Bl

LAN R— I #1 T&EET 5 LLDP 7 L— ADOEERIGEE 60 FHIRET B,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #1ldp-agent

SWX2310P (1lldp-agent) #set timer msg-tx-interval 60

4.23.13 EHEEEHIR O LLDP 7 L— AEERBORE

[EFX]

set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[R5 A—HF—]
fast_tx : <1-3600>
EEOEE I O LLDP 7 L — L3513 IR (D)
[WIHIRRE]
set timer msg-fast-tx 1
[ASE— K]
LLDP =—Y = hE— R
[BLAA]

ELEEER O LLDP 7 L — AR ERE AR ET 5,
no B CEIT LA IR TIZRES,

IR AR ] & 13— b OB R 23T L < oo T ER OB T, M5 IR EM OLUT O 2= > FIgHE

WLLDP 7 L—ADREEIN 5,
+ set timerx msg-fast-tx fast tx : =R 5{E M O XEMRBE) 2R ET 5,
+ set tx-fast-init value : 5L WIFIZX{E 95 LLDP 7 L — A DOfE %%

[ EBI]

BRET D,

LAN A— k #] TEEEEHMO LLDP 7 L— AR ERMELY 2 IcRET 5.

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (1lldp-agent) #set timer msg-fast-tx 2
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4.23.14 LLDP 7 L — AXEEIE LB E TORB O

)

l%l
Gl

[EX]

set timer reinit-delay reinit delay
no set timer reinit-delay

[/XT A—F—]
reinit_delay ¢ <1-10>
LLDP 7 L — A G5 12 & BT £ TO R (FD)

[FIEAE% E]

set timer reinit-delay 2

[ASTE— R

LIDP =— = hE— R

BN

LLDP 7 L — ARG 106 b & COR 238 ET 5,

no IR CEIT LI A IR EICE S,

(B2 EHI]

LAN 7R— k #1 TLLDP 7 L — A EEELENSBEYHLE TORM A 10 IR ET D,

SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (1lldp-agent) #set timer reinit-delay 10

4.23.15 BB OREFRE(TTL 2B H T 5 2D OREDHEE

EEy

set msg-tx-hold value
no set msg-tx-hold

[/$5 X —&—]
value : <1-100>
FEERIE RO LRFFRERE] (TTL) OfEZ BT 2720 Ok
IR E]
set msg-tx-hold 4
[AJ1E— ]
LLDP =—Y x> hE—F
[R5

BTG MO RFFRFHE (TTL) 2B T 5 7D O R ZHRET D,

no R TEIT LIS AIIWIERREICRE 5,

Z ORBEMEIX LLDP 7 L — A {E [ (msg-tx-interval |23 B S v, S 52+ 1 LT TTLEE) & 72D,
TTL fi%. Time To Live TLV I[Z5%E X115,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(=)

LAN 7R— b #1 CHEHE RO (TTL) 25 H T 2720 D% 2 ITRET D,
SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (lldp-agent) #set msg-tx-hold 2
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4.23.16 B HEEEHR O LLDP 7 L — AR EREBKOZRE
B

set tx-fast-init value

no set tx-fast-init
[/XT A—F—]
value - <1-8>

HIEEHIRI O LLDP 7 L — A E{E %K
(AR ]

set tx-fast-init 4

[AF1E— K]

LLDP =—Y = hE— I

[BLBA]

B EWIM O LLDP 7 L— A EHB AR ET D,
no JER THEIT LI SAITHREICR S,

[ E ]

LAN R— | #1 TEHEEEHIRIO LLDP 7 L — A EFEEE 2 ITHRET 5,

SWX2310P (config) #11ldp run

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #1ldp-agent

SWX2310P (1lldp-agent) #set tx-fast-init 2

42317 R— MBI CHEHETX 2B ORKIEGFERORE
EEN

set too-many-neighbors limit max value

no set too-many-neighbors limit

[/3T7 A —F—]
max_value : <1-1000>
N— b HALTE LT & DB O I KRR
[FIHARRE]
set too-many-neighbors limit 5
[AFIE—F]
LLDP =—Y = FE— R
[FHA]

R— FEALTEHRTE 2BEHRORREERERET D,
no B CTHEAT LGS IR EIC LR D,
N— DR KRB B AT A B LW bR S472 LLDP 7 L — A3 EH T 5,

[/ —}]

Oy REBZRETHE, JIBEFR—FNTEODLLDP 7L — A5 (Z L XI0—F, U E— MESEST — T LN
7T END,

(B EH]

LAN /R— b #] THR— FHEN CTEH TE BB ORKEEE 10 IZRET D,

SWX2310P (config) #11dp run

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #1ldp-agent

SWX2310P (1ldp-agent) #set too-many-neighbors limit 10
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4.23.18 LLDP #teD A v X — T = — A —FERE

[EX]
Ildp interface enable fype

lldp interface disable
[F—U—F]
enable : LLDP BEREZ AT D
disable : LLDP HEREZ M52 %
[/3T A —HF—]
type OERfEE—R
RIEME B
rxonly ZAEHAICHEET S
txonly EEHFHICRTET D
txrx EEBLOZEBICRET D
[AS1E—F]
sa—\)varZ g S b—varE— R
[RLBA]

LLDP EHE DA 20/ B A 42T D LAN/SFP AR — MM —¥ERET 5,

B EDOS AL, FBELZLLDP 7 L—ADXESZ(EET— REBRET 5,

[/—}]

RKawy NxZa—~varz 47—y a B — ROARETARE,

B, KA NEBFA U F—T 2 —ADLLDP RELXT H72HODHDTH Y | running-config [ZITRR IRV,
[REH]

4T LAN/SFP 78— k@ LLDP #fEZ HZhZ L, LLDP 7 L — A ZEZE A RE/R T — RIZRET 5,

SWX2310P (config) #11dp interface enable txrx

1|

4.23.19 4 7 —7 = — ADIKREFRTR

[ER
show lldp interface ifname [neighbor]
[F—7—F]
neighbor DOHER L TV A SR O RE RTT D,
[/%F A—&—]
ifname : LAN/SFP R— FDA v F—T = — A4,
FoRT DA L H—T =2 —RA
[ASE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[

ifname CHRE LT-A X —7 = —AD LLDP & FRd 5,

neighbor ZH57E L7e 5813 A 7 — 7 = — AT L CO DI O A R~ 5,
UTOHANRERSND,

show lldp interface ifname DG E

A H =T 2= AROZ DR EHE R

Agent Mode 7'V » V% — R(Nearest bridge [ &)

Enable (tx/rx) EEE— RZET— R (Y : AIRE. N : KA
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Message fast transmit time B EEHIE O LLDP 7 L — AER(E IR (D)

Message transmission interval LLDP 7 L — AL HMREGED)

Reinitialisation delay BEE IR D S HAAMYE £ TORFE)

MED Enabled LLDP-MED TLV %15 O A 2/ %)

Device Type /34 2 % 4 7#(NETWORK_CONNECTIVITY [ )

Total frames transmitted LLDP 7 L — A DEEHK

Total entries aged TTL UL EZEN 2L BT — 7 A0 DHIBR S 78
D

Total frames received LLDP 7 L — A D54

Total frames received in error LLDP 7 L — A DZET T —4K

Total frames discarded FE X 7= LLDP 7 L — A D¥K

Total discarded TLVs e S Av7z TLV 0%

Total unrecognised TLVs AT E Do 72 TLV O3

show lldp interface ifiame neighbor D55

o R ELE

Interface Name ZELIA V=T 2 — A4

System Name AT LA FR

System Description AT MDA

Port Description A— ~ DO

System Capabilities VAT ADRE

Interface Numbering A E—T 2 —ABFEDEAT

Interface Number AUE =T 2 —AFK T

OID Number OID &=

Management Address MAC 7 RV AETILIP T RLA
+  Mandatory TLV D1

CHASSIS ID TYPE CHASSISID TLV D % A 7° L &

PORT ID TYPE PORT ID TLV ® % A 7" &l

TTL (Time To Live) FERRTE R O PREFIRFE (FD)

« 8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A— K VLAN @ ID

PP Vlan id v k2L VLAN @ ID

VLAN ID A— T VLAN @ ID

VLAN Name R— I VLAN D4 5

Remote Protocols Advertised YR—F+4+57a harol) 2k
Remote VID Usage Digestt VID Usage Digestt &

Remote Management Vlan EELH VLAN O£ Fk

Link Aggregation Status Vo727 705 —2a r OFRE
Link Aggregation Port ID Voo 7705 —vaR—rDID

+ 8023 ORIGIN SPECIFIC TLV D {F %
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AutoNego Support

F— b I — g UEERE DG /R

AutoNego Capability F— Iz — 3 UARERIEE
Operational MAU Type WERELET 2Ly 7 AE—R

MDI power support PoE H¥EEH AR — F O F M

PSE power pair PSE N —~7 —

Power class

PoE #ad& 7 7 A

Type/source/priority

PoE#EX A 7, V— A, BEE

PD requested power value

PD #2232k 587 (0.1mW Hifr)

PSE allocated power value

PSE H#= 25(AEC & 2% /7 (0.1mW Hf7)

Link Aggregation Status

Vo7 7= g o OER/ER)

Link Aggregation Port ID

Vo277 )=y g Vi R— D ID

Max Frame Size

BER7L—AY AR

« LLDP-MED TLV Of§# (LLDP-MED TLV Z32{8 L 7= 3AICEREN D)

MED Capabilities

LLDP-MED TLV Of&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7 O #7 4

MED L2 Priority

L2 OB

MED DSCP Val

DSCP fE D#E I E

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res

WD REE(E N2 EALE » MK

Latitude

Longitude Res

Longitude G4 E Y R

AT RS AT
LA—4—
2:vEro7ur

Altitude Res

R DO REEA D72 HALE > M)

Altitude EEGO By M)
Datum Tt 2 ¥
0K [E ot 5L HI R (WGS 84)
1AL A U U ISR (NAD 83)
2:4E7 A U B JIHA(NAD 83) D I BEA: S AR AL
LCI length FEEHRT — 2 DR E
What S BIeE LA

0:DHCP ¥ — — DT

17947 v MkkbiliWeEEZbND Ry hU—F 3
FEOALE

2:7 54T v NOALE
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Country Code a— R
CA type CA (Civic Address) & A 7
MED Inventory Inventory {F# J A b

BT HIZ B LTl RFC 3825 # &M
[ EH]

LAN AR— k #1 ® LLDP {F#t & £757 %,
SWX2310P#show 1lldp interface portl 1

Agent Mode

Nearest bridge

Enable (tx/rx) Y/Y
Message fast transmit time 1
Message transmission interval : 30
Reinitialisation delay 2
MED Enabled Y

Device Type

NETWORK CONNECTIVITY

LLDP Agent traffic statistics

Total frames transmitted
Total entries aged
Total frames received
Total frames received in
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWX2310P#

error

OO OO OoOOoOo

42320 2 TDA VF— 7 = —RTBIT DGO BEmRFT

EEN
show lldp neighbors
[AJIE— F]

FEFRFHE EXEC *E— K, F#E EXEC £— K

[FBA]

BCDA v F—7 = — AT DR OF RERTT D,
(FEU T show lldp interface ifname neighbor =~ > R & 2 M)

[ EH]
e L T DR O e 2715,

SWX2310P#show 1l1ldp nelghbors

Interface Name
System Name
System Description
Port Description
System Capabilities
Interface Numbering
Interface Number
OID Number
Management MAC Address
Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS
PORT ID TYPE
INTERFACE NAME
TTL (Time To Live) :
8021 ORIGIN SPECIFIC TLVs
Port Vlan id
PP Vlan id
Remote VLANs Configured
VLAN ID
VLAN Name

portl.1l

SWX2310P-10G

SWX2310P Rev.2.02.02 (Tue Dec 5 11:37:39 2017)
portl.3

L2 Switching

2

5003

ac44.£230.0000

Remote Protocols Advertised

Multiple Spanning Tree
Remote VID Usage Digestt
Remote Management Vlan
Link Aggregation Status
Link Aggregation Port ID

0.0.0.0
portl.3
41

1

0

1

default
Protocol

0

0



122| 2~ RU 77 L2 A | RS - EHEE
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type 3 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

ololoNoloNoNololNeNoNe]

SWX2310P#

42321LILDP 7L — LU Z—D 7 VT

E&

clear lldp counters
[AJTE— ]
¥i#E EXEC £ — K
[FRHA]
ETOR—FDLLDP 7L —ALH T2 —% 7 U TT 5,
[ EH]
LLDP 7 LV —A O 2 —% 0 ) T35,

SWX2310P>clear 1lldp counters

4.24 L2MS (Layer 2 management service) D% iE

4.24.1 L2MS E— R~O81T

[EFX]
12ms configuration
[AFTE— ]
Ja—)ary 47—y g F— R
B!
L2MS DR EZAT 9 72D L2MS £— RIZBIT79 5,
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[/ —F]

L2MS E— R b/ a—n_" a7 47— g o E— RIZRED I exit 2~ REMHHA L, %54 EXEC £— RiZ
AT end 2~ REEHAT 5,

X EH

L2MS &— RIZBITT 5,

SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #

uu

4.24.2 L2MS BEREDOHRE

[EF=]
12ms enable
12ms disable
no 12ms

[F—U—F]
enable : L2MS HéRe a9 5
disable © L2MS #EREEEH L2

(AR B

12ms enable

[AS1E— K]

L2MS E— K

B

L2MS #EREZ E AT 2 G0 ERET D,
no JER R CTEIT LB A ITHIREITRE 5,
[B%E B

L2MS #EREZ A9 5,

SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable

4.24.3 L2MS BEBEDOREI DR E
[

12ms role role

no 12ms role

[7XF A —&—]
role © L2MS HERE D E|
REM A
B T I8 L2 SWX & 1) — X WLX302
manager VU —XDOFKE - HlEEITH L2MS ~ 1 —
v—& LTEMET S
/1/~§'—\ T7AY—Ur—I, L2Msz\
acent — VX —IRE SN SWX V) — X%
g L2MS ¥ % — 3 % — kbf@@#é%vﬂ
BN O EHIND X OEET S
[FHAER ]
12ms role agent
[AS1E— K]

L2MS E— K
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[FEHA]
L2MS BERE 2 3 D RO 2% ET D,
no JIERTHAT L7254 13 agent & L CTENMET 5,
[/ — 1]

Fl—=% > hT—27NIZL2MS (A A v FHlEE) ez a2 LY~ —F—T7 7 A4 ¥ —TU 4 —/L, L2MS +
A=V X —ICRE SN SWX v U — AR EBGFTE LT-HEA. L2MS BEREDS IEFICEEL £8 A,

Fl—Fy T —2720F, L2MS v X — U ¥ — L 28N 1 B L5 X 21 LTLE &0,
Bail]
L2MS e #~ 3 — Y ¥ — & L THEAT 5,

SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable
SWX2310P (config-12ms) #12ms role manager

4244 12MS =— 2 = v N OREHEERIERORE
[

agent-watch interval time

no agent-watch interval
8T R =5
time o <2-10>

B AL ] TR (D)
[FIEA % 2]

agent-watch interval 3

[ASTE— K]

L2MS E— F

B

L2MS D= — = v N EERT L7 L —LAOEERRREEZRET 5,
no B CTHEIT LA IT VIR EICR S,

time & REQMEICHRTE LT-GE. R 7 L— L2 OEEHEITD N, L2MS DT —Y =2 M E#HE LT o L2MS <
F—=T =N D ETORBNEL 72 b, time Z/NSIREIZERE LG AIXTOH L0 BET L — LDk
BRI 2 28, L2MS D= — = 0 FEEEHGE L T D L2MS ~ 32—V v — 0338k 5 £ CORMNEL 725,

[/ —}]
I2MS D=— = > hOEFIZ I2MS BR~v 32—V % — & LTEIEL TWAEBEDHRIT I,
[B%E R

Bt FEREZ 5 BICRIET D,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #agent-watch interval 5

K
&l

4245 1L2MS =— = v NOF U U Z I B B D
[ER]

agent-watch down-count count

no agent-watch down-count

[/3T7 A —=F—]
count 1 <2-10>

Zy s LY S A
[ E]

agent-watch down-count 3
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[AF1E— F]
L2MS E— K
(LA

L2MS ==V =V DL DIRE T L— L2 ZGEE T X T LIz LT 5 £ TORKR T L— Lk GRIEERET D,
no G THEAT LI B IIHIIRRE IR 5,

BB 7 L — L% count TRRELTZABEELTH LZMS =T— Y =0 MIBINE 7 L— L Z2ZE LRWEA. Y%
L2MS =— Y = > MIX T LTz LT 5,

[/—}]

I2MS =— V= b EEHREL CTWAR— ERY U7 X LERAIR, Y2 FORELV BRNF A I 7T
L2MS =— V= hRE T LI LMD 2 &3 H D,

L2MS D=—Y = > FOBEHIT L2MS W~ —V % — & LTEEL TWALAEDARIT I,

[ EH]

0 R E I B R 8 [BICERET D,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #fagent-watch down-count 8

4.24.6 ViR DE EHERE DERE
EEN

terminal-watch enable

terminal-watch disable
no terminal-watch

[F—T—F]

enable DR OE IR AT S

disable DOmAROEEERE A AT L

[WIHIRRE]

terminal-watch disable

[AJ1E— ]

L2MS E— K

B

IR DEBERE L AT D, AT D LEMANTTR v b U — 2 NITIFIET DU RIEHR OB Z1T 5,
no I THAT LI B, IR OE RN L 70 D,

[/—H

I ARDERLL L2MS N~ R — V¥ —& LTHEL TV AOHEDOHIT I,
[E 5]

Ui AR D B RE & AT T D,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

(
SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #terminal-watch enable

4.24.7 Y A7 i 0D B A e ] T g D B
[F

terminal-watch interval time

no terminal-watch interval
[/3T7 A —5F—]
time : <1800-86400>
HRAH R ] T B (F9)
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[F1EIER E]

terminal-watch interval 1800

[AFTE— K]
L2MS £— K

[B5]

F v N T O B SRR 2 BE T B, time ICRE LIBERIAREET B L. Ky N — 7 ICHE
+ B RO % BT 5,

no A CHEAT L= B IR E TR 5.

[/ —}

D AR B T . A ov s FOREICED b, SR OREITh AR,

[BREH]

SR RO BUR IR 2 3600 BICRET 5,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager

SWX2310P (config-12ms) #terminal-watch enable
SWX2310P (config-12ms) #terminal-watch interval 3600

4.24.8 L2MS HfHl 7 L— A DEZ(EHE
[

12ms filter enable
12ms filter disable
no 12ms filter

[F—T— k]

enable © L2MS Ol 7 L — A& EZE TE e
disable o L2MS Ol 7 L— A& EZETE D
[WIHRRE]

12ms filter disable

[AFIE—F]

B =T 2 —AF— K

[

L2MS Ol 7 L — A ZEZET 20BN EHIET D,

no LA TIAT L7213, L2MS Ol 7 L — L 252 [ETE 5 L 91272 5,

[/—}]

Aa<wr Rid, LFOA X —7 2 —AIETRETE R,

« VLANA VX —7 =—2A

o B A =T 2= RIFE SN TN DOIYEA o H—T 2 — R

B VA — T 2 AZNE SNV TWDAIYER A 2 — T = — R, IWREDOARa~ 2 ROREIHE > TEET 5,

&k WA VB — T 2 — A BTGB V¥ — T = — RZNET HGAIIC, WA X — T = — ADOFEITYIHMEIC
Eéo

Kazy FOREIZHEDL T L TFOWTNIADORMEZT L TS 5E1%, L2MS Ol 7 L — AN EZ(E S
W2 ERDD,

o STP F/2i3N—7MIKEEIZ & > TA ¥ —7 = — A Blocking IREEIZ /2 > T 5

+ switchport trunk native vlan none 2~ > RAFREIN TN 5

o FRBEA LA —T 2 —RITWWAESNTVD

=)

portl.5 T L2MS Ol 7 L — L& EZFE LARWVWE 91275,

SWX2310P (config) #interface portl.5
SWX2310P (config-if)#12ms filter enable
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4249 12MS =— = v FOBEO Y v |

[ER]
12ms reset
[ASIE— K]
Kt EXEC £—
[FiA)
L2MS ¥ 3% — V¥ —BFH L TVEETHOL2MS T—Y = > hEFH FNLA4A LT, L2MS =—V = F DR ER
VIET,
[/—}]

L2MS N~v R —V v —& L TEHIEL TWDIEEDHRFETTE 5,

Ka<wr REFTTHEEHENTWEZLMS ==V 2> b HH % L2MS < % — ¥ ¥ — D& FRIRAE) H A,
AKavw s REFATLIERZRICHOLMS =— V= > b ARKET 5% A I 71X, agent-watch interval =~ > N TakiE
L= RERICAR TR T 5,

[BREH]

L2MS ==V x> hOEHE Y vy b5,

SWX2310P#12ms reset

4.24.10 L2MS DR DT
[EX]

show 12ms [detail]
[¥F—U—F]
detail ORI FORT D

[AS1E— K]
FEFFHE EXEC &— R, FftE EXEC £— K

[FiEA]
L2MS OEEREEIZIG U T, LT OEHE R RT 5,
« L2MS A3 —TY vy —L LTEEL TV DG
e BFHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfF#R
e MACT FL XA
. R4
. A
T
o TV IHR—F
o WHEINTWDHRE
o LZMS 3R —V v —& LTEIWEL TUWT, detail 5 E L7256
o L2MS v 3 — v —DOIE#
o L2MS ¥ 3 — ¥ —IIHEE SN TV AR O
o L2MS ¥ 3 — ¥ ¥ —HEG STV DR O
e MACT FL XA
« BERESNTWAHER— b
o UMAREFE LIZIREL
e EHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfE#R
e MACT FL XA
. R4
. A
. R
s VI T vl LTWVAR—
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s Ty YUIER—F
e XL UrriE—F
o WHEINTWDEE
o L2MS =—¥ = ¥ MIEE STV DR DK
o L2MS =— U x v MIEERE STV DIRADER (A1 v FOLH)
e MACT7 FL XA
« BERESRTWAHER— b
o AR E R LT REZ
e L2MS =—V = MIEHR SN TV DEROEHR (AP DIGH)
. B ShCuW 5 SSID
Bt S QB B K
o AR E R LT REZ
e L2MS AT —Y =z hELTEMEL TV AHA
o L2MS ¥ 3 — V¥ —|(ZEHE I TV D 0ED
¢« L2MS ¥ F—Y ¥ —D MAC 7 RLA(EFLEN TV HIEA)

[/ —F]

L2MS 2NEE L TW R WEA . I F R SN,

detail DFFTIE, L2MS N~ 32—V ¥ — L LTIHEL CHHAEDAAZNTH D,
(B EH]

L2MS N~ —V % —& LTEMEL TWAIA D L2MS [HH O 2 E R D,

SWX2310P>show 12ms detail
Role : Manager

[Manager]
Number of Terminals 3 0
[Agent]
Number of Agents : 2
[acd44.£230.00a5]
Model name : SWX2100-24G
Device name : SWX2100-24G_7Z5301050WX
Route : port2.1
LinkUp 1, 3, 9
Uplink 1
Downlink : 3
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 1
[bcae.cbad.7fb3]
Port 3 9
Appear time : Wed Mar 14 14:01:18 2018
[00a0.deae.b8bf]
Model name : SWX2300-24G
Device name : SWX2300-24G_S41L.000401
Route : port2.1-3
LinkUp 1
Uplink H
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : O

42411 I2MS DT — x> ha vy 7 4 FTEROFRR

&
show 12ms agent-config [agent]
[P35 A—5—]

agent : MAC 7 KV A(HHHH.HHHH.HHHH), F721%, #&¥(portD.D-D.D)
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D IL2MS T—V x> MR D MAC 7 RL A F-IIRIK 25 ET 5, HAIEEITA L2MS

T—Vxr ManREARET D,

[AF1E—F]
JEHEHE EXEC &— R, F##E EXEC £— K

[FiRA]

L2MS =—¥ = MIEAR(SWX2200)D =1 > 7 ¢ THE# A FoRvT 5,

FIRNEITLUTDO LB TH D,

HH

AL

system-name name

ez DA T DR E

energy-saving mode

HEIERELEN T 2 &N ORE

led-brightness mode

LED D ¥ DFRFE

port-speed port speed

WN— b OEEHER L OEEE— FORE

port-use port mode

RN— b &R T 20BN DORE

port-auto-crossover port mode

F— b7 v AF— =R Z T D G ORGE

port-speed-downshift port mode

HWEX T T MERREM T D0 ENDORE

port-flow-control port mode

7 v — il & T D D I ORE

vlan-id vlan_register num vid

VLAN ID DR E

vlan-port-mode port mode

AN— ~® VLAN &{EE— FORE

vlan-access port vlan_register num

T B AR— N ORIE

vlan-trunk port vlan_register num mode

N7 R—NOFRE

vlan-multiple-use mode

~)LF 7L VLAN T 2 B ORE

vlan-multiple port group num mode

~/)LF 7 )L VLAN O 7 )L —T DX E

qos-dscp-remark-type port type

DSCP V~—F 7 DEXHZ FROFE

qos-dscp-remark-class port class

ZENT Y N DY T ARG DRRE

qos-speed-unit unit

IR 217 5 B o038 BE B D BEE

qos-policing-use port mode

ZERNT T4 I DORY T ELTI DEDPDOHRE

qos-policing-speed port level

2B NT 7 4w 7 ORHIE DR E

qos-shaping-use port mode

e
it

EEFT T4 v I D= T BT DENOD

qos-shaping-speed port level

I

»

KMENT 7 4 v 7 OFBIEDRE

Tl

mirroring-use mode

7=V TR AT D B ORE

mirroring-dest port

RT=V Iy baEEHT SR — FORE

mirroring-sre-rx port mode

ZELIEATy VeI T7— U U I T o ENORE

mirroring-sre-tx port mode

EETLONNTy eI 7= T HENDORE

counter-frame-rx-type port counter type

ZETVLV—A A ThY Y T D7 L—AOFE
DFXTE

counter-frame-tx-type port counter type

%E7V%Aﬁvy§?ﬁﬁyb¢é7v%A@@ﬁ

ax &

loopdetect-count count

1B HZ0 ON—T 04 Uiz &I 2 BEOR &

loopdetect-linkdown action

=TSR OB EDRRE

loopdetect-recovery-timer time

K= 2V 7 X2 LThbLERKESE 5 E TORM
DT
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HHE A
loopdetect-port-use port mode N— TR HBERE A 2 IS D DRRE
poe-class port class KR — N CTHERRER 7 7 2D FROFRE

[BXEH)
BTOLMS =—V =¥ MgRO a7 4 TiEREFR T 5,
SWX2310P>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 23 2 join
vlian-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 R L 273 00a0.de00.0001 @ L2MS =— = > Mm RO a7 4 7@ a=RR-T 5,
SWX2310P>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

BRIEIN 1.23-1.23-8 D L2MS = — = U M RD a7 ¢ R EFRT 5,
SWX2310P>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid



vlan-access 5 2
vlan-access 6 3
vlian-trunk 1 2 join
vlian-trunk 1 3 join

4.24.12 R AP B2 T OuEE R O BUEHR DR E
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[

wireless-terminal-watch interval time
no wireless-terminal-watch interval

[T A—F—]

time : <10-86400>
AR I H PR (7))

[HIHIRRE]

wireless-terminal-watch interval 60

[AFTE— K]
L2MS E— K

[FiA]

R AP B T O RIEHR A BT 2R Z R ET Do time ([CRRE LIZRFMSFET D & | HEfE AP B FICAF(ET 5 Ui

ROMEHEBGT 5,
no JEATHEAT LIS B BHIHIREICR 5,
[/ — ]

I AR DEERBEEL TORWEE, A<y FOREICHED LT, SmARFHROPIHIITHA,

(BB
Uit A A R D BRAR IR 22 3600 FHIZFRE T 2D
SWX2310P (config) #12ms configuration

(
SWX2310P (config-12ms) #12ms enable
SWX2310P (config-12ms) #12ms role manager
(
(

)
SWX2310P (config-12ms) #terminal-watch enable
)

SWX2310P (config-12ms) #wireless-terminal-watch interval 3600

4.24.13 4 X FEHRBSREDRE

[ER]
event-watch enable
event-watch disable
no event-watch

[¥—7—F]

enable DoAY NEREREE AT D
disable DoAY NEHRBEREA AT L
[#IIRR E)

event-watch enable

[AS1E— K]

L2MS E—

[RLBA]

ARy NERRSREEZBNCT DNENERET D, BRHOLEXERNCE Yy MU= NIZHEET S L2MS =—

=V hDOARY MEROTEZEIT D,

no JEATHEAT LG EIE, AN MEREREN AR E 2D,

[/ — P}

AR FOERITIIMS AR —T v — & LTEHIEL CWAIEEDRIT D,
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[ EH]
A X NEERRRE A NS T D,
SWX2310P (config) #12ms configuration
SWX2310P (config-12ms) #12ms enable

(
SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #event-watch disable

4.24.14 A XV MEROBERFEIEROERE
Ey

event-watch interval time

no event-watch interval
[/3T A—=F—]
time 1 <60-1800>
IS ] ] B (D)

(AR E

event-watch interval 300

[AFTE— F]

L2MS E— K

[FHA]

Fv NI —=JIHFETDHIL2MS =—V = > b DA Ry MEREZTEGT HFRIBREZ R ET D, time [ZF%E L 72 I
NREETEE, 2y NT—ZITEET A LZMS = — 2 = > DA X MERAZ BT 5,

no FE CIHAT LG A 3R EICKE 5,

[/—F]

ARy NERBERADTIIRWES, Ao~y ROREICED LT, 42 MEMOBEIIITH2R 0,

(B EH]

REARREERR 2 60 FPIZFRET D,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #event-watch interval 60

)

e
e

42415 12MS =— v bo¥uar 7 4 R ERT 3 0E10
BN

config-auto-set cnable

config-auto-set disable
no config-auto-set

[F—T— K]

enable D IMS =V v hO¥raL T 4 FHREAERT A

disable D LMS =—V s hoEBrar T ¢ FHEEERER LW

[FIEIER E]

config-auto-set enable

[AJIE— R

L2MS E— K

[REEA)

L2MS =— V= ¥ MESRREDEr a7 ¢ JHREEZHERAT 20 G0N ERET 5,

Yoo 7 o FEERENARINO, L2MS T—V = DY ANAA v F F 3B AP ORE(T > 7 4 ) IMEAES
NTWDOEAE, THHANRED L2MS =— Y = "3 % v T — 7 IR SN2, RIF STV AR E(= v
T4 NN HECRET D,

no JIEXCEAT LIS I3 EICK 5,
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[/ —F]
T—x b SWX2200 IZKT AR EORMIL, ARE & I3BRR<IThh 5,
[ EH]

I2MS =— Y x> hpErar 7 ¢ ZHEEFERT 5,

SWX2310P (config) #12ms configuration

SWX2310P (config-12ms) #12ms enable

SWX2310P (config-12ms) #12ms role manager
SWX2310P (config-12ms) #config-auto-set enable

425 AF v T a v b

4251 2 F v 7 a vy MEFBEDRE
B

snapshot enable

snapshot disable
no snapshot

[F—T—F]
enable D ATy vay MERBEAINZT S
disable ATy T vay MEREEZ AN LRV
[FIEIERE]
snapshot disable
[AF1E— F]
Ja—)arz 4 —yarE'w—R
[
2ty T ay MEREAEIICT 5,
no IR THEAT LG A X, AT v 7 v ay MERBRNES L b,
[/—}]
AKawr KL, L2MS B3 —V v — L LTEEL T A5 DOREZTH D,
Bl
2AFy T vay MEREZADICT D,
SWX2310P (config) #snapshot enable
4252 2 F v 7 a v FDHBXMRITHEKE Z O D NEPDORE
[ER]

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[FF—TU—F]
except-wireless @ IEREEG SNICIRRIEWE AT v T a v P OB EN LRIV D,
(AR E]

no snapshot trap terminal

[AJIE— F]

Ja—)arz 4 —y g rET—NR

[FAA)

IRIEWRE ATy T ay FOBXRRICED S,

except-wireless 47 a U ZHEE LIZEAIL. W7 7 & ARA v MR T ICERES Sh-moRERIZ. 2 F v 7
a2 v FOWESHRN DRI SN D,

no IR CIAT L7 A 1E, WREHRITAT v 7T a v SOBKGI LD,
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[/ —F]
RKa<wy R, =x—Y¥—& LTEIEL, 2>D terminal-watch enable ==~ >~ N & snapshot enable =~ > F233%E
SNTWAGEEDHLEHTHD,
[F%EHi]
MRIERE AT v T a vy FOHRERRIED D,
SWX2310P (config) #snapshot trap terminal

4253 2F v T a v FOFER
[E
snapshot save [after-update]
[F—U—F]
after-update DXy N7 OEERIRIEEEZ TR L%, ATy v ay hELTRFET S

[AJ1E— F]

FHE EXEC £— R

[

LAN Yy 7 DAF v 7 vay MERRTR—RERDATFT YTV ay b7 7 A VERET S,

after-update 77> a3 U EENLRWGS, BUEY R —Y v —RRFELTWDSL Ry MY — 2 O#EFkEE ATy 7
gy N7 7 ALE LTRIFT %,

after-update 47> a U NEENDLHEE, Xy VT —7 OBFRIREOIERESEHCEF LcH, ATy Tvay b7
7ANE LTRIFT D,

[/— 1]

after-update 47> a2 U EENDLEE, Ry T — 7 OBFRIRIEEOTERA SHICERH T 2031y T — 27 ORI
Ko TUIEHMNE T T2 E TITREHDR DD D560 5,

[BRAEH]

Xy MU =7 OBERLREEZ FFH LIk, AT v T vay M7 7 A VERFT D,

SWX2310P#snapshot save after-update

4254 2 v v a v b OHIBR
[F=]
snapshot delete
[AJ1E— K]
K EXEC E— KN
[FHA]
AFyTvay N7 ANVERIRT S,
[BREH
AF T ay N7y ANERIRT D,
SWX2310P#snapshot delete

426 77— AU = T B

e
el

4261 77— U =T EHVA FD
EE]

firmware-update url ur/

no firmware-update url
[/NT A —=F—]
url DOCEAIEET R L UNEARL (255 LFLAN)
77 —ALT =T BENILUTV S URL
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[ E]

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2310p.bin

[AJ1E— K]

Ja—)ar 74—y g F— R

B

WEB = _— @I TND T 7 — LU =T T A NE ST Ty —b =T EHTHLEEDX T m— RED

URL Z % ET 5,

ANFERT http://—S—D P 7 KL A& DHWIERA RIS RL” L) B E 7D,

IPv6 7 R L ZADHAIL[IPv6 7 KL A]"D X 52" TH 5 LERH 5,

IPv6 V70— T RUAZRET D51, A v —7 = — AL IEET D LB B 5 (fe80:X%vlanN DI
2.

= R—D R — NS 80 LIS DOLEIE, “http:// P —/S—D P 7 RLABHDH WL KA "My — hES//SAL” L
WH AT, URL OFIHRET 2 M ENH D,

[ EH]

Ty—ALT =T DX — K5 URL % http://192.168.100.1/swx2310p.bin ([Z5%ET 5,

SWX2310P (config) #firmware-update url http://192.168.100.1/swx2310p.bin

4262 77— AU o TEHFTHEHAT S HTTP 70 % —Hh— N—DRE
=M

firmware-update http-proxy server port

no firmware-update http-proxy

[/3T A—HF—]
server : AB.CD

HTTP 7 a3 —H%—"—D Pvd 7 KL R
server T [XeXXX]

HTTP 7 m o —H— =D IPv6 7 KL &
[X:X:X:X] DX IZ[ITH S BE R B D

IPv6 Vo7 m—J T RUAZRET D5G1E, BHA v 2 —T7 = —ZAbEETHLLEND
% (fe80::X%vlanN DJE)

A PRI L O ARE 5255 CFLL)
HTTP 7 & % > —H%—/3—@ FQDN
port : <1-65535>
HTTP 7 u v —H— =D 2= FR— hE5

(IR E

no firmware-update http-proxy

[AJIE— K]

rua—)arz 4 L—va 'R

B

WEB = N—IZEIPNTWD T 7 =LV =T 77 A NVEESTT7 7 =LV =7 BHT5LEOHTTP 70 ¥ —

P N— %7 E#é

HTTP 7 0 & ¥ — P — R—RFHE SN TWRWEA, HTITP 7 a % o ——R—Z e Ic 7 7 — 20 = 7 HEHN
{Thih s,

N— FEZ LW RIICRET DRERDH D,

no I CTHEAT LIZHAIE, HTTP 72 F o — P —_—DEEHIFRT 5,

[BREH]

HTTP 7' 1 &% v —H—/3—% 192.168.100.1(F — hF 5 8080)IZF%ET D,
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SWX2310P (config) #firmware-update http-proxy 192.168.100.1 8080
SWX2310P (config) #

4263 77— U =T BHDELT

&3]

firmware-update execute [no-confirm] [no-reboot]
[F—T— ]
no-confirm 77— AT = T W OMERE LR
no-reboot D 7y — AU T EHRICHEER LW
[AF1E—F]
F#kE EXEC £— R
[REBA]

WEB h—/N—ZENPILTWND T 7 — LU =T 77 A NVEBUEFITH D7 7 — L0 =7 DYV EVaraFy 7 L,
FEIHRATRETHONI T 7 —L v =T OV EY a7 v T aFEITT 5,

BEWMZARERIEY a D7 7y — AU =T PFET D &, MEREZROLNDHDT, BHTLHHGEIEL Y 2. B
LW aiE " # AT 2 0E R H 5,

no-confirm Z45ET 5 &, #EREETICI BV a T v I EFETT D,

no-reboot ZFRET D&, VE Y a7 v FETRICHEE LRV, REEBRICEFRZO 7 7 — L0 =7 TREIT
Do

[/—}]

firmware-updateurl =~ > R CX¥ 7o — K URL #AEHTX 5,

t;lrmware-update revision-down enable =~ > REZHETHEHENI ETVa >~V a XU UiMTab 891
25,

no-reboot 5 EWF X, firmware-update reload-time =~ > R23GREINTWHATH ., BERZICHEET L2V,

B&il]
WEB — R —(ZENPNLTWVWA T 77— AT =T 77 ANT T 77— AT =T BT 5,

SWX2310P#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.02.01
New Revision: Rev.2.02.03
Downloading...

Update to this firmware? (y/n)y
Updating...

Finish

SWX2310P#

4264 77— LU T EF U u— REAL LT Y NEBORE

EEN
firmware-update timeout fime
no firmware-update timeout

[73F A =4 —]
time 1 <100-86400>
S A LT U M)
(R E]
firmware-update timeout 300
[AFIE—F]
ra—\)var 74—y aryE—FR
[

WEB —NRN—nE 77— AU =T 5240 0—RTHLEDXA LT U MNEMEZFRTET D,
no I THEAT L =GB ITUIWIR EIZRE 5,
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[ EH]
Ty —AhUxTEUru—RKOXA LT U MNEMZ 120 IR TET 5,

SWX2310P (config) #firmware-update timeout 120
SWX2310P (config) #

4265V EVa L F U DA
EEN

firmware-update revision-down enable
no firmware-update revision-down

[WIHIRRE]

no firmware-update revision-down

[AFTE—F]

Ja—N)naryz 4L — g3 rF— R

[

WEB ¥ —R—CBEIPNTND T 7 — AT =T 77 A NEE S TT7 7 — AT =T HHTHLE, BIEOY BV a v k

@%ﬁw)t/a/m@77~A?:7@)t/a/&?/%ﬁﬁ#éo
o ERTETLIAESITY eV a vy o 2FFa Ly,

[BXE )

VEeva vy z2irad s,

SWX2310P (config) #firmware-update revision-down enable
SWX2310P (config) #

4.26.6 7 7 — LU = 7 BEHHEBER T DRR
BN

show firmware-update

[ASTE— K]
ke EXEC £— R

[

7y —L7 =7 EHEERICE T 2 BEOR SR A KR T D,
LFOHEBENRFREND,

. Xwru— R¥ED URL

« ZuF%i—H%—,—@ URL

s Xl ua—FROXA LT T NEH

s VB TVarH oo

o WKEEENEFEDO Ty =L =2T IV EY g

o ETHEOHEBEZ

o RE -y JHERREO FEB) A

[BXE B
77— AU =T EHHEREEOBRERNE TR T D,

SWX2310P#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2310p.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -

reload-time: -

reload-method: Normal

SWX2310P#

4267SD H— K HD 77— A7 = 7 BHDOEST
E=y

firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
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[F—T—F]

no-confirm D Ty —bhU T EHFESD A— RO~ MEGREOMERE L7
no-reboot D7y — AU =T RIS EES L 2y

sd-unmount D7y AU =T BEHENCHER A E T SD V- FET v TS
[AT1E—F]

[REBA]

SD 71— R ENTND 77— LT =T 77 ANT T 77— =T BHEFTT 5,
NIA=Z—ZHELRWGEIE, SD V— FRICEESMRAARER T 7 — LV =7 DMAET 2 L EH & SDV— FD
~ U MREEEZMKET 50 OffR a2 RO b D,

T A= T EEHT B Y £ EH LAVEAE M 2 AT HLERS D,

SD 1 — RO~ v v MREBEAkET 25813y &, 7o~v Uy M 258IE M 2 AT 20ERH D,
no-confirm Z¥5E9 5 &, MEREETITSD H— KD~ MREZMGE L 7 7 — 2 7 =7 B2 E74 5,
no-reboot ZfRET H &, VEV a7 v 7IETRICHER LV, KEEEBFFICEHEZO Y 7 —L 0 =7 TERET
5,

sd-unmount Z¥FET D &, HEREZETICSD H—FDOT r~U 2 FEAT I,

[/ — 1]

Ty =L =T 77 A, SD B — KD"/swx2310p/firmware/swx2310p.bin" 7 7 A L& BT 5,

SDA—RHNDT 7= 0 =T 77 A NVEBIEFAITHO 7 7 — L0 =T DY BV arF =y 7 THRV,

SD 1 — R &Y A & 7 AE,. FEEEIFR I boot prioritize sd =~ > FO$REIZHENSD H— FND 7 7 — AT =
T CHEEIIND,

T PLTSD = REWMVALTH 77— 27 =7 BT 5,

no-reboot 5 ERFIL, firmware-update revision-time =~ > R E STV A TH, FEERZICFEE) L,
[BREH]

SDHI—FNNDO 77— 0T 77ANVTT 77— 0T BHT 5,

SWX2310P#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.02.01

New Revision: Rev.2.02.03

Update to this firmware? (y/n)y
Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.

Updating...
Finish
SWX2310P#
4268 7 7 — LU = T BREOBEBRZ ORE
[EX]

firmware-update reload-time hour [min]
no firmware-update reload-time

[/3T7 A =4 —]
hour 1 <0-23>
77—y = T B O B R ()
min 1 <0-59>
77— AU =T B ORBEERFZ(57)
[ASTE—F]
Ja—n)ary 74—y g — R
[

7= = T EHROFEIIL ST 7 — L = THEARL 2R ET D,
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no A TEITLIEEER Y 7 — 20 = 7T HHERICHESD L TR 77—V =7 Z#M$ %,

[BXEH]
Ty — AU =T BHOFEEINL A2 AM 1:30 IR ET 5,

SWX2310P (config) #firmware-update reload-time 1 30
SWX2310P (config) #

1139

4269 AZ v VRO T 7 — LU = T EHN K D HEBHEDORE
[EX]
firmware-update reload-method method
no firmware-update reload-method
[/$5 A—%—]
method R Z IR DT 7 — AT = 7 BT X D R A
REME A
normal gb/( VAL T e AN—AA v FREFFE
sequential %;4 AL T A=Ay FIER A
[WIHARRE]
firmware-update reload-method normal
[AS1E—F]
sua—nNarz 4l —ya 'R
[BLAA]

ALy 7%5}‘25%@7 7L =T I K D BEBEEHRET D,

normal D AA VAL T « AUN—=ZA v F ZERHIHEBIT 5, sequential DIGH, A A AL v F 4 i

B5E T 1%, %/A~X4/?%ﬁt%¢6 CCHEAFOR Y N =7 —ERICEERN N HCH 77— LT

=T HHEHT 5,

no JTE TFAT L2 G E I30IIMEICR 5,

[/—}]

Kaw RIERAL v 7 BERED A RN O Z45 7 Wl HE,

[ E B

Ty =AU =7 BN LD PR E A IR EENI R ET D,

SWX2310P (config) #firmware-update reload-method sequential

SWX2310P (config) #

427 A% > 7

e
it

4271 A& v 7 BERED

[EF=

stack switch

no stack
[/$5 A—%—]
switch DAYy T HEREOEE
RIEME B!
enable 2By JHERRE AT D
disable ALy ISR TN D
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(IR E]

stack disable

[AJ1E— K]
sa—m\)varZ g S L—varE— R

[RiAA]

A By JHEREE AN E T ITERNICT 5,

no A TIHAT L7 B I3 EIC R D

[/—}]

Kawy FEAZ v 7 XIS ETORIATTE %,

SD 71— RIZfrfF L7z Config TEBIL, ZDH%SD I — RFE27 o~ U v M LEERETRKa~vy REFETTHEET—
L%,

[ EH]

A B I HEREE AR

{
SWX2310P (config) #stack enable

{

)

N

2By 7 BEREE BN D,
SWX2310P (config) #stack disable

4272 A% v 7 ID DER

EEN!
stack stack id renumber new_stack id

[8F A—H—]
stack id o <1-2>

BEMRDA L N—=2AA vy F DAL v 7 1D, FAELIRWID Z4E L2 HaId=7 =122
new_stack_id o <1-2>

EHEBDAZ 7 1D
[FIIRRE]
L
[AS1E— ]
sa—m\)varJ 47—y aryE—FR
[BFA]
BELIZAVNAN=AL v TFORE v 7 1D Z#EHET 5,
[/—}]

Kavy RERAS v 7 IR FETORFIETTE D,

Kavwy NEALZ v 7B Z B E LT BE DAFETTE 5,

HOSHEDAL v 7 ID DREFETE D,

SD #— RIZfRTF L7- Config TRENL, ZDHSD I— K& T v~ b LIERECTRa~ L FEERITT5L2T—
L%,

[BRE B

2B 7 1Dl DA NR—ZA v F & ID2 IZERST 5,

SWX2310P (config) #stack 1 renumber 2

4.273 A% v 7 EROFR
[EX]
show stack
[AJTE— K]
F4FHE EXEC £— R, #5# EXEC £— K
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[RLBA]
AR TICHTHARERCAT —Z ADEREF T 5,
KTRNEITLLTOLEED,
o RAH v 7 HEHEDRRE (Stack)
« HEDORAY v 7 ID[FZEE](Configured ID)
« HEORX 7 ID[i# A {](Running ID)
. HHDOAT—H A(Status)
« BHDOALZyZ7R—KMTED IP 7 KL ADOHiFH(Subnet on stack port)
o RHy JHERFED MAC 7 R L Z(Virtual MAC-Address)
o RAUNRN=AA v FHOEHR
« A% v 7 ID[ERE]ID)
s BT L4 (Model)
e AT — X A(Status)
« @ —/L(Role)
s U 7L 5 (Serial)
< PPFEMAC 7 K L A(MAC-Address)
« T /34 Z ID(Device ID)
o RE v IR— KT EOER
o A H—T = — A% F(Interface)
s AT — /4 A(Status)
AUIN= ALy FRED AT —H A(Status) TIZLL FOWTNNERRT D,

Status S|
AUN—=AA T TAE v 7 T 572 DI

Seting RRERAT > TOHIRTE,
Active AUN=ZA yFHTAL v 7 SRS TO L AKTE,
Inacive 5;:%;5%%@ L. (AL SR AL v FBEER L TV 5

AH - THERRDENTEN, AV N—ZAAf vy FLxrdrxT
Standalone —a UREINT, 1 BTEALTWAIRE, EFLT
MH—EH AL 7 PRI TWRNWD & ERT,

ALy TRERRDANIZN, A=A vy FLxax

Standalone(separated) —Tarynind, 1 B TEHALTWAIREE, E#L T
MOAL 7 PRSI ILTWZZ & &2RT,

Disable ALy 7 BEREDNIEZN 7 R BE,

[/— 1]

Ra<wy NFARY v 7 SIS TORFATTE 5,

[BEH

AE VG ERRT D,
SWX2310P#show stack
Stack: Enable

Configured ID s 1

Running ID 1

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address
Device ID

1 SWX2310P-28GT Active Main S000000000 00a0.de00.0000
0000000-0000000-0000000-00000

2 SWX2310P-28GT Active Member S000000001 00a0.de00.0001

0000000-0000000-0000000-00001
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Interface Status
portl.27 up
portl.28 up
port2.27 up
port2.28 up

el

4274 AZ v 7R — M THES IP 7 F L ADOFFHR

[ER
stack subnet NETWORK ADDR
stack subnet auto-ip
no stack subnet

[T A—F—]

NETWORK ADD : A.B.CD
R

IP 7 K L A ZE[# (A.B.C.0)

(AR RE]

stack subnet auto-ip

[ASTE— ]

sra—svary 74— a s E— R

[

Ka<wy FEAZ v 7 IEETORIATTE %,

Ka<y FEAZ v 7GR THERT 5P 7 U AZEMERET D,

NETWORK_ADDR [Zi%, # 7 x> I 255.255.255.0 23 [EE T H S 415, auto-ip DIFE, A4 v 7 H## T Auto [P
BRRENE S s,

no FECHEAT LG & I3WHIREICR 5,

AKav s RZEoTHRESNLLIP T FLAZEMIZ, A% v 7 RN— NS OR— FTIHEHATE 20,

RKa<y FOBREZEMEICKM I G -OIIIHESPSLETH S,

AB s VgD IP 7 R AERIIL TR CNT A —F — 2R ET DH, BIigDNRTA—X—5FELHAE, A¥ Y
7 B ERIE CTIE LWEEDMT 27200,

[ EH]

ALy JR—FOIPT KL AOHPH & LT"192.168.101.0" 2R ET D,

SWX2310P (config) #stack subnet 192.168.101.0

4215 AN AA v F~DIVE—ru T A~
[ER
remote-login stack id
3T R —5—]
stack_id :o<1-2>

AH 7 1D

[ E]

L

[ASIE— K]

ke EXEC £— R

BN

AR TFERRT, AA VAL v FPLREINTZA VA=A, v F~) =l AT 5,
VE— R a2l A IR T AL BEMIC ey 7 NMIAZ v 7 ID BfFEINTHER RTINS,
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AA AL I TFNHAN=AAL vy FAD2)~NVE— R T A T 5,

SWX2310P#remote-login 2

SWX2310P-2>

428 A a—)

4281 A7V a—)LDRE

[EX]
schedule id time date time template_id
schedule id event event template_id
no schedule id

[/3T7 A —=F—]

id 1 <1-10>
AT a— )V

date D<1-12> F720F */<1-12> £ 7213 sun, mon, ..., sat 7213 *
A/R
R OREH] RENE
1 1A
1,2 1LHE2H
2- 2HMB 12 AET
2-7 2AHMBTHET
-7 1AL THET
* 1 H
H DR EH] RENE
1 1H
1,2 1RpE2H
2- 2HMPB12HET
2-7 2HMBTHET
-7 1 AMBTHET
mon AR
sat,sun +HEH & HIEH
mon-fri HIEANO&RER £ T
-fri HIEALO&MEH £ T
* 1 H

time D <0-23> F720E *F 0 <0-59> F720% *: <0-59>
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Ip: 03 R (B DFRE 1A I FTRE

Rr DR EH] RENE
12 12 W
12,13 12 Fg & 13 B
12- 12 K§ 6 23 KfE T
10-20 10 B 5 20 BE £ C
-20 0 M5 20 FEE T
* iRy
53 DR EB RENE
30 30 47
15,45 1545 & 455y
30- 30 53705 59 43 E T
15-45 15575 45 53T
-45 035 4553 F T
* (=%0)
event A b
R EE B
startup EE L7z L&
sd-attached microSD 11— R&T7 Z v F LIz & &
template_id <1-10>
AP a— VT T L— RS
(IR E]
7L
[AF1E— F]
sra—m\)var7 47—y arE—FR
B

time ZFEHA L CAF P a— L ERE LGS, HELLHAIZR ST X IHESNTZAF Y 2a— T 7 L—F
IR ENTWET 7 v a v aFT9 5,

event ¥ L TR Va— NV EaRELTELGA. HELTEAXRY MRBELXIBESNTEAF VY a— T 7 L—
MIFERENTWBE T 7 v a v &2373 5,

no IR TIAT L7HAIE, FHE LT ID DAY Y 2 — L &2HIBRT 2,

[/—}]

DA ¥ 2 — VIRFEIRFZNCFAT SN D56, ID /NS W EBIRICE TSN D,

AOEECHT LA ZRAESHETIEET S Z LI TE 2R,

BOREZEME LIZGE., 00 REEELZGA LR UREICZR D,

A B &R O E TS0 2 AW #HEEC LD 2EEE2T 5 LN TE S, 72 LEUC """ % A
WHIPHIEEC""C LD RHREE T2 Z I TE 0,

[ EH]

AR D 0,12,1221,2223 65 & 5 PIZAF P a— LT o L—M# 2FTTHA Va2 — L #l ZRET 5,

SWX2310P (config) #schedule time */mon -2,12-14,21-:0 1
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[EFX]

description /ine
no description

ST A—F—]

line D AT L OREATE(64 TFL)
A a—)L T L— h OIS

(AR E

no description

[AS1E—F]

A a— VT T L—FE— R

B

AT a—NT T L— NOBPALERET D,

no JERCEAT LIEHAIL. A7 P a—nNT 7 L— hOBHIEHIRT 5,

[ EH]
AP a—)LT 7 L— M # IS ERET D,

SWX2310P (config) #schedule template 1

SWX2310P (config-schedule) #description Get tech-support

4283 A7V a—NT UL — s OFREHORE
EEN!
action switch
no action
[/NT A—F—]
switch DAV a— AT T L— N ORE
RIEE B
enable AT a—NT T L— NEFINIT S
disable AT a— VT T L— N EEHICT D
[WIEARRE]
action enable
[AJ1E—F]
A a—NT T —hE—R
B

A7 a— VT T L— N EAEITESCT D,

ARa~ RTdisable Z5ETH2 LT, NI H—DEENCEDZT 73 a v OFETEIEDDZ ENTED,

no R TEIT LG AIE, A7y a—T7 07 L— 2 FARIC

[BX EH]
A a— )T T L— N # RN T A,

SWX2310P (config) #schedule template 1

SWX2310P (config-schedule) #action disable
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[EF=

schedule template template id

no schedule template
[/$5 A—%—]
template_id ¢ <1-10>
Al a—)vT T L— N
[FIHIER E]
L
[AJ1E— K]
Ja—rparyz 47 b—vg =R
B
AR a—)T T — NERET HE— NIIBITT 5,
no JERTEITLIESAIE. HBELIEAF Y a— LT 0 FL— N 2HIRT 5,
[ EHI]
AT a—nT T = b ERET HE— FIIBITT 5,
SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #
4285 A7V a— VTS L—hDa<w RETOHRE
[EX]

cli-command id command

no cli-command id

[/NT A—F—]

id :<1-20>
a<y RES

command : avw R

[WIHARRE]

L

[AJTE—F]

A a— VT T — hE— R

B

AT a—/VERED U =B L7 & EIIATEIN D a vy RERET D,

no B TIATLIEGA ., FBELEEFOa~y REHIBRT 5,

[/— 1]

RUAY Y a—/L7 7 L— NI cli-command 2~ > R & script 2~ 2 RO NERE SN TV DA, seript 2~
¥ RMFELTEN, cli-command =< > RIFEIE L 220,

BHEOa~y FERE LSS, 23y FESHNNESWELLIRICIAT SN D,

BEOa~ L FEELESGS, 2~ RRBPTETZ I —IZho/c LTHEY Oa~»y NIFETEN D,
U =SB LR T, FiE EXEC E— R Ta~y FRFITEND o), a~vy FIZd > TR#EdZRE— NI
BT L0 av s bbby TRETDILERD D,

REERTT DHEAITRED write I~ > RERITTHMERH D,

HMETa~y RERETHZ L3 TERY, BlZIEA 4 —7 =2 —2 L LT Portl.] DASIE— RIZADZEE, int
portl.1 Ti%72 <. interface portl.1 LR T HHENRH 5,

UTFDa~y RIZFETTERN,
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backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock TihE 5 =1~ > K, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T4AE % =~ > I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show
THhEE D 2~ R, ssh, ssh-server host key generate, stack CTUaE 5D 2~ > K, no stack TEE 5 =~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(*1), telnet, traceroute, traceroute6, unregister yno, yno
enable, yno disable

(*1):system-diagnostics on-demand execute no-confirm {$321T Al HE

[ EH]
ARV a—)T 7 L— N #l O3~ REE #1 1T copy tech-support sd =~ > R&EEKT 5,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #cli-command 1 copy tech-support sd

4286 AV a—NT TV =t DR ) T EFEITORE
&=
seript ref

no script
[/3T7 A—F—]

ref L AT U N T A NVOSRRY

K EE LA
sd microSD 71— K

(R

no script

[AS1E— ]

A a—)NT S — =R

[FiA]

Y A—EBEEREDR 7 U T N EATOF RN R ET D,
no B THFAT LG AIX, A2 VT FEITZEHIZLET,
[/— k]

A 2 —)VHERED N U T —NEE) L= & & microSD I — RN D/HFE4 /schedule/script.txt (50l &AL TV 2 CF
B &SNS 1007 Ta~y KE LTEITT D,

RIUA”Y 2—/T 7 L— I cli-command 2~ > K& script 2~ 2 ROM T ARE SN TWDHEE . script 2+
v RMMFELT S, cli-command =2~ > RIZEME L 7200,

cli-command =~ R CETNEIEINTWSa~vwy RIFETTLHZLIXTERN,
Bal]
Al a—=T T L—h#l TR V)T NETEZHDICT 5,

SWX2310P (config) #schedule template 1
SWX2310P (config-schedule) #script sd

4.29 Yamaha Network Organizer (YNO)

4291 YNO =— =V MEREDHRE
[

yno enable

yno disable
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[¥F—T—F]
enable : YNO =—V v MEREZAEICT S
disable © YNO =—Vx v MERRZEIIZT S
[WIERRE]
yno disable
[AS1E—F]
Ja—nN\)arz 4 L—varE—FR
[BLFA]
YNO =— = > MERRDH R, Msh & ET 5,
YNO =— = MERZAZNC LIca. BEIIZ YNO ~ 2 — U v —~ & 2 i 25,

[/ — ]

YNO HEREIE. YNO T A & o A BRGNP METH Y HAREN L OFIH & YNO MBI FE L7z b TABERE 261 H
THZ L,

[BXE B

YNO =— ¥ = MEREZ AT D,
SWX2310P (config) #yno enable
YNO is a service intended for use within Japan only.
Please do NOT use this Service if
- you or a user of the Service resides outside Japan.
- the network device is installed outside of Japan.
Are all users and this device located in Japan? (y/n): y

To activate this function, you have to

- purchase a YNO license.

- agree the terms and conditions before purchasing.
http://www.rtpro.yamaha.co.jp/RT/docs/yno/license.pdf
Have you purchased a license and agreed the terms and conditions? (y/n): y

YNO =— = > MEREAZ I3 5,
SWX2310P (config) #yno disable

4292 YNO —R—L DX —77 5 4 7 ORRIEIR DR E
[EX]

yno keepalive xmpp interval time

yno keepalive gfw interval time
no yno keepalive xmpp interval
no yno keepalive gfw interval

[F—T— ]
xmpp : XMPP % —/3—(Extensible Messaging and Presence Protocol $—/3—)
gfw : GFW #—/3—(GUI Forwarder ¥ —/3—)
R A—5—]
time : <30-300>
XMPP %—77 F A 7 O R (FD)
time 1 <3-60>
GFW % —7"7 J A 7 O R (ED)
(R E]

yno keepalive xmpp interval 300

yno keepalive gfw interval 30

[AJ1E— ]
Ja—\)ary7 4 L—gF— KR
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[FAA]
YNO H—=—=LDF—T7 T A 7185 & Fhii§ % W] 2 5 e+ 5.,
no FEICHAT LGB 3R EICH D,
[/— k]
YNO ¥ F— Vv — L PICAm < REET LGS, REEZKM S TS0 YNO v 12— v — L O
BRI R SV E T
[FE B
YNO #— R—(XMPP #— =)L DF—77 T A 7O %2 60 FIZRET D,
SWX2310P (config) #yno keepalive xmpp interval 60

YNO #—R—(GFW = =) DF—TF 7T 74 7O HREREZ 10 IR ET 5,
SWX2310P (config) #yno keepalive gfw interval 10

4.29.3 YNO ® HTTPS 7 1 X L —H— _R—DFHRE
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(EYE|

[EFX]

yno https-proxy server port
no yno https-proxy

[78T7 A —=F—]

server : HTTPS 7B F L —H—R_—DKA My, £720E, IPT FL XA
2"\ & AN Z B R AT - EARL (255 SUFLN)

port 1 <1-65535>
HTTPS 7' &% ¥ —H— R —DR— " F =

(IR RE]

7L

[AF1E— K]

sa—m\)var7 47—y aryE—FR

[BEFA]

YNO TfE4 5 HTTPS 12 ¥ o —H— R—%2HET D,
no JERX CEIT LB A IR EICR 5,
[/—F]

HTTP/1.1 ® CONNECT A YV v R&ZFHT 2 HTTPS 7 1 X o —H—_R— 2D Lxtibd 5, o — P —FWIENNER

HTTPS 7' v &% o —H— =245 Z LT TE R0,

YNO v F— v — LA T v FE T LG, RIS D0 YNO ¥ X — v — & Ok
BRI R SN ET

[BXEH)

YNO T3 % HTTPS 7' 2 % o —H— N—%RET D,

SWX2310P (config) #yno https-proxy 192.168.100.1 8080

(Eq=|

4.29.4 YNO ZExfE%
EEN|
unregister yno
[ASTE— K]
et EXEC E— R
[FRHA]
AR SR 2 R A9IC YNO BERfERT 5,
[/ —F]

AKa<wr R, YNOZ—2 = v MEREDRALR). 730, YNO X —U % —LBENTEXARETIT Y LERH S,
AR T AR~ NiIZfEATX 220,
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[ EH]
AH R % sRHI1IZ YNO BERERT 5,

SWX2310P (config) #unregister yno
Unregister this device from YNO Manager? (y/n):y

4295 YNO =— = v N OEIEREEORT

[EF=
show yno
[ASTE—F]
F#E EXEC £— K
B
YNO =— V= hOBEMEIREEZ ERT D,
FORTHHEBITLL T O Y
« YNO =— = hDOEEIREE
« YNO ¥v3R— % — & OHEIRRE

R B

Online E23 TR NI

RPEGEIRAE (B EH)

o ACS ~D#EHEN K LT

o TABUANED o TEETFIZANZN

o FRVU—F—=Thv s NN EH ST

Offline (B3 #H) o ARV —F—Th 7y MREIRENTZ

* YNO ¥ 31— % —|THER D BER ST

o AH v THERENARIZN. YNO ~ % — ¥ ¥ — D
WETAH v 7 TN —T1ZE8) ¥ THR TN

o AXy TEEREMNIELNTZN, YNO ~ % — 3 ¥ — D
BMETAF I T N—TIZEHD Y THENTWD

YNO ¥ % — 3 % — & OGS L 7= A B
s YNOT—V=xy MGBREFEHLTWDLIARL—¥—0D ID
YNO ¥ % — ¥ ¥ —D%H—/3—(ACS, XMPP, GFW H—/3—)& OFEfeIkhE

e B
Connected S TRAINI
Not connected SR TN
Abnormal LR

[BREH
YNO =—¥ = v hOBMEIREEEZ FRT D,

SWX2310P#show yno
[YNO Agent status]

YNO Agent : Enable

Connection status : Online

Connected date : 2025/02/27 16:02:38
Operator ID : Sample00001

[Server connection status]
ACS : Connected
XMPP : Connected
GFW : Connected
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4.30 Yamaha Unified Network Operation Service (Y-UNOS)

4.30.1 Y-UNOS #EEDHRE
EE

y-unos enable

y-unos disable
no y-unos

[F—U— F]
enable © Y-UNOS #REZ BT 5
disable © Y-UNOS HERE % 50275

(AR E]

y-unos enable

[AJ1E— R
sa—\)varZ 4 S L—varE— R
[REA]

Y-UNOS (Yamaha Unified Network Operation Service: & b 7 —27 %4 L CTT /31 AL 2T 5 ¥ — ) #RE
HNE T EHCT 5,

no JE X CEIT LA IR EICR D,

[/—}]

Y-UNOS HEREIZIRST VLAN O TEIWET 5, £5F VLAN IZ IPv4 7 RLADHRE SN TWARWIEER, {5 VLAN
WY 7 X L TWDIREE T Y-UNOS #REA 15135,

TR5F VLAN Z2 88 L7256 13, Y-UNOS O A. H BRdiflf&ae [l O~ L F 3 v 2 b 7 b — LAHRIEFR E (12-mcast flood
239.192.128.250) % {57 VLAN (5 = &

Y-UNOS R DA MU/ NI ITR KR 1 B 5680380 %,
ARGy T REREN AN E . A~y R T 20,
[BREH]
Y-UNOS HEfEZ AT %,
SWX2310P (config) #y-unos enable

I

)

Y-UNOS #¥HE 2 #2023 5,
SWX2310P (config) #y-unos disable

4.30.2 Y-UNOS [E#HDOFET
[EX]

show y-unos
[ASTE— ]
¥t EXEC E— I

[RiAA]
Y-UNOS |ZFHT B ERCAT — X ZADERE R RT 5,
FTRAEIILTO LB,
+  Y-UNOS H£HE D% & (Y-UNOS)
«  Y-UNOS B&RE D IR HE(Status)
+  Y-UNOS HEHRED IPv4 7 K L A (IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ -9 5
. RS O—E
s BT L4 (Model)
s U 7V E(Serial)
o 77 —AvU=xT 3= 3 (Version)
+ MAC 7 K L A(MAC-Address)
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« IPv4 77 F L A (IPv4-Address)
« AR A M4 (HostName)
Y-UNOS HEARE DR BE(Status) TIZLL FOWT g ForT 5,

Status A

Active Y-UNOS #EBREZSEE L T B fRKE

Y-UNOS BERENEIE L TRV IRFEB(A & » 7 BEREN A
72> TUND) X AK v 7 KHEFEFE D 7

Inactive(stack enable)

Y-UNOS #ERENEE L TV 2 W IRRE(RSF VLAN (2 IPv4

Inactive(no ipv4 address) T RUADERIE S TR, 72T/ VLAN 28 Y
I E T LTND)

Disable Y-UNOS #§RED L) 2 iR AR

[ E ]

Y-UNOS 12 &= 7 %,

SWX2310P#show y unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 Vv2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.31 fR5FHEH—

4311 S A ML DHRE

[EX]
hostname hostname

no hostname [hostname]
[R5 A—F—
hostname DOPRAEHTER L OYEATEE(63 XTFLU)
WA M
(AR RE]
hostname SWX2310P
[AJ1E— B
sua—\varz 4 b—va e —R
[@ ]
RA M ERET D,

RKa<wy RTHRELEFRZ MylTa~vry RFa 7R LTEMRT S, SNMP 7 7 & ATREZR AT, MIB 223
sysName D & L CTHEHT %,

no FEX CHEAT LG A TR E X WHIEICRE T,
[RXEHI]
ARA N4 % "yamaha"l\ZETET D,

SWX2310P (config) #hostname yamaha
yamaha (config) #
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4.31.2 AT LD FHEELHE)
[ER]

reload [stack-member ID]
restart [stack-member ID]

[¥F—TU— ]
stack_member RS y BRI, BEEBISEDIARAZ v I A UR—EIBEEAR LG EE. ER X v T A
N=DEET S
[23T A —%—]
ID o <1-2>
AH 7 1D
[AJTE— K]
¥iHE EXEC £— F
[FREA]
VAT AEHEEHT D,
[/—}]

FITHORE(T =T a7 4 DPEIEOREARLZ— T v 7Far7 4 )L ERSNLTWALRE, HikH)
\Z X O EFENENZ /2 D70, LB T T, reload 2~ 2 R restart 2~ > KEITHIIZ, copy running-config
startup-config =~ > F<C write =2~ R, F£7idsave 2~ REFETTH T L,

stack-member 47 = UINT A H w7 BERE DN ZhIF D A FE T R RE,
[RXEHI]
VAT ANEHERT 5,

SWX2310P#reload
reboot system? (y/n): y

4.31.3 R EDFIHAL
[

cold start
[AF1E— K]
¥i#E EXEC £— K
(B8]
T O E TR 5, SYSLOG b 4I8HET 5.,
[/ —}]
g REFTRFICEHE SRR T — READTALENRG S,
RN AT — R EDIREETIZ, Ra~ U FEFETTLENTEEY A, Aib > THRENSATY — REZEH
THNENRD D FT,
[BEH
RIE Z AT %,

SWX2310P#cold start
Password:

4314SD H— RFKD~<T7 > K
[EX]

mount sd
[AFTE— R
JEHHE EXEC £ — R, f#KE EXEC £— R
[FLEA)
SD 1— KD~ v MLUEAZSEITT 5,
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SD 71— RIFARHZIZAEMIC~Y 7 > F SN D TDFETT HMEIL/, unmountsd =2~ RTT > ~wU Yy hSi
TWABRICFITTDILEND D,

[/—}]
SD #— RiZ7 v~ r MREDLE, FH TR0,
X EH

SD 71— FR&E~v > 5,
SWX2310P>mount sd

431.5SD W —FDT7 =T b
[E

unmount sd
[AFTE— K]
FEREME EXEC £ — K, ### EXEC £— K
[FRHA]
SD #— RDOT =72 MU EFETT 5,
RKa<w REETLR0-720, Web GUL Enb 7 o~o 0 MU AZETLARWTSD I— K% SD Ay bbbk
WieE, —i# 0S ETCBEEOEE NN AR B 5,
[/ —F]
SD HI—RiZ7 vr~vy MREDOGEA. HTEZR,
(B EH]
SDh—K&7T o~ 95,

SWX2310P>unmount sd

4.31.6 F1# LED &— ROHRE
[

led-mode default mode

no led-mode default

[/XT A —=HF—]
mode © AW LED ©—F
REME B
link-act LINK/ACT €— F
poe PoE £— K
vlan VLAN £—
off OFF £— K
(AR E]
led-mode default link-act
[AFIE—F]
su—\)var7 4 b—varE—R
[@iA]

Y LED F— R&E&ET 5,

RKa<wr REFETTHE RELLE—RTLED BNaT T35, Fio, =7 —0%4 L STATUS £— RIZBIT L5
ATH, =7 —fRE%ILERE L7- LED E— RIZR 5,

no WX THEATT D &, WIHEREIZR D,
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W LED E— K% OFF E— NIZHRET 5.

SWX2310P (config) #led-mode default off

4.31.7 LED &— FOFR
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[#FX]
show led-mode
[AJTE— ]
JEHFHE EXEC £— K., %5# EXEC £— K
[FRHA]
LED E— FOFRESCKRELERT B,
IFOEB %##FRT 5,
o WM LED E— NOEE
« BIfED LED E— RO JkkE
(B EH]
LED E— FOBRESCKREL TR RT B,

SWX2310P>show led-mode
default mode : off
current mode : link-act

4.31.8 ~"— b5 — LED JREEDOFE T

[ER
show error port-led
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B

TT—BRELTVAEHR—FDID LUTOXT —HEHREFKRT D,

HH

B

loop-detected (blocking)

=T LT eyx o/

loop-detected (shutdown)

JL—7#i L C shutdown 7

sfp rx-power error (low)

SFP Z L~ UL N IER & L VKT

sfp rx-power error (high)

SFP St L UL AN IE R L 0 B 5

poe error (port limit)

PoE /R— K U X v MI XY i IE

poe error (system limit)

PoE ¥ A7 AU I v MZ XV AREFIE 7213 T— R

> FIC X B AT

poe error (PD error)

PD =7 — i L THEEIE

[BREH]
N— D27 —RELERT D,
SWX2310P>show error port-led

ID error

portl.1l poe error (PD error)

portl.2 loop-detected (blocking)
4319 [Z DA v F 28T | BRERRLS

[#FX]

find switch start sec method
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[78T7 A= —]
sec ;. <5-3600>
(ZDAA v FHET ) FERIED)
method : o HE
IRT R B
led P& CAR— h LED Z 8 S £,
[AJ1E— ]
¥#HE EXEC E— K
B
FRE LM E TET 2R, v F 28T HiEEEITT 5,
[/— 1]
BAED LED £ — R OFF £— RlZ72 > TV A4, LED 28K C& £H A,
[BEH

LED 2LV 10 B2 T2 A1 v F 284 MrE2 G+ 5,

SWX2310P#find switch start 10 led

43110 [ZDAA v F %Y #EieEIE

[F=
find switch stop
[AJ1E—F]
Kt EXEC £— R
[RLEA]
(ZDAL v F T ) ez izib§ 2,
[BEH]
(ZDOAA v F Y| EieziFlkT 5,

SWX2310P#find switch stop

43111 VAT AEBDONN I T v

E&

backup system
[AFTE— K]
FiHE EXEC E— R
[

KRIEDOLL TR E% SD #— K ~a v —3 5,
AZ—= T w7 aAr T 47 #0-#4 LD ITMHEET S 1
+ startup-config select =~ > RO ENH
boot prioritize sd =~ > N D E(A
boot auto-apply =~ > RO EME
SD 71— R ® "/swx2310p/firmware" 7 4 /L4 (T "swx2310p.bin" BFEE LT=HE . Ny 7 T v 774 A XiIZae—F 5,
SD 1— R~ T b SNTWOEEIZRY FTTE %,

[/— ]
SD W — RNy 7T v 7SN T 7 A VIFHRER L OHIBRZIThRnZ &
[ EH]

VAT AERON I T T HFEITT D,
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SWX2310P#backup system
Succeeded to backup system files and firmware file.

4.31.12 VAT AEBRD Y A T
[EF2

restore system
[AJ1E— K]
¥iHE EXEC £— K
[FHA]
SD H— KRNIy 7T v 7 LIV AT MERERK~T 2 T 5,
SDA— RO I T T ITANTNCT 7 =BT =T 77 ANVPEELIESGAE, TO7 7 ANVERANT T 7 —L4Y
=T OEFHITI,
VA NT#H%, BEENTOND,
SD 1 — KRR~ hENTWDHHAICIRY ETTE D,
[/—}]
2By JHERENA RN G . Ra~y FIIEHTE 20,
[BREH]
VAT MMEREREA~Y R NT T 5,

SWX2310P# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.02.01

New Revision: 2.02.03

Update to this firmware? (y/n) vy

Unmounted the SD card. Pull out the SD card.
Updating...

Finish

Succeeded to restore system files.

SWX2310P#

4.31.13 ProAV 71 7 7 A NER| DR E
EEN

proav profile-type #ype [name name]

no proav profile-type

[/X3F A —5F—]
type © ProAV 7’1 7 7 A )LFN]

REE Bk
dante-primary Dante 774 <V —
dante-secondary Dante Z 1 > 4% ) —
extron-nav Extron NAV
ndi NDI

name DRI AV
? A= 2 2 R < A ST IS K UNEARE 5(32 LT LIN)
[WIHIRRE]
L
[AS1E—F]

A H =Tz —AF— R
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B
ProAV 71 7 7 A VIR ZRET D,
Ko< KiX, Web GUI ® ProAV iR EX—3T VLAN & ProAV 7' 7 7 A L Okl DO 7= DI AV B 5,
[/ —H]
Ra< RIZVLAN £ VX —T7 =2 — A ZDOIARETE 5,
AKa< 2 K& CLI TEITLTSH. ProAV 71 7 7 A LOERETEH S0,
ALy TRSREN BN E ., Ra~<y RIIERTE 20,
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HSE
A B —7 = —AH|HE

el

5.1.1 FRBASCDER
EE

description /ine

no description
[T A—F—]
line DA ST KL UREARL (80 UL
HGA L H—T = —ATxT DA
(IR E]

no description

[ATTE— K]

AR —T 2 —AF— R

[FREA]

RRA VA —T 2— AR L CHAXEZRET D, no BN TEITLZEEIE. A EHIRT 5,
[B%E B

LAN R— R #1 [ZEBACERET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #description Connected to rtxl21l0-router

512V %y hE TV
B

shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #shutdown
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5.1.3 BfEHE - BfEE— FORE

[EX]
speed-duplex type
no speed-duplex

[T A—F—]
ype DOBEHE - EmEE—-RAA T
BERE - BfEE—FN&4A(4 7 i
auto F— I — g9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B
WEHE L BEE— RERET D,
no FECHEAT LGS I3 EICR 5,
[/ — ]

Kavy RIZRDORELEEZITI & UEA v H—T = —AR—KWICY v 7 X0 T 5,

ARz~ RIX LAN/SFP 7R — R 2D A% 7E I HE,

LAN R— ~Z typel0000-full (5% E T 7200,

I URAR— MIRETE D pype I$ auto & 1000-full DA TH 5,
SFP+R— MIFXETE 5 fype I auto & 10000-full DA TH 5,

SFP+78— M Z SFP & ¥ = —/L &4 L. 10000-full Z+57E L 7=
Bl

LAN R — b #1 OiEfEE

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #speed-duplex 100-full

5.1.4 MRU &E

X

HE/@{E T — R % 100Mbps/Full (2% ET 5,

21X 1000-full & L CTEMET 2,

[E]
mru mru
no mru

X5 A —d—|
mru T <64-10240>

ZAEFRE IR 7 L — LA ARETHEIIBEHTHDHZ &)

[FI3#13% 2]
mru 1522

[AS1E— ]
LB =T z—RAE—
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[@iA]
ZAETREIR IR 7 L— LY A REBRET D,
no WA CTHFEAT LI & IR EICK b,

[/ —}]
AR =<2 FIZ LAN/SFP R — NT D B35 E Al BE,
[RXEH]

LAN R— k #1 ® mru % 9000 XA MIFRET 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #mru 9000

50570 R/ A kL — b HERHBIERE
[

mdix auto action

no mdix auto

[/3T A —HF—]
type w2 b— A OEE
REME B!
enable 7 ua XA N Lb— BB Z AT D
disable 7 u A/ A~ — b BB Z BT D
(AR 2]
mdix auto enable
[AS1E— ]
B =Tz —RAE—F
[@iH]

JaA/ANL— NEEPHBIZBENCT D, BT D E IO EBERr—T N2 A (A L — hERIZY
0 A)EfRH L, B A U ET S,

no B TIAT L7 A3, BEPHIBIAMENIZ /2 Y MDI & 72 5,

[/—}]

A< Rid LAN AR— M2 D% E IhE,

Ao~ RICEDRELEFZITHI &, YA v X —T 2 — AN v o7 X 45,
[ EH]

LANAR— F #1 © 27 vB AZX N L— O BEPHRIERE & 2035

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #mdix auto disable

5.1.6 EEE & &
B

eee action

no ece
[/3T7 A =4 —]
type :  EEE O#fE

B EME LA
enable EEE ZHZT 2
disable EEE % #Zhiz 3 5
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[FIHIRR 2]

eee disable

[AS1E— K]

A H—T2—AE—F

B

4% JJ¥4HE Energy Efficient Ethernet(EEE) % A 3275,
no TG CTHAT L7=8& 1%, EEE N EZNZ/ 5,

[/ —}]

A< Rid LAN AR— M2 D% E I HE,

Ka<wy FICEDRELFEZITI &, UM v A —T = — AR v o7 X045,
[ EH]

LAN 7R— k #1 ® EEE ZHT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #eee enable

5.1.7 EEE XS Al B2 RRT D

EEv
show eee capabilities interface ifname
[NT A —=F—]
ifname : LANKR—hDA v F—Tx—R%
RRT DA H—Tx—A
[AFIE—F]
FEREHE EXEC £— N, ik EXEC £— I
(@]
FRELIZA V2 =7 2= AP EEE KR L TV DN E I nEFERT D,
UTOHANERSND,
HH B
interface A B =T 2 — A%
EEE(efficient-ethernet) H & 7 EEE [Tk his LTV 5 237
Link Partner XFIAEEAY EEE IZRATIS LTV i)
[/ =}
xR S LTV WEATE, EEBICRHE L T RREh b,
Bl

LAN R— b #1 @ EEE xHi Al & R T 5,
[t EEE (S0 LTV 28587
SWX2310P#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)
[XFE#%2Y EEE (2R L TV 720N EA]
SWX2310P#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE 2T — ¥ A fEREFRT 5D

[EX]

show eee status interface ifname
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[R5 A—%—]
ifname : LANR— DA L F—T =— R4
FRTDHA LV H—T = —A

[AF1E— F]
JEFFME EXEC £— N, Fp#E EXEC £— |
[FFA]
ELIEA L H—T 2—ADEEE AT — X% A% FK Rt 5,
IFOHEENFERIND,

HH B
interface AU H—T 2 — R
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZAEMOEET)E— FOWKEE
Tx LPI Status EEMOEEE— FOKE
Wake Error Count TT—H U
[ EH]

LAN 7R— ~ #1 ® EEE A7 — &% ZA 2 KT 5,
[EEE N EZ DGA]

SWX2310P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I OHE]
SWX2310P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE BNEZN 2B BT — F~BITTOHE
SWX2310P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE BNHENN OB EIE— R~BITL TV HEA]
SWX2310P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 " — X573 —V U TOHRE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]
[F—TU— K]
direction D NI T4y OB MERET D
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[78T7 A= —]
ifname : LAN/SFP R— DA  Z—T = — A4,
NG T4 BTV TTHAL L E—Tz—A
direct NI T4 v 7 OBAERTTIN
FF 74 v 7 DERTGH B
both ZARM & RAF A D 1 T7
receive ZAEM
transmit KA
[WIHIRRE]
7L
[AS1E— F]
A F—=T2—AE—F
[BLFA]
RWRA LV H—T 2—RAE A=T 7—7R— b ifname & T =4 —R—hr & LT, direct CRREINTZ T T4 v 7%
T—=U 7T 5,
no B TIAT L2 AIE. 27—V v 7 OREZHIRT 2,
[/— 1]

AK=za< > Rl LAN/SFP R — F O L3 E T HE,
AT 7—HR—=PMNIBRETEDA X —T =T 1 DDH,

[BX EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 OFEZET L —LE LANR— M #5 OFEETL—L0 %3
F—=V I35,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #mirror interface portl.4 direction both
SWX2310P (config-if) #mirror interface portl.5 direction transmit

5110 R— F I F—1 VT DIREER

[ER
show mirror [interface ifname]
[F—TU—F]
interface O RRTLERA— N EEET D
[/XT A—&—]
ifname : LAN/SFP R— sDA vV H—T = — A4,
FRT DA —
[AF1E— F]
FHHrHE EXEC E— R, %§# EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEHME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOBEMREFR— T L2, LFOHEERFRRIND,

HE B
Monitored Port AR — "D A o H—T =2 — R4
Sniffer Port A=T 7 —R—= DA H—T 2— R4
Direction N7 74y 7 OEERTTM
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[ EH]
RT—V TR NOBREEFERT D,

SWX2310P#show mirror
Sniffer Port Monitored Port Direction

portl.l portl.4 both
portl.1l portl.5 transmit

5011 A v F—7 = — ADIREEER

[EX]
show interface [ type [ index ] |
[XT A—F—]
type DA HE =T 2= RAE AT
AVE—Tz2—RFAT B
port MELA v H—T = — R
vlan VLAN AV Z—T = — A
sa ABT 4y VB A —T = — R
po LACP A v ¥ —T = — R
index AT v I AE
A F—Tz—ZID B
WA B —T = —AD AKX v 7 ID(S),
3 X BRICHIF SN B FX)ERET H, X
' SWX2310P-10G,18G I%. A ¥ v 7 ID=1
EO
<1—4094> VLAN ID Z#4587E7 %,
B ABT 4 v ViAo H—T == AFF
<16 feiE T 5,
127> I%)ACP FRERA H—T 2= AR S EIRET
[ASTE— F]
JERFME EXEC £ — N, KM EXEC E— |
[
ifname THRE LTA 2 —7 = — ZADREZ R RT D, ifname ZEWE LT HEIX, 2TOA ¥ —T7 = —ZADIKEE
BRATD,
DIFToHBENEREIND,
HHE A
Interface A H—T 2 — A4
U7 AT —H A %2 (shutdown I
ITERERRT D)
Link is + shutdown % EF¥F : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H —7 = — AFE R (Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL R %1
Description A B =T = — ZADFRC
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EHH B!
ifIndex A EB—T 2 —AA T v I AEKE
MRU Maximum Receive Unit %4

ARP ageing timeout

ARP % A L7 7 MRFE(ARP = K
U —RFFRERH]) %3

Speed-Duplex

WEWE, BET— NOEREMEH
(BN

Auto MDI/MDIX Auto MDI/MDIX 7 2h/#E%h 31

[Pv4 address IP7 RLRAR/vAZ R %3(IP7 Rl
ARERFDOHRFREIND)

broadcast IP7B0— %y X h7 RLZ %3 (IP
7 RUVARERFOARRIND)
AA v FHR—FDE—F

Switchport mode e access: X772 L

o trunk: ¥ 7 &

Ingress filter

ANIT 4B T OMREE
« enable: %)
. disable : %)

Acceptable frame types

ZIETAHER T L— L H AT
Al RTDT L —LEZZF T
AR L)

+ vlan-tagged only : VLAN % 7 D}
W27 L— A DBZAE

2T L7 L—5%%5 VLAN ID

o XU LKR— bOHE
switchport access vlan =~ > I C
€ L7z VLAN

broadcast packets

Default Vlan o ZUfER—FNOHE XA T 4
7 VLAN
o ZUFER—PITHEITFENRT Y
kD HZAGERE D56 - None
o RIEERS : vianl
M A U H—T = — ADFTE LTV
Configured Vlans % VLAN ID 00—
packets S5/ ML %2
bytes ZAE A M EOx2
input multicast packets ZAE~NTFF v X RSy MEOK2
R AZ N 7 S W
drop packets X{.D/\/77{minb7i/\}7/ %
2,%5
packets BIENRT y M %2
bytes EIE A MK x2
multicast packets EENLT XY A RNy M %2
output

EETe—REv X b2y MEx
2

drop packets

T—L Ra vy FULEEEST Y MK
X2,%5
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O LB —T 2 — A A H—T 2 — ADHIFER

X3 VLAN A V' H — 7 = — AD IR
XAGHEA v X —T 2 —ABLNVLAN A L X — T = —ZADEEIE, TOA L F—T7 2 —RAIBLTWAEYHA

H =7 o= ADF/MEZR RN

X5 7=/ Nu v TRFEN G ICERON R, ARG AIC3ZEORROHLITRENET,

[BXEH]
LAN R— |k #1 OWRBEEZFRT 5,

SWX2310P# show interface port 1.1

Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description:
ifIndex 5001,
Speed-Duplex:
Auto MDI/MDIX:
Vlan info:

MRU 1522

on

auto (configured),

Connected to router

1000-full (current)

Switchport mode access
Ingress filter enable
Acceptable frame types all
Default Vlan 1
Configured Vlans 1
Interface counter:
input packets 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895
multicast packets: 628
broadcast packets: 0
drop packets 0

VLAN #1 OIRFEARFIRT D,

SWX2310P#show interface vlan
Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)

5112 f F—7 = — ADIREDOEHFFER
[ER]
show interface brief

[AJ1E— ]

FEHRFME EXEC E— K, §5#E EXEC E— K, f@pla> 747 L—va v E—FK

[

A B =T 2 —ADREEHGRRT D,

DITFTomBENERIND,

HH A

Interface AU H—=T 2 — R4

Type A B —T = — AFE] %2

PVID izﬁfﬁ L7 L —2.%4% 95 VLANID
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e B
AA wFR—FDE—F %2
Mode e access: X772 L
o trunk: ¥ ZfI&
Status Vo ATF—H R
Voo X2y DR
Reason » AD: shutdown 3% &
e ED: A— h= 7 —ft
« PD: EFELISt
Speed BAEHE OEMEIREE %2
BT BIEA > 5 —7 = —ADFE
Bl %1
. . = N 24 N -
Port Ch S): AXT 4 v VimEA H—T
= —A
e (P):LACPFH¥iAf v X —T xz— A
FrE 3 2imBiA v X —7 = —AD ID
Description B —T = — A DAL

X1 B A L H—T 2 — ADIHEKR

X2WPRA LV H—T 2 — A @B VH — T = — ADHBFIR
[BREH

A H =T 2= ADREEE S ERT D,

SWX2310P#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up == 1g == ==
portl.3 ETH 1 access down PD auto -- --
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == 1g == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up = 1g = =
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up == ==

vlan?2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A FZ—T=—AD Vv |k

EEy

interface reset ifname
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[78T7 A= —]

ifname LAN/SFP A"— M7 idGmBilf v 4 —T = — X
Uy hFBA 28— 2

[AF1E— F]

K#HE EXEC &— R

[

BELEA 2 —T7c—R% Uty N5,
[/ —F]

MRA B =T =2—ZADY 7 REEZ VY FL, V7 2BilELT D,

BB, Uy MIHEOD—BEICY 7 X U BRRAET D,

FRELA v H — 7 = — R ZFTE LT D LAN/SFP AR — R 2

[BREBH]
LANFA—hr#l 2V t> bT5
SWX2310P#interface reset portl.l

5114 7V — LV —FRmR

FFEITTE RN,

&3]
show frame-counter [ifname]
[T A—F—]
ifname LAN/SFP R— DA > ¥ —T = — A4
BRTHA A —T =z —A
[AT1E—F]
FHFFHE EXEC £ — N, ¥7HE EXEC £— F
B
ifname TIRELTcA LV F—T =2 —ADT L—LA T —IEWREFRTT D, ifname ZEME LIZHEIX. &2TOA
S =7 = — ADEFERERTT D,
IFOHEANRERIND,
HHE WA
Packets BIE/ZEANT Y MK
Octets EE/ ZEL T T MK

Broadcast packets

Tr— Ry A F Ay BRI

Multicast packets

VAT Ry ATy MREEZE

Unicast packets

2=k R oSy MR R

Undersize packets

T U= A RNy NEARE(64 AT T BARTE DN
7 )

Oversize packets

H— =Y X0y NEAGHR(523 A2 T MEAED
RUEAX D

T T RA "Ry NEAEH(64 A7 T > AR T CRC

Fragments MEH T B b)

Tabbers D NNy R RARH(1523 A7 7 FELET CRC
DEFETH D/ v FX%1)

FCS errors FCS =7 — 7w M5

RX errors ZETI7—H

TX etrors EET T

Collisions Y v a R
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HE B
D ot T Ruy FUREEART Y MR Ny T 7 iRIC K
TOp packets VZAZTERD ST T y MK %2
64octet packets 64 427 v NREOD/NT v MEZER

65-1270ctet packets 65~127 427 7 v MRO/NT v bEREH

H

128-2550ctet packets 128~255 427 7 v bRO/XT v MEZERK

W

256-511octet packets 256~511 A7 T v MRONRT v MEZER

512-10230ctet packets 512~1023 427 7 v FRO/NT » MEZERK

1024-MAXoctet packets 1024~ KA 7 7 v MROEKD)DST v FEZEK

X1 KA Z—72—AD MRU IZIETE L CEET A,

X2 7 —)V Ra vy IRENLGEICEEOER,. B RGE51213%E
[BXEHI]

IANR—F#1 DT L — A BT H—mFrT 5,

SWX2310P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

DIFBRDOHFRSNET,

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets : 0
Fragments 3 0
Jabbers : 0
FCS errors 0
RX errors 0
Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors 3 0
Collisions : 0
Drop packets : 0
Received and Transmitted:
6d4octet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-51loctet packets 1
512-10230octet packets 0
1024-MAXoctet packets 0
51157 V—L U Z—D7 )T
[ER]
clear counters ifname
clear counters all
[F—TU— K]
all TR TCOA AT 2= ADT =LA A% )T T 5
[T A—F—]
ifname LAN/SFP R— M E 213w A v X —T =2 —ADA X —T = — A4

HEDOA L H—T 2— A
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[AFTE— K]
¥i#E EXEC £— K
[
A VEB—T2—ADT L —L NI B =% )V TT 5,
ifname I E LT2GEIE. TDOA X —T =2—AD T L—L IO X —% 7 )T T 5,
ifname \ZFHERA X — T 2 — AEARE LB AL, TDOA U F —T = —AZFTRT 54 TCD LAN/SFP R— h D7 L
— LA E—% T )V TT D,
[ EH]
LANKR—F#l DT L —2 AT H =27 VT T 5,
SWX2310P#clear counters portl.l

5.1.16 SFP £ = — /L DIREER R
[EF

show ddm status [interface ifname]

[F—TU—F]

#R4 5 SFP A— FEFRET D

interface
[/XT A—&—]
SFP R—hDA o HZ—T 2 — A4
#F 3% SFP A— |k

ifname

[AJ1E— K]

FEHFHE EXEC £— K,
[BHA)

SFP & ¥ =2 — /L DIRREAE KR T D,

1 DOHBIZX LT SFP A" — F Z & ZBITEE, ERREEE,

HH

kg EXEC £ — R

TIREEN R TSN D,

B

E Y 2 — L INEBIEEE(°C)
V)

EIE(mA)

F& DR (dBm)
GO IRE (dBm)

Temperature

Voltage

Current

TX-Power

RX-Power

[ EH]
SFP & ¥ 2 — L ORIEE FiT 5.,
SWX2310P#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95,0 90,0 =20,0 =23, 0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3,37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
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portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184
portl.26 = = = = =
portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = - -
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
5.1.17 SFP E ¥ =2 — LV DF N L~ VEER DR E
EEN!
sfp-monitor rx-power action
no sfp-monitor rx-power
X5 A —H—]
action SFP & ¥ 2 — /LD L~ LEERL OB
BREME i B
TV a— )LD LEE e
enable SFP & = — /L D% L~ULEAR 2 40
+5
. TV a2 —/LDZN L)L T
disable SFP & ¥ 2 — /LD L~V & B
T5
[WIHIRRE]

sfp-monitor rx-power enable

[AFIE—F]

Ja—)ary 74—y g — KR

[FiHA]

SFP &Y 2 — VD% L~V Z R ET D,

[EXEH]

SFP & ¥ 2 — /LD L~V 2 24 5,
SWX2310P (config) #sfp-monitor rx-power disable

5.1.18 25 F = — DEFREH D

RIE AT L)

[F=

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate
[/$F A—%—]

action

VAT LERDOERF 2 — O HRERORE
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B =5 B

L AT BARDR(E X 2 — O IR %
B+ %

i VAT DEROREF 2 — O REN &
disable e

enable

[ E

tx-queue-monitor usage-rate enable
[AS1E—F]
Ja—n"narz 4 b—varE—F
B

VAT AEROERF 2 — O HRER AR E I BT 5,

no I TIFAT L7125 A I3 IER EIZ R T,

[/ —}]

EEFX 2 —OFEHAREEEZEINCT D7D, Ka~vr RIIMaT, 41 ¥ —7 2 —ATHEEF 2 —OfFEHE
R EZBNCT DN H D,

Bt

VAT AR TIEE X 2 — O RGN Z BT 5,

SWX2310P (config) #tx—queue-monitor usage-rate disable

5.1.19 EEF = —DFEHREFRDOREAL v F—T = —2R)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[/$F A—4—]
action DORBA U E—T 2 — ADEEF 2 — O HERER OB E
Bl P
XNEA L H—T 2 —ADEEF =2 — D H
enable FEALEHDIT D
, WRA 2 H—T 2 — ZADEEF 2 —Off ]
disable SERLE NS D
(IR RE]
tx-queue-monitor usage-rate enable
[AJ1E— F]
A H =T 2 —AF— R
B

WGA L H—T 2 — ADEEX 2 — O HAEER LB E TN T 5,

no JEE N THEAT LI G I3 E IR T,

[/—}]

A~ Ri% LAN/SFP iR — NI D HERE Al e,

REEX 2 —DHEHREREZENCT D010, Kavr FIIMAZ T, VAT LK THREEF 2 —Ofd I REH
EHINCT HMERD D,

Bl

LAN R— b #1 OFEEF = — O FRER 2 BT 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #tx-queue-monitor usage-rate disable
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5.1.20 X5 ¥ = — DA REHRORERT

[EX]
show tx-queue-monitor
[AS1E— F]
FFrHE EXEC £ — N, %M EXEC E— N
[BLFA]

HEEF 2 —OFEHAREROREERRT D,
KARAEFTLTDO LB,
o VAT ABEROEEX 2 — O HEEEORE
« LAN/SFP /R— s T L OB E
o A H—T z— A4 (port)
«  LAN/SFP 7R— bk DIX[E F = — O A ZREEHH DX IE (usage-rate),
[ 2 H]
EEF 2 —OEHREHORELRRT D,

SWX2310P>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

S22V 077 05— ayv

52 RAET 4 v 7RBEBA LV E—T 2 —ADRE
[EX]

static-channel-group link-id

no static-channel-group

[73F A—&—]
link-id : <1-96>
ABT A4 TR VA —T 2 — A
[AJ1E— K]
A H =T x2—RAE—F
[BA)

SRA B —T 2 — A% link-id CTERELIZAAT 4 v VimBA v X —7 2 — A B &S H 5,

IR TETLIEEAIT. A8 A F—T 2 —REART 4 v TP 2 —T 2 —ZAML RS 5,

[/ —}]

A=< RIZ LAN/SFP R — N D&% E Al 6E,

ART A4 TEBA v H—T = — ADNFLE LR link-id 12%F LT, LAN/SFP R— FZiE S AEAIT. Hl-lcA
AT 4 TmBiA v A —T = — AR EN D,

ABT 4 TiREA VH—T = — ADLRMAR S AE R, PR T 5 LAN/SFP R — N EELS o n &3, AE T+«
TP A —T 2 — ADHIBREND,

1 ODART 4 v VB A L XA —T 2 — AR K8 DD LAN/SSFP R— 2B S EAHZ LN TX 5,

BEICHFIEL TV D AZT 4 v V7 iwBliA V7 —7 = =R L TR S ¥ 55813, LAN/SFP R— L RZT ¢ v 7
B VA —T 22— AT, UTORTEEZET—HIHDHZ L, REVBRAIGHITIZT L7725,
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« VLAN D%
© QSD LT AFE—RREGT 74/ b CoS ., &N— MEFELGT)
o N—TRRHEOREV—TREOE R, R— T a -y x T OF /D)
TN AET 4y VA v — T = — ADREREN DG 1E, LAN/SFP R — h D EFUREN A Y T 1 v 7 iAo
VHE—T 2= ADWMBREL D,

LAN/SFP iIR— "2 A X T 4 v VA 2 —T7 2 — AR EE 5 &, MSTP OREVDNVIHREMICR D, 7.
ABT 4 T iREEA A —T 2= ANHPIR LT A S MSTP OB ENWIHR EMIZES,

1 >0 LAN/SFP F— N &I OMIA L 7 — 7 = — AR S 2 2 LITHIRA WV, no B CRIRS T R
RDMPEA v H—T = AIFTR ST DL Z L,

[EE B

LAN R— N #1 2 A X T v VB v 2 —7 = — 2 #5 TR & 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #static-channel-group 5

522 A2 T 4 v 7 iaBA v F—T = — ADRERT

[EX]

show static-channel-group
[AJIE— K]
FEHHE EXEC & — I, 454 EXEC £ — R
B!

ABT 4 ViR A VA —T 2 — ADRREEFIRT D,

FETDHDAZT 4 v Vi v 2 — T 2 — AT LI TOHEENRRRIND,

s RET 4V IEEA U E—T 2 — R

e b— AT ZHEREDL—L

« FTELTWVWD LAN/SFP R— h DA v H—T = — R4,

12— RXZ 2 ZAERED L— LT DT, port-channel load-balance =1~ > KD fype /3T A —X —SMD = L

[ E B
ART 4 VB, v —T = — ADIREEEIRT B,

SWX2310P#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

5.2.3 LACP faBif L #—7 = — ADEIE
EEy

channel-group /ink-id mode mode

no channel-group
[/3T7 A —F—]
link-id : <1-127>
LACP A v 5 —7 = — A&
mode o BfEE—R
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mode B!
LACP % ACTIVE £— R CHBESH 5,
active ACTIVE &— R, sfmsgasioxt LTHE

B LACP 7 L — A% 3%ET 5,

LACP % PASSIVE E— R CHfE S H 5,
PASSIVE &— N Ci, xfmas7 o LACP

passive T —ALEZZELEBEAEIZOHLACP 7
—LEFET D,
[AFTE—F]
AHF—Tx2—AE—NK
[FBA]

RGA B —T = — A% link-id THEE L7- LACP inBif v ¥ —7 = — AR S HE D,

no FERTEITLIEHEIE, R A X —T7 =2— 2% LACP il A v X — T =2 —AMBLHIESE 2,

[/— 1]

A2~ 2 Ri% LAN/SFP 7R — RZ D B & FlHE,

LACP f@#iA % —7 = — AT LAN/SFP AR — h & T @ S & 7235515, MU7% LAN/SFP 78— K I lacp timeout long 73 5%

EIND,
F7o. LACP#@#liA & —7 = — AN O HIR S E 7255651, Mi% LAN/SFP AR — k@ lacp timeout =~ > N DFXED
HikRE N5,

2/

LACP 331 > & — 7 = — ADMEIE L2 link-id 12% L C. LAN/SFP 7R — N 28 S ¥ 5 A1%. #7-12 LACP &

A =T 2 —ADREREND,

LACP #HiA v X —T7 =2 — AWM B IR & E-55 %, FTE 35 LAN/SFP iR — F 3L 72 o 72385615, LACP #R#l» v
H—T x—ANYIEEN S,

1 OO LACP#HBEIA & —T7 = —ATHK 12 D LAN/SFP R— 2B SHH 2 LN TX 5,

@+ % LAN/SFP 78— 728, 8 0% TIX LACP Bl A v Z — 7 = — XICHIFFIC R B L, 8 D& B X /=432 oW
TITFEERAEI {2 TORER— 7 5,

WEE— R THEO LAN/SFP AR — MMILACP V> 7 7 7 U 77— 3 ATk L7V, (FTBIZAIHETSAY LACP Y
YTV g LTEEIZLZ2,)

WBIEHE N D LAN/SFP AR— R 3F— LACP #hiFiA > ¥ — 7 = — AR L TWA A OEEITEEE Y
TV = a COREIAFET D, FEMIT lacp multi-speed 2~ REZZMD Z L,

BEIZAFAE L TV 5 LACP §a#l A v % — 7 = — A(Z%F LT LAN/SFP A — h & T8 & 58541, LAN/SFP R — | &
LACP ia#iA v # —T7 2 — AT, UTORECA2ETHIEDH L, RENVBRIERITI=T—L 5,

¢ VLAN OFE

* QoS D kT AME—RNRET 74/ b CoSl, AN— MESLELZGTr)

o N—TRHEOBREOV—TRHEOEHIER), A— N7 a X7 OF /D)

HIZ LACP A v 2 — 7 = — ADREREN58E1%, LAN/SFP R— @ FEEk &M LACP fiA v X4 — 7 = —
ADHHARE L 725,

LAN/SFP 7"— h % LACP #@¥A v % — 7 = — A2 & 5 &, MSTP D% EN VIR EMIZRE 5,

F72. LACP R A v X —7 = —ANB R L7254 D MSTP O EN IR EEIC R S,

1 -2® LAN/SFP R — F 2B OFHMA v F— T = — AR S ® 5 Z & ITH R,

no R THIBSI TSR IHIA LV —T7 2 — A AR IED Z &,

[ EH]

LAN 7/R— | #1 % ACTIVE £=— KT LACP il A X —7 = — A #10 IZFTB S ¥ 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #channel-group 10 mode active

k=100

524 LACP A ¥ — 7 = — ZADRERT
[EFH]

show etherchannel [ifname)
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[R5 A—%—]
ifname LAN/SFP R— kDA X —T = — R4

LACP iiAf v # — 7 = — A& L TWDHA v F—T = — R
[AS1E— F]
M EXEC £ — |, ¥7# EXEC £— R
[FiA]

ifname %AW LT84 LACP §

AV H—T 2= ADREEFRT D,

TFIET A LACP 3Bl A L X — T 2 — AT LIZLL FTOHEERFRINS,

« LACPiR#iA v ¥ —7 = — A4
e TO— RNT U AEED L —/L
« FIBLTW2S LAN/SFP AR— h DA U X —T = — A4,

72— RRZ 2 ZRERED L — LI DT, port-channel load-balance =1~ > KD fype /3T A — X —HMHD Z L

ifname ZFE LT234E . LACP iwBlA v ¥ —7 = — 2 Z K LT\ %, LAN/SFP R— h DRFEZ FIRT 5,

IFOHEENFERIND,
HE B
Etherchannel portN.N LAN/SFP 7K— 14,
Physical admin key WY 72 R A FR B 5 ##(bandwidth,duplex,mru, VLAN

HERL N B 1ERR)

Receive machine state

LACP 7’1 b 211 Receive machine 8 £ D4R RE
e "Invalid"

* "Initialize"

* "Port disabled"

* "LACP disabled"

* "Expired"

e "Defaulted"

* "Current"

Periodic Transmission machine state

LACP 7' 17 |k =2/L Periodic Transmission 242845 DR HE
e "Invalid"

*  "No periodic"

* "Fast periodic" (1 F>[H @ TE(E)

+ "Slow periodic" (30 F>fE TiEE)

* "Periodic"

LACP 7 & | 21/l Receive machine ZfE 4 DR HE
e "Detached"

Mux machine state +  "Waiting"
+ "Attached"
+ "Collecting/Distributing"
fitt FAR TG
Selection * "Selected )
+ "Unselectedic"
+ "Standby"
Information LU DF % 2 M (Actor B4y B &, Partner X [4HTF)
Aggregator ID LACP L D75 ID

Information CIZLA FOHEHNEREIND,

HAE

B

LAG

LACP > 27 L ID(F 54 AV F 4, MACT FL )
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HE B

Admin Key LACP D7t & 72 % IDGREEAR — R &)
Port priority LACP 7" — MESEE

Ifindex A B =T 2 —AEKE

Timeout Timeout fE("Long"=90 ¥, "Short"=3 )
Active LACP EifEE— R("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 < 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E 5]

LACP##HEA v X — T = — ADRREEE T 5,
SWX2310P#show etherchannel

% Lacp Aggregator: polO0

% Load balancing: src-dst-mac

% Member:

portl.1l
portl.2
portl.3
portl.4

LACP #H A v #—7 = — A ZHERK LT\ 5., LAN/SFP iR— F DIRREA FoRT 5,

SWX2310P#show etherchannel portl.l
Etherchannel portl.l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525 LACP V2 F AMBEEEDRE

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000, 00-a0-de-11-11-11
0001
32768
5001
Long

CORr P

E&

lacp system-priority priority
no lacp system-priority

[23T A —%—]
priority <1-65535>
LACP 3 AT NS
INSUWNE EBIE D E W
[FIHAE% E]

lacp system-priority 32768
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
LACP v AT MEFREZFHTET D,
no FEX CHEAT L2 GE TR E 2 W HIEICRE T,
[/—F]
LACP @A v #— 7 = — A%t itan L 8t SNV 6. AT AMESFEREE 2 bhlie U T, SR EEDS @\ 7 I ME 2
Hz6n5,
[ EH]
LACP ¥ A7 LMEFEE % 100 125X ET D,
SWX2310P (config) #lacp system-priority 100

5.2.6 LACP 3 27 MBI EDFRT
B

show lacp sys-id
[AJ1E— K]
JEHHE EXEC £ — K, #5#E EXEC £— K
[FRHA]
LACP o 27 LMEJEE L LACP 2T A ID 237 5,
IFOHEBENFREIND,
e LACP ¥ A7 AMEJEEE(0x THE D 16 XD
« LACP A7 A 1D
[/ —}]
LACP o A7 LMMES L, lacp system-priority =~ > R CTHETE 5,
LACP AT AL ID X, MACT RLAMBARIND,
[ EH]
LACP DY AT MEFEZFRRT D,

SWX2310P>show lacp sys-id
% System 0x8000, 00-a0-de-e0-e0-e0

527LACP BEEV LI/ T7 7V F—3 9 VORE
[EF=]

lacp multi-speed switch

no lacp multi-speed

[/3T A—HF—]
switch s BREY) o T ) A= a UISBED RS « EEERTE
R EE A
enable %ﬁ&uy&7795%vay%ﬁﬁmﬁ
disable %ﬁ&vy77fuf—yay%ﬁﬁmﬁ
[FIHIER 2]
lacp multi-speed disable
[AJIE— K]
Jua—ar 74— g E—FR
[RAA]

LACPICRITAEEEY 7 7 7V — g UHREDER) - B ERTET 5,
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no JE THAT L7235 A 135 E 2 I =T,

[/ — 1]

FOREY o 7 7 P a U ISERIOSE OEE

o BHREE@F— N EFTOTRCOFBRR— FNE@BEHEICHELLT T 77 4 71275,

o B— RARTURITRTOFEA— & [EZIZH D,

o KRN R DBERHEEZZ T ANLRWGS, B s iRl CTHBA— MO~ EAMHAICAZH L, B
PERARERATBR— NEeT 7T 47 &9 5,

FIRE) o T )= g UINESIOBEA OEE

s FIBAR—INATERINZY 77 v LIER—F R UCBEHREDOR— NORET 77 4 712 5,
o BEEENALRLIMOR—NMIAZ XL DEE LTS,
s F—bhRIVE—Ta VITREINTWDOIGAE TR A— M TR T = — g > LR E R CiEE

WEDR— NOIRET 7T 4 72T 5,

o BNV I T v LTER—=MERET) v Z 7 Lzt &, LACP i v A —T =2 —A b Y v 7 Z 4
5,

[ EH]

BEEY o T 7= a v EAMICRET S,

SWX2310P (config) #lacp multi-speed enable

528 LACP ¥ A4 A7 7 FDOFRE

E=y
lacp timeout duration
[8F A—F—]
duration D AALT Y NERET D
duration e

short ZALT Y NE3IWETS
long AALT T 90 ET5H

IAAE— K]

fH—Tz—AE—F

[BLAA]

LACP # A L7 U b &R ET %o,

[/— 1]

AR~ RILLACP f#iA v ¥ —7 = — AIZFTE L TV 5D LAN/SFP AR — M DA% E FIRE,
LACP ¥ A ¥ —7 = — AT LAN/SFP R — b & T @ S & 7- 5515, Mi% LAN/SFP 78— K IZ lacp timeout long 73 5%

ESND,
F72. LACP#@HiA v & —7 = — AN O RIR S E 72561, 5% LAN/SFP AR — k@ lacp timeout =~ > K DFXED
HIBRS D,
LACP Z A L7 7k &iE, xRNSO LACP 7 L — A& E TERDSTEHBITH v LI L Bl £ ToOly
Ma#7,

F7, LACP # A 57 7 FOFKEIT LACP 7 L — AT S AL TSR ICE DL, =[5 LIokmias i3 s n
72-LACP A L7 7 D 1/3 DI TLACP 7L — A% (ETH LT D,

HE D LACP 7 L — ADFEEMMEIL. MEEENHELNTL D5 LACP 7 L—ANIZEM ST 5 LACP # A A
7 MIKLET 5,

B&til]

LAN R— |k #1 ® LACP Z A L7 7 b % short IZFRET 5.

SWX2310P (config) #interface portl.1
SWX2310P (config-if)#lacp timeout short
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529LACP 7 V—L U Z—D7 V)T

[EX]

clear lacp [/ink-id] counters
[78T7 A —=HF—]
link-id 1 <1-127>

LACP fa#lif v ¥ — 7 = — A&

A — K]
Rt EXEC E— I
[BFA]

LACPDTZ L—L AT 2 —% 27 VT35,

link-id % 8Ws L= 8813, fFET D22 TOLACP #iif v 4 — T 2 —ADT L—L A0 =% VT T 5,
[ E 5]

ETOLACP#HEA L X —T =2 —ADT VL —L AT E—% 2 VT T 5,

SWX2310P#clear lacp counters

5210 LACP 7 L —AA DUV X —DFRR

[EX]

show lacp-counter [/ink-id]
[T A—=HF—]
link-id o <1-127>

LACP iiiA v ¥ — 7 = — A&

[AJ1E— K]
HHrtE EXEC £ — R, fr#E EXEC £— F
[BEEA]

LACP D7 L — LB T H—%FKrT D,

link-id AW UT235813, FETDHETCOLACP il f v X —T 2—AD T L—L A7 U X —%FRwT 5,
FiJE LT\ % LAN/SFP AR— h T &2, LFOHENRFRIND,

o EZ[EFEENZLACP 7 L—A4

o EZEENT- Marker 71 h LT L— A

s EZEFEINEZT—TL—A

[ EH]

ATOLACP /A L H—T 2 —AD T L—A AT B —hFKRwT 5,

SWX2310P#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1l 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

52.11 2— RAF  RHERED L — LV DERTE
[F

port-channel load-balance type

no port-channel load-balance
[P35 A — & —]
type DR B — T 2 — A B WD BT DD L— )L
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type LA
dst-ip 565¢ IPV4/IPV6 7 R L A
dst-mac 5649 MAC 7 R LA
dst-port %i 5 TCP/UDP 7R — h &5
sre-dst-ip PEAE 70k L O%E S IPvA/IPV6 7 R LA
src-dst-mac EETTB L U%EE MAC 7 R LA
sre-dst-port E(E L8 L U%E S TCP/UDP A" — K& 5
src-ip X{E 70 IPv4/IPv6 7 R L A
src-mac EEILMAC T RLA
sre-port %{5 ¢ TCP/UDP R— h &5
[FIHR ]
port-channel load-balance src-dst-mac
[AJ1E— K]
sua—\varz g4 b—varE—F
B

0— RS AR DR v X — T 2 — R ERD BT ODNL— LV ERET 5,

ZAE L7 L—ANO L2/L3/LA TEREFHEH L, ImkENRESI NS,

no IR CEIT LIS IR EICE S,

[/—}]

AKa<wy RV AT AEIKORE L 25,

IPV4/IPv6 /X7 R TIER W7 L—ADEAIT, REINTWVAL—ICEb LT, #MEILRB LU0 MAC 7 R L
A B TCITHRE A V H— T = — ADBRET B,

[ EH]

1 — RXT o ARERE T, BETTE L U%ELE IPVA/IPV6 7 R L A% JRICHREE A v A — T = — A RET D L HITK

T %,
SWX2310P (config) #port-channel load-balance src-dst-ip

5212 LACP fg¥iA v X —T7 =—AD 7' v b 2 )VIREEFRR

EE=Y

show etherchannel status [/ink-id] [summary | detail]
[¥F—U— K]
summary DR
detail DOREMIER
(/3T A—F—]
link-id co<1-127>

LACP il A v X —7 = — A& 5

[AS1E— K]
JEHFHE EXEC & — R, K#kE EXEC E— R
[RLBA]

link-id CTH&7E L7= LACP @B A % — 7 = — ADIRIEE £r T 5,

link-id %8s Uiz & & 1X, 2TOD LACP @A v ¥ —7 = —AREEFTT 5,
summary Z 5 E L7 G 13MIIRER R L, detail Z4657E L 728 A I TREMIR R T 2,
summary &, detail HEME L7= & X%, summary BfEESNTZHDET 5,
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UToHEANERIND,
HAE B!
Aggregator LACP @A v ¥ —T7 = — A
ID LACP i@ A > % —7 = — X LRI 1D
Actor LAG %@;E)ﬁf@ LACP ¥ AT LID(FT7AF VT 4, MAC T
Admin Key B4y H & O LACP ##D It & 72 5 IDGREEHR — M & 7)
Status Voo 77V = arDAT—H A("Not
ready"/"Ready")
Partner LAG i:rid;a)%@ LACP Y AT LID(FT7AF VT 4, MAC T
Partner Key KTEAR T LACP DIt & 72 % ID
Link count T — ZEE AR — MRE(E FTRE e AN — MK
Link A9 % LAN/SFP AN — h —HEGEEMIZLL T D %)
Link [ZIZLL FTOHERFR R EN D,
PR 30
"Unselected" LACP #ill# 7 = ~ = )Vi8fE i,
"Selected" LACP 23 %h72, LAN/SFP AR — ~ & L CGEIR LT,
"Standby" 17;ACP MDA, LAN/SSFP R— k& L, FR—h & L
Synchronization 7 7 B
"no" Synchronization 77 7 27 7335 TUNR U,
"yes" Synchronization 7 7 7 7335 T\ 5,
fEFIRAE & | Synchronization 77 7226, U > 27 7 w7 L7z LAN/SFP /R — R OIRBENR DD,
=z by Synchronization Vyo2797 I;)T;;%N/SFP =t
Unselected no LACP il## 7" v | = /L83 .
LACP 73%h72, LAN/SFP AR— | &
.
— g,
Sandey e LR L, e s L L
LACP 73H%h72, LAN/SFP AR— | &
[ERRASeY

[XEH]
LACP fHElA v 5 —7 = — ZADIRREZE TR T 5,

SWX2310P#show etherchannel status summary
Aggregator pol

ID 4601

Status Ready

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1



Aggregator po?2

184| a2~ RU T 7 LU A | A & —7 =— A

ID 4602

Status Not ready

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Aggregator pol27

ID 4727

Status Not ready

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

SWX2310P#show etherchannel status detail

Aggregator pol

ID 4601
Status Ready
Actor LAG 0x8000,
Admin Key 0001
Partner LAG 0x8000,
Partner Key 0001
Link count 1/ 1
Link
portl.1l Selected
Aggregator po2
ID 4602
Status Ready
Actor LAG 0x8000,
Admin Key 0002
Partner LAG 0x8000,
Partner Key 0001
Link count 0/ 1
Link
portl.2 Selected
portl.3 Unselect
Aggregator pol27
ID 4727
Status Ready
Actor LAG 0x8000,
Admin Key 0127
Partner LAG 0x8000,
Partner Key 0001
Link count 0/ 1
Link
portl.4 Selected

00-a0-de-e0-e0-e0

00-a0-de-11-11-11

Synchronized

00-a0-de-e0-e0-e0

00-a0-de-11-11-11

Synchronized

ed Synchronized

00-a0-de-e0-e0-e0

00-a0-de-11-11-11

Synchronized

5.2.13 LACP R— MEEREEDORE

yes

no
no

no

[FX
lacp port-priority priority
no lacp port-priority

[2XT A—&—]

priority

<1-65535>

LACP R— MESEE
INEUWVNE EBIE R E W

[FIHIRRE]

lacp port-priority 32768
[AF1E—F]
AUH—T2—AE— R
[

LACP RA— MEIEEZRET D,
no R CTEIT LG A TR EE VMM R T,
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[/ —F]
LME GELA X — T = — A %ma&%amAwﬁPT FEAS 8 O F TIiX LACP A X — 7 = — A |THIFF
WG, 8 D& X =3I D\ fESE W2 CRIfSAR— M 72 5,

_®i9ﬁﬁ\MWBW$—%%T%%@MﬁﬂﬁéhT\%%@&®%W%@#%%@%héo

EESENERL OFHM 1AL, AR O#@Y Th 5,

1) LACP 7R — MBS/ NS WIRESE S D,

2)LACP R— MELENRFE U THIUL, A X —T 2 —AF T/ NSWERELEIND,

SFP R — F e SH 256513, LACP R— MESEEZMOR— M KV /NSSRETDLERD D,
[ EH]

LACP 7R — MESEEZ 1024 IZFXET 5.

SWX2310P (config-if) #channel-group 1 mode active
SWX2310P (config-if) #lacp port-priority 1024

5.3 AN — M EREE

E

o

5.3.1 AT LK TO IEEE 802.1X RiFHERE D
[EX]

aaa authentication dotlx

no aaa authentication dotlx
(AR E]
no aaa authentication dotlx
[AJ1E— ]
Jsa—)ars 74—y g — R
B
VAT LART IEEE 802.1X BB A AT T D,
no WA THEIT L7 HAIx, v A7 A4 (R T IEEE 802.1X 7% Hahic 32,
FOAEI, radius-server host =~ N T E L7z RADIUS r— "—Zfi T %,
[/ — ]

ZEPRIC IEEE 802.1X FRAF AT A 7201213, MR A X —7 =— A T% IEEE 802.1X FRaF % AT HHLER H
%, (dotlx port-control =~ > )

[3% 2]
AT 544K T IEEE 802.1X k& A+ %,
SWX2310P (config) #aaa authentication dotlx

532 VAT ALK TD MAC REFHEREDER T
EEN

aaa authentication auth-mac

no aaa authentication auth-mac
(#1813 2]

no aaa authentication auth-mac

[AFTE— K]

Jgua—\)aryz 4 l—y g rEw—NR

B!

VAT AEIRT MAC BFEE BT

no B TEITLIZHAIL. VAT A ﬁ:f MAC & uﬁé’ﬁ% 2T 5,

FSFEIX. radius-server host =~ > FTE/E L72 RADIUS h— —%{FHT 2%,
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[/ — P}

555%3&1 MAC Aicy nméﬁi}zﬁ‘j‘éf_ j:\ ﬂ%/f :/&‘_‘7 I‘—XT%) MAC uunﬂi%ﬁ)‘j‘] ?‘5%\%753%50 (auth-mac

enable =~ > V)

[ EH
‘\/X?A/ﬂéﬁxf MAC B nft%fﬁ)‘jjﬂﬁ‘a‘é
SWX2310P (config) #aaa authentication auth-mac

W

5.3.3 AT LK TO Web RIFHERED R TE

[

aaa authentication auth-web
no aaa authentication auth-web

(AR E]

no aaa authentication auth-web

[AFTE— K]
Jua—\)arz4 g r—varE— R
[FAA]

VAT LWART Web iRGEE A NI
no I CHEAT LI=HA . /XT.AJJZF’C Web F8GEA T D,
#RFFEIX. radius-server host =~ > K CiRE L 7= RADIUS — _— %23 5,

[/ —h]
BT Web FBFEZ AT H720121F, ®BA L H—T7 2 —ATH Web BiEZ AT HLENRH D, (auth-web

enable =~ > )

[F B
AT Aéﬁgf Web & nl‘E%;ﬁ‘)‘jJ'ﬂﬁ—gﬂ Do
SWX2310P (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRGFEEE DEIEE— FRE

[EX]
dot1x port-control mode
no dotlx port-control

[/XF A—&F—]
mode : IEEE 802.1X RFEDEMEE— K
BfEE— K A
IEEE 802.1X $¥3F® Authenticator & L CTE{E
auto
ERA)
=Ju
force-authorized {ymmuxmﬁwmﬁﬁ&f I [ E R
ET D
force-unauthorized IEEE 802.1X FRAEDAFIREAR — M [EH &% E
15
[FIH13R 2]
no dotlx port-control
[AFTE— R
A H =T 2 —AF— K
B

SHRA B —T7 = — 2% LT, IEEE 802.1X SRAMEREDENEE— RERET 5,
n ERTa~vy REFTLEEAIT., T8 A & —7 =—A® IEEE 802.1X REFERSIT MR & 72 5,
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[/ —F]
AKa< 2 KIiZLAN/SFP R— B L OGRS v ¥ — 7 = — AT DB E T HE,
[ EH]
LAN 7"— k #1 C. IEEE 802.1X #XiH&REDENET — K% auto IR ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X ZREFDFKIVIFR— P COEEHIH OB E
EEY

dotlx control-direction direction

no dotlx control-direction

[/3T7 A —5F—]
direction DORFEEEAR— R TORT y MREENMEA BRE
X ENE B

both B L bEET D,
in ZAR DHIEFE 2.

(MR E]

dotlx control-direction both

[AF1E—F]

A B —T2—AE— R

[

KHRA v H—T = — A 2% LT, IEEE 802.1X FFED RFBIERFD X o MREEMEEZ AT I 5,

no JE X TEIT LA, FIHIREICR S,

both ZFREL CWAEAE, U7V B " BZELE Ay FEEL, thoR— s 37U v bR S
TWDA L H—T 2 —A~DTB— KXy A NIV T XX ATy NHIEE#ET S,

inEZHEELTWAIHEA, V77U MO ORELE Ny NOREWIEL, MOKR— NnD 7V I oS
NTNABAL U H =T z2—A~DT 0 — KXy A RNT/LTFHx X MRy MNIEGET 5,

[/—}]

A< RiXLAN/SFP R — F B L UGHELA v ¥ — 7 = — RO HERE 7 HE,

WNEBA L H—T 2 — AT, FAME—RELFHTI D bE— RIZHRTE LIZHAE MAC ZBREEGFH L=
X, BEIIZ in & 7225,

WGA v B —T 2 — A TH A N VLAN OF E%LT%%FAi\Kﬂva@&ﬁEWﬁﬁ@k&éo
Kavy ROREEZERT D L. RILIREEITWIHIIREE

RKa<wy REHHT L7202, 51 /5‘~71~7\Tn“\~ NRREHEREZ A NC T DN H D, (dotlx port-
control =~ > )

[ EH]

LAN R— h #1 ORGEFEAR — b TO 37w NREBIE L 525 O A EFEIC

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #dotlx control-direction in

5.3.6 EAPOL /X v N OFEERIEBDOFRE
EEN|

dotlx max-auth-req count

no dotlx max-auth-req
[$5 A—%—]
count ¢ <1-10>

EAPOL /377 » s D KiE(E [EI%L
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[F1EIER E]
dot1x max-auth-req 2
[AJ1E— K]
B —Tz—AF— R
[FRHA]
A B —T 2— A% LT, EAPOL %47 v FDOEERBOKE R EEZRET S,
no R Ta~r FEFEITLEGEIE., PIHEREIED,
[/—}]
A< RIZLAN/SFP iR — M B L OGHEEA v ¥ — 7 = — AT D AR E I HE,
ARa<y REFEHAT 7201203, SR A v X —7 2 —ATHR— MNBIHEREEZ AN T D2HENH S, (dotlx port-
control =~ K)
[ E R
LAN 7"— [ #1 T, EAPOL /N7 v FOE(FRIEE 3 ITRET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #dotlx max-auth-req 3

5.3.7 MAC FEIERERE DR E
[E=]

auth-mac enable
auth-mac disable
no auth-mac

[F—U— F]
enable : MAC Aty nJ‘.E*}&é % ﬁ;jj (ZT Z)
disable © MAC BiEHERE 2 N9 5

[N E]

auth-mac disable

[AF1E— F]

AR =T 2—AF— K

[FRHA]

RRA o H—T 2 — ATk LT, MAC BEEEZ AT 5,

no ﬁgﬁfi?? bf:%é\\ if:é\i\ disable 7&? H/:E_’ L/fx_ j: MAC Aicy DE%E)JJ ﬁ—
[/ —F]

AKa< > RIiZLAN/SFP R — b B L OGRELA v ¥ — 7 = — A XD A E A HE,
FEBRIZ MAC FRREZ LT 2720121, v AT ARKTH MAC REREZ AN T 5487038 5,  (aaa authentication
auth-mac =~ R)

[ EH]

LAN 7R — |k #1 ® MAC e 2 B 2hic 9 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth-mac enable

5.3.8 MAC FEERF D MAC 7 RL AR ORE

E&

auth-mac auth-user type case
no auth-mac auth-user

[/3T7 A —5F—]
bpe o B EFEE
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R IEME =N
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case ORLT - NFERETE
BREME B
lower-case /NI (a~ 1)
upper-case KILF(A~F)
[FIHIER 2]
auth-mac auth-user hyphen lower-case
[AJ1E— K]
Jua—N)narz7 4 b—varsE— R
[FHA]

MAC Ao Lyjal/\wc utunﬂEH# ﬁiﬂq‘g‘éi‘_‘ﬂ:_% « /XA U — ]\@}FZK%%EV;‘%

MAC FBRETIEZ, 7 U B> FDOMAC T RL A%k a2—H—4 « X2TU— K& LTl H L RADIUS $— 3 —~G8GE%
R 5,

no JE X CTEITLIZEEIE. PIHIREIZR S,

[/ —H]

RKa=wy REMHAT L0121, HRA L H—7 x2— AT MAC PBFHEREZ AN T D H4ENH S, (auth-mac
enable =~ )

[ E B

MAC FBFEZfEH T2 MAC 7 RLAERZ A 772 L, KXFICEET D,

SWX2310P (config) #auth-mac auth-user unformatted upper-case

53.9MACSEED AR R T 4 v 7 BEFRDHRE
EEN

auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU—F]

enable LORET 4 I RERERENCT D

disable R T oy BB EESICT S

(IR E]

auth-mac static disable

[AJTE— K]

A H =T 2 —AF— R

[FREA]

MAC FEiFERE T, WiFA2 XA LY 7V PO MACT RLRAZ FDBIZAZ T 4 w7 F Y —& L TREET
Do

no I TEIT L2854, F7203%, disable #FRETE L 725E81%. RAZ T 4 v 7 B&GEE2EMNZT 5,
[/—}]

Ko< RIZLAN/SFP R— F B L OGBS v 7 — 7:~xa®&%ﬁﬂ%o

Ko< ROBREEEETH L, RILREEITAIHRRE




190| 2= RU 77 LU A | A & —7 =— A
WH . MAC #BAEIXFDBICH A TRy 72 U =& LTRET D720 =V T XA LT U FOXRERDN,
Ka<y REDRFIAZT 4 v 7 b —L LTRERT D700 L 72 5,
clear auth state =~ > N, F72/%, auth clear-state time =~ R C, A¥ 7 ¢ v 7V BHHBGEEREHERZ 7V T T5H2 &
MNTED,
Ko< REfHT5720121F, 6% A v ¥ —7 = — AT MAC RS REZ BN T HLENH S, (auth-mac
enable =~ > )
[BEH
LAN R— k #1 ® MAC FBFED A X T ¢ v 7 BlkEHIINT 5

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth-mac static enable

5.3.10 Web ZRFFRERE DR E
[E=]

auth-web enable
auth-web disable
no auth-web

[F—T—F]

enable © Web BiEERE L AN D
disable : Web iBGERERE & BN 5
[WIH#AER E]

auth-web disable

[AS1E—F]

AP =Tz —AF— N

B

SHBA v H—T = — A% LT, Web SRGEEZARNCT 5,

no B TEIT LA, £721%. disable ZF5E L7 E 1%, Web 8iE &2 L4 5
[/ —F]

Ko< RIZ LAN/SFP R — F B LI OGHELA o X — 7 = — RO AR E [ HE,

FRRZ Web FBGEA AT 2720121F, VAT LA 2KTH Web i8Rk 2 AT 245 3% %, (aaa authentication
auth-web =~ > )

~NVFH TN B hE— RLSTiE Web sRiHSHE 2 AN T A Z LI TE R A,
A N VLAN & OBFRIZ T 8 A,

Bl

LAN 7R— |k #1 ® Web iBiEHHEEEZ AT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth-web enable

53.11 A FE— FOHRE

[ER]
auth host-mode mode
no auth host-mode

[T A—=F—]
mode . ﬂ_\g"—‘ ]\ ity QE@@jﬁE:EW— v
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BEE— K 24 B
1 R—=FH72 197V 7’7/ ~ D B85 &
single-host TP 28— R T, RONCHRAEZ /S A LTz

YTV N DHEF T D

1 R—=+B=VEHEY Y h o boEEE
#TTé%%FT BOIOY 7Y B b

p={1]

multi-host PAEZR XA T D L A UAR— M T 7
Uy MIRRIEEZ T2 < THLIRE N THE
AN
VA= h b7 O BHY) 7Y 7 b OlfR %
multi-supplicant AT HE—RTH TV A MEITEED

FFR - R ARET D

(AR E

auth host-mode single-host
[AJ1E— F]

B —Tz—AE—FR
(@]

i¢%4 ‘/?_‘73:_;( yjd‘ L/T T wu thE@%jJ'f/E:E‘— }‘ %m‘ﬁjﬂé

no JERTEAT LA 1%, WIWEREICR S,

[/ —}]

AKza< > RIZLAN/SFP iR — F B L OGHEEA v X — 7 = — AT D iR E W HE,

Ka< o RORTEEEE TS &, FRERREIZHIREICE S,

~NVFH TV N E—RTHAF v 7 VLAN ZRHT 2546, 7V B> FHALT VLAN Z2f5ET 25 2 &E23H]
HEo

VIVFHRANE— RTHAF I v 7 VLAN ZFHT 2856, 2FBUBEOY U 2 MIRPIOT 7Y 1 kv
FAL7= VLANID 23 &S b,

ARa<wr REFEHT L2000, SR A V¥ —7 2 —ATHR— MNRIHEREEZ AT 20 E N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ E B

LANR— M #l vV TFH TV I FE— RICEET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth host-mode multi-supplicant

5.3.12 FREENEF DR E
B

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[F—T— K]

dotlx . IEEE 802.1X §8ES X
auth-mac © MAC FBRES
(IR E]

auth order dotlx auth-mac

[AFIE—F]

A B =T x2—AF—F

(@]

T uunﬁj%é N uunﬁﬁt%ﬁffﬂ% fou]//?l:l\ uunﬁ%ﬁﬁ*glléﬁ% ﬁéﬂ—é‘%)o
no JTERTHEAT L2561, W EICR S,
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[/—}]
AK=a<> RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AZDO AR E HE,
Web FBFEIZ, ARREICEIFR7L < Web FREHIHE T ID/Password 2 A ) L7z & ZIZFEIEZEIT 9,
IEEE 802.1X #%7E, MAC F8iE. Web sBiEDRENERNRIGE . £ OIS RUTE S 720,

Ka< o REMFHTL7020F, A v F—T7 2 —ATHR— ]\munﬂ% EXAINCT H2MENH D, (dotlx port-

control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[ 2 H]
LAN 7R — |k #1 OFEFES RNONEF % . MAC F8FE -> I[EEE 802.1X BFEDIEE TI17 5 L 9 ITRET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth order auth-mac dotlx

5.3.13 FERIE DR E

[EX]
auth reauthentication
no auth reauthentication

(IR E

no auth reauthentication

[AJIE— F]

=T 2 —AF—FK

[@i ]

ﬁ%%y&~7iax ﬂbf Y7V N OFEIEEZ AN D
no JEATHEAT L2 ﬁmﬁ%ﬁ% (29 %,

KERE 2 AT Lf:/ﬁa . REICEEY LT 0 v s & E IR FRERET D,
FBREDMFRIX, auth timeout reauth-period =~ > R CEE TX 5,

[/— 1]

A=< RILLAN/SFP A— B L UGREA v ¥ — 7 = — AT D HGRE Al g,

IEEE 802.1X FRFERF L, FHRBRED X A I v 727 Bb &, 7Y B2 MIEAPOL X7 v b EEEFEL T 22— —
IS L. RADIUS H—/ S —IZRBGEE R Z21T 9,

MAC FEFERFIX, ﬁmﬁ@w’ /m BHE. Y TUHLFOMACT FL2Ea—H—4% BLON, RAU—FR

CEEA%J? L T RADIUS H— 33— [T nftg;k%f—f?o

K:?/I\%ﬁﬁﬁ?‘ék Wik, kA /5~7:c~7\“6‘ﬂ<~]\muuﬂ%% Ex AN uﬁ‘é%gﬁﬁfbéo (dot1x port-

control =~ > | auth-mac enable =~ > N, auth-web enable ==~ >~ )

(B EH]
LAN R— k #1 OFZEIEE /I

SWX2310P(conf1g)#1nterface portl.l
SWX2310P (config-if) #auth reauthentication

53.14 145 X v 7 VLAN ORE

E&

auth dynamic-vlan-creation
no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F =T z—AEF—F
[

KRA o H—T 2 —AZK LT, ¥4 v 7 VLAN 2 HhZT 5,
no B TEITLIZEAIE. #4722 v 7 VLAN #Bghiz4 5,
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XA F w7 VLAN BERNRA ¥ —7 = —ATiX, RADIUS % — \—Mn 5 IEE S 72 EMAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN Z#hiIC AR T 5,
[/—}]
ARz~ R LAN/SFP R — M X OGREEA v ¥ — 7 = — AT D HG% E W HE,
ARa<w FOREEZEETDH &, sBaBIREBIIPHIREICRE S,
~NVFY TV hE— RTHAF I v 7 VLAN 28T 2856, 70 U2 FHALT VLAN 28T 5 2 & 23]
(=8
~YNVTFRANE—RTHAF I v 7 VLAN ZFIHT 256, 2 FEBUBROY Y B2 MIEAI OV 7Y 1 kv
M L7 VLANID 28 H S v b,

ARKa<r REFEHT L2000, SR A V¥ —7 2 —ATHR— MRIHERRE H T 2 0E N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > |)

[BREBH]

LANR— |k #1 T¥ A F I v 7 VLAN 2T %,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
[73F A —5F—]
vian-id 1 <1-4094>
7" Z I VLAN H1? VLAN ID

(R E]

no auth guest-vlan

[AT1E—F]

A H—T 2 —AF— R

[FHA]

KRA L H—T = — AR S AL TV LYY T S RRFBFE, & D WE, R D & TR 55 A  VLAN
ZIEET D,

no B TEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/ —}]

A~ RIXLAN/SFP " — M X OGREEA ¥ — 7 = — AT D HG% E I 6E,

Kavwy ROBEEZERT L L. RARRETWIHIRREIZRE 5

Ka<wr REERTH0IC0E, JEBA v F—T 2 —ATHR— MliHEREZ AT D2 HENH 5, (dotlx port-

control =~ > K, auth-mac enable =~ > )

RKa<r R, Web BB AR EERETEERA,
[REH]

LAN R— k #1 TZ A s VLAN#10 Z#f8ET %,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth guest-vlan 10

5.3.16 SREERHZ O IEHIB DR E
[#FX]

auth timeout quiet-period time

no auth timeout quiet-period
[/XT A= —]
time 1 <1-65535>
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WRERI S, ) At & D(E 2T D WD)

(AR E

auth timeout quiet-period 60
[AJIE— F]

A B =T z—AEF— R
B

KIRA L H—T 2 — R LT, FRAERIE OFBREM LI 238 ET 5,

no JEATIAT L7255 G 13, MIHRREICRE S,

FRRERIEHARI IS ZAE Lie /Ny MEIT_CHEEET %,

[/ — 1]

A= FIXLAN/SFP R— B L UGREA ¥ — 7 = — AT D HGIE e,

RKa<wr REFHT L7201, SR A v ¥ —7 2—ATHR— MR H T D20 E N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ E B

LAN 7R — b #1 OB ORIE % 300 (ZRET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth timeout quiet-period 300

5.3.17 BRGEER DR E
EE

auth timeout reauth-period time

no auth timeout reauth-period

[$5 A—5—]
time 1 <300-86400>
Y7V 2 b OFERAEHREED)
(IR RE]
auth timeout reauth-period 3600
[AS1E— ]
A HE—=Tz—AE—F
[@ ]

XRA S =T =R LT, 7V I FOBBERRERET 2,

no FTETIAT L2 HA X, MR EICR 5,

[/— 1]

A== FiE LAN/SFP R— h B L UGwEA ¥ — 7 = — AT O HE I HE,

Z!K:-’\?/ I\%{i}zﬁ‘j‘éf: Wi, XTJ'%4' VH—=T 2 — A THR— ]\mhnﬁ*g%ﬁb\ RSN ﬁmunﬁ% %ﬁ’?ﬁﬂlﬁéﬂ\g#
5, (dotlx port-control =~ > N, auth-mac enable =~ > N, auth-web enable =~ > R auth reauthentication =
< R)

[BREH]

LAN 7R— b #1 O HGEREMROFE Z 1200 1252 ET D,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD 5B HIFE O E
[EX]

auth timeout server-timeout time

(s

no auth timeout server-timeout
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[NT A —=HF—]
time 1 <1-65535>
FARIEZE SR D RRAE Y — /3 — 2 b DIREAF IR (F))
(AR E]
auth timeout server-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

WGA B —T 2 —ATHR— FBREZAT D & T D, RADIUS ¥ — N—2K) 5 DIREFRF LR 2 R ET 5,
no FEICHEAT LA, WIHIRTEITRE D,

[/—}]

A=~ R LAN/SFP AR — b K OGRERA » F — 7 = — ZZDHFRE Al HE,

AR EAEI

(radius-server timeout =~ > N

PLEICT 2R S 5,
Ka<wr REERTH0120E, JHBA v F—T 2 —ATHR— MRiHEEEEZ AT A2 HENH 5, (dotlx port-

control =~ N, auth-mac enable ==~ > | auth-web enable =~ >~ )
[BREH]
LAN 7R — b #1 OFBFEZERITH % RADIUS H— —2KDISERF HRFH £ 180 BICBET D,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #auth timeout server-timeout 180

D

TEAE) % (radius-server retransmit =~ > KO EE + 1) x (RADIUS H—/3—%%)

5319 97V B bFnB R LERORE
Ev

auth timeout supp-timeout fime

no auth timeout supp-timeout

[/3T7 A —=F—]
time 1 <1-65535>
Y7 T R s OISERFBRERI(FD)
(IR E]
auth timeout supp-timeout 30
[AJIE— F]
A B =T z—AEF—FR
[@i ]

RGA B —T 2 —AZX LT, A— FREEEAT Y L XDV TV I M b DISEFRF LR 25X ET D,

no IR CHEAT L7=HA 15, WHIREIZRDS,

[/—}]

Az~ FILLAN/SFP R— M B X UGHEA » # —7 = — AT D HGHE Al 6E,

ARa<r REFEHAT L7023, WS A v X —7 2 — A THR— NBIHEREE AN T D20 ERH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BREH]

LAN R— K #1 OH 7V > bin b OIREFRF LR Z 180 IR ET 5.

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth timeout supp-timeout 180
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5.3.20 RADIUS #—/X—K R FORE
BN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[FF—U—F]
auth-port : RADIUS $—/N—DF8FEH UDP R — M E S AR ET D
timeout : RADIUS $— =~ DERIZ 2 0B RN ] 25 E T 5
retransmit : RADIUS #—/S—~DER XA AR ET D
key : RADIUS H—— L O@ERHIHEHT 22T — ReRET D
[T A—F—]
host i IPv4 7 FLA(AB.CD) £721X IPv6 7 F L A(X:X::X:X)
IPv6 U > 7 a =0T RUAZEEST 25B1F, BHA V=T == A bRETLLERD
% (fe80::X%vlanN D)
port 1 <0-65535>
FBAEM UDP AN — b3 5 (E ISR IAIHED 1812 2613 %)
time : <1-1000>
WNE R R (7)) (38 W& B 1 radius-server timeout =2 < > NEREFIHIME 5 EHZHE D)
count : <0-100>
SRR 5 (A1 B (44 WS RE LT radius-server retransmit =< 2 RERTE (FIHME 3 [B)IZHE D)
secret DORARETIR LN 0 AN R &R AT (128 SUFLA)
FHH AT — REEWERED radius-server key 2> REREIZHE D)
[FIHR ]
7L
[AS1E—F]
sua—s\arz g4 b—varE =R
[?FEEH]

FUREY — /3 — U X MY —N—% B ﬂﬂﬁ‘é

R M) =8I 8 TH D,

no R Ta~vy REFEIT LA, BE LY ——ZGE——U X G HIRT 5,
[/—}]

PR EMEIZ, (radius-server timeout =~ > K D% EfE) x (radius-server retransmit =~ > KO EfE + 1) x (RADIUS H
—/3—%0) OfEAY, auth timeout server-timeout =~ > RO EMEMNIC/2 5 L 9 ICHET 20N D 5,

LLDP H #h7% EHERE CTa% i & 4172 radius-server host =~ > ROKREIZIE, —FFURBRETHDH Z L &2 &

I "dynamic"4 7Y a3 UAMIE &R D, "dynamic"A TV g VM E STV DA, write 2~ REFETLTH R
B— T v T a7 4 JIRAFES IR,

[BREH]

IP 7 1A 192.168.100.100, J&SEAFFEERFH] 10 B, ZORFFEEEL S [l & UTRRREY —/3— U X MBI 5,
SWX2310P (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 R A 192.168.100.101, FEFEH] UDP AN— K 1645, LA /S AT — R'abede" 2 8REY—/3— U 2 MIIBMT 5.
SWX2310P (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

1 —7 /L RADIUS % —/ " —Z38GEH—/3— U 2 MZBINT %,

SWX2310P (config) #radius-server host 127.0.0.1 key secret local
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5.3.21 RADIUS ¥ —— 1 BH - 0 OEEELEBERORE
[EFX]

radius-server timeout time

no radius-server timeout

[XT A —=F—]
time : <1-1000>

SRS BRI (7))
(AR E
radius-server timeout 5
[AS1E—F]
Jsua—nnarz4 7 b—varsE —NF
B

RADIUS #— 13— 1 BH 7= 0 OJSBFRF LI 2% ET 5,

no B Ca~r REEITLEEAIE. PHRTEITRED,

[/ —}]

radius-server host =~ > R CH— X —[EF O ERIGE AR B E SV TV 54554, radius-server host =~ > N
DEREIHED o

B EAE IS

(radius-server timeout =~ > N DX E{H) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS ¥ —/3—%0)
DfE7S. auth timeout server-timeout =~ > RORTEMENIC/R D L HICHETAVERNH S,

[BX EH]

RADIUS H—_— 1 5H 72 DISEFR LR % 10 FICERET D,

SWX2310P (config) #radius-server timeout 10

5.3.22 RADIUS ¥ — N—~DERFIERBDOEE
[E=]

radius-server retransmit count

no radius-server retransmit
[/XT A —F—]
count : <0-100>

SR AR

[WIHRRE]
radius-server retransmit 3
[AJ1E— F]
Ja—)ars 74— g — R
[RLBA]
RADIUS #—/N—~DERFEEE Z R ET 5,
no B Ta~y REET LS. HIHEREICR D,
[/— k]
radius-server host =~ > R TH — —[EHF O ERFIEFEEDRE STV 554, radius-server host =1~ > RDEX
D,
Bl
RADIUS H—/3—~DERFEEHZ 5 B ET S,

SWX2310P (config) #radius-server retransmit 5
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5.3.23 RADIUS — _"—FHLF/RZAT— KD
[EX]

radius-server key secret

e
il

no radius-server key

[7NT A—F—]

secret D HHEAART—F
FAFBTEBLO, 7 A= 2R EAELS(128 SLFLIN)

(AR E

no radius-server key

[AJIE— K]

ra—n~)Narz 47—y arE—R

[FiBA]

RADIUS H—/3— L Oi@GIFICHE T 5 H AT — RERET D,

no B Ta~r FEETLEEAIE. PIHREIZKED,

[/ — D}

radius-server host 7~ R CH— R—EHFDOLFE AT — KPR EENTWAHEA . radius-server host =< KD
RIEITHE D

[ EH]

RADIUS #—_— L D /2T — K& L Tabede" R ET 5,

SWX2310P (config) #radius-server key abcde

5.3.24 RADIUS H—/N—4£E F#I| R D% E
[

radius-server deadtime time

no radius-server deadtime
[T A—F—]
time o <0-1440>
RADIUS H—/N— D i IR (4)

[WIHIRRE]

radius-server deadtime 0

[AJ1E— ]

Ja—N")aryz 4L — g F— R

[

RADIUS $—=/R—=~DERN T A LT 7 F LIz &, %4 — =DM 2 il 9 2 B 2 BE 1 5.
no A Ta~y REFTLELGEIE. MIMREICR D,

[BXE B

RADIUS Y — X — (IR 2 1 231C3ET Do

SWX2310P (config) #radius-server deadtime 1

5.3.25 RADIUS $—/ N—|Z@ %15 5 NAS-Identifier BYEDEXE

EEy

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[/XT A—F—]
line DORRBISCT(253 SCTFLA)
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NAS-Identifier )@t & L CERET HEE DO LFES|

[FIHAER E]

no auth radius attribute nas-identifier

[ASE— R

Ja—\)aryr7 4l —y g rF—NR

[FRAA]

A— FERFEEEIZ VT, RADIUS ¥—/3—|Z NAS-Identifier EME: & U CRET HEE @X?ﬂ%%ﬁ?é
HE % L7cA1E. RADIUS $—/3—{Z NAS-Identifier JEE L LTl L, RELZHIBR LGS IXBHEEILT

6 [e]

no ERTa~r REETLESEAIE. FIREICED,

(B EH]

RADIUS Y—/3N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] 2+t > Fd 5,
SWX2310P (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 RADIUS Y — \—EREREDFRFEDO R E
B

auth no-response-authorized
no auth no-response-authorized

(R E]

no auth no-response-authorized

[A1E— ]

Jgua—)aryz 4 l—y g rEw—NR

B

RADIUS #—/—8EISERHIC, GREEMRE L2 b D & LTEET 5,

IEEES02.1X F8FF., MAC #iE. WEB BAEDOLFRAFIZIBUV T, RADIUS — =5 DJRE N XA LT 7 F LTz
%é\%h%n®mﬁﬁtfmﬁmmbt%@&Lf@@?é

foﬁio Ko< K& 7 55414, auth reauthentication =~ > K & auth timeout reauth-period =~ > N CTH:

RIEXITO Z &,
ﬁm£®ﬁh%%@ ICRRET HZ LT, —REICRERERF Al SN REZ BREMICT 5 Z LN TE 5,
[/—}]
X2 VT 4 EOMBEERIZBNNH LD, Kavr REEATLIEITEX 27 4 —FR ) —%2+5I0REHT
5Tk,

A~ RINEZENDD RADIUS Yr— N—NHESE LHE L & 21, LTOEEL 725,

+ RADIUS == ODISENTA LT U M LT XOFLFRIC LN - CRRAEEFT T 5

o IEEE802.1X FFETIE, 7V hOHARRR EIZ X > TIEFICEMEL 2 WEE R H 5

« RADIUS % — =2 EHGERE SN TV DG, §3TO RADIUS H— N—n b DIRENED o T2 51O, 78
AERED &35

« FAFIv I VLAN Z LTV DHAETH->TH, R— MIRESN TV D VLAN TEIET 2

o TRTOYTY Ay MEFBIEFFANICT 728, 7 A b VLAN [ZEIEL 720

« RADIUS H—/ "—F A NOREN WAL, Ko~ ROEE I TWTHRERERINZ T2 57220

[FE B
RADIUS H— /N — [ R ZRERE & DT 5,
SWX2310P (config) #auth no-response-authorized

5.3.27 " — FRFEEHROFR
(B

show auth status [interface ifname]
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[F—U—F]

interface BEDA X —T 22— ADGRO T FHRT D

[2XT A—&—]

ifname [ H—=T 2— A%
FRTHA L H—T = —A

[AFTE— K]

FERFME EXEC B — K, F§#E EXEC E— K

B

AN— FRGEFSRE DR TEIRAE, B X UHIEDORGERELZ KT 5,

[ EH]

R— BRI ®RE R AT D,

SWX2310P#show auth status
[System information]

Clear-state time

Redirect URL

Not configured

Auth-web custom-file

There is no custom-file

RADIUS server address

802.1X Port-Based Authentication : Enabled
MAC-Based Authentication
WEB-Based Authentication

Disabled
Enabled

Not configured

192.168.100.101 (port:1812)

[Interface information]

Interface portl.l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode

Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Clear-state time
Authentication status

Interface portl.4 (down)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode

Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout

Quiet period
Controlled directions
Protocol version
Clear-state time

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Not configured

Authorized

Force Authorized (configured:-)
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured
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5328 47U b MEHROFRT

[EF=R]

show auth supplicant [interface ifname]
[F—U—F]
interface L EDA A —T 2 — ADIEROI T FERTDH
[/XT A —F—]
ifname D AR —T = — 24

FRTHA L H—T =2 —RA

[AS1E— K]
¥i#E EXEC £— K
B!
AR— FERECBT D7V b MEHREERT D,
[ EH]

LAN R—F #1l OV 7V v MEREERT D,

SWX2310P#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.29 FEHER DFR

[EX]

show auth statistics [interface ifname]

[FF—TU— K]

interface CBEDA =T 2 — ADEFHER O A EFRT D

[/NT A—F—]

ifname LA UH =T 2 — R

TR T HA U H—T =— R

[AFTE— K]

FEHFHE EXEC £— R, F¥#E EXEC E— N

[FHA]

HR— MRS 557 v bOFEHERERTFT S,
[BXE 5]

LAN "— b #1 OFeHERZFRT 5,

SWX2310P#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:
Received frames
EAPOL Start
EAPOL Logoff
EAP Response ID
EAP Response
Invalid EAPOL
EAP Length error
Last EAPOL version :
Last EAPOL source : 0011.2233.4455
Transmitted frames : 11
EAP Request ID 3 A
EAP Request 3
EAP Success
EAP Fail

=

RPOOWHOR

(@ - Ne)

RADIUS packets:
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Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0

Transmitted packets : 10
Access Request : 10

5.3.30 FEHERD 7 U T

(BRI
clear auth statistics [interface ifname]
[F—T— K]
interface CEEOA H—T 2 — ADFEEROBE T VT TS
[NT A —=HF—]
ifname DA H—T 2 — R4,
RRTHA B —Tx—A
ASE— K]
FHE EXEC £— R
[FiHA)
A— FREEICBIT 537 v }‘@fthn+rﬁ$|§%7 )7’&5
[ EH]

LAN R— |k #1 OftaHE#RE 27 UV 79 %,
SWX2310P#clear auth statistics interface portl.l

5.3.31 RADIUS ¥ — N—REFBRDOE

[EX]

show radius-server
[AFTE— F]
¥iHE EXEC £— K
B

RADIUS H—_—{ZB T 2 EEHRER~T D,

FRREY—/N— U X MZEEE L TodH D RADIUS — N— DK EEH(T—N—AR R b, §RGEH UDP A— h&=, LA
NAT — R BRICEFERER . ZREEREEL, Y — N —EHIHIREE) 2 R 5,

[ EH]

RADIUS H—_—{ZT 2 EEHE R~ T D,

SWX2310P#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 2 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.32 Web SRFERRIIE DU A4 L7 F 5% URL ORE
E=N

auth-web redirect-url ur/

no auth-web redirect-url
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[RTA—=H—]

url DA R R L ONEAR S (K 256 30F)
U XA L7 o URL

(AR E]

no auth-web redirect-url

[AS1E—F]

sua—s\)var7 4 b—3a E— R

B

Web FBRER % Z Uﬁ%vaF#éwu%%Eié
noﬂ%ﬁtf“%ﬁbf:% muu “&0))&/]) v ]\*g% %ﬁg;‘_ﬁﬁzﬁ—é

[/ —F]
"MEEAZURL ZEETHZ EIXTEERA,

[BREH]
Web FRERLIE D U & A L 2 k51T http://192.168.100.200 Z 5 ET 5.

SWX2310P (config) #auth-web redirect-url http://192.168.100.200

5.3.33 FBEERED 7 VT

[FX]
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—T—F]
all D BRTOY T A FORGEREE 2 VT T D
interface DREDA U F =T == R RSN TV DT I FORGEREE 7 VT TS
supplicant D RFEOY Y L NORAEIREE 7 U T 95
[73F A —5F—]
ifname DA E—T 2 — R
VT T F =T ==K
mac-addr :  hhhh.hhhh.hhhh (h 1Z 16 %K)
*ED MAC 7 R LA
IASIE— F)
FiHE EXEC £— R
B
7V H o FORIEREER 7 ) T T 5,
Bl

LAN R— M #1 ITHER STV LY 7Y v S ORBFERIER 7V T3 5,
SWX2310P#clear auth state interface portl.l

5.3.34 BAERIED 7 U 74 LA DRE( AT L)
E&N

auth clear-state time time

no auth clear-state time
[/$5 A —%—]
time o <0-23>

bR Z 7 U T D R
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[FIHIRR 2]
no auth clear-state time
[AS1E— K]
ra—\var 747 b—va rE— R
B
VAT LERIZY T T NOFREEREER 7 U T T AL AR ET D,
no IER THAT LG &1, RAEIREZ 7 U 73 22 O EZHIFRT 5,
[/ —h]

A UH =T 2 — RTEFERAEE 7 ) T T ARFLRRE SN TWAGE, [ v F—7 =2 — R E I N L TRR
RED I VT %17,

B
VAT AERTY T A b OREERIEE 7 V) T LA A 12 FRZERET D,
SWX2310P (config) #auth clear-state time 12

5335 WREEREED 7 U T3 DRZDOBREA v F— T = —R)
[E

auth clear-state time time

no auth clear-state time
[R5 A— 4 —|
time : <0-23>

PRERIEE 7 U T 9 DA
(IR E]

no auth clear-state time

[AFTE— K]

A H =T 2 —RAF— R

B

RGA B —T oA ANZH TV B FNORGERIEER 7 VT T 5 2R ET D,

no JIERCTHEAT L= E 1%, RAEIRIEZR 7 U 7T 2L D% E X HIFRT 5,

[/ —h]

AK=a<> RIZLAN/SFP R — F B L UGHEEA ¥ — 7 = — AT DO HFHE IHE,

KGR A /5{ T2 A ATEV AT AERICEFEREEZ 7 )V T T ARZNRHEESNTNTEH, Aavwr RTREIN
f:H%?Z'J mu nE’U( 0)7 ) 777&??90

[BXE B

LAN RN— M #1 ICE SN2 7 ) 0 NORBGRIRIER 7 U 7§ DA% 12 FRICERET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #auth clear-state time 12

5.3.36 Web FREEEH T A X ~A A7 7 A4 VOB E
[ER]

copy auth-web custom-file all src_config num dst_config num

copy auth-web custom-file filename src_config num dst config num

[F—7—F]

all D ARTO Web sBEHIHI I AL~ A A7 7 ANV EaE—TF5
[PXT A =& —]

filename : ¥%£ﬁ$%;w¥ﬁﬁ%

Web ZEFE@E D AX~A AHA T 7 A /NVD T 7 A VA4
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src_config num D ab—xnar T 4 I
RENE e
0-4 AF— T v Tar7 4 rEsE
sd SD 71— K

dst_config num . av—eoar T IEE
BIEH e
04 AP =T v Tar7 4 JEks
sd SD 71— K

[AJIE— F]

FiHE EXEC E— R

[?Jﬁfﬁ]

Web #2 AN ﬁﬁx&74z\‘ﬁﬁo)77/{/1/%3to*"§—éo

[/—}]

SD 51— FMMBAA v F~ Web BALEEI I A X~ A AT 7 A VEa b —F 25513, SD — RN /FfEA/
startup-config/web-auth/ |24 7 7 A L EFHE L T 72 X0,

SD 1 — RB~< 7 F SILTWRUVREETIX, SD #— RN® Config # X RIZL TARa~v REETTHE=T—L
%,

(B EH]
TO Web iRFFEEE A AZ~A A7 7 A NVESD H—FKNHAX— T v a7 407 # ~abt—3 5,

SWX2310P#copy auth-web startup-config all sd 0

5.3.37 Web BFFEE I A X~ A X7 7 A4 LV OHIER
[EF=R]

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[F—TU— ]
all © AT O Web FBREHEII A A X~ A X7 7 A4 VEHIRT
[/3F A—&—]
filename DA LONEARL S
Webuuu ﬁﬁx§’\74’f‘ﬁﬁ77/})/lx@774}/b%
config_num a7 4 IR
FEE FLEA
0-4 2B =T v FarT 4 S&kE
sd SD /71— K
[AF1E— F]
et EXEC E— R
[FRHA]
Web FRREHEIH I A X~ A DT 7 A NV EHIFRT 5,

[/ — ]

SD 71— KRB~ h S TWARVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L

2%,
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[ EH]
logopng # A% — N7 w737 4 7J#H O HIBRT 5

SWX2310P#erase auth-web startup-config logo.png 0

5.3.38 EAP /X R R )L — DR TE

E&

pass-through eap switch
no pass-through eap

[R5 A—%—]
switch : EAP /XA A /L—DEE
BREE B!

enable EAP /R A A )L—H 2T %
disable EAP /S A A )L — %+ 5

[WIHIRRE]

pass-through eap enable

[AJ1E— K]

sa—s)var 74 b—3a s E— R

(@]

EAP /XA Z)L—DHF NN 20 2, EAPOL 7 L — ADMRE AR A2 ET D,

disable Zf8E L7=35E1%. EAP 7 L — A &394 %

no FBRCHELIT L7=HHA. F7214, enable 245 L7=8A 1%, EAPOL 7 L — A X EEET D,

[/ — D}

802. 1X FAHEREN A RN 72 A o F — T = — AT HOWTIIFHAERE 2 5E L, EAP /XA X)L — DR EITHEH S22 u,
L)

EAP /XA A )L—Z5h2 4 5,

SWX2310P (config) #pass-through eap disable

54— bEX2VT 10—

541 R — b+ X2l T 0 —HBREORE

[EX]
port-security enable
port-security disable
no port-security

[FF—Y—F]

enable D AR — X2V T o —HREEEAENCT D
disable D AR—bEXa VT o —HEEEE IS T D
[F13E% %]

port-security disable

[AJIE— K]

A H—=T 2 —AF— R

[REA]

RRA B —T 2 —RZX LT, A—beX=2 VT s~z BT D
no B THEIT LGS, £721d, disable ZFEE L72GHIE. MRSV H—T =2—ATHR— X2 U T ¢ —HEE
WD,
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[/—}]
ARza< 2 RIXLAN/SFP A"— FEB X OGHELA ¥ — 7 = — AT D A E FHE,
=X U7 —HREE AN LIRS T, BEINTW Wi RITIEI N D,
[ EH]
LAN R— b #1 OFR— X2 U7 0 —iEEZ AT D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #port-security enable

5.4.2 A MAC 7 F L 2 %45
BN

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—T—F]

vlan : VLANID #457&

[T A —5&—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 #%%)
WD MAC 7 K LA

action : mac-addr S8 7 L — AZKTT A ENE
BT L
forward T 5

ifname : LAN/SFP A"— M E7oidGmilf v 4 —T 2 — X
GDA VB —T = — A4,

vian-id o <1-4094>
*14:D VLAN ID

[ RE]

7L

[AS1E— F]

sra—m\)vary7 47—y aryE—FR

[BEFA]

R—hEXa D7 =GN LTAR— N TEELZFFAIT2 MAC T RURAERERT D,

no I THEAT LI LA, BEaHIRT 2,

[ E ]

MAC 7 F L A 00:A0:DE:00:00:01 %, LAN /R— k #1 OFF A7 KL A & L TEET 5,
SWX2310P (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 )7 4 —ERFOBEDORE
[EX]
port-security violation action
no port-security violation
[/$5 A—%—]
action D AR X2 YT —EFEOENME
BfEE— K 24 B
discard RV ANTE

shutdown R—Fr&ETYy N T
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(AR E]

port-security violation discard
[AJ1E— ]

A HF =T z—AE—F
B

RGA A —T 2 — R ZH LT, R—bexa VT ¢ —EXFEOBET 7 v a VERET D,

no FECHEAIT LG AR, WIHIEREIZKE S,

[/—}]

shutdown E— R Ty ¥ v M U Iizdh— F&EHIES5E1E, noshutdown 2~ REHWS,
A~ FIZLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D Ha& iE W hE,

B!

LAN R — b #1 OEXFOEELR— M F T NIEET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #port-security violation shutdown

544 R — FEX 22U T 4 —BEROKT

EEN
show port-security status
[AFTE—F]
F#kE EXEC £— R
[
R—hEX=2 T 4 —lFREETT D,
[FE B
R—hEx2l 70 —HREETT D,
SWX2310P#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
5.5 = 7 —fRiigEee
5.5.1 errdisable JREED> & D B B)1E IHEEBE DEX TE
(]

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—U—F]

interval © BEVME IR O E
[2XT7 A =& —]

function : errdisable DJRK & 72 5 H e
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BRIEME il
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR B RE

interval : <10-1000000>
HENME IR % £ TORBE)
[(WIHIRRE]
no errdisable auto-recovery bpduguard (BPDU # — RE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHF&BE

[AJIE— F]

Ja—r\)varz 4 —yarE'w—R

[

T T — R HHEREIC K o T errdisable IRREIZ 72 o 72 & S ICHBIRIICE IR T 28884 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L725613. 300 BPOVERE S 415,

no JEATHEAT LG G13, HEVEIRMEED BRI L 72 5,

[/—H

Ko< Ra&FEITT HA1C BPDU #'— REEREIC X - T errdisable tRA&IZ 72 > 72 LAN/SFP AK— h Cld, ¥[a] BPDU %
M L7z & SITREDEEN RSN D,

[EEHl]

BPDU 7/ — KT errdisable JKE&IZ 72 > 7 & SO HEEIRZ AR L, EIFKFEHZ 600 #1235,

SWX2310P (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R T errdisable IRREIZ 72 o 72 & O BENE B & ENICT 5,

SWX2310P (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBEEDBERKT

[EX]
show errdisable

[AFTE— F]
FERFHE EXEC *£— K, F##E EXEC £— K
B
=T —RHEBEREDEREFTRT D,
UTFOHEENERIND,
o errdisable JREED & O HENVE H DA DG D
o errdisable JRAED A  H — 7 = — AR L O T —Z R L7-HfE
[ EH]
=T —RRHEREDIE R A2 FKRT D,
SWX2310P>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason
portl.1l BPDU guard
portl.7 Loop detect

sal Loop detect
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5.6 PoE

5.6.1 PoE #5 EEMERE DR E(R AT )

EEN!
power-inline switch
no power-inline

[/3T A —HF—]
switch © VAT LEROD PoE FEMTEDRRE
REME Gk
enable VAT LAERD PoE #aERKREZ AN D
disable VAT AEIRD PoE (A EMEE R NI B
[WIHIRRE]
power-inline enable
[AJTE—F]
sua—\)arz 4 b—varE' =R
[

VAT LERTO PoR FREMEEDF R - MW ERET D,
no T THEAT L= AT EIC R 5.
[/—F]

Y AT DAIRD PoE MBMAER AN/ > TV ThH, HMOK— | 2 L ICHERES BN SR TOEHE, 20
A N IS ERRE N T R D

[ EH]
VAT KK T O PoE fAFEEREEZ AT D,

SWX2310P (config) #power-inline enable
AT KR TO PoE faBEIHRE & N2 T2,

SWX2310P (config) #power-inline disable

5.6.2 PoE #aBHERE DR E(M v F— T = —X)

[E
power-inline enable
power-inline disable [delay time]

no power-inline

[F—TU—F]
enable D XA v H—T = —AD PoE #EMEEE AT D
disable D ORBRA H—T = —AD PoE #AEMEE BT D
[/NT A —=F—]
time : <1-3600>
KRR I £ T OIRIER (D)
[FIHR ]
power-inline enable
[AS1E— K]

A E =Tz —RAE—F
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[RLBA]
KA 2 S —7 = — A0 PoE FAEIIEDATS) M ETET B,
no A TIHAT L7 A I3 EIC R D,
faEls I CORERM A FEE L7cHa, 2~ v FETHLIERFRETZ IZ power-inline disable 735% & S5,
F7-. LLDP (T X % BB EHHE(Idp auto-setting) 73 A 2N 70556, Ao malT (LB IEHIHRE O v~ IR AP 123 LT
WEEILOXY A I v 7R Emsh b,
[/— 1]
PoE R— MRS ClE A~y RETZ T — L0 %,
AP =T 2= AF— FTHREBENADNTR> TN TH, LITOLEIIHE SR,
© VAT LERD PoE MEMREN TN o> TWD S
XAR— R vy ME T RETHIREILG T 5,
eI IR TP IR B AR L WD T2, T =7 a7 ¢ 7 ETiE power-inline enable & L THibi 5,
(B
portl.1 T® PoE #aEEMEREZ AN T 5,
SWX2310P (config) #interface portl.l
SWX2310P (config-if) #power-inline enable
portl.1 T® PoE #aEERERE 2 HNIZ T 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #power-inline disable

5.6.3 PoE " — K DT DR E
[EF=R]

power-inline description /ine

no power-inline description
[/XT A —=HF—]
line D64 LFLANDIHF

[FIEIERE]

L

[AJ1E— K]

A B =T 2—AFE— R

[FLFA]

PoE A" — MIHE T 5 PD s DR LA R ET 5,

[/— 1]

% E L 72t 3CId show power-inline =~ > R TR/ R I 5,
[BREBH]

portl.1 [ZFE#E T 5 PD HEaR DR & L CT'API"2 R ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #power-inline description APl

5.6.4 PoE N — N DR EBEILE DRE
E=y

power-inline priority priority

no power-inline priority

[/3T7 A—5F—]

=&

I

P

priority



22| 2~ R 77 LA | A B —T = — AHlif]

RIEE B!
critical a ]
high =
low {159

(AR E]

power-inline priority low

[AJIE—F]

B —Tz—AEF— R

(LA

HRA =7 == ADRFEEREZRET D,

BAR— F ORRUHEE I MG FTREE /) LR A BBl 725813 BEIRMLO S o & bIRVWAR— F~DIEEIF T D,
no A TIHAT LGB I3 EIC R

[/— k]

FA ML X show power-inline =~ R TERIND,

[ E ]

portl.5 DFFEMEIEE % high(F)IZT D,

SWX2310P (config) #interface portl.5
SWX2310P (config-if) #power-inline priority high

E

e

5.6.5 H— KN KD
&

power-inline guardband watts

no power-inline guardband

[R5 A— 4 —]
watts o <0-30>

H— Ry ROf(W)
(IR E]
power-inline guardband 7
[AJIE— K]
Jsa—nmNvarz 47 b—va e —R
[@i ]

H— RN REBRET D,

T— R Rk, REOKERIEEZN SToOICRET DG FTREE ) ERICH L To~v—Y 0 Th 5,
AR TTREE N — RN RELF & 225 72358, PoE AN— MTH 7212 PD BERR 2455 L THIAE S ey,
OW ZH87E L7126, — K232 RIFEEL 7220,

no B CEAT LSS TR EICR 5.

[/—H]

[BREH]

H— KRy K& 30W (2T 5,

SWX2310P (config) #power-inline guardband 30
T — Ry REBENT D,

SWX2310P (config) #power-inline guardband 0
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SWX2310P (config) #no power-inline guardband

5.6.6 PoE }AEBFEMDOFER

[EFX]

show power-inline
show power-inline interface ifname

ST A—F—]

ifname PoE R— K

[AT1E— K]

JEHEHE EXEC & — N, ¥k EXEC £— R

B
PoE " — N DIGERFREFRRT 5,

ifname ZIEET 5 &, $FED PoE K — M DFEMIEREFRT 5,

[/—H
[ EH]
PoE M A £rd %,

SWX2310P#show power-inline
PoE Status

Available Power 124000mwW
Used Power 20500mwW
Remaining Power 99500mwW
Guard Band 7000mwW
Operation Status: Enable

PoE Interface
Interface Admin Pri Oper Class Power Max Description

(mw) (mw)

portl.1l Enable High* Powered 4 12000 29536* AP1
portl.2 Enable Low Standby n/a 0 30000 n/a
portl.3 Enable Low Powered 4 6800 30000 n/a
portl.4 Enable Cri Powered 2 1700 7000 n/a
portl.5 Enable Low Standby n/a 0 30000 n/a
portl.6 Enable Low Standby n/a 0 30000 n/a
portl.7 Enable Low Standby n/a 0 30000 n/a
portl.8 Enable Low Standby n/a 0 30000 n/a

* - Assigned by LLDP.
portl.]1 DB WA FIRT 5,

SWX2310P#show power—-inline interface portl.1l

PoE Status

Available Power 124000mw
Used Power 20500mw
Remaining Power 99500mw
Guard Band 7000mwW
Operation Status: Enable

PoE Interface portl.1l
Powered device type
PoE admin
Priority
Powering status
Detection status
Current power consumption
Powered device class
Powered allocated
Powered pairs

n/a
Enable
High*

2-pair

Powered

12000 mw

4
29536 mWw*
Signal (Alternative A)
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* - Assigned by LLDP.
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 HERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ B

MAC 7 N L 2 EEEREZ AT D,

SWX2310P (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWX2310P (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[73T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWX2310P#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/RT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWX2310P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX2310P>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AT1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWX2310P>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
sua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 12th D VLAN E— RIZBATT 5,
[/ —h]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWX2310P (config) #vlan database
SWX2310P (config-vlan) #

622VLAN f V' Z—T7 = —ADHRTE
[

vlan vian-id [name name] [state state]

no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET S
state : VLAN ORREZHEET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name PR AEETER L OEATES(32 XFUW)
VLAN D44 i
state D 7 L= LORRIREAT O B OHREER
REHE B
enable T U— LERET D
disable 7 L —AEEEE LR
(IR E]
mL
[AJTE—F]
VLAN &— K
B

VLAN A V¥ —7 = — A& RET D,

no I THIT LI=BA 1L, VLAN A ¥ —7 = — 2 & BB %,

name % H M L725E1L, VLAN O RiIC"VLANxxxx"(xxxx T 4 H7 VLAN ID)AS HEIRIZERE S D,
state 4 M L7255 15, enable BEXE I D,

disable Z 5 E L7-HA1E, MUi%Z VLAN A V¥ —7 = — A~OFET R THIBREN S,

[/—}]

BEIZ name E%TE STV 5 VLANID IZ%F LT, name #&ME L TAa~ > FERE LLEIE, BEICERESNLTWY
% name DEEFETF IR,

vian-id \Z1385 D VLANID ZHET5Z &R TEx, U T Xz, """ 2 FHHT 2,

« VLAN#2 7°5 VLAN #4 £ CTH®RIRT 584 : 24
+ VLAN#2 & VLAN #4 28R4 554 : 2.4

7272 L., 50 VLANID Z45E L7HA 1L, name ZF5ET 52 ENTERN,
[B%E B

VLAN #1000 % Sales &\ 9 LRI CTRET 5,

SWX2310P (config-vlan) #vlian 1000 name Sales

623 7 A X—  VLAN O E
BN

private-vlan vian-id type

no private-vlan vian-id type
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55 A —s—]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type i 774 ~— | VLAN O]
REME A
primary 774~ Y — VLAN
communit EHUH Y —VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRRE]
L
[ASE— R
VLAN &— K
[BA]

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWX2310P (config-vlan) #vlan 100

SWX2310P (config-vlan) #vlan 101

SWX2310P (config-vlan) #vlan 102

SWX2310P (config-vlan) #vlan 103

SWX2310P (config-vlan) #private-vlan 100 primary
SWX2310P (config-vlan) #private-vlan 101 community
SWX2310P (config-vlan) #private-vlan 102 community
SWX2310P (config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEH & U — VLAN OFERE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB T & HIBR$ 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWX2310P (config-vlan) #vlan 100

SWX2310P (config-vlan) #vlan 101

SWX2310P (config-vlan) #vlan 102

SWX2310P (config-vlan) #vlan 103

SWX2310P (config-vlan) #private-vlan 100 primary

SWX2310P (config-vlan) #private-vlan 101 community

SWX2310P (config-vlan) #private-vlan 102 community

SWX2310P (config-vlan) #private-vlan 103 isolated

SWX2310P (config-vlan) #private-vlan 100 association add 101
SWX2310P (config-vlan) #private-vlan 100 association add 102
SWX2310P (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNEFTRLA— NDFRE

[ER
switchport mode access
(IR E]
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WA Z =T 2= ZAOR— M EZT 7 E AR — MTRET D,
[/— ]

Kz~ FIE LAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N— F DRENER SN D,

A—RNERE T 7 R— 067 78 AR— MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LAN R— kN #1 27 7 B AR — MR ET 5.

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— b)DFTE VLAN DRE

[F=

switchport access vlan vian-id
no switchport access vlan

3T A—5—]
vian-id o <1-4094>
FTJ&4 % VLAN ID
[FIHIERE]
switchport access vlan 1
[AFIE—F]
A H—T2—AF—R
[RLRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTET 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A3~ Rid switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR — B L UGRELA & —7 = — R |ZD
HE% TE IR,
WA A — T 2= AERBLE L TR RERE LSRR, 2O ¥ —T7 = —RBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIEE LELAIE, Ka~vy FORENPYIHEEICKE D,
[RXEHI]
LANR— M #1 N7 72 AR — K& LTCHIRT 5 VLAN % VLAN #10 |Z3% 7 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T A —OEEERET D

[78T7 A —=F—]

action D AT v —0EE
BREME B
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AF1E—F]

AUH =T 2—AE— R
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(R

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
LEDH, TL—hElEET 5,

AN T 4 VB =BG EIE, TTOT L—AZiRET 5,

[/— 1]

A~ RIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D HG& iE I hE,

WA L H =T 2= AR E LTRAY Y FERELILSGAE, O =7 2= RAICFBRT22TO
LAN/SFP /R — M DR ENEHE I D,

R— MR ZET 78 AR— 5 T 7 A — MIERE L7z5ATL., switchport access vlan =~ > K O3 E 23 A%
EINZR D,

FZ > 7R — k& LTHET S VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LAN KR—hF#1 % b7 7 KR— MIRET 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #switchport mode trunk

628 T U AR— MNE TFHE R — F)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ¢ ovlan a7 FTHREIINLTWAHTNTO VLAN IZATE S5
none : 2TOVLAN OS5
add  FREL VLAN IZFTE S H 5
except © HEE L7 VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREIN TS VLANID
BERET 256, LT Loic, "R "2 HTHZ &
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 5545 2-4
+ VLAN#2 & VLAN #4 % RIRT 5355 2,4
[FIEIEXE]
7L
[AF1E— F]
A B =Tz —RAE—F
[RLBA]

SNBA LV HE—T 2—AN TR —FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID DN T X CHIBRS IV CAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
R— MER 2T 7 £ AR — MIER LEGEIE, Ra~y FOBRESYIHIREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEND,
all £721F except ZFHE L TRE LIZGAIEL, LTORELZITI &, FEV OFFE L TW% VLANID % add THREL

TEREICEEEND,

remove & f5E L CHT/E L T\ % VLANID ZHIfk L7 5%&
switchport trunk native vlan =~ > R CHT/& L C\\% VLAN ID #f5& L =556

except ZHHE L CaRE & 1T - 7%, add 257 L TR L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L2 EICEE S5,

remove Z fEE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —IZ72 5.
Az~ R & switchport trunk native vlan =~ > ROREIL, BEELLE 2D,

Ko< R THE SE72 VLANID %457 L T switchport trunk native vlan 2~ > RZ % E L= E, fEEL-
VLANID 25k ESH 545,
switchport trunk native vlan =~ > N T E 41TV 5 VLAN ID Z 57 L CHT/ER S 72354, switchport trunk
native vlan none 23i%/E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2l A G OE CTRE LHAE, ivwI—T g v
(Rev.2.00.08 LAFNIZIR T & aa~ o RRREICKRT 5, R e L TIIEFICHBETE R R WRErd 5, FERF:
switchport trunk allowed vlan add 101,103-105)

(B EH]
LANAR—h#l Z b T 7 R— MIERELTVLANR I &85,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport mode trunk
SWX2310P (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DERAT 47 VLAN ORIE

[EFX]

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : AT 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(AR E]
switchport trunk native vlan 1
[AJIE—F]
A B =T z—AEF— R
B

RRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN BRENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELI=X V7%
L7 L —A5TET 5,

no B CHAT L7258 I3 EICE D,



a2 KU 77 LA | Layer 2 #&HE | 225
[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ K& switchport trunk allowed vlan =~ > RFOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[ E ]
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #switchport mode trunk
SWX2310P (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
[

switchport mode private-vlan port-type

3|

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E B

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #switchport mode private-vlan promiscuous
SWX2310P (config-if) #exit

SWX2310P (config) #interface portl.2

SWX2310P (config-if) #switchport mode private-vlan host

6211 54— K VLAN OF R F R— FOFRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A= —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[RLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E P HE

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[BREH]

HBA L HE =T 2= AL FDOT T A ~_— | VLAN ZRET 5,

o LANKR—h#1: 7714 ~1U—VLAN#100, &5 > % VU — VLAN #101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWX2310P (config)# interface portl.l

SWX2310P (config-if)# switchport mode private-vlan host

SWX2310P (config-if)# switchport private-vlan host-association 100 add 101
SWX2310P (config-if)# interface portl.2

SWX2310P (config-if)# switchport mode private-vlan host

SWX2310P (config-if)# switchport private-vlan host-association 100 add 102
SWX2310P (config-if)# interface portl.3

SWX2310P (config-if)# switchport mode private-vlan host

SWX2310P (config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H AFR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TV 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEAER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

Az R switchport mode private-vlan =~ > RC7 R I AN AR — & L THEIN TS LAN/SFP A — h
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vlan-id & 2nd-vlan-ids %, private-vlan association =~ > R CRIH (T SN TWDHHERH 5,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 % BHEAT T 2,

SWX2310P (config) # interface portl.l

SWX2310P (config-if)# switchport mode private-vlan promiscuous
SWX2310P (config-if)# switchport private-vlan mapping 100 add 101
SWX2310P (config-if)# switchport private-vlan mapping 100 add 102
SWX2310P (config-if)# switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=X]

switchport voice vlan #ype

no switchport voice vlan

[7NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIHIER E]
L
[AJIE— F]
A H =Tz —AE—K
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA X —T7 2 — ADHFKETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— b #1 2784 A VLAN & LT VLAN #100 [Z%ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

[EFX]

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AFTE— F]
A H—T 2 —AE— R
B

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIRXE]

7L

[AS1E— F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—H]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #switchport multiple-vlan group 10
SWX2310P (config-if) #exit
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6.2.17 < )L'F 7 )L VLAN 7'V — T DL HIDRE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJTE— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWX2310P (config) #fmultiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REE B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AF1E—F]
srua—arr 4 L—va E—R
[FLBA]
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWX2310P (config) #fmultiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC & — N, %7 EXEC £— F
B
F8E L7~ VLAN ID O A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE— )
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX2310P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID
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HAH GIL]
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWX2310P>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 v /VF 7 )L VLAN 7 /L — FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v —T DR E KRR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %7# EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWX2310P>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(ANN=" 7Y U —71 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX2310P (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELZTIZTHENH D,

2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWX2310P (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JEATHEAT LI B3I E IR D,
[/— 1]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHET ORHTH D,
Ko<y ROREFLLT ORMEZEWTZTHER D D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)
HADE R IEIF[#] 1T, spanning-tree forward-time =~ R CXETX 5,
=LA NI 2T, BETLHZLIETTERY,
[B% E 5]
I RT— 0 T % 25 IICRET D,
SWX2310P (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV VT ITATYT 4 ZBET Do BEN/NS VI EBILEDE,
no JE A THEAT LIE GBI EIZR D,

[/—}I]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAFYT 4 & 4096 (Z&IET D
SWX2310P (config) #spanning-tree priority 4096

635 AV FZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
B EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

A B —T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE RN,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree disable

636 A EZ—Tx—ADY I EATORE

E&
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree link-type shared

3|

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree bpdu-filter enable

63.8 4 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME Bl
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FNDERE

a2 KU 77 LA | Layer 2 #RE

1237

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
Ao B —T 2 —RAE— R
[BA)

KGA B —T 2 —ADNRAAR NEHET 5,

no TR THEAT L= A IR EIC R 5,

[/—}]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LT TERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFTED.

*)]:H;LJX/E \—)j:ééo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
ARz~ RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIFTE 20,
LAN/SFP R — M &Galli A % — 7 = — R S 5A 11X, M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree priority 64

6311 f V2 —Tx—ADT vy R— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@iH]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5




240 | =< > KU 77 L > A | Layer 2 #iiE

HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX2310P>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F —]

ifname

[AJ1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —® BPDU OFEGHERDFE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B TOA UV H—T7 =2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR =T 5,

SWX2310P>show spanning-tree statistics interface portl.l

o o o 00 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2



242 | =< KU 77 L > A | Layer 2 #iiE

% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[78T7 A —=F—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IVTTHA A —T = —R
[AS1E— F]
M EXEC E— K
B
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/ —F
STP @ BPDU % %5 L7=35A, %5 LA v ¥ —7 =— AL STP EME— RCTEET 2 L9122 5, LirL, T0
#% STP @ BPDU 25 L2 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 RBE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BREBH]
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX2310P#clear spanning-tree detected protocols interface portl.1l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 41—y g T — R
[FREA]
MST A vV AZ L ARLMST U — 3 VOBREZITI 12D MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEHI]
MST &— RIZBITT 5,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #

6.3.16 MST A ' A X L ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id o <1-15>
A VAL A ID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AR A& AT 5,
no FECTEAIT LA L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% o ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 T 5,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—F—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
L
[AJIE— ]
MST &£— R
[RLBA]

MST A A X 2 A 2% LT VLAN % BEEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R X]LLT1/)%VLANﬁ\F%ﬁ{TTE%LTI/\fﬁb\iHAﬁi MST A > A% v A& T 5,

HERENTWRWMST £ VAX VAZRELEEEIX, MST A v AX U ADEKR BIThILD,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

MST A A Z v ZZBEA T 535 VLAN O3S AT AR TR KA 256 HE TE1 5,

[B% &)

MST A A H A #1 12 VLAN #2 Z BEfTHT 5,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #instance 1 vlan 2
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6318MST A VAX LV ADTTFAF VT 4 DERIE

[EX]

instance instance-id priority priority
no instance instance-id priority

[/3T A =4 —]
instance-id o <1-15>
A AL A ID
priority 1 <0-61440> (4096 D50
TIAF YT 1A
[FIEARRE]
instance instance-id priority 32768
[AFIE—F]
MST £— I
[FRA]

MST A LV AR ADTFTAF VT 4 ZHET D,

BEDN/PNEWEEELRENEL . MST AV AZ L ARDL— 7Y » IR 5 RetE N @< 2 5,
no B THEIT LB AR EICR 5,

B!

MST A VAR A# DT TA A VT 4% 4096 |\ZERET D,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #instance 2
SWX2310P (config-mst) #instance 2 priority 4096

6.3.19 MST J —2 3 VA DERIE

[EX
region region-name
no region

[23T A —&—]

region-name DA TS L UEA LS (32 SUFRAN)
V—T 3 0%

[FI8IE% €]

region Default

[AJ1E— K]

MST £— K

B

MST U =Y a V4 &2RET D,

no TR CTEIT LTS IIIREICRE S,

[ E B

MST U — a3 U4 % Testl IZRRET D,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #region Testl

E

R

6320MST U —Va DI EVa HED

[EFX]

revision revision



[/XT7 A—5—]

revision

[WIHIRRE]
revision 0
[AJ1E— ]
MST £— K
B
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<0-65535>

Jeva o &Has

MST VU —Yarp)eya BELZRETH,

no JEATHIT L4

[BE B

i*ﬂ%ﬁnﬂﬁ g-)j:é éo

MSTU—U 32D Vs vRBerd 2 I0RET S,

SWX2310P (config) #spanning-tree mst configuration
SWX2310P (config-mst) #revision 2

6321 A LV H—T7 2 —R|ZXTDBMST AV AZ L ZADRE

| 245

[EF2

spanning-tree instance instance-id

no spanning-tree instance

<1-15>
ERENTWD MST AV AX 2 AD ID

SBA L HE—T 2— AWK L TMST A Vv AZ L ABRHRET D,

AT, MST A v AZ L ADOBREXHIRT S,

[78T7 A —=F—]
instance-id

[F1H13R 2]

L

[ A1 E— K]

A HB =T —AE—R
B

no JEXCHEIT L7285

[/ —h]

AKa< 2 KiZ LAN/SFP AR— B L OGRS v ¥ — 7 = — A 2D HFHE I HE.

FERA A — T 2 —AZFTE L CWA LAN/SFP AR — MIXt L TARa~ L RERETDHZ LT TER,

LAN/SFP iR — M Z @Bl A v ¥ — 7 = — R S8 723
VIR EICR D,

B EH
LAN &R— K #1 {Z

MST AV AZ LV A# BBRETH,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree instance 2

63.2MSTA VAR LVARIBITAAVE—T2—ADTFITAF VT 4 DHRE

AlE. M3 LAN/SFP AR — MIKT AR~ ROGREN,

[EX

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[PXT A —=F—]

instance-id

<1-15>
KHRA LV H—T 2= ATERESINTWNE MST AV AZ 2 AD ID
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priority 1 <0-240> (16 DfEEN)
TIAF VT 4 fH

(AR E

spanning-tree instance instance-id priority 128

[AJIE— F]

B =T z—AEF—FR

B

MST A VAR L AZBITDHBA v X —T 2 —ADTITAF VT 4 Z&RET D,

no TERTIAT LA I3IIR EITE S,

[/ —}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO HG% E W HE,

FEEA v H —T7 = — AR LT D LAN/SFP AR — MIxt L TR~ RERET D Z LT TX 720,
LAN/SFP R— b ZGRELA > ¥ — 7 = — AR S W75 A1E. M3% LAN/SFP AR — MIKRT A AR a~ 2 ROFEEN,
MR EIZR 5,

B!

LANR—F#l ODMST A LV AZ AR DT TAF VT 4 % 16 ITRET 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #spanning-tree instance 2
SWX2310P (config-if) #spanning-tree instance 2 priority 16

6323 MST A LV AF L RZBITBA L FZ—T 2 —ADNNAIA NDRIE

EEy

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[/$F A—%—]
instance-id o <1-15>
KIGA B —T 2= RTREIINTND MST A S AZ L AD ID
path-cost : <1-200000000>
RA A ME
[WIHRRE]
AVH—=Tx2—AD) 7 HEIIS T, LFOMEEERT 5,
YNV S J: 3 RR= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
WP v F— T = — X, PR LTV D LAN/SFP AR— F D U 7 EZ GFF LA JTls, /N2 3 X MEB IR E
Al
[AF1E— F]
B =T 2 —AF— R
[FEA]

MST A VAR L AZBITDRBA VX —T 2 —AD/RAAA N ERET D,

no B TEIT LB EITHREIZR D,

[/—}]

AR=a<> RIiZLAN/SFP iR — F B L UOGHEEA > ¥ — 7 = — AT DO A% E I HE,

FEEA v H—T7 = — A ZHTE LT D LAN/SFP AR — MIxt L TARa~ Y RERET D Z EIXTE 720,
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LAN/SFP R— h ZFBA » % —7 = — ZICHTR S B 51, 4% LANSSFP B— MIxtT 2 A3~ v ROBREN,
MR EIZ R B

(BB

LAN ZR— | #1 O MST A A X 2 A #2 O/3ZA 2 A k% 100000 23R ET .

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #spanning-tree instance 2
SWX2310P (config-if) #spanning-tree instance 2 path-cost 100000

6.3.24 MST V — a3 VIFROFR

EEN
show spanning-tree mst config
[AJIE— K]
FEFEHE EXEC E— R, FFHEEXEC E— K, A/ V¥ —T7 = —RAE— K
[@ ]
MST U —2 a > OifslliE iz 24 5,
[ EBI]

MST V —2 a » O#BIE®REFRTT D,
SWX2310P>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DEG2

6.3.25 MSTP fE# DO FE T

[EFH]
show spanning-tree mst [detail] [interface ifname]
[F—TU—F]
detail DOREHIEH AR T D
interface DORRTDHA ST == AERET D
[/3T A —F—]
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — A DA
ERTHA L HE—T =2 —R
[AS1E— ]
JEFFHE EXEC T — R, fMEEXEC ®— R, f V¥ —T 2 —AE— R
[

MSTP D@z R R~T D,

HHFIIMST A Vv AX AL VLAN B, v ¥ —7 = — ZAO BT IE#R 2 RRT 5,

detail ZFEE LT-HAIE, A1 v F—T7 2 —ABLMST 1 VA X o ADFHABERE FRT D,
interface ZEME L72BEIL. T_XTHOA VX —T =2 —ADFRPFREIND,

[/ —H]

ifname |2, FHERA X —7 = —AZHTE L TV D LAN/SFP AR — R & FEET 5 Z L1 TE 20,
[RXEH]

MSTP D@z R RT D,

SWX2310P>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
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Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f2300110
% Default: CIST Bridge Id 8000ac44f2300110

% Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
% Instance VLAN

% 0: 1

% g 100 (portl.8)

LAN R— |k #8 @ MSTP OFEfME R 2 FR T 5
SWX2310P>show spanning-tree mst detail interface portl.S8

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

o\©°

Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44f£2300110

Default: CIST Reg Root Id 8000ac44£f2300110

Default: CIST Bridge Id 8000ac44f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o° oP

o

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44£2300110

% portl.8: Regional Root 8000ac44£2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£f2300110

% Default: MSTI Bridge Id 8001ac44f2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44£f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > 2 & > ZEHDOFR

[ER

show spanning-tree mst instance instance-id [interface ifname)]
[F—T—F]
interface DORBRTAALE—T 2 —RAEEET S
(/%5 A —5—]

instance-id o <1-15>
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EREN TS MST A v A ADID
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — ZADAH]
FHRTHA B —T =2 — A
[ASTE— K]
FEHHE EXEC E— R, #MEEXEC E— R, f v X — 72— AXAF— R
B
FEE L= MST A > A X o ADIERAEFRT D,
interface # GG L7285A1E. FEE LT MST A VAZ UV ANRRKEZINTNATRTOAL VZ—T7 = — ADFRMNER
b,
[/—F]
ifname |2, FWERA X —T7 2 —RAIZFTE L TWD LAN/SFP AR — R & HEET 5 Z L ITTE 0,
[B%E B
MST A v A X A #1 DIEFREFRT D,

SWX2310P>show spanning-tree mst instance 1

% Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44f2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

o°

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000
% portl.8: Configured CST External Path cost 20000
% portl.8: CST Priority 128 - MSTI Priority 128
% portl.8: Designated Root 8001ac44f2300110
% portl.8: Designated Bridge 8001ac44£2300110
% portl.8: Message Age 0
% portl.8: Hello Time 2 - Forward Delay 15
% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O
6.4 /L— 7K

6.4.1 L —7RRHBEEDRE( AT L)
=

loop-detect switch

no loop-detect

[R5 A — 5 —]
switch D VAT AEEONL—T K HSEE DR E
R EME A
enable gx%A/ﬂi%@/lﬁ‘f@tﬂ%ﬁ?’iﬂﬁ@ﬁi@‘
disable ZX?Aéw@wwfﬁm%%%ﬁﬁuﬁ
(#1313 2]
loop-detect disable
[AS1E— K]
Jua—\)var7 4 —y g rEw—R
(R EA]

VAT WEERON— TR E A E TN T D,
no JEATHEAT LIS & 3HIHIBE ISR T,
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[/— 1]
VAT LABIRTAN= 7Y ) — e L L — T R RE A R T & D,
N—TRRIBERE A F T H720I2iF, Ka~r P2z, A v ¥ —7 =2 —ATHL—7 R EZ AT 5
WENRH D,
N—TRRIESRER AR 2B ETH. LT OA v ¥ —7 = — AT — 7RI REIZENE L 72,
o ANR=UTY Y —BEEENENEL T 5 LAN/SFP AR — M X UGRELA > % — 7 = — &, 7272 L, Forwarding 7" — |
TIX LDF OEZIEEITH 720, BEERSIC L D V— 7033584 L2581, V— 7 RIEEESEIET 5,
« X7V VIO T —A— & LTEHIEL TV 5 LAN/SFP A" — |
(BE )
VAT KERTA— TR Z AT D,
SWX2310P (config) #loop-detect enable
VAT DA —T BRI DI T B,
SWX2310P (config) #loop-detect disable

6.4.2 )L — T FRHBEREDERE(AL » F—T7 = —2R)
[ER]

loop-detect switch

no loop-detect

[NTRA—=H—]
switch RS U H—T 2 — AD N — T RIERE DR E
RUENE e
MRA VB —T = — ZAD)— T R
enable T
_ WBA B —T = — A D — TR RE
disable HES T 5
(B E]
loop-detect enable
[AF1E—F]
A H—=T 2 —AF— R
(B8]

KGA VB —T 2= AD— TR REE AR E T3S T 5,

no TR CIAT L 725G A I3V E TR T,

[/— 1]

wgfﬁﬁ%%%ﬁﬁﬁﬁétﬁﬁm\KZVVFKMiT\VX?A@%T%w%fﬁﬁ%%%ﬁﬁﬁﬁé%E

N5,

Ka< ROBRENFE2D LAN/SFP AR — MIGHFHA L X —T7 x— AL LTHRD ZEIFITERWY, 1272 L, AX—

Ty T a7 4 7 EOEA U H—T 2 — AZFTE LTS LAN/SFP AR — h DR EIL, IBEHR— FORENH

AU X —T2—RZ@EAEIN 5,

PR A — T = — A|ZHTE LTV D LAN/SFP AR — MIAR <2 ROEIFITTE R,

N—THRHEBEREN A DR BAETH, WTFDA v ¥ —7 = — AT — TR ZEE L 220,

o AN=U 7Y U —HERENENMEL TV S LAN/SFP AR — M K UwE A o ¥ —7 =— X, 7272 L Forwarding " — |
TIXLDF OEZEEIT O 120, BBHEHEIC L D L— 7 N84 L1, V—7RIHEEENEIET 5,

e IT7—V TN T —R— L& LTEMEL TV D LAN/SFP R — k

ZR= 0 U —BERE(STP) B L OVL— 7R S RE(LPD) DR EIRFBIC KT L T, EH b OMEENA RN R 51 %2 LT

DRITRT,

AR =T — R

LPD %7 LPD A%

STP #%h STP A% STP %) STP A%




a2 KU 77 LA | Layer 2 FAE | 251

STP %) - - - -
LPD %)
STP A% - STP - STP
AT A
STP 4% - - LPD LPD
LPD A%
STP A%l - STP LPD STP
[RXEHI]

LAN AR— |k #1 O — TR 2 A2 5.

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #loop-detect enable

ABT 4y ViAo B —T = — A # ON—T A AT 5,

SWX2310P (config) #interface sal
SWX2310P (config-if) #loop-detect enable

LACP g A v A —T7 = — R #1 ONV—TKHELZ G+ 5,

SWX2310P (config) #interface pol
SWX2310P (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 H HHERE 2 N2 5

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #loop-detect disable

6.4.3 L—7BRHEFD Port Blocking DX E

[EFX]
loop-detect blocking switch

no loop-detect blocking

[/XT A —F—]
switch D XA v H —T7 = — A D Port Blocking DX E
BREE S|
enable RGA B —7 = — A D Port Blocking % H
T %
disable xtGiA > # —7 = — A D Port Blocking %
T D
[WIHARRE]
loop-detect blocking enable
[AJIE— K]
AHF—Tx2—AE—NK
[BLAA]

KBA L H—T 2— AT, N—T & LIZ85A O Blocking Z A0 £ 72138024 5,

no X CHEAT L= & I3 IR E IR T,

[/ —}]

Ko< RORENE D LAN/SFP AR— MIGHERA v 4 —T7 2 — AL LTIHERDZEIITERY, 7277 L, AZ—
Ny TFarT 4 7 O, R —T = — 2B LTS LAN/SFP AR — F O EIL., HEER— N OB ENH
BA A —T =R ZHAIND,

FERA A — T 2 —AZFFB LTS LAN/SFP AR — MIA o~ ROEITIZTTE R,

[ EH]

LAN 7R— k #1 TA—7 ZHiH L7284 12 Blocking 5 & 51295,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #loop-detect blocking enable

ABT 4 ViwBiA U H —T 2 — A #1 TA—TZ MM L728A12 Blocking 35 X 9129 %,

SWX2310P (config) #interface sal
SWX2310P (config-if) #loop-detect blocking enable
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LACP i@ A o Z—7 = — A #1 TL—7Z ki L7235 12 Blocking 5 £ 5127 5,

SWX2310P (config) #interface pol
SWX2310P (config-if) #loop-detect blocking enable

LAN 7R— } #1 TL—7 % L728A12 Blocking L2V K 91275,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7 fi#{H % —EHR CHER T 5
[EX]

loop-detect blocking interval interval

no loop-detect blocking interval
[/$5 A—%—]
interval 1 <10-3600>
Jo— T RERERR O TR (FD)
(AR E
mL
[ASIE—F]
Ja—)ary 7 47—y g rF— KR
B
W =T DM S D & RIEEIC Blocking (3RS 2,
Davwr RERETDHE, —ERBTL—7BEINTWDNHERT DX 1275,

Jo— 7 MR & TV AUE Blocking ZRERT 243, L—FREE SN TOWARITIE, BEZORMARET L ET
Blocking ZiflkfEd 5,

no A TIAT L7213, AIHRREICR T,

[/—}]
Port Blocking JRREED R — kB V > 7 # o Lizi54 ., Port Blocking (FZRIFFZfEER S5,
[ E B

Port Blocking O /L— 7 fR {5 e O [ IR & 300 FPIZERET D,
SWX2310P (config) #loop-detect blocking interval 300

6.4.5 L —7RHEIRED U & v b

[EX]
loop-detect reset
[AS1E— K]
F#E EXEC E— K
B
BETDA L Z—T =—ADNL—THHREZ ) &y 5,
[/— 1]
Ka<r FiE, VAT LEEONL—TRHEEN AN RGEICOHRIHATTH LN TE D,
[BREH]

N—7REREEZ Y vy T 5,
SWX2310P#loop-detect reset

6.4.6 )\ — 7B RE DIRBER R

(&
show loop-detect
[AJIE—F]
FEHEME EXEC £ — N, ke EXEC £— R
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[RLBA]
N—TRRHBERE DR ERIR B Z R T 5,
KTRNEITLLTOLEED,
o VAT AEEDNL—TFRHBEREDRE
*  Port Blocking ? /L — 7 fif{Hfife 78 D [ FERF[H ("auto” & 721X "N seconds")
+ LAN/SFP A— F B I WGGHEA v X —T7 = — AT L O A—T O EE
s A UHF—T x—AK(port, sa, po)
+ LAN/SFP R— hEB X UGRBELA > ¥ — 7 = — 2D /)L— T H HBEHE D% 7€ (loop-detect), /b— 71 R AE DS EN/E L
TWDEEIE, (OB ESD
«  Port Blocking M % i Ik H&(port-blocking)
o JL— 7 O K RE(status)
[/ —H
FRERA v — T = — AIZHTE LT D LAN/SFP AR — MMIZE R L2V,
[BEH
N—TRRHRREDRRER TR T 5,
SWX2310P>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5DHCP AX—t°

6.5.1 DHCP R X —t' 7 DA REHRE (AT D)

[EA
ip dhep snooping switch

no ip dhcp snooping

[T A =5 —]
switch : VAT ARRD DHCP A X — ' JHEBE DR E
REME Bl
enable VAT AAAKO DHCP A X — B 7 HRED
RIEZANTT D
disable VAT LAARO DHCP A X — B v 7 HERED
REZ T D
[WIERRE]
ip dhep snooping disable
[AF1E— K]

Ja—)ary 74—y g — R
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[FEHA]
AT LARO DHCP A X — ' VT BEREORGE & A 2 F 213N T 5,
no I TEFAT L7125 B 13 IIER E IR T,
[/ — 1]
DHCP A X — b o FHEREZ AN T 5 7-0I121E, Ka~2 Rz T, VLAN A > % —7 =— AT DHCP A X —
VL THREE AN T HMERN D D,
S HIZ, ip dhep snooping trust 2~ > R C DHCP #— =3 SV TWDHR— M ERET DLENRD D,
[BREH]
VAT AERRTDHCP A X— ' JHfe 2 H T 5,
SWX2310P (config) #ip dhcp snooping enable
VAT AART DHCP A X — B2 ZHRE & TN 5,
SWX2310P (config) #ip dhcp snooping disable

6.5.2 DHCP A X— v 7 D RN/ELFRE (VLAN)

[EFH]
ip dhcp snooping switch
no ip dhcp snooping

[/XT A—F—]
switch COXEBA A —T 2 —AD DHCP A X — VL FTHEBED R T
BEE B!
enable B A B —T =2 —AD DHCP A X —E
THEREDREZ BT D
disable %A v H—7 2—AD DHCP AX—t
THERE DR E & iz 35
[FIEIER E]
ip dhcp snooping disable
[AJTE— K]
A H—T 2 —AE— R
[FRHA]

XGRA L H#—7 2 —AD DHCP A X —E » JHRED R E A AN E 11T WhcT 5,

no B THEAT LI G I3 E IR T,

[/—}]

AKav 2 RIXZVLAN A V¥ —7 2 — RO HGHRETE D,

DHCP % % — > Ve & AT B 720IiE, A~y FICAT, ¥ A7 ARKTH DHCP A X — & 7k
BT DUEND D,

S 512, ip dhep snooping trust =~ > K C DHCP — =2 SN TWDLR— M AR ET DLERDH D,
[3% 2 5]

VLANI T DHCP % X — Ut JHEREA AT 5,

SWX2310P (config) #interface vlanl

SWX2310P (config-if) #ip dhcp snooping enable

VLANI T DHCP % X — Ut JHEREA NI T 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ip dhcp snooping disable
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6.5.3 DHCP A X—t' v 7 DOR— NMERIRE

EEN
ip dhcp snooping trust
no ip dhcp snooping trust
(IR E
mL

[AF1E— K]

AH =T 2 —AF— R

B!

SR A L H —T = — A% DHCP A X —E L 7 ® Trusted IR— MIRTET 5.,

no I TIAT L 25 A I3 IR EIZ R T,

FIHIRRE TIZ T TR — k23 Untrusted R — MMIFRE I TV S,

[/ — 1]

ARa< 2 FIZLAN/SFP R— B X OGBS ¥ —T7 = —RAIZOARETE b,

B U H — T = — AZHTE LTV D LAN/SFP A8 — MIFRE TX 720,

Trusted 78— N CIX DHCP /N7 > b D7 4 V& U 703 Thoiud | (B S 4L72 DHCP h— =034 STV H AR —

MIRET 5,

Untrusted R — K CTliX, LLFO DHCP X7 > D7 4 W HZ Y > FAHINET I D,

e DHCP #— =555 3415 DHCP X7 > N & kT 5,

s NAUT 4T T —HERX—=RAIZMAC 7 RLUADRBEFEIINTWNT, 2OBERA v F — T = — AL [XRR LA
— 72— ANDLEZIGF LI IP 7 N U Afi#fig#K (DHCP RELEASE) BLWOIP 7 R L A EHEMRHEH (DHCP
DECLINE) %33 5,

« MAC 7 RV ARGENRALIDYE, DHCP X7y FOEEFEILMACT RLAE I TA TV =R =T 7 KL A
(chaddr) ZLbEZ L., —FH L72WGEEILN:% DHCP X7 v M & IEIET 5,

«  Option 82 NEZNDYAE . DHCP 7 Z 4 7 > M bH5AE L7z DHCP /X% MZBEIZ Option 82 fH#AMT 5 41TV
% e X, M DHCP 7 v N &S 5,

[BREHI

portl.5 % Trusted " — MIFEET 5,

SWX2310P (config) #interface portl.5
SWX2310P (config-if) #ip dhcp snooping trust

6.54 MAC 7 K L ARIEDH RN/ ERNERE
[EF=]

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[/3T A= —]
switch . MAC 7 RLU RARREEDHEE
RIEE B
enable MAC 7 R L ARGEDRE 2 HNT 2
disable MAC 7 R L AREEDRRE % FNTT 5
(AR E]
ip dhcp snooping verify mac-address enable
[AJIE— F]
Ja—nm"Nnarz 4 b—va e —R
B

Untrusted "— s TZ{Z L7= DHCP X7 v FDEETTMACT RL AL I T4 T b= R =77 KL A (chaddr)
g L, —H LR WEAIL Y43 DHCP X7 v N &2 EFET 5,
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no JEATHEAT LIe B3R E IR T,
[BXRE )
MAC 7 R b ARRGED X TE & TN %,
SWX2310P (config) #ip dhcp snooping verify mac-address disable

N

6.5.5 Option 82 DA Zh/ERNRE
E=v

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXIE
BRIEE B
enable Option 82 DR E X AN T 5
disable Option 82 DFXE % MEHZT 5
(R E]
ip dhcp snooping information option enable
[AFTE—F]
rua—s\varz 4 b—va e —R
[FAA]

DHCP /37 v @ Option 82 1FHRDOAIIN, B, HIBROA RN/ DOREZIT o
no JEATHEAT LIe GBI E IR T,
Option 82 23 AN D 54, Untrusted 78— " CDHCP 27 74 7 > h 22538 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=726 DHCP 7 7 A 7 > i CO R Y /3% kD Option 82 fF# Z Hlkk L ThHak 7 5,
Option 82 fH#HUIZLL FD & B0,
* Remote-ID
o T 74N BNTIE, KD MAC T RLARFE SRS,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZATE D74 CEA T
FUCERIRE) 2655 2 LATE D,
* Circuit-ID
© T 74T DHCP 7 74 7 ;775 DHCP /7 > %5 L72 VLANID & A & % —7 = —AFK S HMT
HFans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
7 7 AT Ry DHCP 737 » h&%{5 L7 VLANID & R— FEFIZEHR T2 LM TE D,
» Subscriber-ID
o TT7HNETIEAAESRRY,
« ip dhcp snooping subscriber-id =~ > N T, XI%RAK— kD Subscriber-ID ITEED LTI AR ET H 2 & TG
o,
F7-. Untrusted 78— h TREIZ Option 82 [H#H AT 5 S L7z DHCP /X7 v b %%(5 L1=4&. £ ® DHCP X7 v b %
WS 5,
ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F (23315 % Option 82 % & ¢» DHCP /¥
7y FORRE AT T HZ LINTE D,
[ E B
Option 82 D IE Z TN T 5,
SWX2310P (config) #ip dhcp snooping information option disable
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6.5.6 Option 82 £} % /3% > b ® Untrusted 8 — M IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[WIHIRRE]

L

[AJ1E— K]

sua—nNarsz 4l —ya TR

[BLFA]

Untrusted 78— b "C Option 82 & 23J 5 Z 4172 DHCP /X% v F DEREZF T 5,

no JZTHEAT LI GBI 3R E IR T,

[BREH]

Untrusted 78— I C Option 82 {23+ 5- S 4172 DHCP /X7 v b D¥RiEZ AT 5,
SWX2310P (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ® Remote-ID DR E
[

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—VU—F]

string : REMOTEID XX FH &8 ET 5

hostname : REMOTEID (2K A " 2R ET D

[/3T A —HF—]

remoteid D ATREOSCTY CEA ST L OCEMAEE S 63 SUTLAN)

(18I E]

L

[AJTE— K]

A H—T 2 —AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
72120, fEBEOXTIN" 2 ED D Z LI TE R0,

no I TEIT L7285E 1%, Remote-ID IZAMED MAC 7 KL AN S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHFRETE D,

[BX EH]

Remote-ID (ZAEE DO LFH & 595,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
(&=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
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no ip dhep snooping information option format-type circuit-id

[F—TU—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module(A % » 7 ID), i"— b &5 &2 HH T 5
string . Circuit-ID type | {EE DO LFH 2 HEHT 5

vlan-ifindex : Circuit-ID type 2 VLAN ID, ifindex % {# fi 9~ %

[/NT A —=HF—]

string D AREOSIT CEA TR LOARL T 63 SUFLAN)
(AR E

ip dhcp snooping information option format-type circuit-id vlan-ifindex
[AS1E—F]

AP =Tz —AF— N

[@i ]

Option 82 @ Circuit-ID THEHT 2 IEHREFEET D,

vlan-port Zf5E L7284 1%, DHCP 7 74 7> b6 DHCP /87 v b &%Z{5 L7= VLANID &, A ¥ v 7&K H—
NESEM 5T 5,

string 45 7E L7256 13, AEEOXTFINE T 5, 1220, fREDOXFINI" M EEDH T LT TERY,
vlan-ifindex Z# f§E L7-3%81L, DHCP 7 7 A 7> k75 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMH5T 5,

no I TIAT LI E 1, PIIRREICK D,

[/ — 1]

AKa< RIZVLAN A VZ—T =2 —RAZDIHHFRETE D,

[ E B

Circuit ID |[Z DHCP 27 7 A 7 k726 DHCP /N7 v h & 32{§ L7Z VLANID & R— FES LT 5T %,

SWX2310P (config) #interface vlanl
SWX2310P (config-if)#ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DX E

E&
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

[/XT A= —]

subid D AR OIIF] CEA T L UM 50 CFELAN)
[#IEIEXE]

L

[AJ1E— F]

A H—T 2—AF—FR

[FLHA]

KA — b D Subscriber-ID (TR DO SLFFN(1~50 L) E /X ET D, 7272 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235E 1. Option 82 15#IZ Subscriber-ID 23 5 S 41720,

[/—}]

AKa< FIELAN/SFP A— F B L UGEA 4 —7 == AZDHHETE %,

A v F— 7 = — ZZFTE LTV D LAN/SFP AR — MIERE TE R,
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[BREH]
portl.1 @ Suscriber-ID Z & ET 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #ip dhcp snooping subscriber-id a room

llll

6.5.10 DHCP /X7 v FZfF L — MHIRDFRE

[EFX

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
(/%5 A—&—]
limit : 10-125
1 ¥ & 72 v |25 15 "IRE72 DHCP /37~ ML (pps)

[FIEIER E]

L

[AJTE— K]

Ja—nary7 4 Jlb—y g F—NR

[FEHA]

VAT LAER T1I B0 IZZEHEZ: DHCP X7 v MEERTET D,
ZELV— bOEREBIRE LGS, ZEV— b EB 2 725%E DHCP /X7 v MIEET 5,
no FETHEAT L728A1E. DHCP /X7 v FDOZAE L — MR AEITH 220,
[ EH

VAT LARO DHCP /347 v hZ1E L — k% 100pps (2% ET 5.,
SWX2310P (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /% v MNZERF SYSLOG H OB RN/ ERRIE

E&
ip dhcp snooping logging switch
no ip dhep snooping logging

[/XT A—F—]
switch : DHCP /3% v MEZERE SYSLOG Hi /) DX E
X EME B!
DHCP /N v MEFERFIZ SYSLOG (2 /13
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG 1T ) L
VAR
(#1813 2]
ip dhcp snooping logging enable
[AFTE— F]
Jua—)aryz 4 b—y g rETw—NR
[FEEA]

DHCP /™7 v MRFERF I HEEEH 2 SYSLOG (ZH 1§ %,

no JECHEAT L7258 IIHIHIRE TR T,

Bl

DHCP /™7 v M#ERFIZ SYSLOG (IZH)T %,

SWX2310P (config) #ip dhcp snooping logging enable
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6.5.12 DHCP AX—FE VT DV AT AREFBRDOE T

EEN
show ip dhcp snooping
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[RA]
DHCP AX—E VT DUV AT AREFREFTRT D,
[FRE B
DHCP AX—E LV T DV AT AREFREFTRT D,

SWX2310P>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ..........ouou... Enabled
Rate limit ......iiiiiiiinneeennnn 100 pps
LOgging v v i it ittt ettt Enabled

6.5.13 DHCP AX—E T DA v Z—T = — AR EFBOIRT

[EX]
show ip dhcp snooping interface
[AFIE—F]
JEFFHE EXEC £ — R, 4§ EXEC £— K
(@]
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREERT D,
[BXE B
DHCP AX—E > 7 DA v F—7 == AREFREFTT D,

SWX2310P>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-1ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlanZ2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu
Interface Type Subscriber-ID
portl.8 Untrusted e _room

portl.9 Trusted
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6.5.14 NA T 4V TT—H RX—ZADFKR

[ER

show ip dhcp snooping binding
[AJIE— F]
FEREME EXEC £ — N, FibE EXEC £— F
B

NRA VT 4 VT T = A R—=AIHFEINTNDL 2 R —FHREERRT D,

= MY —EHRIILTO B0 T,

« DHCP 7 A 7> F75 DHCP A v — %515 L7= VLAN ID

« DHCPZ A7 F»6HDHCP A v —V2ZE LA v ¥ —7 = — A
« DHCPZ/ 74T FDOMACT KL &

« DHCPZ A7 hDIPT FL A

o U — RAWFH]

Bl
NRA VT A T T —=ER=ZORNREFRT D,
SWX2310P>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP A X — ¥ v 7 DB HF T~

[EFH]

show ip dhcp snooping statistics
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
(R

DHCP A X —t 7 O aHE M A R -7 5,

A B =T 2 —RAT LT, %5 L7 DHCP "7 v b EFES /- DHCP X7 v KO EERRFT D,
[/—}]

DHCP /X7 v b3 5 L— MEBROREIC L > THE SN X7 v MIH 7> b S,
[3% 2 5]

DHCP A X —t > 7 OffisHER & FrT 5,

SWX2310P>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4V TTFT—BZRXR—=2DI VT

[EX
clear ip dhcp snooping binding
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[AS1E—F]
F#HE EXEC E— R
[REFA]
NA YT Y LI F =R 2% VT T 5,
[BEBH]
NA VT AT T—=ERX=2 %7 VT T 5,
SWX2310P#clear ip dhcp snooping binding

6.5.17 DHCP A X— b 7O HEHDO 7 V7

[EX]
clear ip dhcp snooping statistics
[AS1E— K]
FHE EXEC £— R
[BLFA]
DHCP A X — v > 7 OfiattEhz 7 V7T %,
[BREH]
DHCP A X — b 7 OfiattEma 27 V7T 5,
SWX2310P#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A —F—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AF1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,
Batl]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ip address 192.168.1.100/24
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71.21Pv4 7 R L ADFEIR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =<2 FIZ L > TEIVIZ IPvE 7 RLADFRE SN TWBEHEEIEL, IPv4d 7 KL ZADREIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T2 TEDOIRNE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT RLZZEID B TONRNEDTHLILEITTT =T D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWX2310P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIHEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP $—"—%4RET 5 & . Discover/Request A v & — 2 HostName 47> a2 > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AH s TREREINE N IO AL 7 AR— F T Auto IP BEREZ M L TV BE. Ko~ FIZEHATE 20,

B&l|
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWX2310P (config) #interface v1anl00
SWX2310P (config-if) #ip address dhcp

714 DHCP 27 54 7 F DIREBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC E— K
B!
DHCP 7 74 7 v hOWREERTT H, LFTOHERRRIND,
« DHCPZ A7 FELTEIEL TS A X —T = — X
o EDYTHNIZIPVE T KL A
o U—ZHR
o U — ZIERFERIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy VR
s TITHNITF—bFT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAAU4
[/ —}]
By TR AE N GG, Ka~vr RIFEHTE 20,
[ EH]
DHCP 7 74 7 > FDIREEEFIRT D,

SWX2310P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP #EEEZ AT 5
disable Auto 1P HEREZ EZNIC 5
(IR E]
auto-ip disable
[AS1E—F]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P BEHE
BHhT 5,

Auto IP #§HEIZ. ip address dhep =~ > F& R EH (T, DHCP #— 3=/ 5 IPv4 7 R L ARG TERWGEITD I
HEET 5,

Auto IP BEBEIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/ —F]

IPvd V7 a—h)7 RUANRE LT2IZ DHCP h— =5 IPv4d 7 RLADREETE 7285458 1Pv4 V) 7 o —
HIVT R AZBEHEEL T, DHCP ' — =00l &L IPvd 7 RL AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vr NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 402 T 5,

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #auto-ip enable

7.2 IPv4 R &I

7.2.1 IPv4 FHHIR KR E
[ER]

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number)

ip route ip_address netmask gateway [number)

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[¥F—U—F]
null Ty FEBEETIOEET D
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ST A—F—]
ip_address . AB.CD
IPv4 7 KL X
TITFNET = U = A ZET DL X1X0.0.00 &T5
mask c <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ A7
T AN DT T A ZHRET D L 130000 £T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FLA
number 1 <1-255>
EELEREE (RRESERIEFOBE) ERLIESE 0D
TED/NE VT EBIEE D m,
(AR E
mL
[AJ1E— F]
Jua—N\)arz 4 L—varE—FR
[RLBA]

IPv4 DFHIREEE 2B IN3 5,

no B CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWX2310P (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED T — N7 = A % 192.1682.1 L35,
SWX2310P (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip_address[/mask]]
P85 A —%—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

B

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEEME L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLVRAETIIFRy hU—2 7 FUVRZIEE LTSE, siEnEn D & —ET DT b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWX2310P>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWX2310P>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOER
[ER]
show ip route database
[ASIE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2153 (RIB: Routing Information Base) %3/~ 9 5,
[ E 5]
IPv4 R ERTRT D,
SWX2310P>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BRBEEICBEFHEIN TWVWARE= N —DY < —DFIR

E&N!
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, ke EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZH Gk SN TV AR N —DHh~ ) —%2RKR-T D,
[BREH]
IPv4 RRER I SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWX2310P>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3

Total 5
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7.3 ARP

7.3.1 ARP T — 7 VDFRR
[E=X]

show arp
[AF1E— R
FERFHE EXEC & — R, %7 EXEC £— F

[FREA]

ARP F v v v 2 %R T 5,
Bl

ARP ¥ v v ¥ 2 2R 1T D,

SWX2310P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP 7 —7 NV DHEE

E&y

clear arp-cache
[AJ1E— ]
FiHE EXEC E— K
[RLBA]
ARP ¥ ¥ v o2&/ U7 ¥2%,
Bl

ARP X v a2k 7 U775,
SWX2310P#clear arp-cache

7335 ARP =2 b —DFRE
[EF=

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WMBRA =T = A A4
(AR RE]
L
[ A1 — ]
su—\)arz 4 b—varE—R
[@iA]

By 7 —7 ARP = b U —&2{ERT 5,
no B TEITLIZEEIE. BE L= MY —%2HIRT 5,



270| =~ RV 7 7 L > A | Layer 3 H$AE

[ EH]
portl.1 IZHEfE S 4172 IP 7 R L % 192.168.100.100, MAC 7 L Z 00a0.de00.0000 D) ARP = b U — & {3
50

SWX2310P (config) #arp 192.168.100.100 00a0.de00.0000 portl.1l

734 ARP Z A LT 7 NDRIE
[ER]

arp-ageing-timeout time

no arp-ageing-timeout [fime]

[R5 A — 5]
time : <1-3000>
ARP > b U —LREFIFR] (F))
(AR E]
arp-ageing-timeout 300
[AFTE—F]
A BE—=T2—AE—F
B

KR VLAN A » #— 7 = —R|ZBI1F 5 ARP = b —{RFIFAZ AT 35, Z ORFFANIZZE S h - 7= ARP
T b —iTHIRE NS,

no JER TEIT LA 1E. ARP = U —fi 4 300 #0294 %,

[ EH]

VLAN #1 ® ARP =3 [ U —{REFRERI % 10 2ICEET 5,

SWX2310P (config) #interface vlanl
SWX2310P (config) #arp-aging-timeout 600

735ARP ZA L7 7 REED ARP V 7 = X FEEFRORTE
[E=]

arp-ageing-timeout request mode

no arp-ageing-timeout request

ST A—F—]
mode : ARP U 7 =X MEEHA
RIEE B!
nicast ARP % A L7 7 MEFIZIA(ET S ARP U 7 =
A h&a=%x A FTKEETD
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A&7 u— Xy A NTEETD
(AR RE]
arp-ageing-timeout request unicast
[AFTE— ]
AVH =T 2—AE— R
[
X VLAN A > Z—7 = — A2V T ARP £ b U —ORFFIFRHINN T L7z & SICE(FET %5 ARP U 7 =X h D5
KERET 5,
no FE CHAT L5 A 3R EIC R T,
[EE B

VLAN #1 ® ARP = F U —ORFFIFHEN T L7 & ZICEETHARP V7 2 A M &7 v— ¥y X2 FTEET
%o
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SWX2310P (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH 4

7.4.1 IPv4 BEREERTE (L AT b))

[EFX]

ip forwarding switch
no ip forwarding [switch]

[/3T A —HF—]
switch o IPv4 Ny b DERIEREE
REME A
enable IPv4 /3y N OEREE N T D
disable IPv4 /Xy s DRRE A N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 S L—varyE'— R
[RLBA]

IPv4 /X N DEREEF N E I35 5,
no FECHEAT LG & I3 EICR T,

7.4.2 IPv4 BERIERE(A v X — T = —R)

[F=

ip forwarding switch
no ip forwarding [switch]

3T A—5—]
switch D IPVA NSy S DRRIERRGE
REME B
enable IPv4 /37y S DERIEZ N T S
disable IPv4 /Xy s DRRE & BN T 5
(IR €|
ip forwarding disable
[AS1E— K]
f o H—T 2= AE— R
B

IPv4 /X7 N DEREEF N E X35,
no I THAT L 7= & 13U EIZ = T,
[/ —H]

AKa<> FIZVLAN A v ¥ — 7 = — R DHRE
AT NTIPVA 23 NEEEDRENREE. oK~ RTVLANA V¥ —7 2 —AD IPvd 7347 » MNEENH

s FOVLAN A ¥ — 7 = — AT IPv4 2347 v MNEEDRTHON A,
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7.4.3 IPv4 BR15 3% € DFE R

[ER]
show ip forwarding
[AJTE— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FA)
IPv4 737 N DERERREH R T D,
[BREBH]
IPv4 /37 > N DIRIRERTE & FRT 5,

SWX2310P>show ip forwarding
IP forwarding is on

7.4.4 MTU DR E

[EX]

mtu mitu
no mtu

[73F A —&—]
mtu ;. <68-9216>
B ATREZR I KN R A X
(IR RE]
mtu 1500

[AJ1E— K]

AR =T 2—AE—F

[FA)

VLAN A & —7 = — AN BIEERER /T v M A XDRKEMTU H) 2 5% ET 5,

KL SEET D87 v b BLOEREE A L3 SRV —T 4 )T 528 v RARR L0 | ARELEL AN L2 fi5k
(AA v TF U INTHA—H 7 L —LiFxtgsh L b,

IPv4 ~ > % —® Total Length 28 MTUEZ 2 537 v b & L3RET DG, IP 777 A SN TERFE SN D,
IPV6 ~ v ' — Payload Length 28 MTU &8 % 5 /37 » b & L3 #5564 5856, ICMPV6 = 7 — Nk S C/387
> MIEFEIND,

mru 2 RCRESINTA =V 7 L —LARICNED VA XDy "ISL—T 4 T ORRERDTD, Vx>
N7 VV—=L%N—T 4 7T 55 Emu 2~ RCZERERA —V 7 L —2RZHETLILERH D,

no IR CHAT LI & I3 IR E IR T,

[/—}]

Aa= 2 FIE VLAN A » F —7 = — AT D HRE T HE,

MTU fiii, #IEZBRVTRRTT DETRARLMEERTETHZ LN TE D,

ipv6 enable 23X E S 472 VLAN A & % —7 = — A Tld, MTU OFRE AIAEHIFH 1T <1280-9216> & 785,

MTU fE75 1280 £V &/ S FHE SN TV A VLAN A % —7 = — A 2% LT ipv6 enable =~ > RZRETH 2
EILTER,

[ E ]

VLAN A U # —T7 = — A #1LIZFTETH LANAR—F#1 &, VLAN A U F—7 =2 — A #2IZFFET 5 LAN R— |k #2
BT, 10240 XA FETOY ¥ RT7 L—AEFHE L, MTU % 2000 N4 MNZT 5,

SWX2310P (config) #interface portl.1-2
SWX2310P (config-if) #mru 10240
SWX2310P (config-if) #interface vlanl-2
SWX2310P (config-if) #mtu 2000
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7.5 IPv4 B ERER
7.5.1 IPv4 BRIEFER.
EEN
ping Kost [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—TU—F]
repeat DOFETREERET D
size i ICMP 7 — 2y DR S (3 MR ZRET D
timeout D FATIEHUY D Echo U 7 = A F & X(E LIcR DISER DR 2R ET D
source i ICMP X7y FDEETLT FLAZRIET D
[73F A =4 —]
host : ICMP Echo % %57 %515
RA MG, E£720E, 56850 P 7 KL A(A.B.C.D)
count COSTIES (B LTESGE 0 S)
RUEM i
<1-2147483647> AR L7 BI3RAT 3 5
continuous Crl+C M AN SN D ETHFEITZHR Y KT
datalen 1 <36-18024>
ICMP 57— Xy DE S(NA b)) (Bl L7254 : 56)
timeout 1 <1-65535>
INERFDIFH] (B LS8 1 2)
F24711%% % continuous |2 L 72 A 1T MR SN D
ip_address : AB.CD
IPvd 7 RL A
[ASE— K]
¥t EXEC E— I
B

ICMP Echo Z#57E L7z A MZiEH L, ICMP Echo Reply D&% & 150,

ISERBIUE., FOERFRTH, a~vr ROKTRICKIEREFRT 5,

[BREH]

IP 7 KL A 192.168.100.254 55 CIZT — 4 44 X 120 /34 b, ETEEUZ 3 B CHEMERZT .

SWX2310P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 FRIEHESR
[EF=]

traceroute sost

ST A=

<

Wi

host

R & TERB 3 D 4E 0k
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RA N, F12iE, 585D IPvd 7 KL A(AB.C.D)

[AJ1E— K]

et EXEC B— RN

B

EELT-AA N ETORKERE FRT D,
[ E B

192.168.100.1 £ TORKEHERZIT 9,

SWX2310P#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms

2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 KL A EH#

7.6.1 IPv6 DX E

[EX]
ipv6 switch

no ipvo

[/3T A =4 —]

switch : IPv6 OEE
REMHE Bl
enable IPv6 Z RN %
disable IPv6 2 BN %

[ E]

ipv6 disable

[AJ1E— K]

AVH =T 2—AE— N

(@]

VLAN A v # =7 == LTIPV6e Z AN LY 7 m— 7 RL 2% BERRET 5.
IPV6 [T K 8l E TD VLAN A U X —7 = — A THMNITH I ENTE D,

IPv6 Z N L7 a . BE T H5%0E b AR ICHIBR S LD,

no TR TIAT L= B-AI3HIHIR IR 5,

[/—}]

HEEYE SN Y 7 v—h/7 KLU AL, show ipv6 interface brief =~ > K CHR TZ %,
2By JHERRPAEN GG, Ka~r R TE 20,

[BREH]

VLAN #1 @ IPv6 = HZT %,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ipv6 enable

7.621Pv6 7 KL ZADRE

E&

ipv6 address ipv6_address/prefix_len
no ipv6 address ipv6_address/prefix_len
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no ipvé address

[NT A —=HF—]
ipv6_address X XXX

IPv6 7 R LA
prefix_len o <0-127>

IPv6 7'V 7 4 v 7 AR
[AF1E— F]
A HE—=Tz—AE—F
[@ A1

VLAN A 4 =7 == ZZ LTIPV6 7 RL AL T VLT 4 v 7 AR ZRET D,
IPv6 7 K L A (X ipv6 enable 7~ > RARFHE SN TWND VLAN A VX —7 = —RA|ZRETHIENTX D,
AK=a<> KiL. ipv6 address autoconfig, ipv6 address dhep. ipv6 addresspd =~ > R LA T 5,

IPv6 7 RL AL 120D VLAN A v % —7 = — AT, F B—/3L 7 KL A(RA #%&. DHCPv6 7 7 A 7> k. DHCPv6-
PD ZfEH L7 IPv6 7 RLADKEEGZT)E SEETE, Vo 7/un—hLT RLA%Z [ {HRETE 5,

VAT LB TRETE L IPv6 7 FLAITHRKRSMETTHLO(HBMZEI D S ToND Y 7 —)L 7T R A
ZFR<),

no B TIAT LGB IE. FEE L2 IPv6 7 RL A ZHIERT 5, IPv6 7 RLAZFRE LR -T2 B 1E, &2 TO IPv6
7 KL A(RA BRIE. Mﬂh@ﬁ?%?yk\MEHMD%@%LKEWTFVX@ﬁﬁ%Em%ﬁ&T&
[/—}]

BEOA A —T 2= R[]~V T Fy hOIPV6 7 KL AZEI D Y THZ LIXTE A0,

2By JRERRDPAN GG, Ka~r FIdEHTE 20,

[ E B

VLAN#1 [ZIPv6 7 R LA L LT 2001:db8:1::2 23X ET 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31IPv6 7 FL AMD RA &€
(=]

ipv6 address autoconfig [stateless]

no ipv6 address autoconfig
[¥—TU— k]
stateless : A7 — KL X DHCPv6 #EIESH 5

[FIHIRRE]
7L
[AJTE— ]
A H—T 2 —AF— R
[FHA]
RAZMA LT, VLAN A v 4 —7 =—RIZIPv6 7 KL AZRET D,
RA [T ipv6 enable =~ > RNEE SN TS VLAN A U ¥ — T = —RAIZHETDH I ENTE D,
ARz~ FiL, ipv6 address, ipv6 address pd =~ > KEfJFHTE %,
ipv6 address dhep, dhepvé-server (DHCPV6 1 — /S —XfIGE T /LD &A) 2~ KRBT TITHE SN TV D VLAN A >
H—7 2= A IR ETE R0,
ARKa<w REAIT LT72#. Router Lifetime N A X7 RA 255 L7256, RA ZXE LTEEROT RLAN, 77
NV R F—= b oA IBMEN5,
F 72, Router Lifetime 73 0 ® RA %15 L7 AL, T 74V M — MU oA DH RA 236G LoD T RLAMR
HIBR S 415,
7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23 E SN TV AEEIL, RAIZESLS T 74/ M7 —h
U = A OBEINIITOIIR,
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stateless # F57& L7234, DHCPv6 @ Inoformation-request % 155 L C. DHCPv6 A7 — k L A%&— R CEIfET %,
stateless Z F57& L7284 1%, ipv6 dhep clientpd =~ > R TIZRE I TV D VLAN A ¥ — 7 = — RATIEHE
T&E720,
1 20 VLAN A > ¥ —7 = —RA|Z, DHCPv6 A7 — F L AT 1 DR ETZ 5,
stateless ZFET L72ARK a2~ RIZBK T8 D VLAN A VX —7 = —AILRTETE D,

ipv6 address autoconfig stateless =~ > N Z 52 7E L7274, ipv6 address autoconfig =~ > N C_LEX L7154 DHCPv6
AT —=F L AE— NIELET 5,

no I CTHEAT L= HE 15, RA O EZHIBRT 5,

[/— 1]

ZIELIERADO 7T T NA L ThHDHNAT Th DMK, stateless ZfiET D &, DHCPv6 D AT — kLA
ENANZ 2D,

AT — kU AEERE, DHCPv6 ¥—/3—|Zxf L C, TOPTION DNS SERVERS| (47 v 3 v a— R 23)&,
TOPTION_DOMAIN LIST| (A 7'v 3> a— K 24) # 8K 5,

DHCPv6 H— =S84 T v a VP> TE7-E &, DNS —_—(Z 34, RAA U A MI6MFE TG
TE 5,

AT — F L ZAEERFOELRIZ K - THAG L7z DNS —/3—_ R AA U A M, show ipv6 dhep interface =~ >
THERTE 2,
BfFLTERAAL DR MDD RAL ZORRBIZ ) Bndgaid, [ MIEshs,

ARz~ FIZE Y DHCPv6 Y— 3=/ 5 DNS H—/3— FREE KA A U A & Hf5 L7284 T, dns-client name-
server. dns-client domain-list =~ > ROHREDIT I DELINSD,

VAT DI ESI NI DNS —s3—_ KA A U A MZ, show dns-client =~ R THERTE 5,
2By JHEREDPAE NG G, Ka~r FIFfEHTE 20,

[BREH]

VLAN#1 12, RAZFEH L TIPV6 7 RLAEZRET D,

SWX2310P (config) #interface vlanl
SWX2310P (config-if) #ipv6 address autoconfig

7.6.4 DHCPv6 7 A4 72 MZ L BENHIIPV6 7 KL RADRE

[FX]
ipv6 address dhcp
no ipv6 address dhcp

(B ]

mL

[AS1E— K]

A H =T 2 —AF— R
[FHA]

DH?%&?%TV%%@%LT\mmm6%~ﬂ~m%ﬁﬁéhtmm7va%WAN4V&—7I—xmﬂ
uX/Eﬁ_Z.)

$:7/% I%. ipv6 enable =~ > R3FHE I TVD VLAN A V¥ — 7 = —RIZEETE D,
1 DD VLAN A »Z—7 =— AT, Ravzr NI 1 DETRETE D,

ARz~ FiL, ipv6 address, ipv6 address pd =~ > K& TE %,

AKa<wr Rid, RKT8DVLAN A V4 —7 = —ATERETE 5,

ipv6 dhcp client pd, ipv6 address autoconfig, dhepv6-server(DHCPvV6 H— X —%HEET /L DA) 2~ RN T TITER
ESILTND VLAN A V¥ — 7 = — R ETE 20,

IPv6 7 R L A ZHifF L7 IRHE T no ipv6 address dhep =~ > R& T35 & BUfSG LTV IPv6 7 R L A Dfiffig A
vt — % DHCPV6 H—/ "—{Zi%k 5,

no IER CHAT L7245 iDmEm7747/%®&ﬁ%m@¢5

ipv6 =~ N7 disable IR E SN HE, Aa~vr RHHIBRSN D,

[/ —H]

RKa<w RTIPv6 7 RLVAZBERRET 256, V74 v 7 ARIE 1/128) L7225,
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ZELIERADOM 77 7R A L ThHNA T THDLHNIZERR, KRa~vwr FERETH L, DHCPv6 D AT — K
ZIVEIEIA NAYBENN 2D,
DHCPv6 7 51 7 > hiE. DHCPv6 #—3—|Z% LT, [OPTION DNS _SERVERS| (47 =z > =1— R 23)&
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K $ 5,
DHCPV6 — N—InD DA T2 a ViniR-> T&E 7oL &, DNS = _"—(F 3, RAA U R MI6MHETHRA
TX5,
DHCPv6 7 7 A 7 b DFERIZ L > THfG L7z DNS #—/3—_ KA A U Z K&, show ipv6 dhep interface =~ >
N CHERTE 5,
BELEZRAAL YA RD RAAL ADOREIZ T BRWgEAE. [ M5 aEns,
ARa< > FIZXY DHCPv6 — 3=/ 5 DNS H— "— R KA A U 2 M2 HfS L7286 T8, dns-client name-
server, dns-client domain-list =~ > ROHREDIE ) DEILEEINSD,
VAT MMIHESIT DNS —_"—_ RRA A U 2 L, show dns-client =~ > R TR TX %,
Ko< REFZNZ L7-#. Router Lifetime 23 %h72 RA #Z{E L7256, RAZEELIEEEOT RLAR, 57
F/V M= R = A ITBMEN5,
F7-. Router Lifetime 250 ® RA ZZE LT-HEIT. T 74N T — 1" T4 00 RA ZEELEEEOT FLAR
HIFRS N5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 FHE SN TV DHEAIEX, RAIZESS T 74V 7 — b
U A OEBINIITOILR,

AL TR ERNRGE, Ao~y RiEEHTE RN,
[ E R
VLAN #100 {Z DHCPv6 7 7 A 7> MZ Lk > TIPv6 7 KL A %1595,

SWX2310P (config) #interface v1anl00
SWX2310P (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{Ef L7~ IPV6 7 KL R DR E

EEN!
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len

[73F A—%—]

pd_prefixname : DHCPv6-PD 7 74 7> b (ipv6 dhep clientpd =~ > R) TRELIZT L7 4 v 7 A4
PAIHT. Ry M) A T2 T o F—_—() (32 LFLIN)

pd_ipv6_address . X:X:X:X
DHCPV6-PD 7 A 7 > h TG L= L7 4 v 7 AIZh £33 IPv6 7 F LA
DHCPV6-PD 7 A4 7 > R TG LI L7 v 7 AR LT, AL (D) DFI 2 3E
)
DHCPv6-PD 7 74 7 > N CTHAF LT L7 4w 7 ZER3ITH LTI, T0) ZRET D 4EED8
»H5

prefix_len . <0-127>
IPv6 7 L7 4 v AR

[FIHIERE]

7L

[AF1E— K]

Ao B =T 2 —RE—F

[FLFA]

VLAN A v # =7 2 — R Zx LTIPv6 7 RLRET VLT 4 v 7 AREHRET D,
E%T%VZim%m%kﬂV/F# RESNTWVWD VLAN A U H —T 2 — AR ETHIENTE D,
DHCPV6-PD 7 7 A 7 MERBIC L > THAF L2 L7 4 v 7 ATESE IPv6 7 KL A& AT 5,
R ENTZIPv6 7 R L AL, show ipv6 interface =~ > N CHEE T&E 5,

A=z~ RiX, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > K EfFHTZ 5,
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IPv6 7 RL AL 1OD VLAN A > #—7 =— A2, 7 m—)L7 FLZ(RAKE. DHCPv6 7 T4 7~ R &aai)
Z5EETE, Vo Zu—bAT KL A% 1 HRETE 5,

VAT AR THERETEDIPv6 7 RL A IR K SEETTHAHA(HEMIZEH VY ToNDY 7 r—LT KL A

%lg/%<)o
no JEATHAT L2 &I, fEE L2 IPve 7 K L A ZHIFRT 5,
[/ —}]

DHCPV6-PD 77 7 A4 7 > MERET, L7 4 v 7 AEREZIRISETE TORWEEAIL, IPve 7 KL R TAR IR0,

TVT 47 AERE FALT R RADOMAEDENRELL 2WGEAER, f VX — 72— ABTYH 7 32y hOEBEL
728560, IPve 7 R LA IFAER IR,

ALy JHERENA R e e, Ao~ v R TE R,

[ EH]

VLAN #100 C DHCPV6-PD 7 7 A 7> MI X > TIPV6 7'V 7 v 7 AEEHGT 5,

Bffs L7271V 7 4 v 27 A4 [PD_VLAN100] %M\ T, VLAN#200 (2, IPv6 7 RL A ZFRET 5,
Z ZClE, PD VLANI100] (Z°C, 2001:db8:1:aaf0::/60] % Huf5 L7= LET 5,

LU FDOREE T VLAN #200 12, 12001:db8:1:aaf2::1/64] DFRE I N D,

SWX2310P (config) #interface vlanl00

SWX2310P (config-if) #ipv6 dhcp client pd PD VLAN100

SWX2310P (config) #interface v1an200

SWX2310P (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 54 7> NOHRE

[EX
ipv6 dhcep client pd prefixname

no ipv6 dhcp client pd

[NT A—F—]
prefixname D BIDETONEET VT 4y 7 RIS D NER 224 i
PAFET. Ry MO N T U(), Ty F—3—() (32 LFLN)
[FIEIRRE]
7L
[AF1E— K]
A H—T2—AF— R
[FEEA]
§§2V9%7:%2TDWP%$Dﬁ?%?thﬁ%ﬁﬁkbﬁfV74yﬁx@ﬁwﬁf%gﬁﬁéiﬁﬁﬁ

ARz~ RiL, ipv6 enable =~ RPFRE IFL TS VLAN A V¥ — 7 = — R ITHETE D,
Ka<> RO prefixname TG LI V7 v 7 RiZ, LFTHEATE %,

« ipv6addresspd =~ NIZC, BUGLZT V7 4 v 7 A&MHLT, IPv6 7 RLAZRET 5,

« DHCPv6 E— F®Drange =~ NIZT, BfFL7ZT V7 1 v 7 A% LT, DHCPv6 Hr— N—THERYIZHID 4
THIPv6 7 KL ADHPHZRET 5, (DHCPV6 H— S —XfSET L D)

« DHCPv6 E— RO prefix-delegation =~ > NI T, BfG L7277 1 v 7 A% LT, DHCPv6 #—/—T7
V7 4y 7 ADBHENY B TERET D, (DHCPV6 H— X=Xt E T /LD )

1 OO VLAN A VX —T 2 —R|Z, Ka<wr NE1 5P FHRETX 5,
Ko< RIZERK T8 D VLAN f V' Z—T7 2 — R TRETE D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 — /N —%F ST T /LD I) <2 K33
TITRRE EALTVD VLAN A ¥ — 7 = — AR E TE 20,

IPv6 7'V 7 4 v 7 A% EfG L7 dRHE T no ipv6 dhep client pd =~ > K2 FE(7d 5L, BRELCW=T LT 4 v T A
DFFSA > & — % DHCPv6 —/3—ITik D,

no JEXCTHEFT L72HA X DHCPv6-PD 7 74 7 > hORELEHIRT 5,
ipv6 =~ > R73 disable IZRE S NTZHE, Ko~y RbHIREND,
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[/ —F]
ZELIERADM 7 Z 7 BA L THLINT 7 THANICERRL  Ra<w 2 RERET 5 &, DHCPv6-PD D AT —
k7 VENEIA PDY AN /2 %,

DHCPvV6-PD 7 7 A 7 > h X, DHCPv6 H—/3—{Z%} L C, TOPTION DNS SERVERS| (#7¥ 32— K23)&,
TOPTION_DOMAIN LIST| (A 7Y a v a— K 24) #8KT 5,

DHCPv6 H— =S8 AT a VP> TETE &, DNS —_—(I 34, FAA U A MI6MFE TG
TE 5,

DHCPv6-PD 7 7 A 7 > F THUf5 L 72 DNS —/X—_ KA A U & ML, DHCPv6 E— K@ dns-server. domain-
name 2~ R THIHT L Z LN TE S, (DHCPV6 Hr— =Xt T T /L D)

DHCPv6-PD 77 7 A4 7 > NDOERIZE - THAF L7 DNS H—s3—_ KA A U X I, show ipv6 dhcp interface =
~ U R CHERTE D,

BELEZRAL Y ARD RAL EZDOKREID T BWgAE, [ w5 ans,

AR~ RIZE YD DHCPv6-PD #—/ 3=/ 5 DNS r— 3— FREE KA A U XA N EEG L7256 TH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D> DB I NS,

VAT AMIEEENTZDNS —X—_ KA A U Z MZ, show dns-client =~ > N CTHERTE 5,

Ko< REFZNIZ L7, Router Lifetime AR RA #ZE L1235, RAZERE LIHEROT RLAN, 57
FNVRF— T AITBINENS,

*7-. Router Lifetime 23 0 ® RA #ZE L7258, T 74NV M F—F U2 A5 RA ZEELIHMERDOT KL AN
HIFR SN D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > R23G%E SN TN DL E1E, RAICHK ST 740 R — |
¢I4®Lm1ﬁbhﬁw

ALy PP AN E. Aa~vr RIFEHTE 7220,

[ EH]

VLAN #100 T DHCPv6-PD 7 74 7 > M L5 TIPv6 'L 7 v 7 AZHET 5,

PG L7271V 7 ¢ v 27 24 [PD_VLAN100J %\ T, VLAN#200 (2, IPv6 7 KL A& ET D,
Z ZTlE, PD VLANI100] (Z7C, 2001:db8:1:aaf0::/60] % Huf5 L7= LRET 5,

LU OF%E T VLAN #200 (12, [2001:db8:1:aaf2::1/64 ] DEXE S5,

SWX2310P (config) #interface v1anl00

SWX2310P (config-if) #ipv6 dhcp client pd PD VLAN100

SWX2310P (config) #interface v1an200

SWX2310P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76T RAIWZEADT 74NV 7 — b= A DBEENBRERE
EEN

ipv6 nd accept-ra-default-routes switch

no ipvé nd accept-ra-default-routes

[PRTA—F—]
switch L RAICEDF T4 R — ko= A HERGREE
BRIEME i
enable I}AZCJZ55‘°7%/I/]\/7“—]\17I4’ R
WEEHMTT D
disable I}Allié?‘7z“/1/ kA — N E R GR
RIE & WS D
(AR RE]
ipv6 nd accept-ra-default-routes enable
[AJTE— K]

A H—T 2 —RAE— R
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[FEHA]

MEDA X —T 2 —ATZE LN —F —RERA)DIRT RLARIZH LS, IPV6 DT 74V N — R = A
O HEPRER DA RNIER 2R ET D,

Az~ R, ipv6 enable 2~ 2 FFRE I TS VLAN A ¥ — 7 = — AR ETE D,

no JEITFEAT L7256 135 E 2 TN IZ iR,

ipv6 =~ > K73 disable [ZRXE S NT-HE, Ka~vr NuHlfRESN D,

[/—}]

ipv6 address dhcp, ipv6 dhcp client pd. ipv6 address autoconfig =~ > K% ERFRA 225 L7z & &I, KRa<wF
DFEDEH S5,

INHDa~vy FRRESINTWVRWESRIL, Aa~vr RREICHRESNTHNTS, 774V —h7=A D
HEPSERIFA TR0,

AL VERENANLG G, Aa~r NI TE 20,

B2 p]

VLAN #100 TRAIZK 27T 74 b7 — b U = A BEPRERE 2 BN T D,

SWX2310P (config) #interface v1anl00
SWX2310P (config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 R L A DFKR

EEV
show ipv6 interface [interface] brief

[/3T A —HF—]

interface : VLAN A & —T = — R4
FKRTHA L H—T 2 —A

[AJ1E— ]

FHFiHE EXEC £ — N, %54 EXEC £— N

[RLBA]

AV HE =T 2—AHDIPV6 T RL A EERT5H,
« IPV6 7 RL A
+ ipv6 address dhep =21~ > RIZ X > TEIFGIZ IPV6 7 R L ANERE SN TV AHEAIE, IPv6 7 K L ADRHIIZ "*"
ML CTERT 5,
* ipv6 address dhep =~ > RZFRERZIT IPV6 7 R L ADEE AL TW R WIGAE (P — W& %)%, "searching"
ERRT D,
* ipv6 address pd =~ > NC pd prefixname Z#H VW TERE LT RLUADEAIL, IPv6 7 R L ADRIZ "*" & ff
ML THRRT D,
e IPV6 7 R UAMERE SN TORWEA T "unassigned" & 725,
o WEE OIREE
o TV T EOIRRE
AU B —T 2 —AEEELFEEAIEZTOAL X —T 2 —ADEREY . B LI-HAIZIPve 7 RLARREI N4
TDA U E—T == ADIFHRELTT D,
[/ —}]
BELIEA LV H—T2—ANIPv6 7 RLAZEID Y TOHNRNLD THLIGEIXTT —IT2 5,
2By VRN ARG, Ra~y FIIEHTE 20,
[ EH]
ATOVLAN A VH—T 2 —ADIPv6 7 RL A& FRT 5,
SWX2310P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64

fe80::2a0:deff:fe:2/64 up



down
vlan3 unassigned
down

7.6.9 DHCPv6 7 5 A T .~ F DIREBDORR
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up

[EF2

show ipv6 dhcp interface [ifname]
%5 A—5—]
ifname : VLAN A ' Z—T = — R4

[AS1E— R

FEHEME EXEC £ — N, ke EXEC £— R
[LAA]

DHCPv6 7 A 7 v N OREEFKRT B,

ifname ZHRE Lo 7286, TXTO VLAN A U ¥ —7 = — ADNEREFRT 5,

[/ — P}

AH TR BERN LGS, Ao~y RiEfEHTE RN,

(BB

FT_TOHOVLAN A V' Z—T7 = —AZAD DHCPv6 7 T4 7 > FORREAFRT 5,

SWX2310P#show ipv6ée dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal10::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44f284efdd
DNS Server : 2001:db8:1:0bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD_VLANI1O0O

prefix : 2001:db8:1:aaf0::/60
IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04
DNS Server : 2001:db8:2::100

DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 7 A 7 bD V&Y b

[ER
clear ipv6 dhcep client ifname
[/XT A —=HF—]
ifname : VLAN A VX —T = — R4
[AJIE—F]

b EXEC B— R
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[RLBA]
XNGDA B2 —7 2 —ZATEHELTWD DHCPV6 7 A T N4 7 V7T 5,
Ka<wr REETTDHE, HBOA ¥ —7 =— A THIS L7- DHCPv6 DN —EiE S5,
ZOLEEZ, B LTWEIPVe 7 R L ADERA v —2 % DHCPv6 Hr—/3—~ik %,
Z D%, DHCPv6 % —/3—~DERMPFEIXRIE S, DHCPv6 7 74 7 > b OFHREZAT O,
DHCPv6-PD 77 74 7 > R & H L T\ =84, ipv6addresspd 2~ > R C, BGL7=7 V7 4 v 7 A&MHL T
EE BELTWEA Y E—T2—ADT RLALHRESND,
DHCPv6 ¥—/N—HHEIZC, DHCPv6 E— R range =2~ . I, prefix-delegation =~ >~ |} dns-server =~ ||
domain-name =~ > N T, & L721F# A H L Uiz & &, DHCPv6 V— S —HEE S Fa%E S5, (DHCPv6 H
— X —=XFIE T L D F)
[/—}]
A5y RSB, R~ FEERTE 2V,
[BEH]
VLAN #100 ® DHCPv6 7 A 7 > b &7 U 74 2%,
SWX2310P#clear ipv6 dhcp client vl1anlO0O0

7.6.11 DHCPV6 7 T A 7 "NXEFRFIZZIETAND DS VT 4 v 7 ADRE

E=Y
ipv6 dhcp client nd-prefix prefix_len

no ipv6 dhcep client nd-prefix
[/3T7 A —5F—]
prefix_len T <1-127>
ZETHNDOT VT 4 v I AR

[WIHIRRE]

L

[AJ1E— ]

f B —T = —RAE— R
[HA]

ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 v 7 A28 HENFEE S 4L/ VLAN A V F — T = — R
TIE, BEEICIPV6 7 R LRI 57 3T ND(Neighbor Discovery)/ 37~ N & %59 5,

Kavr RueRETDHEND ATy MERICUTOWMEZ, RELLCT VT v 7 ZAOHEMTHK L, F—t7
A ROBAEIIFZZEDOND X7y haZfET 5, FH—t 7 AL FTERWHAICIE, ZDOND X7y M &FHET L,
+ ipv6 address dhep 2~ > RIZ K> CTHEBREESNLIZ IPV6 7 R LA

o Z[ELTND /YTy FOEFEITLIPV6 7 R LA

ARza<> RiL, ipv6enable 7~ RNRE SN TVD VLAN A U H —T = —RIHETHI ENTE D,

RKa<w FOXG LD ND 237 v R, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D T %,

no JEATHEIT LA, DHCPv6 7 7 A 7 > MERERICZIET D ND DT V7 o v 7 A&HIERT 5,

[/ —}]

ipv6 address dhep =~ > RIZ X > TIPV6 7 KL A(F L7 4 v 7 A /128) )N HENRRE S 72 VLAN A X — T = — A
TOHIMEST 2,

A By JHERRDAE N GG, Ka~vr RIFEHTE 20,

[ EH]

ipv6 address dhep =~ > RIZ K-> TIPv6 7 R A HERE S/ VLAN#1 T, 7% > | /64 225D ND /37
FNOBZETED L IITT D,

SWX2310P (config) #interface vlanl

SWX2310P (config-if) #ipv6 dhcp client nd-prefix 64
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7.7 IPv6 #% 1% 451

7.7.1 IPv6 E#HURR R E
[

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number)
no ipvé route ipv6_address/prefix_len [gateway [number]]
no ipvé route ipv6_address/prefix_len [null [number]]

[FF—T— K]
null DTy MEBEETICHIET S
85 X —5—]
ipv6_address D XeXuXeX
IPv6 7 KL X
T AN — U A ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DEWETE) &5
prefix_len ¢ <1-127>

IPv6 V7 4 v A
TIHNV M= U A ZRETDHLEIT0LTD
gateway D XXX X
F—=RrT=ADIPv6 7 FL A
IPv6 U > 7 m—NT RURAZIRET D& EE, kA v =T =—AbRET OLEND
5 (fe80::X%vlanN D)
number 1 <1-255>
EHERE (R OEEE) (B LSS 1)
EA/INSUVE E B E,
[AJ1E— K]
Ja—N)aryz4JL—g T — R
[
IPv6 DFFAIRERS 21845,
no JEATHEAT Lo Bld, 88 LIS 2 HIFRT 5,
[/—H]
TI7HNV M= b 2 OBET, RAICEDBELY b, FHFARREKIC L 2R EPREL SN D,
ALy JHERENARNRE S, Aa~r NI TE 20,
[BREH]
LD JE75 2001:db8:2::/64 DIGE D7 — b7 = A 4 2001:db8:1::1 &35,
SWX2310P (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

F 7 F I M — U = A B VLAN #1 _E 0 £e80::2a0:deff:fe:1 & 95,
SWX2310P (config) #ipv6e route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 ERikR DFIR

E&
show ipv6 route [ipv6_address|[/prefix_len]|

T A—5—
ipv6_address D XeXnuXeX

IPv6 7 KL &
mask ;o <0-128>
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IPv6 L7 4 v 7 AR (Bl LT2%E 1 128)
[AT1E—F]
FEHFHE EXEC =— N, F#E EXEC E— I
[FLBA]
IPv6 #51%%%  (FIB: Forwarding Information Base) % /"3 5,

IPv6 7 L ZAZEWE LI-3E481%. FIB ONEZ TR TCERTSH,
IPv6 7 RV AEIIR Yy NI —27 7 RVRAEZRE LTSS, BERETND & —BT oK M) —OFEEH %

FRT D,

[/ — D}

2By VRN ARG G . Ra~y FIIEHTE 20,
[ EH]

IPv6 HRIERZ T X THRRT D,

SWX2310P>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr y h kD & XA SN REE2F T D,

SWX2310P>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

Qw0 OQwn

7.7.3 IPv6 R IEE DFEIR

&3]
show ipv6 route database
[ASIE— K]
FEHEHE EXEC £ — I, b EXEC £— F

[BEEA]
IPv6 #%#3% (RIB: Routing Information Base) % #1795,

[/—}]

A5y VRN ARG G, Ra~y FIIEHTE R0,
[ EH]

IPv6 KA RKRT D,

SWX2310P>show ipv6 route database

Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2al0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

774 IPv6 BRERICBEHZEIN TWVERKE L N —DP <) —DFR

[EX]

show ipv6 route summary
[AS1E— R
JEFFHE EXEC £ — R, 4§ EXEC £— K
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[RLBA]

IPv6 #%#%7% (RIB: Routing Information Base) (ZHEK SN TV ORI M) —DHh~ U —&2 R 7T 5,
[/— k]

ASy JRRRED ARG 6. Aa~ v A TE R,

[ E B

IPv6 RRBFOY <~ —2 KT 5,

SWX2310P>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > ¥ =

7.8.1 §#H Neighbor ¥ ¥ vy ¥ =2 U —DRE
[EF=

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6_address interface

[XT A —=HF—]
ipv6_address D XeXuXeX
IPv6 7 R L X
interface : vlanN
VLAN A % —7 = A A4
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
[AJ1E— F]
Ja—)ary 74—y g T — R
[

Neighbor % ¥ v ¥ 2 (ZHHT 2 U —ZBINT 5,

no I TIAT LI EIE, FaE LIcF = b Y —ZHIkR 2,

[/—}]

AL VHEEENANLE G, Aa~r NIEATE 20,

[FE B

VLAN #1 £ portl.1 125 %, IPv6 7 K L % 2001:db8:cafe::1 ® MAC 7 R L A % Neighbor ¥ ¥ v ¥ = ([Z%ET 5,
SWX2310P (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ » V' =27 —7 LV DFERN

EEN
show ipv6 neighbors
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[BFA]

Neighbor ¥ ¥ v ¥ 27 —7 )V ERKRT D,
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[/— 1]
AL VERENANLG G, Aa~r NI TE 20,
Bl
Neighbor ¥ v v ¥ 27 —T7 NV EERT D,
SWX2310P>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bcd:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v 3 27 —7 /VDHZE

EEN
clear ipv6 neighbors
[ASTE— F]
F#HE EXEC E— R
(@A
Neighbor ¥ ¥ v > =247 U7 4%,
[/—}]
ALy JERENADN G E ., Ao~y RIEEMATE 20,
Bl

Neighbor ¥ v > =247 U7 4%,
SWX2310P#clear ipv6 neighbors

7.9 TPv6 Him il A

7.9.1 IPV6 E5ikSRE

&

ipv6 forwarding switch
no ipvé forwarding [switch]

[78T7 A= —]
switch : IPV6 /N7y b DERIEER TE
RIEE B!
enable IPV6 /™7y ks DERIEEFIINZT S
disable IPv6 /377 b Dk Z 24 %
[WIHIRRE]
ipv6 forwarding disable
[AFTE—F]
sa—s)var7 47— a sE— R
[

IPV6 /7y b ORREZF RN E 71T ENIZT 5,
no JEATIHAT L7 A I3 EI R T,

7.9.2 IPv6 EEI5ER € DFE IR

(&=
show ipv6 forwarding
[ASE— F]
JEFFHE EXEC £ — R, 4§ EXEC £— K
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[REA]
IPv6 /X7 v N DERERR E & FnT 5,
[ E B
IPv6 /37 N DERIEERTE# T 5,

SWX2310P>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BRERERS

7.10.1 IPv6 BEESR

[ER
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]
[ZF—T— K]
repeat COETRE AR ET D
size © ICMPV6 7 —Z iy DR S (A MHD 2R ET D
timeout DO FTIEHUY D Echo U 7 = A R & X5 LIcR DISER DR 2R ET 5
source : ICMPv6 /Xy RDIREILT RV AZRET D
[73F A —5F—]
host AR ML, E720E, IPve T R U AKX XX)
ICMPv6 Echo % %57 % 565%
IPv6 Vo7 m—JnT RUAZRET D5G13. BHHA v =7 = —ZAbIEETLHLLEND
% (fe80::X%vlanN DJE)
count DTS (BB LTCSA 0 S)
RUEM B8
<1-2147483647> FERE L7 EIERAT S 5
continuous Ctr+C WA EN D ETHFEATZMRY KT
datalen 1 <36-18024>
ICMP 7 —## DR S(3 b)) (Bl L7I=35E : 56)
timeout 1 <1-65535>
INEFRFDIFH] (B LI2SE 1 2)
FEATIEEL % continuous (2 L7 H& XA S D
ipv6_address DX XXX
IPv6 7 R LA
[AJ1E— F]
F¢HE EXEC E— R
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FD,
EOLNTEEDL, TOEA2FETRT D, A~y RN TT5 LHEAFKEEREETT D,
[/—}]

2By JHERRPAEN GG, Ka~y FIEHTE 20,

Bl

fe80::2a0:deff:fe11:2233 56 CIZBUEfER 1T O .

SWX2310P#ping6 feB80::2a0:deff:fell:2233%vlanl
PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
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64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

--- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 ﬁ%ﬁ%\
[EX]
traceroute6 /iost
[/XF A—&F—]
host D R E R T At
RA NG, FT2X, 58560 IPv6 7 R L A(X:X:X:X)
[AS1E— K]
¥ikE EXEC E—
[FHA]
FEE LA A M E CTORKBIEREFRT D,
[/ —}]
2By JRERRPAN GG, Ka~r FIdEHTE 20,
[ E R

2001:db8:1::2 £ TORKMERETT D,
SWX2310P#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 0.413 ms 7.681 ms

7J11DNS 7 A4 T~ b

7.11.1 DNS ~Of W& DR E

[EFX]

dns-client switch
no dns-client

[R5 A—HF—]
switch : DNSZ 747 hOEE
REHE B
enable DNS 7 747 v bEHNZT S
disable DNS 7 A4 7 v b &M T 5
[WIHRRE]
dns-client disable
[AS1E— K]
ra—\)var 74—y aryE—F
[FHA

DNS ~DWE O ERE A B FE I 13T 5,
no TERTEAT LA 13RI T 5,
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[ EH]
DNS ~D W& b HEREE BT D,
SWX2310P (config) #dns-client enable

2DNS P —"—U X FDOHRE

7.11.

E&

dns-client name-server server
no dns-client name-server server

[R5 A — 5 —]

server : AB.CD
DNS #r—/X—®D IPv4 77 R LA
X: XXX
DNS #—/3—®D IPv6 7 F L A
IPv6 U7 m—)T FUAZIRET H561E, EHA V=7 == 2AbIRETLILERD
% (fe80::X%vlanN D)

(AR E]

L

[AJTE— K]

Jua—n"narz4 7 b—va e —R

[FLA]

DNS #— 3=V A MTH ==z BT 5,

P ST K 3 TRIETE B,

no JEATHEAT LIcHAld, $8E L2 —/3—% DNS — "= U X E B HIERT 5,

[/ — ]

ip address dhep. ipv6 address dhep, ipvé dhep client pd. ipv6 address autoconfig stateless =~ > N{Z & -5 T DHCP #
—/3=775 DNS == U X M & BfG LIche, Ra~y FOREMERINLD,

722l A== FIZL D DNS = 3= U 2 ORI 3 R OSH AL, A5 3£ TY 2 FOXKRIZ DHCP
P N—= B HfF L7z DNS h— 33— U 2 R &89 %,

[EXE B

DNS #—/3—U Z NMZIP 7 R L Z 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fel11:2233 % BI04 %,

SWX2310P (config) #dns-client name-server 192.168.100.1
SWX2310P (config) #dns-client name-server 2001:db8::1234
SWX2310P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

377 FINVE RAL VEDRE

[EX]
dns-client domain-name name
no dns-client domain-name name

[/XF A—&—]
name R AAL A (R 256 30F)

(IR E]

L

[AJ1E— K]

ra—n_pvar 74— g rE— R

[FEA]

DNS FiWADOERHERT 5T 740 b RAAL VA ERET Do
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no B CTHEAT LG A IET 74V b RAAL VA %EHIBRT 5,
[/—}]
ip address dhep =~ > RIZ K5 CDHCP —_—nHT 7 4Lk RAL VA(F T v avra— R 15EIELZY
B Ravr FORENELIND,
dns-client domain-list =~ > R CTHRE RN AL VU A MPERESNTWDLEAIX, Ra~v > RTHRELLET 74/ 8K
AA 4, BEON ipaddressdhep 2=~ RIZX > THERESNZT 740 b RAA AT S0,

[ 2B
T 7 A N RAA 4% example.com ([ZFXET D,
SWX2310P (config) #dns-client domain-name example.com

TUNARBRBRAA V) R FNORE
B

dns-client domain-list name

no dns-client domain-list name
[2XF A—%F—]
name D RAA 4 (K256 XXF)

[FI8AE% €]

L

[AFIE— F]

Ja—\)ary7 4L —gEF— R

B

DNS BWEDOEIFIZHEHATE2MBE RAAL U X M FAAL V4 %BNT 5,
BMBERAAL YA NMIK6MHETRAL UV EBETE D,

B TETLEEAIE, FFELLEFAAL VA EZRBERAAL Y X RO HIRT 5,
[/ —F]

RKa<w RTHZERAAL VA MBRRESINTWV DA, dns-client domain-name =~ > R CHRE LT 74/ b K
AA 4, BEOYN ipaddressdhep =~ RIZ K> THERESNTZT 7 4/ b RAA VAT H S0,

ipv6 address dhcp. ipv6 dhep client pd. ipv6 address autoconfig stateless 2~ > K2 J > T DHCP —/ 3= 5 k3R
RAAL YA NG LIZSGE, Ka~xy FOREMELESNLD,

2L, Ravy RICKDHB R AL U 2 N OBEHEN 6 ERTOSH AT, A3 6 FE£TY 2 OFKEIZ DHCP
P N=NOPIF LT R AL U R 2Bt 5,

[BEH]

R A A 4 examplel.com, example2.com Z M5 KA A > U A MZBINT 5,

SWX2310P (config) #dns-client domain-list examplel.com
SWX2310P (config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MEBOFT
E

show dns-client
[AJ1E— K]
FERFHE EXEC & — R, %7 EXEC £— F
B!
DNS 7 74 7 v ME#RERRT D,
FRANFIZLTOLEED,
EH L
DNS Client is enabled DNS 7 547 v A%

DNS Client is disabled DNS 7 A 7 > b VR
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HAE B
Default domain FITFIV N RAAL A
Domain list MBERAAL U XK
Name Servers DNS #—/"—1U X NIP 7 R L R)
[BREHI
DNS 7 74 7 v ME#ERRT D,
SWX2310P>show dns-client
DNS client is enabled
Default domain : example.com
Domain list : examplel.com exampleZ2.com
Name Servers : 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

811 KRAD~NLFF¥ AT L —LADUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
B
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

KD NTFF ¥ A NEHIEIET D,
SWX2310P (config) #12-unknown-mcast discard

812 KRHDTNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode [except-routing]

no 12-unknown-mecast

[F—T—F]
except-routing RO ILTF XY A RN T L — L EIN—T 4 T OREITT S,
[/%5 A —5—]
mode WL TFFy AT L— AONEL A
REME B
discard IS5
flood TI9TA4TTD
[WIERRE]
L
[AF1E— F]
A B =T == AF—
[
VLAN A U # —T7 2 —ATEZE LI MAC 7 RL AT =T LIRS ILTWRNT LT F ¥ A N7 L— LD
BaRET 5,

~NF Xy A N7 L—LOMPEFED discard, 7> except-routing ¥ — VY — RREE STV 7R WGHE
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o 224.0.0.0/44 ODFHFHTHRMDO~NLTFF¥ A M7 L—L2NHHEIN, IGMPPIM IZ LD~V TF X A M—T 4 7
DXL B 720,

+ AT AT 12-unknown-mcast forward link-local # % E T A & TN TFFY¥ A M) 7 a—hL7 KL A
(224.0.0.0/24) ZREFEGTITHRIE T H 2 LN TE D,

* VLAN A ¥ —7 = — AT 2-mcast flood 2~ > REFEHTHZ L TREIIOLVFF¥ A T KL R 2SS
WCHEIR T A LN TE 5,

2T X x A RNT L— AOBLHFIEN discard, 7> except-routing ¥— 7 — RBEEIN TV BH5E

+ 224.0.0.0/4 DEFATRIADNLT F ¥ A2 7 L—A0RHFEIN, IGMPPIM IZL 2~ TF XX A M—T 47
DXL D,

e A7 AT 12-unknown-mcast forward link-local X EL CHb~/VLFX ¥ A M) 7 a—h L7 KL A
(224.0.0.0/24) ZHRET H Z LT TE RN,

* VLAN A ¥ —7 = —AT 2-mcast flood 2~ > REFEHTHZ L THEBIO~LVFF¥ A N7 RN R EEHEET
\CHEIE T A LN TE 5,

no FERTEIT LIEHAITOHIREIZRY . VAT AEKORMO~LFH v A F 7 L— DU FIED

[/ —H]

Ka<w 2 RIZVLAN A VX — T 2 — AZDBHRETE 5,

Ka<y RV AT AEERORMO< LT HFy A N7 L—LLBEFEORTELVEBLREIND,

except-routing ¥ — 7 — NI~ /LT F ¥ A b7 L— LAOEL VLN discard DA DHRIFET H I LN TE 5,

except-routing ¥ — U — FILIGMP/PIM IZ X 5~/ FF v X hb—T 4 » ZIHE LT TORIEET 5 Z LT

x5,

[B%E B

VLANI TRHDZNLFF¥ A N7 L—AEZWETINLFF Yy 2 M) 7 a—hLT FLATEE%ET 5,

EWZHED o

R

SWX2310P (config)# 12-unknown-mcast forward link-local
SWX2310P (config)# interface vlanl
SWX2310P (config-if)# 12-unknown-mcast discard

VLAN2 TRHD<ILFF ¥ A 87 L—LEMWHST L IGMPPIM IZL D5~V TFFx A Mb—T 4 T DORRITT
%, F72. VLAN2 T mDNS(224.0.0.251) & Dante(224.0.0.230-233) |Z#5169 %

SWX2310P (config) # interface wvlan2
SWX2310P (config-if)# l2-unknown-mcast discard except-routing

(

(
SWX2310P (config-if)# 12-mcast flood 224.0.0.251
SWX2310P (config-if)# 12-mcast flood 224.0.0.230
SWX2310P (config-if)# 12-mcast flood 224.0.0.231
SWX2310P (config-if)# 12-mcast flood 224.0.0.232
SWX2310P (config-if)# 12-mcast flood 224.0.0.233

813V v ru—hN<)FF¥ A N7 L —LDOEERE
[E=X

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[ E]

L

AT E— K]

Jsa—)ars 74— g — R

B

12-unknown-mcast discard ZFHRE L CTW\WAH L&, Vo7 u—hAr<AFxy AT RLADT L—AZWES T2
%j—éo

no B CEIT LG, BE LERELHIFRT 5,

[/—F]

Ka<wr o RZBITh, Vovrza—n<LFXxy X N7 RUAIZLLTO&H &1 5,

« IPv4:224.0.0.0/24
« [Pv6: f102::/112
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IPv4 v~V FF+ AT RLAZETHERITELESNZ, ZOBEXREENI 2T 4 2P ANTEEEITH
BIAYIZ 12-meast flood =~ > RICEZ# 2 B b,

[BXEHI]
Yo ma—RN~vLFXXYARNT RLADT L—LERMOVLFF ¥ A2 & U THESFICHEEST S,

SWX2310P (config) #12-unknown-mcast discard
SWX2310P (config) #12-unknown-mcast forward link-local

814 v NTFFXF¥ AT L —LDERERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[73T7 A =4 —]
ipv4_addr : AB.CD
IPv4 v /L F X A T LA

(IR E]

2L

[AFTE— R

A H =Tz —AF— R

[FREA]

VLAN A V2 —T =2 —ATZE LI~/ FF¥ A MBEEOTCTHENEELZIPVE~LVF XY AT RLADT
V—L%ET7 79T 47T D,

Ko<y RiZv AT ALK T 100 il £ TREN T 5.

0 FERTET LS. BELEIPVE~LF XY A T RL AR EFHIET 5,

Fo  IPASILFXRY A RNT RLAZEK LUSAI1T. T XTORTELZHIRT 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 2 —RAIZORBHKETE D,

AKa<w L RTHRESNEZIPVE < /LTF X4 ZA T RLZATIGMP A X —E L F OGR4 L7 5,
[B% e

VLAN #1 TZAE L7236 IPvA 7 KL AM 239.0.0251 D7 L—L % 7T T 47T 5,

SWX2310P (config) #interface vlanl
SWX2310P (config-if)#12-mcast flood 239.0.0.251

8.1.5 MR P—EHER:DO IGMP/MLD 7 =V —EEHEEDAES)ENHRTE

E&
12-mcast snooping tcn-query enable time
12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]

time : <1-30>
IGMP/MLD 7 =V —ix{5 4% H R (F))

(AR E]

12-mcast snooping tcn-query disable

[AJ1E— F]

Ja—)ary7 4l —y g rF—NR
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[FEHA]

ANR= 7YY =28 D bARr —EERIC, 72U 7 = IGMP/MLD 7 = U —Z (5§ S aE O BIfE 23T+
%

no JTER CTHAT L2 & 13- EICK D,

IGMP/MLD A X —¥E > 7 L AR= 7Y ) —%F LTCBRIC, AR O—EEIZ Lo T AF X v A MEfEHR K
ISR Z 2 2 LB D03, AEREEZFEHTIUEZ O EZ T 5 2 LR TE 5,

A LIZGEE, MR Y —ER AT 2 &, e SN 72H &2 IGMP/MLD 7 =V —%%ET %,
N L aE, hARr Y —EENH > TH IGMP/MLD 7 = U —Z %55 L7230,

[ EH]

FARBE Y —ZEHEFO IGMP/MLD 7 = U — G2 A L, ORI A 5 FICRET D,

SWX2310P (config) #12-mcast snooping tcn-query enable 5

hAR | Y —ZHEEO IGMP/MLD 7 = U —3i&(5 % #5027 5,

SWX2310P (config) #12-mcast snooping tcn-query disable

82IGMP AX—t' v

8.2.1 IGMP A X — V> 7 OEL) Wi E
BN

ip igmp snooping switch

no ip igmp snooping

[RF A — & —]
switch © IGMP A X — ¥ > 7 O#hfE
R B
enable IGMP A X —t" > 7 HZT 5
disable IGMP A X — "> 7 % iz 4 %
[WIHIRRE]
ip igmp snooping enable
[AJ1E— ]
f o H—T 2 —AE— R
[RLBA]

A B =T 2—ADIGMP A X —t' ZOEELZRET 5,

no R CELT LA ITVHIHREITR D,

[/ — 1]

A< RIZVLAN A VX —7 2 —AZOBRFKETE B,

Bt

VLAN#2 O IGMP A X — Y 7 G802 5,

SWX2310P#configure terminal

SWX2310P (config) #interface vlan2

SWX2310P (config-if) #ip igmp snooping enable

VLAN #2 O IGMP A X — Y 7 % B+ 5,

SWX2310P#configure terminal

SWX2310P (config) #interface vlan2

SWX2310P (config-if) #ip igmp snooping disable
8.2.2 IGMP A X — ' 7 &E# iR DR E

EEy

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave



296 | 2~ KU 77 LA |IP~/LFF v A Ml
[F—T— ]
auto-assignment  :  LAN/SFP 7R — NEL FIZAA v FHREEHE S VTV D55 12 m i BB EE 2 50235,

[FIEIER E]
L

[AJ1E— ]

A HF—Tz2—AEF—F

[RFA]

AL H =T 2—ADIGMP A X —t" > J ik &= Hd 5,

no FEICHEATT 5 &, IGMP A X —t" > 7 md ik 2 0295,

auto-assignment 47 > 3 U MEE SN HA X, LAN/SFP AR — ML FIZ Y~ BIA A o F RS TV D54
Z DR — hTOH BB m R RE 2 2T 5,

LAN/SFP AR — MEL FIZ Y= AL v FRBEREINTNDNE I I, 4% — FTZE L2 LLDP 7 L — A% fif
B, LUTFOTRTOEMEE - THA RO D & W 5,

+ WIZATLV @ ChassisID (MAC7 KL R) @O OUI NV~ BTHDHZ L

«  JFEASHEL TLV @ Enabled Capabilities |Z [Bridge] "&ENnTn5 2 &

Z DI, auto-assignment 7L =5 AT DB, AR &R A A~ F O T LLDP DEZE AN L,
WEET7 L—ANIEARFEHETLV 2815 2 &,

[/—}]

AKa< FIZVLAN f VX —T7 2 — A ZOHRETE D,

Az~ RiX, LAN/SFP R — MIBE DR A N STV 5D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Ta EAINCT D0, EEURERE AR A BT 2 L,

[ EH]

VLAN#2 @ IGMP A X — ' 7 @&l 2 G+ %,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & a3 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping fast-leave

8.23 VILF X ¥ R M —F — DRI DR IE
[

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
[T R =5
ifname : LAN/SFP R— F DA v & —T = — A4
WRET DAV F—T =R
(AR E]
L

[AJ1E— K]

A H—T 2 —AF— R

[@HA]

<V IVF X ¥ A ML—F =D STV D LAN/SFP iR — k2 i0ICi%ET 5,
no X THFAITT D &, RELMWIET D,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOBRGHFKETE 5.
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FE LT LAN/SFP R— M2, vV F X ¥ A ML —F =23 NTWAZ &, Ly — =5 IGMP LA— &
ZlETH L, RE LT LAN/SFP AR— MIHsET 5,
[ EH]
VIV F Xy A R—F—DREGE L TLAN R — F #8 2% ET 5.

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping mrouter interface portl.S8

VIVTF Xy A RML—F — OGRS LAN AR — k #8 244,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping mrouter interface portl.8

(]

8.24 7 ) —RIEHEREDERE
BN

ip igmp snooping querier
no ip igmp snooping querier
[WIHIRRE]
L
[AJIE— K]
A F—T 2 —AE—F
B
IGMP 7 = ) — A EHRE 2 AT %,
no JEACEITT D L, IGMP 7 = ) —iX{EHRE & T2,
[/— 1]
ARa<w FIZVLAN A VX —7 = —RAZOIHHETEX D,
AREEZANILIZELZIP T FLRAZEET L E AFRICIELWIP Y RLATZ 2 —2 X5 L 5D THE
BToZ L,
[BEH]
VLAN #2 O&EHREZ AT 5,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping querier

VLAN #2 OXEHERE 2 NI 5,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = V) — X ERIE DR E
EEN|

ip igmp snooping query-interval interval

no ip igmp snooping query-interval

ST A—F—]
interval ;. <20-18000>

7 = ) — x5 R D)
(AR E
ip igmp snooping query-interval 125
[AJIE— F]
A B =T z—AE— R
B

IGMP 7 = J — DX ERIEZ R ET D,
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no FECEITT 5 & IGMP 7 = U — DA IR 2 FIHIRR E 2R T,
[/—}]
ARKa<w> RIZVLAN f VX —T7 = — R ZDHFEETE D,
[BEH
VLAN#2 O 7 = U —%ERE % 30 ICRET S,
SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping query-interval 30
VLAN #2 @ 7 = J — x5 Il 2 O B9

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /34 v s @ TTL {EARFEHERE DR E

E&
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

5 X —5—]
switch : IGMP /37 > @ TTL fERMGERRE
REME B!
enable B+ %
disable T B
(IR E]
ip igmp snooping check ttl enable
[AJIE—F]
A B —Tz—AEF— R
(LA

IGMP /347 b @ TTL fEMGEREE 2 R ET 5,

no IH CHEIT L= BB IR EIC R 5,

HINZ LIz A1E, P~y ¥ —O TTL ERAARIE(L LA 72 IGMP X7 > N &R EET 5,
N L2 B, Uik N7 > MEEEE T, TTLEZ 1 ICHIE L CiET 5,
[/—}]

Aa< L RIZVLAN A VX —T 2 — A ZDHFRETE 5,

[BREH]

VLAN #2 T IGMP /37~ k@ TTL fERGHEREZ 2T %

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34~ b TTL [EMFFHEEE 2 224 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E

&
ip igmp snooping check ra switch
no ip igmp snooping check ra
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[78T7 A= —]
switch : IGMP /3% > | @ RA FRREHERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ra disable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMPV2/IGMPV3 /3% v b @ RA #EFHEREZ R ET 5,
no JEX CHEAT L= BA I3 EICK 5,

BN L5813, IP ~v 2 —IZ RA (Router Alert) 7> = v NEEN TV IGMPV2/IGMPY3 /347 v | ZiEEE

T3,

N L HAIT. YAy y FEESET, P~y ¥ —ICRA ST a &5 L ClE%T 5,
[/—F]

AKa<w 2 RIZVLAN A V Z—T = — AIDBHRETE D,

[ E B

VLAN #2 T IGMP /34 > b D RA Wi BEZ A1 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /34 > b D RA WiEFHSBE 2 21 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check ra disable

]

8.2.8 IGMP /34 b D ToS MRIFHEBED R E

[EFX]
ip igmp snooping check tos switch
no ip igmp snooping check tos

[T A—%—]
switch : IGMP /37 kO ToS Ml HE
REME S
enable BN D
disable T D
[WIHIRRE]
ip igmp snooping check tos disable
[AS1E—F]
A B =Tz —AFE— N
[FHA]

IGMP /37 > k@D ToS MAHEREZ R T T D,
no TE K THEAT LTS A ITHIMRR EIC R 5,

BN LB AL, TP~ Z—® ToS @ IP Precidence (3 £~ M)A ARIE(B'110 LAZM) 72 IGMPv3 /347~ ~ ZRREE L,

FNLIAMNT ToS % 0xc0 (2 FEX L THE%ET 5,
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M LT25E 1, IGMP X7 v N &2EFER91Z, ToS % 0xc0 (2 EE X L THakT 5,
[/—H]
AKa< L RIZVLAN f VX —7 2 —AZOHFEETE D,
[BEH]

VLAN #2 T IGMP /¥ > K ® ToS HAFHERE 2 0T 5,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2

SWX2310P (config-if) #ip igmp snooping check tos enable
VLAN #2 T IGMP /{7 > | ® ToS HAFHERE & BT 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping check tos disable

829IGMP R— 3 L DHRE

E&
ip igmp snooping version version
no ip igmp snooping version

ST A—F —]
version C<2-3>
IGMP /X— 3 >
(AR E
ip igmp snooping version 3
[AJIE— F]
AP =T 2 —AF— K
B

IGMP O/X— 3 U 2R ET D,
no FECTHEFTT 5 & IGMP N— 3 > Z IR E (VIR
[/—}]
A< RIZVLAN A VX —T 2 — A ZDOBRFRETE 5,
RELRIRDN—=Ta VD IGMP N7y M a5 LIchE. LTO#EEL 2D,
o V2ERIERF

e V37V —%ZELESGA. V27U —L LTk

« V3 LAR—bMEZELESGA., B
o V3 ERERF

s V2272V —%ZELSGA, V272 —& LTHRE

e V2UAR—bFEZELESGA, V3 LAR— & L TiEE
[ 2B
VLAN#2 TIGMP N— g % 2 ITRET 5.
SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping version 2
VLAN #2 T IGMP N— g > Z 4B =,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7N— b #lifIHEE DEX B

[EFX
ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression
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[78T7 A= —]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L AR — MMl RE & 3 ET 5.

no IERCHEAT LI A I3 EIZK b,

AN LT A1E, 15 L7z Report A v E—UR° Leave A vE— VO EIEFREZ D &IZ, F/NMRORA v E—U%
I F X A ML —F—R— F~EETH,

BN Lo a1, %15 L7z Report A v E—UX Leave A v — YV EZFR~/ILTF v A ML—H —R— h~Zkd
50

[/—F]

ARa<2 RIZVLAN f V' H —7 2 — A ZDHHRETE D,

[B%E B

VLAN #2 T IGMP L 7R— MMIHIREEEZ AT %,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~HIERE 2 50123 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if)#ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward

[NT A —=HF—]
switch : IGMP LAV — MRAHERE
REME S
enable BT D
disable BN D
[WIHIRRE]
ip igmp snooping report-forward disable
[AS1E—F]
A E =T 2—AE— N
[

IGMP LR — MNIGEEREEZRET D,

no TC K THEAT LTS A ITHIMRR EIC R 5,

B LIHEEIE, T % ¥ R bLb—Z—FR— MIMz T, LAN/SFP R— R TIZv~w B2 1 o F 0385 S
TWBHEAIZ, FOAR— Mk LTIGMP Report A vt —%° Leave A v — U %2#5%57T 5,
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N L2 Ak, T F ¥ A hb—F —R— MZD#H, IGMP Report A 12— 3<° Leave A v — Y & #nikd
2o
LAN/SFP AR — MELFIZ Y~ AL o FREHR SN TOD0E 5 2E, Y%A — FT%{5 L7z LLDP 7 L — A % fif
AL, UTFTOTRCOEMEEMH =T HAICERDH D k5,
« WIZATLV @ ChassisID (MAC 7 KL R) O OQUI MY~ BITHDHZ &
«  JFEAEHE TLV @ Enabled Capabilities |Z [Bridge] "&£ T\ 52 &
ZDTD, AEREZ AT 2T, ARG E XA A~ F O 5T LLDP O%ZE b HEM L, BE7 L— Ao
AEETLV 2B+ 252 &,
[/ —1}]
Aa<2 RIZVLAN f V' H —7 2 — A ZDHRETE D,
AKERE 2 BN T 5551, IGMP LR — NNHIBERE A2 055 = &
[ EHI]
VLAN #2 T IGMP L 7R— NMZEEEEEZ AT 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & Bahi2 3 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping report-forward disable

m

82.12 ¥V F X X A bb— & —H— b~ DT — H RIS ORE
X

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[78T7 A —=5F—]
switch DT F Y R R —H— R b A~DT — Z RS RS
REME S
enable AT D
disable £::37) ] Rl )
[FIHIRR RE]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— ]
A F—=Tx2—AF—FN
B!

VNV FF ¥ A M—H—R— h~DF — X R EMFIRE 2 R ET 5,

no FECHEAT LGS I3WHIREICR 5,

A LIGEE, vV TFF v A F—F—K— b TReport A v E—VEZFE LIS DOHENT —F 2~ LT X
¥ A Mb—H —R— F ~H5kd 5,

RN LI BEIE. WO R— FTReport A v E—V %% E L TOIUE, 4T — X~ FF v A hL—4&
—AR—=MIbiREIND,

[/—h]

ARa< RIZVLAN A V¥ —7 2 —RAZOHGFETE D,

[ EH]

VLAN#2 TNV FF ¥ A hb—F —KR— h~O T — X EE MGl EEZ AT 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T/ FF v A hL—HF —R— b ~DTFT — X IS EE 2 1 5,

W
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SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L F F ¥ A b )L—F —HEGR— MERDOFER

[

show ip igmp snooping mrouter ifname
[/3F A =4 —]
ifname : VLAN A & —T = — R4

BRT DAV A —T = —RA

[AJ3E— R
FEREHE EXEC £ — N, ik EXEC £— N
[FFA]
B E S, EREFENICRE LI VT X v 2 bL—F —HA — MEWRE R T D,
[BE B

VLAN #2 D<)V F F v A hb—F —HfiR— h O A R RT 5,

SWX2310P#show ip igmp snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP Z )L —F A LR —3 o FIEHDOFER
[EX]

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[¥—T—F]

detail D REAIE

[T A —F—]

4B.CD DRATFRXY AT N=TT LR

ifname © VLAN A v ¥ —7 = — 24,
FRT DAV H—T = —RA

[AF1E— F]

FEFFHE EXEC £ — K, 454 EXEC £— K

[FEAA]

IGMP 7/ /=7 A v 3=y e Fomd %,

[BE B

IGMP V=T A =y T OIEREFRTT D,
SWX2310P#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP 7 )L—"" A 3=y T OFEMIE I 2 =T 5,
SWX2310P#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5
Group: 239.255.255.250
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Flags: R
Uptime: 01:07:10
Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 V' ¥ —7 = —AD IGMP BHEIFH % £~

E&y

show ip igmp snooping interface ifname
[/$5 A —&—]
ifname : VLAN A ' F—T = — A4

FRTAL L H—T 2 —R

[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
VLAN A % —7 = — A0 IGMP B#fE# & £ R 5,
[ERE B

VLAN #1 @ IGMP B4 FRv T 5,
SWX2310P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R—L o 7Dy Y —HIE&

[ER
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[FF—7—F]
group COHIBRT O ATF XY ATV —TT RUAERRET D
interface © HIBRT A VLAN A v X —T =2 —AZRET D
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[78T7 A= —]

A.B.C.D DI TFRXRY AR IL—TT KL R
RUEEEE B

ifname © VLAN A > ¥ —7 =— R4
HIbRT DA v X —T7 = — A

[AJ1E— K]

Kt EXEC £— K

[REBA]

IGMP V)V —TF A=y T Oxr ) —%HIERT 5,

[BEH

VLAN #1 @ IGMP Z L —F A o=y T O b Y —%HIRT 5,
SWX2310P#clear ip igmp snooping interface vlanl

83MLD AX—t°

L]

8.3.1 MLD XX — ¥ VDAL, BERE
[

ipv6 mld snooping switch

no ipv6 mld snooping

[/3T A —HF—]
switch : MLD AX—t > 7 DEE
RIEME B
enable MLD AX—VE 7G5
disable MLD A X — V> 7 % W+ 5%
(IR E]
ipv6 mld snooping enable
[AFTE— K]
A H—T2—AF—F
[RLBA]

A H =T x2—ADMLD AX—E 7 OEEERET D,
no IR CHAT LGB I3 IR E IR b,

[/— k]

AKawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BREH]

VLAN#2 O MLD A X —E > 7 /M9 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — "> 7 Z B4 5,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping disable

832 MLD AX—VY vV EEBEDOHRE
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave
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[F1EIER E]
L
[AJ1E— K]
A H—T2—AE—F
[FRHA]
A B =T x—AD MLD 2 X—E vV EEBEE Gt 5
no JERTHEITTHE, MLD AX—E v 7 &R 4 ma)c4 5,
[/—}]
ARKa< RIZVLAN A VX —7 =2 — R ZDHFRETE D, £/, MLD AX—E L I RENRGEDIHLERETE D,
ARa< Rk, LAN/SFP /R— MIBEE OB A SRR SN TWD VLAN f V¥ — 7 = — AT L72nZ &,
Bl
VLAN #2 O MLD A X — B> 7 B ik & e+ 5,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — ¥V 7 EE iR 2 a4 %

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping fast-leave

833 v/ T F ¥ X M —F —DERRICDBRTE

[#FX]

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
[7NT A —=HF—]
ifname . LAN/SSFPR— DA vV H—T = — R4

BRETHA LV H—T 2 —A

[WIERRE]
L
IASIE— K]
AR —=T 2—AF— K
[
~ VT F ¥ A b b— =3 EGE STV D LAN/SFP AR — b 2 EICRET 5,
no WA THEATT D &, HELWIET S,
[/— 1]
AKAaxw FIEVLAN A F =T = —RZOBRETE D, £72. MLD AX—E U I WERRGEDHEETE D,
E L72 LAN/SFP AR — MZIE, v FF ¥ A M —F =PRI TnWH I &, Ly —"—25 MLD LA— &
25T 5 & BRE L7172 LAN/SFP AR — MIHEET 5,
[BREH]
~YNTFF xR M= F =D e & LT LAN R—  #8 ZiRET D,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping mrouter interface portl.8

TNTFF ¥ A B—Z — DR D LAN R— b #8 2449,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping mrouter interface portl.8
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834 7 =) —EEMREDRE
[ER

ipv6 mld snooping querier
no ipvé mld snooping querier

[FIEIER E]

L

[AFTE— R

AV H—T 2 —AFE— R

BN

MLD 7 =V — £ EHEEZ BT 5,

no FEXTEITT B L, MLD 7 = U —&EHEREE |z 5,

[/ —F]

ARKa<wy RIZVLAN A VX —T7 2 —RAZOARETE D, £7o, MLD AX—E U I RHERRGEDOAHEETE D,
AR 2 3 555813447 ipv6 enable 1~ > RZ WD VLAN A »F—7 = —RIIHETDH T L, ipve
enable 2~ RNRESNTWARWEAS, MLD 7 = U —[IEEENZ2VOTHEET L Z &,

[ EH]

VLAN#2 ® MLD 7 = ) —i&{EHaE 2 AT 5,

SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping querier

VLAN#2 @ MLD 7 = U —X R 2 0245,
SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping querier

B E

m

8.3.5MLD 7 = U —X/E[HEBED
E&N|

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

ST A—F —]
interval : <20-18000>

7 = — X HIFRE)
[FIEIERE]
ipv6 mld snooping query-interval 125
[AS1E— K]
Ao BT 2 RE— R
[

MLD 7 =V — DX EMR AR ET 5,

no JEX THEITT %5 &, MLD 7 =V —DEE M2 HIHR E IR,

[/—F]

ARKa<wy FIZVLAN A V' F—T7 = —RCDHFEETEZ D, £/, MLD AX—E I BRENRGEDHEETE B,
[ EH]

VLAN#2 O 7 = ) — £ GERIEZ 30 FMICERET 5.

SWX2310P#configure terminal

SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping query-interval 30

VLAN #2 ® 7 =V — 2415 RIbg 2 A c R,
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SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"—T 3 VDORE

EEy

ipv6 mld snooping version version
no ipv6 mld snooping version

3T A= —
version : <1-2>
MLD /"—3 3
(AR E)
ipv6 mld snooping version 2
[AS1E— ]
AV HE—T2—RAE—NK
[FAA]

MLD O/N—2 3 Y R ET D,
no JER THEITT % &, MLD N—2 = » E IR EVOIZRET,
[/— k]
AKAax FIEVLAN A U F =7 == RZDOHRETE D, £72. MLD AX—E I WHERRGEDHHETE D,
RE LRI DN—Ta L OMLD N7y b EZE LA, UTOEIEL 8D,
o VI RER
s V272 ) —&ZEFE LA VI 72U —L L TRk
o V2 UAR—FEZELELE, MEE
o V2 RERF
« VI —ZZELSGA. VI 72 —& L TRk
« VI VAHR—=b2ZEFELLSEA, V2 LAR— b & LTRE
[BXEH)
VLAN#2 CTMLD N\—Y = V% L IZERET 5,
SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping version 1
VLAN #2 T MLD /S—¥ 3 > Z YIRS,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #no ipv6 mld snooping version

8.3.7 MLD L 7~ — MHIHSRE DR E

[EFX

ipv6 mld snooping report-suppression switch
no ipv6 mld snooping report-suppression

[23F A —%—]
switch : MLD L 7R— MNHIkERE
BEME FLEA
enable BT 5
disable L1509 ) [ A )
[ E]

ipv6 mld snooping report-suppression enable
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MLD L R— HHIRE 2 221 5,
no IR CEIT LI A IR EICE S,
BN LI25E1E, 548 L7 Report A v EB—UR Leave A v —UNOEEEHRE D L0, R/DBRBORX v E—V%
vw%%yka%&%f%%«%ﬁﬁé

i Li=5a {8 L7z Report A v E—%° Leave A v E— TV HBIRV LT F ¥ A fL—F —KR— h~HEET
60

[/ —}]

RKa< RIZVLAN A VX —7 = — R ZDOHFRETE B,

[l

VLAN #2 T MLD L AR— MIHERE 2 A4+ 5

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 T MLD L 7— b #NHIBERE 2 #0124 2,

SWX2310P#configure terminal
SWX2310P (config) #interface vlan2
SWX2310P (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 v /L' F ¥ ¥ R h)L—F —EEHHR— MERDOER

[EF

show ipv6 mld snooping mrouter ifname
[/3T7 A —5F—]
ifname : VLAN AV H—T = — A%

ERTAAL A —T 2 —R

[AJIE— ]
FERFHE EXEC E— I, %5 EXEC E— I
ﬁ%]
A E SN, EREFHICERE LTV TF v X bL— 2 —Hi AR — MEREERT D,
Bl

VLAN #2 D~ )V F ¥ ¢ A fb—Z —Hfgin— F O AERRT 5,

SWX2310P#show ipv6 mld snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04

8.3.9 MLD /L —F A N\ — v FIERDFRR
[

show ipv6 mld snooping groups [detail]

show ipv6 mld snooping groups X:X:: X:X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—T—F]

detail £ L

[/3T A—F—]

XX XX DAL TFXRY AN TA—TT KL A
ifname : VLAN A V' FZ—T = — A4

FTRT DA H—T =2 —A
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[AF1E—F]

JEFHE EXEC &— N, 45HE EXEC £— R
[

MLD 7 /V—T" A =y TR ERRT 5,
[BREH]

MLD 7 b—TF A 83—y FOIEHE FoRT 5,
SWX2310P#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
ff15::1 portl.3

fe80::a200:27ff:£fe8b:87e3
MLD 7' )V—"T A =y T OFEME R E R TT 2,
SWX2310P#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: f£f15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: fe80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )

Source Address Uptime
fe80::221:70£ff:£fef9:8a39 00:00:03

83.10 f V¥ —7 = —AMD MLD BAEER L FE R

v2 Exp
00:01:06

Uptime

00:00:44 00:01:07

Expires

Fwd Flags

Yes

R

Last

By

show ipv6 mld snooping interface ifname
[73F A —5F—]
ifname : VLAN A & —T = — R4

FRTHA LA —T 2 —A

IASIE— F)
FHHFHE EXEC & — N, kg EXEC £— R
B
VLAN A > % —7 = —AD MLD Ei#lE# % #rT 5,
[EXREH)

VLAN #1 ® MLD Bl z 2R3 %,
SWX2310P#show ipv6 mld snooping interface wvlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2
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8.3.11 MLD ZV—FRA N "—T Oy b —Yik
B

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—TU—F]
group OHIBRT A AT XY A NI L—TT RLRAERET S
interface D HIBRT D VLAN A v X —T7 = — R ERET D
[T A—%—]
XX:: XX D WATFFXRXY AR NA—TT R A
I T b —
ifname : VLAN A V' F—T = — A4
Mg 54 v 2 —T7 2 — R
[ASTE—F]
HE EXEC £—
[BEEA]
MLD Z V=T A=y T Oz b — 28T 5,
[BREH]

VLAN#1 O MLD Z V=7 A 3=y 7Oz ) —ZHlRT 5,
SWX2310P#clear ipv6 mld snooping interface vlanl
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9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m barf@plzfiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 b

ST AERETIPVE T FLABFHREHRET D
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REME Bl

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE LA

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

BESIE B!

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LIZIPvd 77 v AU A & SE85581E, A X —7 =—AF— R T access-group 2=~ > K& HT 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no FE T action LAREZFEE Le o 72 AiE, 7278 AV A MO ID B —ET 5 IPvd 778 AU X N &HIBRT %,
[/ — 1]

LAN/SFP AR — B L OGHELA v ¥ — 7 = —RZHEA L TWD T 78 A Y X ME, no B THIBRT 2 Z LiFT& 722
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port 3£(Z | range THIPHNFEE TEX DN, ZO LD ICHPHEZFRE LT IPv4 77 A U A NIV AT A 4fK
T—2721F access-group 2~ > RE 7= (X vlanfilter 2~ R CTA ¥ —7 = — AT TEX 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWX2310P (config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWX2310P (config) #no access-1list 1

9.1.21IPv4 77 &2 Y 2 ~ OFHAIGEAN

[

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
[FIERRE]
7L
[ASIE—F]
Ja—nN\)ary7 4 L—varE'E—FR
[BLAA]

R LTHDIPvE T 7R Y X MIEBSTEBENT 5,

o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWX2310P (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWX2310P (config) #faccess-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7L—AIx L CHEASED
out EEZTL—AIXLTCHEAZIES
[FIHIER 2]

L
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[AJ1E— K]

AR =T 2—AE—F

[BA)

LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

FZEEET VLT 7R AV A RORIELE —HLIGE, T2 EAVANDT 72 a Y BEE T L—AICxHT 5
7 7 3 a v (permit, deny) & 72 B,

no B CTEITLIEHA. WA LIET 78 AU A F%& LAN/SFP R — B L OGHEBEA v ¥ — 7 = — A BLHIRT 5,
[/—}]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET L=k 57 78 AY A NI LAN/SFP 78— Xt L C DA TEE,

N— hF T diPHrange X Y)AZFRE L2 IPv4 77 £ XY XA ME, VAT ARKT 1 DOAEMARET, *E7 L—24
(out) | ZIFE M T 722\,

ZETL—LIIT AT 7B A Y 2 RRERE S LAN/SFP AR — MIGHELA v 2 — 7 = — X TR TE R0,
ZETL—AIKT AT 7 EAY X MIGHEA X — T = — RITFTB LTV A LAN/SFP R — Moxf LGl ¢
N, L AZ—= b T v T ar7 g 7 Bl A oA —T7 = —AZFTE LT\ LAN/SFP AR— MIZ(E7 L —
LZRTET I BAV R RNREDHDHHE. EBER— NOREDREA V4 —T7 = — R ZHEHA I N5,

[B%E B

LANR—F#l OZET7L—HIZ LT, 778 RAY A M#l 28T 5,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #access-group 1 in

9.141IPv6 727 AU X FDARK
E=N|

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id ;. <3001-4000>
IPv6 727 AU X D ID
seq_num 1 <1-65535>
V= U AF N, WMRT AR A MNNCE T LT M) —DALEEAEET Do
D= AFRGEEKLIEGAIE. VA FORBRICT N —=RBiENnD, ZOLE,
WEFEORERT MY —I2 10 ZINE L2l e N —0F S L LTHERES LD,
BNy —r o AR/ BR L CEMLESEAE, = N —OFZIL 101272 5,)
action LT BEAGMEICKT 2EMEREET D
REE B
deny FEEHEST 5
permit %,ﬁ:%vlgq:m‘u—a—é
sre-info DT AEEITIPVE T R AERERET D
B EME A
XX Y7 Ry bv A7 BMbit)yft & D IPv6 7 K
XX:XXM L AXXaXX) R AR ET %
any TRXTOIPv6 7 L AZXHRLET S
(IR E]

L
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 782U R MCiE, BEMAX256 D&M ERETDH LN TE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWX2310P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWX2310P (config) #no access-1list 3002

9.1.5IPv6 77 &R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 727 EA U 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— g rE— R
[FEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,

no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]

LAN/SFP R— F B L OHHA v ZA—T =2 — AT 7B AV A M 2EASEE-H# S, Ko< RCHACEZBENT S
ZEEARE, (A DAL T LEEET D)

ALy THEREN AN GE ., Ra~<y RIIEHTE 20,

[ EH]

3ffe:506::/32 VB DNy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWX2310P (config) #access-1list 3002 deny 3ffe:506::/32
SWX2310P (config) #access-1ist 3002 description Test

9.1.6IPv6 77 RA Y X N DiE

E&

access-group ipv6-acl-id direction
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no access-group ipvo-acl-id direction

[T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZL—AI L THEASES
out EEZL—LZH L THEHAEES
[FIIRRE]
7L
[AJ1E— K]
A B =T z—AEF— R
[BLFA]

LAN/SFP R— B L OEGERA o X — T =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZTV—LABT 7RV A MOSEME—KLTZGE. 77BAVARNDT 72 a VNS 7 L—AIZXT 5
7 7 3 a ¥ (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v 2 — T = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—RZ, ZIET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 D7 D LE
FTER,

RIET L— LIk 57 7 £ A Y A MELAN/SFP B— Mkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7B AU X MR E S LAN/SFP AR — MIGHELA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHT BT 7ERAY X MNMIHBA VX — 7 =—RZHB L TVWA LAN/SFP R— X L CiEf T
R, L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAT R NRENRHDHE. ELZR— FORENREA VX —7 = —RTHEHAIN D,

ALy TREREN BN 2 E ., Ra~<r R T2,

(B EH]

LAN AR— R #1 OZET7 L— A% LT, IPv6 7278 AU A k#3002 2T 5,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #access—-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
Ey

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

85 A — 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l U AEE, BT VAV A MNIZBIT L = N =DM EERET D,
VU AZEER LG AIE, VA NOEBREICZ MY —EBINENS, TOLE X,
BAFORBRE= N —I2 10 ZME LIERFH- ) —DFK 5L L THERE SN D,
(BN —r o ARBR L TEMLESES, =0 N —0&FRIZ 101272 5,)

action T RASGHCR T AEMEERET D
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REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME B
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[FiEH]

MAC 77 €AV A N&EAKT 5,

AR LT 78 A U A MCE, BEMAX256 D&M E2RET D LN TE 5,

B LT 7RV R M EHEASEL581F, 4 ¥ —7 = —AF— KT access-group 2~ REFEITT 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWX2310P (config) #access—-1ist 2001 deny 00A0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWX2310P (config) #no access-list 2001

9.1.8 MAC 7 7 EZX U X s OFBAIGEN

[ER
access-list mac-acl-id description /ine
no access-list mac-acl-id description



av RU 77 Ly R NT T 4w 7319

[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
[WIERRE]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWX2310P (config) #access-1ist 2001 deny 00A0.DE12.3456 0000.0000.0000 any
SWX2310P (config) #access-1list 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #access-group 2001 in

9,110 £ L7=T 7R Y XA FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]
—BEFRRT D,

SWX2310P>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FHFE DI VT

EEN
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T7I78ATVAMDID
[AS1E— K]
FHE EXEC £— R
(A
show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
[BREBH]

etz 7 V79 %,

SWX2310P>clear access-1list counters
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9,112 A UV F—T=2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—B\ERTT D,

SWX2310P>show access-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[ AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FRHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/ —}]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWX2310P (config) #vlan access-map VAMOO1
SWX2310P (config-vlan—-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWX2310P (config) #access-1list 2 deny any 192.168.0.1/32 any
SWX2310P (config) #vlan access-map VAMOO1
SWX2310P (config-vlan-access-map) #match access-list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
35 A—%—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FBELEVLANIZVLAN T 7 v A~y T 7 4 MV —5HHT 5,

no R CTEITLIZHAIE. FBE L7 VLAN KT 5 VLAN 7 7 v A~ v 77 4 WV E—%HIRT 5,

[/—F]

disable JREEIZERE I N TS VLANID IZKf L TARa~ > REHRETDH I EIETER,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTtx5,

MAC 772U A2 FARE LI VLAN 7 7 & 2~ v 7F1d, HET L—Lu)ZITiEH T 22w,

F— NS HiH(range X ) ZHEE LI IPVA 7 7 EAY A NI, VAT ARETI DOAEH AT, EE7 L —2A
(out)IZIFEH TE 72\,

(B EH]

VAMOOL & WO AHTD VLAN 77 B A~ v 7 Z{ERL LT, 192.168.0.1 3HD 87w h2HESETHIT 78R A M
FELT-DOH, VLAN #1000 D315 7 L— A2k LT VAMO01 23T %,

SWX2310P (config) #vlan database
SWX2310P (config-vlan) #vlan 1000
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SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AFTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiHA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWX2310P>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIGHE ZrnT 5,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7 DO4L4Hi
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRTH,

SWX2310P>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhHI4E
EEN|

qos action

qos_disable
[T A—=F—]
action © Qos DEE
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REME il
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,
no ER CEITLI-HA. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/— 1]
7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,
QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,
[BXRE )
QoS ZH T
SWX2310P(conf1g)#qos enable
Iz
(

QoS N 5,

SWX2310P (config) #gos disable
92277 4V K CoS DRE

[ER]

qos cos value

no qos cos
[PXT A —=F—]
value 1 <0-7>

77 4V b CoS K

(R E]
qos cos 0
[AFIE—F]
A H =Tz —AE—N
[FAA]

LAN/SFP R— F B X OGEIA v X —T =2 —ADT 7 /L b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T 7/ ECoSIE, A H—T2—AD KT AME—FBCoSIZEHESNTWAIRETH 77 L7 L—L252ZE1L

FEICER SN D, (7 L— A2 CoS MBREE SN T2 ®))

[/ —}]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FITT DA H—T2—AD FT A FE— KPP CoS TlHRWHAE, Ka~vr RiEETmI—Lhd,

T 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H —T7 = — R L LTHIRD Z LT TE R,

FITT A4 =T == AWNmEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE

—&ﬁé ttb x&—b7/7:/747i@ @GP 2 — 7 = — AZFTE LT D LAN/SFP 7R — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬁﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWX2310P (config-if) #qos cos 2
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T 7 4V CoS fHZ HIHIMEIZ R,
SWX2310P (config-if) #no gos cos
923 b7 A ME— RORE
[EF=R]

qos trust mode

no qos trust

[7NT A—=F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AJ1E— K]
A HF—T2—AF—FR
B

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 —RECHEATOIRERE | HEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BB
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWX2310P (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWX2310P (config-if) #no gos trust

9.2.4 QoS HEE DR EINEB DK IR

&N
show qos
[ASTE—F]
FEHFHE EXEC &— R, $§#E EXEC ©— K
[@iHH]
QoS F&HRE D A #(Enable), % (Disable)ki&Z 27 %,
[BE B
AT LD QoS DEEIREEFRT D,

SWX2310P#show gos
Enable

925 A F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWX2310P#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Scheduling:

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R— K #1 @ QoS X Ex &K ~T 5, (F7 A FE— K DSCP)
SWX2310P#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Scheduling:
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)
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[/ — P}

K= FiE QoS DIRIE(HE NN D LI TE %,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWX2310P#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
el

[EX]

qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AFTE— R
Jua—nrarz 4 L—varE—R
[FL8A]

EEF2—ZRETHOIEHT S CoS-EEF2a— ID BT — T NVDOEERET D,
no IR TEIT LA, € L7z CoS HDEIEF = — ID ¥R IR,
CoS-EEFxFa2—ID BT —T /T, FTAPE—FRB CoSITRESN TWAERITHER NS,

[/—

AKa~<r REFITTHITE, QoS =AML T Z &,

CoS-IHMEF = — ID AT — 7 LV OYHRET FERD LIV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWX2310P (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWX2310P (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
[FIEARRE]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWX2310P (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWX2310P (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>



330 | 2~ KU TZ7 LA | FT 7 4 v 7 HIH

[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[BRE 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWX2310P#interface portl.1l
SWX2310P (config-if) #gos port-priority-queue 4

9210 A1 v FARENOLEEFEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DR EX = — 2R ET D,

no IR CIAT L7 A . PIHMEZRET D,

[/—}]

ARKa<r REFITT 51T, QoS AL T Z &,

CPUMDLIEEINDL 7L —LAOBEEEZ TS, IVEEEOENF 22— bORENMELEIND T2, BATN
DIRRET L2MS 0 — Tt 72 EORBEDNENE L 72 < R B A[REMERN H D, T D72 AR EMIT IR/ R Y K& 72
EEELEET 52 L2 HlEd 5,

AH 7 REREA . CPU ML IEE SN D 7 L— ADKHISEEE S = — ID OWIHIEREMIL"6" L 72 5,

[ EH]

CPU M HEEIIND 7 L— DO IEEx = — % #5 TR TET D,

SWX2310P (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (NTF T 4 v 7 OHGESE)DAERK
B

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
%7 A — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETELT 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— b #1 OZET7 L—AIZH L TUTOREET D,

¢ 10.1.00 DXy T =IO DNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 7490 0T ADESE

SWX2310P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #fclass-map classl

(
SWX2310P (config-cmap) #match access-1list 1
SWX2310P (config-cmap) #exit

[RY > —DRE]

SWX2310P
SWX2310P

config) #policy-map policyl
config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #fexit

SWX2310P
SWX2310P

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 D FESME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,
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SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match access-list 1

9.2.14 ~ T 7 4 v 7 3 FEEHEDFTE(CoS)
[ER]

match cos cos-list

no match cos

[73F A —F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

NF T 4D 7T ADFEERMIC VLAN & 7~ XD CoS =M AT %,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )£ T, REZHBVIRTZENTE D,

[/ —}]

ARa<r REFEITTDHITE, QoS A LT Z &,

B!

7 72'7 /7"013881"@ iﬁ ﬁ: C081 "1"&"2"% ﬁjﬁé

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 8BS ORE(TOS BILE)
(&)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

T T 4w 7T ADGFERMITIP ~ v XD TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L72GA . TOS BIEEIC K 2 & EZ HIbRT 5,

BERE O FIREQ ) E T, REEAMOIRT LN TX D,

[/ — 1]

Kavr REFEITT5I21E, QoS AL TR 2L,

B!

75 A= 7 class1"DAYHASAEIT TOS B E 3" L "4 &% iET 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match ip-precedence 3 4

9.2.16 ~ 7 7 4 v 7 5HFRSEMHE DR E(DSCP)

&3]
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— F]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
Bl

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— F]
JTAYy SE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LERGOE)E T, BREAMY KT Z LN TE 5.
[/—}]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SYMESME L LTS % VLAN ID O BRARE,
id-end o <1-4094>
SRS E LT 4 VLANID O#& T, BRAGD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
(@]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[ E B

7 F A=y T class1"D/PFASIEIZ, VLAN #20 0 H#30 £ TEEET 5,

SWX2310P (config) #class-map classl
SWX2310P (config-cmap) #match vlan-range 20 to 30

9.220 7 T A< v TEBROFER
[

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWX2310P#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

v
policy-map name
no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)
[AFTE— F]

Ja—x\)ary7 4L —y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONEEY N5 7 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 7 x—REHATHILENTES, I, RV V=~ THNOEI TASy TIZEoTZIETL—A0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
W27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELLERY v—~ v 7 E2HIBRT 5,
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[/ — 1]
Ka<wr REFEITT AT, QoS Az LT L

?ELKT)/~7/7#$Wﬁ$®ﬁu\mﬁmmm_ﬂbfﬁﬁhﬁ@bhé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[FREHI]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

. aR%mmcmn%wwEwlkwmf W T A %53
o Green:fi5%k, Yellow:DSCP % 10 IZEXH#i % . Red:fl3E

[NTF 74T 7T ADERR

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-list 1

SWX2310P (config-cmap) #fexit

[V 2 — D% E]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) fexit

SWX2310P (config-pmap) ffexit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

92N ZET L —AIZHTHIRY —< v FDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

AKawy REFATT HITIE, QoS AL THL Z L,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FZ A FE—F

a<w R

IR

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ =% 7 NE A3
ARI(E 1)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST

. Ho. 40O remark-map V% EINTWAEEETET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 =2 — AIZFATR TE R0,

R —< vy FIIREA X — T = —AZFTE L CTW5 LAN/SFP AR — MIXt L CHATE 2V, 72721, AHX—h
Ty a7 4 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v THRENH HEA. i
'R — NOBENRBA X — T = — RTINS,
A=Y TE, LFOREA ¥ —7 =2— AR L TEWES TS Z L3 TE R, A=V 7 (R &RE

(police R~ ) ZFZ LAY o—< v FZHMH LN &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EEH]

LAN AR— N #1 12K Y v —~ > 7 policyl #iMH T 5,
SWX2310P (config) #interface portl.1

SWX2310P (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,
SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #no service-policy input policyl

9.2.23 L ~—% 7 DFE(CoS)

By

set cos value
no set cos

[/3T7 A —F—]

value o <0-7>

FL=—F% T TRET S CoS

[AFIE— F]
RV —=v T« JTAE—F
[FLHA]

SELTE NI T 4w 7 7T AD CoS %, FEE L2 CoSHICER T 5, 7.

—ID 7T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LIS GB, T 74 v 7 7 TRATHT D CSEDOT L~ —F > ZIE ZHIRT 5,

[/ — ]

RKa<wy FEFEITTHITE. QoS #AMMILTHL Z &,

T —F% %, BEXF—EERELIFH T LixTE RNy,

[ EH

LAN R— R #1 OZ{ET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMIBDNT T 4 w7 ZFFA]
o BHELIENT T 4T T T A% CoSHNIET B

[FNT T4 v 7T ADER]

FZ A FE— RIZHIG LT EF =

SWX2310P (config) #faccess—-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl
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SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) #fexit

[RY > —DRIE]

SWX2310P (config) #policy-map policyl
SWX2310P (config-pmap) #class classl
SWX2310P (config-pmap-c) #set cos 2
SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #service-policy input policyl

9224 7L ~—3% 2 JDFRETOS EBELEE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIEE
[AFIE—F]
NV v—<v 7« 7 FTAE—NR
[FHA]

DELTENT 7 4 v 7T ADIP ~v X D TOS M55 (precedence) 7 « —/L N4, f58E L7z TOSHIZAEF T %,
Flo, FTAME—RIZHSLICEEFEF2—ID 7T — 7 /WMIZESE, EEXF2—0OFEV Y TEITIH,
no WA THEITLIEGE, M T 740277 T 2K 2 TOSEEED T v~ —% o VLB ZHIRT 5,
[/— k]

ARKa<wr FEFEITTHICE, QS E#AMILTEL I &,

T~ —F 73 FEF—RERE LT Z LIxTERY,

[BXRE )

LAN R— h #1 OZ[F7 L— LK L TUTOREEZT D

« 10100 DRy NU—=ZINED T T 4 v T EFFA]

« WELIZNT T4y T A% TOS ERESCEET S

[N 74w 0T ADESE

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-1list 1
SWX2310P (config-cmap) #exit

[RY > —DRE]

SWX2310P (config) #policy-map policyl
SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #set ip-precedence 5
SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #service-policy input policyl

9.2.25 L ~—F L T DR EMDSCP)
[E=X]

set ip-dscp value

no set dscp
85 A —5—]
value : <0-63>

TLw—% 7 THRET D DSCP
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-1list 1
SWX2310P (config-cmap) ffexit

[RY o —DIE]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #set ip-dscp 10

SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.1l

SWX2310P (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE TV L— 1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—TU—F]
single-rate DI b— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS 1 <11-2097120>
WA R—2 Ny R ODS—Z kA X(kbyte)
EBS ;o <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v  OEE
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ & R TRIEVMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORBZIREST DI LN TE S,
+ Green : 535D B (F8EA A
© Yellow : fiiis, MEFE, U ~—F 70 5ER
e Red:fk3E, V~—F 7 MHER
72770, V~—%270%, Yellow,Red D EH L —HDOAIRETHZ LINTE 5,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
ESNTDIZrbLT, ZORET 7 ACKT 25 ) ~v—F 0 FOFFMEREN RN T 5GEG. U ~—F 0 7138
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no JERTET LGS, A—2 V07 - R 7 - V=% 7O EHIRT 5,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/— ]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
A—=B Y TIE, UTOMEA v H—7 2= R LTEESE D Z L IETERY, A—F V7 (KU H—)5
(police R~ R) ZEHLARY —~v 7 EHMWH LN &,
« AZ YT EWNT DA N=AL v FEHENTI V= T LA v 4 —T = — X
[BXRE )
LAN R— h #1 OZ[F7 L— LK LTUTOREEZT D
« 10.1.00 DRy NU—=ZINED T T 4 v T EFFA]
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #1277 A % /34
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X . Red:Af3E
[FT T4 w7 7T ADERK]
SWX2310P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #fclass-map classl

SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) ffexit

[R U v —D%E]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10
SWX2310P (config-pmap-c) #exit
(
(
(

R
it

SWX2310P (config-pmap) #exit
SWX2310P (config) #interface portl.l
SWX2310P (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFREC A > L—h)

EE=N
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= MR —2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
PIR : <1-102300000>
E—27 877 4 w7 L— hkbps), CIR £V /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FOI—R A X(kbyte)
action DOy T AT ES TNy N OEME
BEME BhE
transmit HirE
drop T HE
remark ) <= —5 7 (CoS/TOS/DSCP)
[AJIE— K]
R)v—~vv 7« 7 TAE—NK
B

DELIZ T 74w 7 77 AR LT, HIRYb—(V A v b— MNERET D,
BEIZ police 2~ > RTREMNMTHOILTWDOLEIL, NEZEHT 5,
A=V T, VA L—b 38T —~—F—(RFC2698)IZ I TITV, L7877 Rizxt L <, LT
DR ZIEEST HZ LN TE D,
Green : 51X D A (FHE R A])
o Yellow: #4325, lEE, U ~—F 7 5HiEiR
e Red:fEFE, V~—F 27 HiER
72720, V~—F% 71X, Yellow,Red D EL LN~ FDORIEET HZ ENTE D,
U~ —F% 2 7 OFEMEREIX, remark-map 2~ > KRR Y v —~ v 7 « 7T Z2F— R)TIT I, action 73 "remark"|Z5%
ESNTZDIZPnb 6T, ZOHERY 7 26T 5 ) ~—F 0 ZOFEMREN o Tea. U ~—F o 713
LD, ZOHE FIEGE(Yellow:H5ik, Red: #0213 S b,
no FERCTEITLIEGE, A—X VT - RV 7 - U=—F 0 FTOWLEEHIRT 5,
KR U —(police-aggregate =~ > R) L OHFHIZTTE 72uy,
[/— "}
Ka<wy FeFT3 51203 QoS AL T Z L&,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police R~y M) #ELAR Y —~y 7 ZEHA LN &,
© RZ T EHERTDAVN=AAL v FH2BENWTI V= 7 Licimbif v 4 —7 = — A
[EE B
LAN R— h #1 OZE7 L— A L CUTOREEZT S
¢ 10100 DRy NT—=2NbD T 7 4 v 7 ZFF]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X #i X . Red:fifHE
[FT T4 w07 T ADERE]
SWX2310P (config) #ip-access-1ist 1 permit 10.1.0.0 0.0.255.255
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-group 1
SWX2310P (config-cmap) #exit

[R U — DR E]

5
A
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SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 FDRE
ESN

remark-map color type value

no remark-map

[23T A —%F—]
color D V=X T RIT O T A
REE SiHA
#4772 Yellow DV ~—F v JRREETT
yellow 5
red W7 7 A Red DY ~—F  VREZAT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y ~—F 7
ip-dscp DSCP UV ~v—F% 7
value - <0-7>
CoS, TOS ESeEED U ~—F L Vi
<0-63>
DSCP VU ~—% > 7 fii
[AF1E— ]
RIv—<vwF 7T RAE—F
[FREA]

TERIARY Y —TCTHE LI FHEKY 7 & Yellow, Red IZxfT DY ~—F LV TEHVEORTEEIT I, 2. T A ME—FRIZ
G LB EX 22— ID T — T NCESE, FEXF2—OFHED Y TEITH,

J~—F% 2271, CoSfE. TOS B, DSCPEOWTFNMNEZREIRT S Z LN TX 5,

no WX TEIT LGS, UV ~—F U FRELHIRT 5,

V== 7 &ATH 12D, Aa<r FOBREDIED, police 2~ R(RY v—<v 7+ 77 ZXF— FN)TLUT
A T AT 7 a s E " remark"lTRE L TCBLSMLERDH D,

[/—F]

RKa=y REFEITTHITE. QoS #AMZLTHL Z &,

V=% 73, TLv—F 0 FREEF2—DFELFHAT L ENTE B,

RFC THERE XL TWRWDSCP E~D T L~v—F o F/) <w—F 7%, 4EEF Cra2—V—FRME L THAT
DI ENTE D, RFC THELE X715 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP & RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZET L — LI L CUTFOREET S

¢ 10.1.00 DXy NT—I 06D NT 7 4 v 7 ZFFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T. 7 7 % % 4378
o Green:#xi%. Yellow:DSCP fE% 10 [CExH#iz . Red: iz

[N 7477 T ADERR

SWX2310P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class-map classl

SWX2310P (config-cmap) #match access-1list 1

SWX2310P (config-cmap) #exit

[RY 2 —DFFIE]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWX2310P (config-pmap-c) #remark-map yellow ip-dscp 10

SWX2310P (config-pmap-c) fexit

SWX2310P (config-pmap) ffexit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

9.2.29 KR U b —DARL

&

aggregate-police name
no aggregate-police name

[T A—F—]

name O ERRY A (0 SCFLLT, R/ TFE X 5)
[AJ1E— ]

Ja—)ary 47—y g EF— R

[@EA]

ERIRY P —2 LT 2, BRCAEREADOGEIE. TONBEWRET D,

A< RRIIT 2L, BRRY b—ONELRET DENR Y —F— NIEBT D,

no WA THEITT 2 &, BNV F—%HIBRT 5,

UTOHE, BRIV —ONEEEELETDHI EILTERWVWENRY —— RIZEBE L2,

s BRIV —DOREINTI TAS Y T HFLHRY) —~< v 703 LAN/SFP R — B L OGRS v H— T = — R
WZHEH ST D

DIFOGA, BRIV Y —ZHIBRT 2 Z LIXTE 220,

« police-aggregate =~ NZ XV | ERR VY =N T T 1 v 7 7 T ATHEINTND

[/—H]

Ka<wr REFATT HITIE, QoS AL T Z L&,

A—=2 Y TF, UTOWMEA ¥ —T7 2 — A LTEESED Z L IXTE RN, A=V 7 (K)H—)F

(police F a2~ M) 2B AR vo—< v FZHMH LW &,

o ARZYVEBETDAUAN=ZAAL v FEHBENTITN—E T LIiR#iA v F—T =2 — A

[ EH]

IR Y —"AGP-01" % AT 5

e
it

SWX2310P (config) #aggregate-police AGP-01
SWX2310P (config-agg-policer) #
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9230 KR Y F—DOREE V7L — )
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police

[F—U—F]
single-rate DU L— MR —EERHTS
[T A—F—]
CIR ;. <1-102300000>

77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>

WA h—2 vy hDR—R hH A Z(kbyte)
EBS ;o <11-2097120>

Bl h— 7 3y hDR— R kA R (kbyte)
action DO T R FE Iy S OENME

BREME BifE

transmit i3k

drop &S

remark ) < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY Y —F—F
B

FERRY =iz, YT L— bR $—DBEEIT,

no R THEATLIEG S, A—Z V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC269TIZFESWNTITV, D LI=HHK 7 7 2 1cxk L <, L

TOWREFRET H T LW TE 5,

Green : 526D A (FEE AR 7))

« Yellow: #5315, HE, U ~—F 2 7 bHEIR

e Red:ff3E, V~—F2 7 n5HiER

72720, V~—F% 71X, Yellow,Red D EL LN~ FHDORIEET HZ ENTE D,

U ~—F% 2 7 OFEMREIX, remark-map =2~ > REEKAR Y —F— R)TIT 9, action 73 "remark"| Laﬁﬁéﬂt

z 75 75 Ebfoff FZOHRIY T AT DV ~—F T OB EN 2o T2 E, Vvy—F o 73 s,
. WIHIER E (Yellow: #5125, Red: 3823 H S5,

[/—}]

Ka<wy REFATT HITIE, QoS AL THL Z &,

A=Y 7F LT OMEA 2 —T7 2= AR LTEES L 2 &IETERY, A—=F U 7 (R ¥—)&KiE

(police Za~ M) #F LAY —~y 7 ZHEHALRWnWT

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% U > 7 % FAT

*  Yellow:DSCP i % 10 (2 E X 2, Red:AH3E

HERR U —DIERK]

SWX2310P (config) #aggregate-police AGP-01

SWX2310P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWX2310P (config-agg-policer) #remark-map yellow ip-dscp 10
SWX2310P (config-agg-policer) #exit

9231 ENR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —HF—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— hkbps), CIR XV /NSVMEITFEE TE 220,
CBS 1 <11-2097120>
WA N—2 Ny FODS—Z kA X(kbyte)
PBS : <I11-2097120>
E—7 =27 2Ny hO—R h A X(kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR s
drop fite 3
remark Y ~—% > 7 (CoS/TOS/DSCP)
[AS1E— ]
ERIRY —F—F
[@iH]

LR —I1T, YA Lb— R —DBREXITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)ZISNTITW, L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B51 5D B (FEEARTT)

o Yellow : $i516, fF3HE, U ~—F 2 7 HiEiR

+ Red: M3, V~—F 7 HER
72770, V~—x%2703%, Yellow,Red DEHL LN DOHRIGET HI ENTE 5,

) ~—F 2 OFFEMEREIX. remark-map 2~ > FEEMNAR Y —F— R)TIT9, action 73 "remark" |23 E S iz D
BT, ZORIY T AT D) v —F 2 T OFEMBREN 2o Te e, V~—F o JI3ES D, 2

DA PR E (Yellow: #5125, Red: A3 EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 —AZH LTEESED 2 LIXTERY, A—F V7 (KU H¥—)
(police R~ ) ZF LR v—< v 7 ZHMH LW &,

o AX VT EERT DAL=, v TFEBENTIN—E T LA v —T = — R
[REH]

KR Y Y — "AGP-01" ZAERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM IZ L5 A —% U v 7 % FAT
«  Yellow:DSCP fE% 10 (ZE & #i % . Red:AlfZE

e
il
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[SERI7R Y Y —DAERK]

SWX2310P (config) #aggregate-police AGP-01

SWX2310P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX2310P (config-agg-policer) fremark-map yellow ip-dscp 10

SWX2310P (config-agg-policer) fexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME S
7 7 A Yellow DU ~—F 0 VTR EEAT
yellow 5
red Hrlk 7 7 A Red DV ~—F U TREZEIT D
type U —F o U]
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOS R ~—F 7
ip-dscp DSCP V~—F 27
value . <0-7>
CoS, TOS BEED ) ~—F o /1
<0-63>
DSCP UV ~—F > 7fH
[AJTE— ]
ERIRY P —F—F
B

ERNR VY —THE LI 7 X Yellow, Red IZxF 5 U ~—F U TEMWEOREZITH, £y FT A ME—RIZ
SIS L EEF 22— ID T — NI SEx EEX2—DOFEV Y TEITH,

J~—F% 2 7%, CoSfE. TOS I, DSCPEOWTFNMNEZRIRT L Z LN TE 5,

no X TEITLIZHE., UV ~—F 2 FHRELHIRT 5,

V=% 7575 1201I0E, Aa<r ROBREDIED, police T~ FEMRY —F— F)TE4 T o877 7
2ADT 7 a s E " remark"IZERE L TBLSMLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THERE SN CTWARWDSCP E~D ' L~—F 0 F /) ~—F 7T, 4FEE Chra—V—TCHEMEEL L THEAT
5T EMNTE D, REC THELEX LD DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)
AR Y P — "AGP-01" (2 Y ~—F L T OBREEAT I,
«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[ZF & #2 % | Red:fiHE
[SERI7R Y —DAERL]
SWX2310P (config) #aggregate-police AGP-01
SWX2310P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX2310P (config-agg-policer) #remark-map yellow ip-dscp 10
SWX2310P (config-agg-policer) #fexit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/85 A —4—|
name D EBRRY Y —4, BT T RXTOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, F#bE EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L [AIEE,
[/—H
Ka<wr FedT1 51203, QoS ZAMC L T Z L,
[E )

ERIR Y —"AGP-01"ONAEZFRT 5,
SWX2310P#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

[EFX]

police-aggregate name
no police-aggregate name

55 A—5—]
name LT B Y —
IASE— K]

) S~y T 7T AT~

(B9

NI T 4y TR LT, IR b —ERET D,

no X TCEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR U —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v F—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police 2~y M) #EFLAR ) —~yTEZEHA LN &,

e

it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R
[ E ]
RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5
* CIR:48Kkbps, CBS: 1 2kbyte, EBS:12Kbyte & L, SITCM (2 & % A—4 V) v 7 %347
*  Yellow:DSCP % 10 (ZE X #2 % | Red:MEHE

[HERIAR U P —D1ERK)

SWX2310P (config) #aggregate-police AGP-01

SWX2310P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWX2310P (config-agg-policer) #remark-map yellow ip-dscp 10

SWX2310P (config-agg-policer) #exit

[R VU 2 —DF%E]

SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P
SWX2310P

config) #policy-map policyl

config-pmap) #class classl
config-pmap-c) #police-aggregate AGP-01
config-pmap-c) #exit

config-pmap) #class class?2
config-pmap-c) #police-aggregate AGP-01
config-pmap-c) #fexit

config-pmap) #fexit

config) #interface portl.1

config-if) #service-policy input policyl

9235 A—H Y T ho X —DFKRN

&y
show qos metering-counters [ifname]
T A—5—
ifname : LAN/SFP R— M B L UGHEA v 4 — 7 = — 24, BRI RFR— N2 L 15,
[AJ1E— ]
FHEHEHE EXEC E— N, FrkE EXEC £— R
B

FEE L72 LAN/SFP R — h B L OGHEBIA v H —T7 = — A 2B 5D, T_TOR Y P—{l@BIR U Y —/FEHKR U —)D
A—=5 Y T REERERRT D,
TR SNDHEHERITLL T LB,

HE Bl

Green Bytes Hrik 7 7 A Green |23 B I LT2 A MK

Yellow Bytes W7 7 A Yellow ([ZME S L7231 Mk

Red Bytes W7 T A Red IZFAE T A MK

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWX2310P#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO s 2—DI )T

E&y
clear qos metering-counters [ifname)
[/3T7 A—F—]
ifname : LAN/SFP R — "B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt T5,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP iR — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE ) T T 5,

[/—HI]

Ka<wy REFATT HITIE. QoS ZHMC L TH Z &,
[EXRE )

LANAR— R~ #l D2 =% U o IHiiHERE 7 UV 73 5,
SWX2310P#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NR
[FFA]

LI T T 4y 7 T ACEGER 2 —&EI S TD,

PKEF 2 —DOFFEITIE CoS EA MM L. [CoS-IAFF = — ID BT —7 /1| ITHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLZHAE. VT 74 v 7 7 T ACKTHEEF 2 —DIREEENT 5,

[/—h]

Ka<o REFITTDHITIE, QoS #AC LT Z &,

EEF2—EEE. F~—F AT L ITTE RN,

CoSIZLDEEFEF 2 —DEIL, CoS N T A M E—FNEHERD, R —vv I, KRavr NEEah7 7 A~
T IM—DOTHLEENDHEE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHATE 220,

[ E 5]

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBED NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 AR

[(NTF 74277 TADGE

SWX2310P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX2310P (config) #class—-map classl
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SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) #fexit

[RY 2 —DFFIE]

SWX2310P (config) #policy-map policyl
SWX2310P (config-pmap) #class classl

SWX2310P

(
SWX2310P (config-pmap-c) #set cos—-queue 3
SWX2310P (config-pmap-c) #exit
SWX2310P (config-pmap) #exit
SWX2310P (config) #interface portl.l
(

config-if) #service-policy input policyl

9.2.38 /3 & = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SHELTE NI 74y 7 7 7 AZEEF2—%2H D HTo,

E1E % 2 —DFFEITIZ DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI 0 24T
b,

no R TEAT LS. N T 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/— "}

Aoy FEEFTHITIE, QoS A AT LTHL Z L,

BEX2—HEEE. v T EHT I EITTERY,

DSCP (2 & Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R —<v 7l Kavr Faghr 7 A
YT MW=DOTHEENDSGE, TORY L —~ > I DSCP K7 A ME— LA OKR— MITEA TE 720,
(B 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10100 DRy U= INED T T 4 v T HFFE]

s HHELTENT T4 v 77T AFTEEF 2 — 3(DSCP2M)ZEET 5

[T 74 v 27T ADEHE]

SWX2310P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX2310P (config) #class-map classl

(
SWX2310P (config-cmap) #match access-list 1
SWX2310P (config-cmap) ffexit

[RY > —DRE]

SWX2310P (config) #policy-map policyl

SWX2310P (config-pmap) #class classl

SWX2310P (config-pmap-c) #set ip-dscp-queue 24
SWX2310P (config-pmap-c) #exit

SWX2310P (config-pmap) #exit

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[/3F A =4 —]
name DR vy A, B, TRTORY =y IERNERRIND,




3|2~ FI 77 VR | T 7 4y 7l
[AF1E—F]
FRFME EXEC £ — N, b EXEC E— K
[FEA]

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

BzL]

Policy-Map Name

R v~ v 74

State

WY > —= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, FEMIT show class-map =2~ > R %
RO &

Match A SESLE
- Match Access-List (77 & A U X | ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS /)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VR E : TOS B )
-Set IP DSCP (7' L ~—3 o 7 3% : DSCP fif)
- Set CoS-Queue (IX{5 F = —#57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 & : DSCP)
Police A=B YT SR T )~ —F  TRE

XEAEMIILL T 22

A=V T SRV T ) —F L TRED

FEIILL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A—=R YT T TY X L(SITCM/
TrTCM)

SITCM D AFoR

average rate

k< 7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/S—Z R
4 X(KBytes)

excess burst size

il b —27 Ry FOS—Z b
A X(KBytes)

TrTCM D 3R

average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 2 L — F(Kbits/sec)

burst size

WA =272y hOS—A K
A A (KBytes)

peak burst size

v —2 =2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik 2 A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HE LA
red-action I 7 7 A Red (2% 5 EfE(drop/
remark)

+ Match & Set /3.

RESNTWND DN —DETRREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/ — P}

Kawr FeFT7T 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEFHREFRT B,

SWX2310P#show

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

policy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 v AT —H ADFER

[EX

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— )
FEHME EXEC £ —

[FRA]

FTRT B~ TR

BEE LA
policy RY ==y T DRT—F ANEHRERR
class VIR T DAT—H AERE TR

TRTHERY =<7 (FILT T A T) OLFR, BERFHITXTORY v—<v 7
(F72137 9 A7) DL d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NED LAN/SFP A— F B LA v X —T7 = — X @A STV
B, TTAR Y TMEDRY —< v FIZBEEINTWAENRE, R —w oy IRI T A~y TOMEIZET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port R —=<y 70 S TS LAN/SFP R — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5
attach limitation kZ A hE— RO TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 7233217 [ HED & 5 7>

attach limitation

~Z A hE— RO

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWX2310P#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWX2310P#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—) LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

EEF 22— LT, WRREAMNE T U R EL)DOBEALDITREEZIT ),

Al a—0 7 AT, 7T LAN/SFP AR — M B X OGREEA > ¥ — 7 = —AHHDOHRE L 72 D,
no X CIAT LA, 5 F = — I THaxHEI(SP) L 72 b,

[/ —}]

Ka< FEFITT DL, QoS #AhcL TR L

[BREH]

PE{E S 2 —#T#6 % SP ST (7T MBI, #5#4#3#2 #1 #0 % WRR 73 (5:5:5:2:1:1) & 5,

SWX2310P (config) #no gos wrr-weight 7
SWX2310P (config) #no gos wrr-weight 6
SWX2310P (config) #gos wrr-weight 5
SWX2310P (config) #gos wrr-weight
SWX2310P (config) #gos wrr-weight

( )

( )

( )

H

SWX2310P (config) #gos wrr-weight
SWX2310P (config) #gos wrr-weight
SWX2310P (config) #gos wrr-weight

O N WD
RPN O oo

9242 N7 4 v IV = — U T (R— FEI)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F—]
CIR : <18-1000000>

b774/7v~b&m9 HDIABDFEAT D7, ATMEICKE L C IR a2 R
ANBH L[/ — M)

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BT TORIE & 725,

(IR E

no traffic-shape rate
[AJIE— K]

A B =T z—AEF—FR
(@]

— IR LT, Y=—E U7 2RET 5D,
no B CTEITLIEHA, R— by =—E U 7ORTITE L 725,
[/—}]
Ka< REFITTDHITIE, QoS #AcLTELL I &,
77 4 w7 b= MIADIALNBHAET S0, ANEICH L CEBOBEAMN R 25581355,
[BRE B
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWX2310P (config) #interface portl.1l
SWX2310P (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — BT (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate
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[78T7 A= —]

queue-id . <0-7>
EEF 2 —1ID

CIR : <18-1000000>

N7 74 w7 L— h(kbps), FOIABNFEAET D7D, ATMEICK L CTEBEOw HED #722
LEENRH D[/ — MBIR)

BC 1 <4-16000>
R—Z hH A K(kbyte), 4kbyte EENL TORRE L 2D,

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
A B —T 2 —AF— R
B

A= RFDEEFEF2—IX LT, Y-V 7 E2RET D,

no W TIFEIT LI G, BEF2—ICHT L3 =— VU 7OREITEN L 22D,

[/—}]

ARKa<wr FEFETTHITE, QS E#AMILTHELL I &,

N7 74y 7 L— MINDIALDBRET D7D, AJMEIZH L TEEOBIMEN R 2258030 %,
[ E ]

LAN 7R — b #1 O F = — #0 7> 5 D%{F % CIR:10Mbps, Be:64000byte (2685,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —&i|fH

9.3.1 7 & —#fHIIEEE 802.3x PAUSE DEZ(Z)DRE( AT L)

EEy

flowcontrol yype
no flowcontrol

[/XT A—F—]
type : 7 ua—HlEoEE
REME B!
enable 7 a—#li &2 G T 5
disable 7 v —ifilfHl & s 3 5
(IR E]

flowcontrol disable
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[AJ1E— K]
ra—r)var 74— g rE— R
B
AT NAERD 7 v —HIEI(IEEE 802.3x PAUSE 7 L — A6 (E) 2 A9 5,
no X THFAT LI=mGE, 7 v —Hilllz Eahicd 5,
[/— 1]
QoS HREM AR L &, AT D7 u—HlllEZ BN THZ LITTER,
7u—fllEZ G LTeGE. BEMICT —L My THRBITEDIC /R 5, 7272, AZ v JEREDN A LTS
BIEARFIBRICEEY L2,
A E =T 2 =207 —{lilE, AT LMUEA L F—T 2= 2O T v —HEREE ENENAN LTS
BOHENET D,
[ E B
VAT LD T m—ilill e AT D,
SWX2310P (config) #flowcontrol enable

9.3.2 7 u —fifH(IEEE 802.3x PAUSE DiXZ[Z)DEREMAL v ¥ — 7 = —R)
EE

flowcontrol fype

no flowcontrol

[R5 A—%—]
type © 7 u—HEOEE
R EE B!
auto 7u—HEOREIR I == g U EFR)
(e )
both Pause 7 L' — L DMEZEEADIT D
disable 7 v —fil# & T 5
[WIHIRRE]
flowcontrol disable
[AJ1E— K]
f B =T 2= AF— |
[FHA

LAN/SFP 7R — b @ 7 o —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFAT LG, 7 v —Hilill 2 Bahicd 5,

[/—H]

A2~ Ri% LAN/SFP 7R— MZ D B3 & FlHE,

VAT LD T v —ilEN N e G S EE LR,

PAUSE 7 L — A DE[E L ZE XM Sy N THEORE L 25,

FP BT BRI | AL 5L 23241597 % PAUSE 7 L — A 0 IR 1%, OXFFFF(65535)& 9%,

UTOHIRER® 5,

o SFP+EVa2—LEZHWLHE, 7e—HEHlOFEIR I — g VIRTAR— b,

« TROFMHFCHETIHE, BB T T — 3 0B X Pause 7 L— LEEIIRY A — b, (Pause 7 L — L%
EOHYR—h)
o AX v IEREDER. Do, T a—#lHBnE A

o VR — MZIE"flowcontrol auto" & 5% E TX 720N,

[BREH]

LAN R— b #1 © 7 o —#lf &2 H T 5,
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SWX2310P (config) #interface portl.l
SWX2310P (config-if) #flowcontrol both

LAN F— k #1 © 7 o —§l# & mshiz 4 3,

SWX2310P (config) #interface portl.l
SWX2310P (config-if) #no flowcontrol

9.3.3 7 u —HlHOBEREBORR

EEN!
show flowcontrol [inteface ifname]
[¥F—7U—F]
interface DRRT AL R —T 2 —AEBETDH
[78T7 A —=HF—]
ifname : LAN/SFP &R— b4, BMERFIIRA VX —T = — ARG LT 5,
FRTDHA LV H—T 2 —A
[AF1E— F]
FEHFHE EXEC £— N, %t EXEC E— I
[BLAA]
7 v —HIENZ BT D E ROCE /%), PAUSE 7 L — A DO EZER) 2 TR 5,
[/—}]

PAUSE 7 L — LA EEIL, 4R — b7 a—HlllNnEGR &> TWDAHEEDAERIND,
PAUSE 7 L — AEZ(Z800L. clear frame-counters =~ > NZE{THEC 7 U T &N 5,

[BXEHI]
LAN R— k #1 © 7 v —#lHIES % £51T 5,

SWX2310P#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0
BR— FO7 v —HflEERERTT D

SWX2310P#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 X k— AdillfH

9.4.1 A h— AHIHEORE

EN!
storm-control fype [type..] level level
no storm-control

85 A—F—]
type LR N LEE S AT



level

(AR E]

no storm-control

[AJ1E— F]
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A h— Az A7

Bl

Tr—R¥y A MR N AHIEEFZHICT

broadcast z
multicas LT E A DA b= MHEE AT
unicast FEEAHD =% ¢ X 7 L— 2Ol %

BINZT %

<0.00-100.00>

Ml SIRiE D N\—t o 7 — U THET S
B/ NEUS LT 2 (L E TRETE D

A HE—=Tz—AE—F

(@]

LAN/SFP R— NIkt L7 r— K¥ ¥ A b A b —AHIfHl, ~LFF v 2 bR b—2AHI#HB IO, s8EfFHO2=% v
A N7 L—LORIEZEEIIZ L., ZEFHIRZ T 5,
MEZB2 TZELE7 L—AIEES N D, 7272 L, BED 100% D5 A 13ZEHIRIZ Ly, BETer L—2A
HFETHY . FEHNZITERETE 220,

[ EH]

LANFR—F#l OT7T B — RFF ¥ A MR =LA TFHy 2 b A F—LEEE2 BN UBIE 30% %% ET 5,

SWX2310P (config) #interface portl.l

SWX2310P (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — Affilil {5 EIRMEDFT

[EX

show storm-control [ifname]

[/8T7 A —=F—]

ifname

[N E]

L

[ASTE— K]
FEHHE EXEC E— K,

[@iA]

LAN/SFP iR— h DA X —T = — R4,
TR T HA U H—T =z —R&

7 L — LD EIREEFR T D,
A =T 2= AZ B LT HAIE, B v X —T 2 —ANAB 5,

[EE B

A U H =T 2= ADBRERELZTTRT D,

SWX2310P#show storm-control

Port

portl.
portl.
portl.
portl.
portl.
portl.
portl.
portl.

QO Jo Ul WN

HibE EXEC E— K

BcastLevel McastLevel
30.00% 30.00%
20.00% 20.00%

100.00% 100.00%
100.00% 100.00%
50.00% 50.00%
100.00% 100.00%
100.00% 100.00%
100.00% 100.00%

30
30

UcastLevel
100.

20.
100.
100.
100.
100.

00%
00%
00%
00%
00%
00%
.00%
.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 = — % L RADIUS H— —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

11— /L RADIUS H— S—HEREDH N/ MR 2 i BT 5.

F7o. WEEM UDP R — FEZEZEHTH I LN TE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}I

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TOMENRD D,

[EREH)

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWX2310P (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

[P E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,
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SWX2310P (config) #radius-server local interface vlanl
SWX2310P (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18I E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H

N— FRBRER A AR L TV R WAL, = — /L RADIUS Y — N—FEREITAE FH T & 220,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
[BEH]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWX2310P (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— K

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication
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[T A—5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—}]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #authentication peap eap-mdb

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRE

[EFX]

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[/ A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEETLEEEAIE. $8E L7ZRADIUS 7 74 7 > FOREZHIERET 5,
[/ —F]

Aa~ s RTERELZ RADIUS 7 7 A 7 M(NAS)E#t(iX. running-config, 3 KT}, startup-config (ZIFFRR I 4172
U,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
A DA — FIRGEHERE Tr — /L RADIUS —_—Z 457 ET 25613, U TE2RET DLENH D,
SWX2310P (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D

(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I

EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R

(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIHIER E]
L
[ASE— )
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS #— _—TFFET 52— — & BT 5,
B KRB ERELIE 2000 TH 5,
no B CTa~vy REFETLELAIE. € Lica—F—%2HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ 74 7 2 FEHEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 MiEHEOAEIWIRAZET LIGE S, BESZ 747 2 MEHEORITHLE L 72

Do
7 74T v MEAEZRITHAO 22—V —2HIRT 556, BBICY 747 & MEAEO KDL ZAT 9,
[/— ]

ARKa<y RCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config (ZITFR/R I 720,

T, BEOREa~Y REFRRY, Ra~vy REFATLERRATRET —¥ & LTRFESIND,

BRTE Lz — —15#IL, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60

[ EH]

FRREL— W —Z X T D,
SWX2310P (config) #radius-server local-profile

SWX2310P (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR DR E
[EX]

reauth interval time

no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWX2310P (config) #radius-server local-profile
SWX2310P (config-radius) #reauth interval 604800

10.1.9 17— % /L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

[B%E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWX2310P#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/ — ]

7747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELHEITH WO L O BIEEIZ KL
ERCE

7T A4T v FEHFEO —ERATIIRFM R 00572/ Ny 7 75 R T TE Y | TP Th a~ 2 FETIIEE
Th D,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke

 certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5.
SWX2310P#certificate user

10.1.11 7 5 A 7 hFEBHEDRIT kT

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEHZEORITZHBHATE 5,
[E )

7 IAT v MNEHEO—FERITE P ST 5,

SWX2310P#certificate abort
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10.1.12 7 74 7~ MEAEO RS
[ER

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— K]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
RIEH R AJIFIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 7 A 7 > NREE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ RS E D,

SWX2310P#certificate revoke user Taro

7747~ MFEBE ID "Taro-DFS98EE9B44D22CC" D7 T A 7 > M EZ KEh S w5,
SWX2310P#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 2R — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
T AR— NEIE, SD 71— RN /swx2310p/certification/ T 5,
compress ZH5E L7z E X, 7 747 > FREHEZ ZIP 7 7 A VITEM L T b7 AR — T 5,

= RR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 l]

2 —H—ID Yamaha ® 2 7 4 7 FEEE SD 1 — R~/ AR — 2%,
SWX2310P#certificate export sd user Yamaha

10.1.14 7 5 A 7~ FREBAED T 7 AR — (A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
AL = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AF1E— K]
¥i#E EXEC £— K
[FFA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
[EXEH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWX2310P#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-4> a7 4 T HO-#4
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME Wi
<0-4> T T HO-#4
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
[RBA
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWX2310P#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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BEE A
0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L Z(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 % b U —27 7 KL A(A.B.C.D/M)

IPv6 % v kT —2 7 KL Z(A:B:C::D/M) TVT 47 ARIL 1~128

[AF1E— ]

¥iHE EXEC £— K

[FH]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24"® RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWX2310P#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]
[F—U— K]
detail D RE Lo —F—OREMERE R T 5
[T A—F—]
userid : a—F—1ID
(3 CFLLE 32 SCFLIN, "DEFAULT" 8 E A 1)
RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
dEI<>" ) ANR— e e TS
EAP-TLS \qy/#:ﬁt T ? A A% i< AR
[AJ1E— K]
HitE EXEC £— R
[FLBA]
a—F—FRERRT D,
[ERE B

A—PF—HFRO - HE2RRT D,

SWX2310P#show radius-server local user

Total 1
userid name vlan mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = —H —{F i & £ 1" 5,

SWX2310P#show radius-server local user detail 00a0de000001
Total 1



userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 A 7 FiEFAZE DO RITIREER R

a<w RV TZ77 LR | T r— 3|37

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FATINER

Py

done

054 T NEHEORITNGE T E 1 I ARRAT

processing

7747 MEHEZ FE T

aborted

certificate abort 2~ K72 BN K-> To 747 > MiE#A
FEORAT & W

(B 2B
7747 v MREHERITLEOREZ RRT D,

SWX2310P#show radius-server local certificate status

certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al

AR ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA

FATH 2 TAT > NEBED ) A N2 RRT B,

userid Z¥eE LT-3HAIL. FOa—VF—OEMBERZE T 5,

(3= 1]
B —F—DRITH 2 T4 T v NEN R RRET 5,

SWX2310P#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ —
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RENEH NE

revoked FENZ KD KR

expired A RIABREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWX2310P#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked



e2]

A

aaa authentication auth-mac 185
aaa authentication auth-web 186
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access-list (MAC) 317
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agent-watch down-count 124
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arp 269
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auth clear-state time (7 2 —/ )L 7 4 7 L—31 3 »F— K) 203
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auth order 191
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auth timeout server-timeout 194
auth timeout supp-timeout 195
auth-mac auth-user 188
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auth-mac static 189

auth-web enable 190

auth-web redirect-url 202
authentication 361

auto-ip 266

B

backup system 156
banner motd 33
boot auto-apply 40
boot prioritize sd 40

C

cable-diagnostics tdr execute interface 48
certificate abort 366
certificate export mail 368
certificate export sd 367
certificate revoke 367
certificate user 365
channel-group mode 175
class 331

class-map 331

clear access-list counters 320
clear arp-cache 269

clear auth state 203

clear auth statistics 202

clear boot list 39

clear cable-diagnostics tdr 48
clear counters 170
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clear ip dhep snooping binding 261
clear ip dhep snooping statistics 262
clear ip igmp snooping 304

clear ipv6 dhcp client 281

clear ipv6 mld snooping 311

clear ipv6 neighbors 286

clear lacp counters 181

clear lldp counters 122

clear logging 62

clear mac-address-table dynamic 216
clear qos metering-counters 350

clear spanning-tree detected protocols 242
clear ssh host 101

clear ssh-server host key 98

clear system-diagnostics on-demand 47
clear test cable-diagnostics tdr 48
cli-command 146

clock set 49

clock summer-time date 51

clock summer-time recurring 51

clock timezone 49

cold start 153

config-auto-set enable 132

copy auth-web custom-file 204

copy radius-server local 369

copy running-config startup-config 34
copy startup-config 37

copy tech-support sd 46

crypto pki generate ca 361

D

description 159

description (schedule) 145
dns-client 288

dns-client domain-list 290
dns-client domain-name 289
dns-client name-server 289
dotlx control-direction 187
dotlx max-auth-req 187
dot1x port-control 186

E

eee 161

enable password 29

erase auth-web custom-file 205
erase startup-config 37
errdisable auto-recovery 208
event-watch disable 131
event-watch interval 132
exec-timeout 56

F

find switch start 155

find switch stop 156

firmware-update execute 136
firmware-update http-proxy 135
firmware-update reload-method 139
firmware-update reload-time 138
firmware-update revision-down enable 137
firmware-update sd execute 137
firmware-update timeout 136
firmware-update url 134

flowcontrol (f > % —7 = —ZXE— R) 357
flowcontrol (7 @ —/ )L a7 ¢ 7 L—3 3 U F— R) 356
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hostname 152

http-proxy 94

http-proxy timeout 94
http-server 91

http-server access 93
http-server interface 92
http-server login-timeout 93
http-server secure 91

I

instance 242

instance priority 244

instance vlan 243

interface reset 168

ip address 263

ip address dhcp 264

ip dhep snooping (f ' #—7 = —AE— K) 254

ip dhep snooping (/' 2 — Va7 4 JL— 3 VE— R) 253

ip dhcp snooping information option 256

ip dhep snooping information option allow-untrusted 257
ip dhep snooping information option format remote-id 257
ip dhcp snooping information option format-type circuit-id 257
ip dhcp snooping limit rate 259

ip dhcp snooping logging 259

ip dhep snooping subscriber-id 258

ip dhcp snooping trust 255

ip dhep snooping verify mac-address 255

ip forwarding (f ~ % —7 = —AF— ) 271

ip forwarding (7' 2 — N)La 7 4 FL—3 g E— R) 271
ip igmp snooping 295

ip igmp snooping check ra 298

ip igmp snooping check tos 299

ip igmp snooping check ttl 298

ip igmp snooping fast-leave 295

ip igmp snooping mrouter interface 296

ip igmp snooping mrouter-port data-suppression 302
ip igmp snooping querier 297

ip igmp snooping query-interval 297

ip igmp snooping report-forward 301

ip igmp snooping report-suppression 300

ip igmp snooping version 300

ip route 266

ipv6 274

ipv6 address 274
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ipv6 address dhcp 276

ipv6 address pd 277
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ipv6 dhep client pd 278
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ipv6 mld snooping 305

ipv6 mld snooping fast-leave 305

ipv6 mld snooping mrouter interface 306

ipv6 mld snooping querier 307
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ipv6 mld snooping report-suppression 308

ipv6 mld snooping version 308
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L

12-mcast flood 294
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12-unknown-mcast (7 =2 — 3L 7 4 7 L — 3 VE— R) 292

12-unknown-mcast forward link-local 293

12ms configuration 122

12ms enable 123

12ms filter enable 126

12ms reset 127

12ms role 123

lacp multi-speed 179

lacp port-priority 184

lacp system-priority 178

lacp timeout 180

led-mode default 154

line con 55

line vty 55

1ldp auto-setting 111

1ldp interface enable 118

1ldp run 109

11dp system-description 109
11dp system-name 110
1ldp-agent 110

logging backup sd 62
logging event 61

logging facility 59

logging format 58

logging host 58

logging stdout info 61
logging trap debug 59
logging trap error 60

logging trap informational 60
loop-detect (f v &% — 7 = — A& — K) 250
loop-detect (/' @ — 3V a7 4 7 L—3 3 E— R)249
loop-detect blocking 251
loop-detect blocking interval 252
loop-detect reset 252

M

mac-address-table ageing-time 215
mac-address-table learning 215
mac-address-table static 216
mail certificate expire-notify 108
mail notify trigger 103

mail send certificate 107

mail send certificate-notify 107
mail server smtp host 102

mail server smtp name 103
mail template 104
management interface 57
match access-list (QoS) 332
match access-list (VLAN) 321
match cos 333

match ethertype 334

match ip-dscp 333

match ip-precedence 333

match vlan 335

match vlan-range 335

mdix auto 161

mirror interface 163

mount sd 153

mru 160

mtu 272

multiple-vlan group name 230
multiple-vlan transfer ympi 230

N

nas 362

ntpdate interval 54
ntpdate oneshot 54
ntpdate server 53
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pass-through eap 206

password-encryption 29

ping 273

ping6 287

police single-rate (R U ¥ —~ > 7"« 7 T XE— R) 340
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police twin-rate (N J ¥ —~< v 7 « 7 T ZF— I) 341
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policy-map 336

port-channel load-balance 181

port-security enable 206

port-security mac-address 207

port-security violation 207

power-inline (-f > % —7 = —A%E— R) 210
power-inline (/' 2 —/ Va7 4 7 L— 3 E— R) 210
power-inline description 211

power-inline guardband 212

power-inline priority 211

private-vlan 219

private-vlan association 220

proav profile-type 157

Q

qos cos 324

qos cos-queue 328

qos dscp-queue 329

qos enable 323

qos port-priority-queue 329
qos queue sent-from-cpu 330
qos trust 325

qos wrr-weight 354

R

radius-server deadtime 198
radius-server host 196
radius-server key 198
radius-server local enable 360
radius-server local interface 360
radius-server local refresh 365
radius-server local-profile 361
radius-server retransmit 197
radius-server timeout 197
reauth interval 365
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reload 153

remark-map (R J > —~< v 7« 7 T ZF— ) 343
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remote-login 142

restart 153

restore system 157

revision 244

rmon 73
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rmon clear counters 81

rmon event 75

rmon history 74

rmon statistics 74

S

save 34

save logging 61
schedule 143
schedule template 146
script 147

send from 105
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send notify wait-time 106

send server 105

send subject 106

send to 105
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show boot 39
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show cable-diagnostics tdr 48
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