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FEF"ERELET,
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gy ROFEWE

SWP2 D=~ FIEMEIX, RO 2FIHDHIETIT O ZENTEET,

BAEDOTEE

BED Tk

(Il

WA

a3y — iz L ABE

e AV NNE—IFIINEDT
A

e TELNET 7 A4 7Y "6 D7
77 A

e SSHZ AT "inbDT 7%
Z

7

gy K& 1951 2FET L CREEm
IR BB EZRI TV E T,

Config 7 7 A /WZ X 2 #4E

o TFTPIZ X2 7 7 A /W5t
o GUIEMEIZ L B 7 7 A )VERE

Y a<w s F—REfbk L7 7
A JW(Z % Config 7 7 A /L & IES)
LD —$ERE LV . SWP2 O E
—fETEE L ET,

ARETIE, BHEAEGIECHOWTHAL £,

21 a2 Y — T X HEME

211 a2V =)V EZ—=IFNANoDT 7 ER

SWP2 @ CONSOLE 7" — MZ#ERE L7Zui R 5
LTL7Z&EW,

EEITOHE.

RJ-45/DB-9 = Y — )L 7 — 7 JL(YRC-RJ45) % ffi

Ny arvieary—nE—=IF /T T VER)E LTHERT 256, XY arov ) 7/ COM)AR— zHili#d %

H—=F VYT N2 T RBETT, ary—LZ—IFLORERET, KOEEY TT,
REHEA REME

A—l—h 9600bps

T4 8bit

NYT 4 7L

ANy 7EY R 1bit

7 v — il fE Xon/Xoff

B, ar—)LZ—IFUIETARTEIT

212TELNET 72 A7V R D7 7 A

. linecon =~ RTT7 1 F— K|

SBAT LTIV E T

N/n/@E®THMH7?47V&%ﬁ%bfﬁWM@TﬂMﬂ%~ﬂ—ﬂ@%
ZIE, F9, BERUREE(P * v R U — 7)) OMEEITV, KIC

FERLEREEITO O
TWET,

SWP2 DIP 7 RLZDEREIZLHOWNTIE, LT LB T,

« IPv4 7 FL ADHHIFREIX. VLAN#1 |
e IPVAT FLADEFE L

SWP2 ® TELNET #— S\—#HE

JEEEZITVWE S, TELNET
. TELNET Y — R— D& T %

Zxt L C. ip address dhep ZiXE L CWET,
%, ip address =~ > R TITWVET,

IZOWTIE, U FoLBh TY,

« TELNET ¥ — —BEEOWMEREIX, 7 7 4 /L AR — MNTCP A — k 23 F)TEBI L TWT, VLAN#I 60T

IR ADHFFAILTNET,

. ZfE

AN— rHBSDOEFE L, telnet-server =~ > K TIFW\E1,
e TELNET #——~D7 7t A%, VLAN BN CTHIFEITX

E7-. TELNET 7 54 7> hBd 5 (U8 7258(5

telnet-server interface 2~ N CRETX £,
A—FDZ & E"FHEEAR(VTY: Virual TYpewriter)7dh— R" & U

WE T, TELNET 7 54 7+ kO KFIEEEGEIL. SWP2 O VTY AA— MUK AFE L E3, SWP2 D VTY &A— hC

ST, LT &Ry TY,

o VTY &A— FOFHEREIL, 8HD VTY A— h(AD:0~7)23Mk F Al g

o VTY R— MR OfERIZ

Lo TWET,
. show running-config | include line vty =~ > R T{T\E T,
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o VTIY AR— FMEOZEF X, linevty 2~ > R TIrWET, (K 8 H(ID:0~7))
728, VIY R— FORREL, linevty 2~ R THE VTY R— hERE LK, 74— RIZBITLTITWET,
ARSI AR AR — MESWP2 NI CID EBELLE T4, n/ Ay ar & IDOF YL TIER S A 2 v 7Tk FT
B2, WEILTNTO VTY A— M LTRILREEZIT> T EE0,

213SSH72 ATV " bDT 7 A

N/ZV&E@%H??%T/F%@WLT SWP2 @ SSH H— 3—|Z#i L, BfEAITWE T, SSH Z#FEH L7

REZAT O T2OIZIE, T, BEHEREAP v T —27)OREEAITV, RIZ, SSH YV — N—DFEEZITTWVET,

SWMOHPTLVX@&Eaowri\uT@&k@fﬁ

« IPv4 7 FL ADOHHREIL. VLAN #1 2% L. ip address dhep 7% & L TV E T,

e IPv4 7 RUADZEFIL, ip address =~ > R TITWVET,

SSHZ A7 2 b oT 78 AT 5856, FHIIC SWP2 DLL T OREN LTI,

+ ssh-server host key generate =~ > K C SSH #—/3—D 7R A MEDOERLE L E T,

+ ssh-server =< KT SSH V— _—pe 2 ANz LE T,

« username <) R Ca—H—£ L XAT— RDOXGEE LET,

SWP2 @ SSH H— S —#EEIC >\ Tix, LLFD & BV T,

» SSH $¥—s3—~D 7T 7 & AL, VLAN HAL CHilf#lTZ ., ssh-server interface =~ FTRETZ 7,

o UTOHELZYVFR—FLTWRWVWOTIFEELZEIN

« SSHu bain"—Tg 1

o RRAT— RERGELIAN O 22— —FHGE (AR A b _X—RAGRGE, ABSGERE, 7 v LY« VAR AGERE, GSSAPI #%
7iF)

o F—bET74TU—F 47 (X11/TCP #5i%)

+  Gateway Ports (7" — k Fk)

o 8RR — ROFFA]

F£7-. SSH 7 T4 7 > bRt DB 7285 R — b Z & Z2"[ARNER(VTY: Virual TYpewriter)dh— h" & W&

T, SSH 7 T4 7 > b O KFERHEGEIL, SWP2 O VTY R— MIKIE L £9, SWP2 D VTIY &R— MMIHOWT

X, AT Ly T3,

o VTY AR— F OGRS, 8 HD VTY R— hAD:0~7))ME A A[RE & 22> TUvE 9,

o VTY &R— FIOMeFRIX, show running-config | include line vty =~ > K G\ E 7,

o VTY R— FEOZEF X, linevty =2~ R TITWET, (K 8 HID:0~7))

2%, VTIY A— M OFEIL, line vty 2~ > R TG VTY RA— F2EE LI2th, 74 2 F— RIZBITL TITWE T,

PSR AR — X SWP2 NESCID EH L 928, v/ Aty a & IDOE Y Y TUIER Y A 2 v 7 IkFET

Bz, WEILTRTOVTY A— MIxLTRILEREZIT> TLES W,

214 2V —)VEZ—IF)VIVTY DFRE

SWP21Z, 2V — L Z—IFBIORVIY IZH LT, UTEZHRETEET,
1. BEMELHIET DX A4 LT 7 FEER
2. WAREE D 1 _X— Y DOFRITE

REHH

ERNE

R
%

i3 UGS Ny F/AVANVAE: - S ol el = B N el = B o
IG5 TOW RTE L

MEMELHET DX A LT 7 MR- Eﬂg iﬂ&?'@ﬂéi T%ﬁ;ﬂ%%ﬂ;ﬂi?

KEREIX, 74 2 F— KD exec-timeout =~ N TiXE
L. kOB a "L/ 7,
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it A ] ﬁ@l&—yétbmﬁﬁ%?ibiﬁ
0~51217/1 R—VHREARE T, MIHIRGE TIX, 2417/
— o TWET,

AIRRETRREIT O &, 2317RRE, " More---" &3
REN, F—ANFEFLERY £,

KE’)JEE X, LT 2 E HY . ENDIAEFIZT AT L
SRR 1~V ORRTH S ERET

1) FEFFHE EXEC & — R terminal length ==~ > R
2y ra—\var 7 g4 Jb—3a E— RO service
terminal-length =~ >

DORBEITIARZ M LTV D —H — |2 — I A %)
IS HHHEET, a2~ FEITH., AEICKMmIILET,
DDOREFRDOE Yy avrnbBGohEr0 9,

2.2 FE(Config) 7 7 A M K Bk
B aw R—=RERIR L7 7 A VERE(Config) 7 7 A /L & FENE T,

SWP2 |2 E LB L, TFTPIZ XL Y LAN EDAR A Rv5 Config 7 7 A V& LT 2 &N TEET, £
BRA B O Config 7 7 A V7 SWP2 IZHHAFEE THRELITI 2L b TEET,

Config 7 7 A WMIBERDRELFIR LTS D TH Y | FrEDOREL T it L2V 2 Rl 2H AT
DFHZ LIFXTEEHA, Config 7 7 A /LIX ASCI + 24T 21— R(CRLF £ 72X LF) THKT 57 F A N7 7 A 1 &
[./i‘a‘o

72¥., Config 7 7 A L OWNEIX, :V/Fmiﬁ%ﬂix X —DFRER EONENIE L FLilk STV 5 M4
HYFET, MESTEEXSNENRD > THAITIE, TORNRITEEICKM SN TEE I ET,

221 TFTP 7 AT b 6DT7 78R
TFTP 12X Y Config 7 7 A VAN LD F570I21F, 3, #EHEREEAP > N T —27)OREELEITV, RIZ, TFTP
Y= N—DOREEITNET,
SWP2DIP 7 KL ADEREIZOWTIEL, LFD LY TF,
o IPv4 7 FL ZAOWHEREIL. VLAN#1 1% L C. ipaddress dhcp Z 5% E L TV E T,
o IPv4 7 RUADET|L, ip address 2~ > K TITWET,
SWP2 @ TFTP #— R—BEREIC DWW T, LTFD &Y TY,
o TFTP — —HEREO MR EIL, T 7 4 /L hAR— KNUDP R—k 69 FH)TEREI L TWT, EInbDT 78 AE
Fr SR THEEA,
o ZER— FEZOEEIL, tftp-server 2~ 2 R TITWE T,
s TFTP #—/N—~D7T 7 & AL, VLAN HAL THIFH T X | tftp-server interface =~ N TRETEXET, 77/ &R
ZFFA[9 %5 VLANID 3% E L TL 7280y,

22 RET 7 AINDHHAH LIEE AL
BRIET 7 A NDOFEAH L/EZIARIL, LAN EOKRA 23D TFTP a2~ REFETLET,
FAH U/ EZIARLEITIRET 7 A VIZLLTO@EY T,
s WETTAIN

%t CONFIG X7 7 AN A e
running-config CONFIG 7 7 A /L (.txt) fﬂz)iﬁﬁ ROBGENR (A
CONFIG 77 A L (txt) | RIF ST OBEM (G | ysgR 2 — v 5 ¢ v 72

startup-config K TE) £ v F #1 ON

USER & — R/DANTE & N .
T RTOFRE (.zip) AT@ E) AA »F #1 OFF
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U7 7 LU A | avy ROMEWE

RIET 7 ANV DFEAAH L(GET)/EZIAAPUD DY E— ML LT, UTFEFELET,

KRBT 7 ANDY E— hXA(HEFEE)Z L)

%t4 CONFIG |%&7 7 AL YE—h2 | BAHUGET) [EFEAHPUT) | BEHEES)
running-confi CONFIG 7 7 A confi o o -
ECOME L () g
CONFIG 7 7 A
config0 o o) -

startup-config b (txt)
(USER £— ) s .

ﬁA. TORGE config0-all o o -

(.zip)

CONFIG 7 7 A config] o ) i
startup-config b (txt)
(DANTE £ ]\\\) > Ean==1

—aﬁ‘j\f@'ﬂ‘m configl-all o - -

(.zip)

T, BRET 7 ANVEEAE, BBV AT A2FHESHSE-WEAIE. LT Y £— b RAZEBELET,
USER E— ROLAEZTT,

WNRT7 7 ANDY) ET— b RA(HEBHEESH V)

%% CONFIG %R 7 7 AL YE— k3R FAHL(GET) | FEAAPUT) | BB
CONFIG 7 7 A
reconfig - o o
startup-config /b (.txt)
(USER £— F) S .
jA. CTORGE reconfig-all - o o
(-zip)

BRET 7 AN EEZIAHPUT)T H & &, %4 CONFIG, BLU, ®R7 7 A VOFERINE LW & a2fR LT 72
él/\o

Mol 7 7 ANVERETDEELI X TEEHA,
AT 2a~r FOERIZ. ZORA RO OS(TFTP 7 74 7 2 MITKFLET, ROBICHERELTEITLTLLES

Wy,

SWP2 D IP 7 N L 2

HREE— RIS T U E— R"TITVE T,

UE— b /RADH% AHIZ"/PASSWORD" & W ) TR THEIANRAY — REZFET OMERH Y £,

BHSAT — RRPIHIEREDORETIX, RET 7 A VOGAH LIEXIALEZTHZ LT TEERA, AT THE
HNAY — REERTLH0EN DY F3,

UE— h/3 R config" & f5E L T PUT(FH XA T D56, BUBEMTOREITH LT, BMEiZ EHESZL
£7,

RELZBMETIIEE L2V DIZONWTE, BUEER L TWAREDEE L0 £,

Flo. REMIRIFSNRNTZD, RFLIEWEEIT write 7~ 2 FETRIF LTI ZEN,

5k S 472782 U — R(password 8 <° enable password 8 ® =1~ > R#Z)iL, TFTP T running-config |~ PUT L
THOREICKMINEE A,

Tz, B SN AT — REETe2—H —Oi%E(username 2~ > R)ix, = —HF —DOFEHAEN TOILEH
oo

23 A v

SWP2 DEFMNTETTHE, B/ A VBEHERRTLET,

HE L= ENRNART—REANTHZ ETul A 3T52ENTEET,

PR ETIT, IMEBE—VF -2 REINTEY, 2—¥ —F:admin, /YA Y — K:admin T2 /A > FT5Z LN
TEET,

o7 A

Username:admin
Password:

n7A O Y —)VEH
SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.
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SWP2>

MIEH AL —F—Tu 7o Licha, PRIOANAY — REFBENPRRSNETOT, NAV—RFE2ERLT
TEEVY,

o NAU— RZST

Username:admin
Password:

SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

¥, NAU— R 3 EhEkE THRIER 7256, 1 offe 74 NGRS E T, | offilk, ELWVWSAT—Raz A
LTS,

o B A BRI

Username: user
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Il A UHIRISNIZ—F =0, BUONRT — RERIEZ D EHIIRRFEAEF S ET,
o HIRREFRFEBEZRICIELWSAY = R2 AT 52 L TR A TS5 X920 9,

24 a2~ FANE— FIZDOWT

2.4.1 2= RAJIE— FOEAR

SWP2 DR EEFLRES IR A TH5E, Mo~y FATE—RNIZEB LD, a~v 2 REEITTILERD
DET, I~ FOANETE—FREFLUTOL I REBICSIPNTEY, £2xDEF— R TANTELa~v> RBRERD
F9, 22—V —lk, T N TH LT, BE, EOF—RIIWDIODMERT DI ENTEET,
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O I ¢
(JERD— R ADEm)

exit, logout

Dﬁ{yﬂml

JEHEEXECE— I
(A—HE—R) SWp2>

enable /administrator disable

FHEEXECE—R . SWP2#
exit, logout
configure terminal
20—/l
T IL—3 3 E—R SWP2{config}#
interface®i &
&gy :
m Y B2 PRESELY N SWP2{config-if)#

o< FASTE— FOERBICEET AN 2o~ N, UFERVES, Fao— o747 1L—v 3%
— R Bfiflar 7 47—y a = ROBBa~<y FZonTid, MEplar 74 7b—rart—F 2%
LTI,

+ exit AV R

* logout =¥ K

» enable =~ > I /administrator =~

+ disable =¥ |

+ configure terminal =~ >

e end IR

242 AR 2 7 4 T L—Y g UF— R
fErl=> 740 7 b—3 3 F— KEiE, LAN/SFP+R— F VLAN A ¥ —7 = — A QoS 72 &, FrEDIEAH (Zxt
T LM EEIT O 2DDOE— ROBRHTT, a7 47—y arE—RIADIZIE, Ze—var>
@4 T = arE— RCEE—RNIIBHTIHODOa~y REETLET,
SWP2 ORI 7 4 7 L—ya e — RIIROLORH Y £, Ha 7 4 7 L— g F— ROPIZIERE
BiLEnTWab08H0 7, flid, RVv—<yv7E—RFR >R —<v7 7 TRAE—FTT,

ERlay7 407 v—vareE—F |(BBawU R A=A
A F—T2—AE—FR interface =~ K SWP2(config-if)#
FA - K line con =¥ | SWP2(config-line)#

line vty =~ > N

VLAN &£— R vlan database =~ > N SWP2(config-vlan)#

VLAN 77 B A< v E— K vlan access-map =~ > K SWP2(config-vlan-access-map)#
MST & — | s\ﬁa}?nmg-tree mst configuration = < SWP2(config-mst)#

JIAR T E— R class-map =~ > SWP2(config-cmap)#
RY)v—vy7E—F policy-map =~ > K SWP2(config-pmap)#

RVv—~vv7 7T AE—F class =~ R SWP2(config-pmap-c)#
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BRlay 740 7 v— g vE—F

Ba<wr R

A=

b

aggregate-police =~ > K

SWP2(config-agg-policer)#

LLDP =—> x> hE—F

Ildp-agent =~ >

SWP2(lldp-agent)#

A—NT o L— FE—F

mail template =~ > N

SWP2(config-mail )#

AT a—NVT T L— R E— R

schedule template =~ > N

SWP2(config-schedule)#

RADIUS 27 4 /L — g »E—
K

radius-server local-profile =~ > N

SWP2(config-radius)#

243 A~ R T DTVT 47 A

O Ry 0T VT 47 AF, RA MEERLTCWET, YIEMRETCIIFAA N E LT, T4 T
% [SWP2| #FE XL TWVWET, AFERIL, hosthame I~ RTHA NARETAZ L TEFTXET, SWP2
FEEHERA L TWAEERE, FAL v FITHlx DAFIEHREL T ZE T, BHENALLTLS Y 9,

RANLDER

SWP2 (config) # hostname Switch-012

Switch-012 (config) #

244 B2 HANJE— RDa~ L RET

SWP2 TiL, B— R LRI AgER o~y RNER L0 FETARERE—RFETERB L Ca~y REET LR
NIV FHA, TNEMRHETH a2 FELT, doa~wy RERELET,

do o~ FAFERTAL, T R_RTOaLy 747 b—arF— RO EXEC B— Roa~vy REETTHI &
MTEET, 2RI, T R_RTChar 747 —arF— RO HEEXEC E— NIcBET5Z 72, BT
a7 7 —2ar 3B aE L0, REDRENAREL 20 £,

7272 L. do TITHIZEHRBIIFIH TX oW e, Z20RITHK 2~y RE T VAUV ETZITEANER TAT T 580

b ET,

TNAYL T AT T BHE

SWP2 (config) #do show running-config
« BRETANT 256
SWP2 (config) #do sh ru

2.5 a2V Y — )VEHRAREO X —R— REfE

2.5.1 =2 — )V A1 D EAR#EE

SWP2 TlE, 22w RI4 v T, LLFOBENAIRETT,

o =Y IOKE)

R RHRME i - 1
- 1A LT
— | CFEICBB L ET

Esc i F#&IZ F

| HEEACRE) L £ (00— MRS 3 2 MR O R
DICFOWRICHEH LET)

Esc i %12 B

| BREAEICBEI L (0 — Y WVLEBICH D HEED JLiA
XFCBELEY)

Ctrl + A ITORFIZBE L ET
Cul+E ITORRBIZBB L ET
o ATILFOHIER
F—R— NEIE BB - BE
Backspace

Ctrl + H

H—=INVDEHDHLTFEHELET
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F—R— FEE B - %

H— I MANLEDLFEHIRLE T,
Ctrl+D o<y RITRZEOREETAREEZ L7261, exit =
< RERUEWEE 20 5,

T = MBS, HIOZE [ DA E T A MR L %

_g—

Ctrl +K H—=INNENSITORBEE TEHIRLET

Ctrl+U AT O FEEZETHIBRLET

.« DM
%R — N ]

H—=INMAEOLF L FOEMOXF 2 ANz £

Ctrl +T T
H—=INVPTORRBIZH S L&, ERIOXF L Z DRI
DXTFHE A2 FT,
JEHFHE EXEC ©— K &8 EXEC £— R TliX, AJIH
Do~y REMIEL TROITICEY £9°,

Cirl + C Rz 74 7 L—3 a3 »rE— Rl Ao~

v RTTRREE L CHHE EXEC BE— RICEB L ET,
BEFE T O3~y U Z W LE7, (ex: ping =
<~ R)

MRl 7 4 7 v —3 3 »F— b FEiE EXEC & —
Ctrl +Z NIZERLET,
end 2~ RERUEMEE 7220 £97,

252 a<wy R~
aAv Y RIA L ET"%2ANTHIET, BECTEDa~v L RERIFANAT AT —5RETEET,
SWP2#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWP2#show vlan

253 Af1a< v RofisE. ¥—V— FEMF—EOFER

ayY—)b bETavwy RATEFIZ, "Tab"F—% 5L, a~v>r FaRfiesnEd, £z, ¥—U—RFANKIZ
"Tab"F—Z M9 & RICADNARER T — U — RO —E 2 F R LET, AEMEZ, "Cul+ 1" —%2 L TH AR
RENMEL 720 9,

A~y R4 O

SWPZ#con"<Tab>#w~€jﬁ7ru
l

SWP2#configure
« F—U— FEM-EORTR
SWP2 (config) #vlan "<Tab>¥—% 4"

access-map database filter
SWP2 (config) #vlan

254 a< ROEKAS

A~ REIFANTA—F—2EME LT AN LR, ANWShEXXFR—EDa~y RERIFINRTIA—F—L LT
BT DA, TOa~vr RRFEfTENET,
< ROEWE A J115(show running-config)
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SWP2# sh run

255 a2~ KA R —

gy Re AN —#fER AT AL, BEICADLEa~y REMHEABRECHEETLEY, @EICANLES
< RO ELEF L CHETTHIIENTEET, 2~ FE A MY —%, £F— FSEOBREL LTHEREIN
*9,

BEFIEIZHOWT, IR LET,

F—h— FEfE B - S
T
o<y RERZ Zh0iED
Ctrl + P
!
a~< v NgEEEtED 5
Ctrl + N

2.6 [show| ThEEHa~< K

261 FET 47747

TT 4774 TIE, show 2= RPN THEHRE 7 4 N Z—(ZBL, RERIERICNEZKD Z & CTHRAEHEIZ
R <ERLET,

SWP2 Tl&, show I~ ROET 4 77 A7 L LT, RO IFEEEERMEL T,

ETTFAT7AT A
include
BE LA EEtiTiR 2725
grep
exclude BE LA EE R T2 75

B, BT AT A TITHE—CORERFRETT, HEIEET A Z LIFTETERA,
+ (#) show running-config T VLAN #1 Z & el H A2 FRT D,

SWP2#show running-config | grep vlanl
interface vlanl

http-server interface vlanl
telnet-server interface vlanl

« () show spanning-tree C Role % & ol #H 2 £ /RT 5,

SWP2# show spanning-tree | include Role
% pol: Port Number 505 - Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State
Discarding

% portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Disabled -
State Forwarding
% portl.2: Port Number 906 - Ifindex 5002 - Port Id 0x838a - Role Disabled -
State Forwarding
% portl.3: Port Number 907 - Ifindex 5003 - Port Id 0x838b - Role Disabled -
State Forwarding
% portl.4: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Disabled -
State Forwarding
% portl.6: Port Number 910 - Ifindex 5006 - Port Id 0x838e - Role Disabled -
State Forwarding
% portl.7: Port Number 911 - Ifindex 5007 - Port Id 0x838f - Role Disabled -
State Forwarding
% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Disabled -
State Forwarding
% portl.9: Port Number 913 - Ifindex 5009 - Port Id 0x8391 - Role Disabled -
State Forwarding
% portl.10: Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
State Forwarding
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3=

a7 4L —Ta v

3.0 REMOER
SWP2Z, ATOar7 4 7 &AL CTREEZEHLET,
ay7 4 7 OEE B! W REZR > — Y —HIE
P
Y=y ALY (7 (uming | BUEBEROREN, RAM LT | (o BT Y ST A DR
config) AT —UERED NN I T T ar T 4 7
~OLEAF(DANTE £ — FHF)
USER £ — R ClZ, Flash ROM E{Zf% g
AP — R NT w7 ar7 47 (startup- |17 LTZaXETE, = . o .
config) DANTE E— R TiL, 774/ b3 (?JS/EE ;Z?\E/%;? A ZIC LD HH
7 4 7 L RRE DR ENM, ‘
Ny 7T w7 a7 47 (backup- ?fg;ﬂf; ;F#ﬁzé%oﬁiféngg% Fr=vTaryz 4 JI K BAEH
config) % OB, Has B (DANTE & — RF¥)
F 7 F )L s OFEME, Flash ROM E
N . N TEHT 5,
;;ﬁ”hj/747m&m“ BEEIEOT ¢ v T AL o F #M3 O | BfRa
& BEITL > TRIRS D VLAN 7V
v bETIEREND,
SWP2 D A7 AZENRE, LLF O E 2 £97,
1. T4 v 7T AL vT #1 5L, CONFIG E— RERET D,
« T4 VT AL vF #1 B EOFF)DH4E,. DANTE £— K ClEEIT 5
« T4 vT AL vF #1 N TFON)DOHE, USER £— K TEEEIT 5
2. % CONFIG E— R LIz, AZ— T v 7lar7 4 0%RkET 5D,
« DANTE E— ROHE
© TUVT AL TR OREICEL > CGBIRENDT 74V bar 7 4 Z&EEHAT5
« USER E— ROHBA
+ USERE—FHODAX = T w7 ar 74 VRGFETIHE, 4T —X&2HEHTD
e USERE—FRHOAZ— R T w7 ar 7 4 FPHFIELRWGE T 4 v T AL vTF #2H3 O EIT L - Tk
RENATFT 74N har 7 4 VAT S
3. RAA— K Ty Far 74 0% RAMM bico = a4 7L LTRET S,
« DANTE ®E— RWFIZNR I T v 7T av 7 4 FFET DG, 8T — 4527y =07 ar 7 4 i LEXR
B9 %
SWP2 IEAHFICa~y RRETHREEZAETHE, BRLEZNFITTSIITG =0T ar7 0 JICKBENET,
Ty ar 7 4 FEER L, USER £— R Cit write £721X copy 2~ RE2FE(TTHZ LT, AX—FT
wTFar 7 4 IREHENET,
F72. DANTE & — FTid backup-config =~ > N&ZFITT 52 LT, Ny s 7 v Farr s FREHINET,
WIE - BERLTENFERFELRVCTHE#HTL &, %€ - EENEREDNET, THEEIZSN,
32F 74V N EE

SWP2 Tid, TA v TAA v TF M IZL > THRESNZ VLAN 7V y "B, FT7 4L REBERVET, T
4 TAAL v F #H DRTEICKTT S VLAN Uty N2 A L3 To LB T,
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ok, THHAREOREIX. ABICHHIN-K a2~y FOUREREHAINAbIF T, UTFTOF 741
FREMIZ/R > TWET,
o T U VT AL T HUHI DRT

— RIELE - VLAN 7U %y k¥4 7
|-(OFF) -(OFF) Normal
F(ON) |-(OFF) A
|-(OFF) T(ON) B
F(ON) T(ON) C

EFETABLIOT ) £y MUBOREEER L, KICETAITLOT Y by MEAOREMERLET,
e EFABIOF Yty MESEOT T 40 }\Eﬁﬁf(‘\/X?A/ﬁﬁ:)

RESH REHEHE 77 4 MR EE
ay ) —)VHEA LT T b 600 sec
Ui AR R VTY ¥ 8
FRTER 24
) B — A — :;;di;%:admin\ INA T —
E=Y=TAT b AT — R admin
RAT — ROt W5k L 72
HA L — UTC (£0)
R P NTP H—/3— L
NTP H58 /5 1 IRFIC 1 (A
RMON ik R
sFlow EUl= LS

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swp2.bin

v m— K URL
Ty —AU T BH

VeV a Xy OfF FERI L 720
2 A LT 7R 300 sec
BE HHEZh
LLDP -
H Bh7% EHEEE EZh
BE HEN(ZE LA
L2MS :
sl Tz MEFEART)
debug L~y a JHI T OFF
information Lyl 1 7't/ ON
SYSLOG :
error L~y 7 H ON

SYSLOG #—73— L
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RIESHH REHEHE 77 /v MR EM
TELNET #—/3—1kfg S U )
TELNET #——7 7 & X VLAN #1 O ZFF7]
SSH #— 3 —iKfi& LB L 720
T Uk A TFTP #—/3—1kHE FLEh L7z
HTTP H— 3 —ikHE EET 2
HTTP Y —"—7 7 & & VLAN #1 O 3]
T =7 HTTP Hh— " —IkfE L) L7220
&5F VLAN VLAN A V¥ —7 = — R VLAN #1
MAC 7 R L % H#)%# A%
L2 Af v F o g§7pvxgaigihyyﬁ3mwc
A= T Y — A%
MEL— TR A%
DNS 7 747 b B{E B
QoS A%

N7 7 4 v 7

QoS DSCP-3%/5 % = — ID &7 —

DSCP:8 — X3 = —:2

7 FRELSL — EEF 2 —0
7 1 —ill {8 (IEEE 802.3x) %)
Web GUI SEERE YegE
TTNAVBLOT )y MLEDOT 7 4L FERE (LAN/SFP+R— )
RESH REHHE 77 4 v NREH
HEEBE T — NRE auto
7 mA/A kL— BB B
MRU 1,522 Byte
FEATRE A— hDOFHH L
EEE 7
Port Mode 7V kY MK
7ITJ& VLAN ID T Uy ML
L2MS L2MS 7 1 V4 — 7'Vt v MRS
12 At 9 F o ANRZ T — 7'y MR
MhE L — 7R g
QoS FF A FE—F DSCP
N7 7 4 > 7 il 7 11—l (IEEE 802.3x) e
2 b — Ll )
SWP2 ® VLAN 7'V & > k Normal D7 7 4 /L % 7E (3 AT L42K)
RESH REHHE 77 4V FREME
P~ T 2 I e TOMPIMED 7 i 15 5 sco)

SWP2 @ VLAN 7'V &~ b Normal ®F

T 7 4 v FEEE (LAN/SFP+7R— 1)
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Interface L2MS Filter LAG(Static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) x
portl.2 Disable - Access 1(default) x
portl.3 Disable - Access 1(default) X
portl.4 Disable - Access 1(default) x
portl.5 Disable - Access 1(default) X
portl.6 Disable - Access 1(default) x
portl.7 Disable - Access 1(default) x
portl.8 Disable - Access 1(default) x
portl.9 Disable - Access 1(default) X
portl.10 Disable - Access 1(default) x
portl.11 Disable - Access 1(default) o
portl.12 Disable - Access 1(default) o

« SWP2 ® VLAN 7'Vt K Normal D7 7 4 /v Fg&iE (VLAN A > ¥ —7 = —R)
*  VLAN #l(for Dante and Control)

* IPv4 Address: DHCP

* IGMP Snooping: Enable
*  Querier : Enable
*  Query Interval : 30sec

» Fast-Leave : Disable
e Check TTL : Disable

« SWP2 D VLAN Ut v F ADT 74 /L Fi%iE (VAT LEK)

BRENR REHH 774 NRGEE
P L5 A N e TOMPMLD 7t 5 seo)
« SWP2® VLAN 7'Ut v b ADFT 7 #/V hi%E (LAN/SFP+7R— )

Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) X
portl.2 Disable - Access 1(default) X
portl.3 Disable - Access 1(default) x
portl.4 Disable - Access 1(default) x
portl.5 Disable - Access 2 x
portl.6 Disable - Access 2 x
portl.7 Disable - Access 1(default) X
portl.8 Disable - Access 1(default) X
portl.9 Disable - Access 2 x
portl.10 Disable - Access 2 X
portl.11 Disable

sal Trunk I(native), 2 o
portl.12 Disable

« SWP2D VLAN 7Vt h ADT 7 4L hi%E (VLAN A > ¥ —7 = —R)
*  VLAN #I(for Dante)

» [Pv4 Address: DHCP
* IGMP Snooping: Enable
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« VLAN

Querier : Enable
Query Interval : 30sec
Fast-Leave : Disable
Check TTL : Disable
#2(for Control)

* IGMP Snooping: Disable
« SWP2 D VLAN 7Vt v F BOFT 7 4L hiRTE (VAT LE1K)

RIESS BUEEH 774 MM
P L% % D e 1OMPIMLD 7y 09 5 s
« SWP2 ® VLAN 7'Vt B D7 7 4L i E(LAN/SFP+3R— 1)
Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) X
portl.2 Disable - Access 1(default) X
portl.3 Disable - Access 1(default) X
portl.4 Disable - Access 1(default) X
portl.5 Disable - Access 2 x
portl.6 Disable - Access 2 x
portl.7 Disable - Access 1(default) X
portl.8 Disable - Access 2 X
portl.9 Disable
sal Trunk 1(native), 2 o
portl.10 Disable
portl.11 Disable
sa2 Trunk 1(native), 2 o
portl.12 Disable

« SWP2 D VLAN 7Vt k BOT 74 /L hiR#E (VLAN A ' X —7 = —R)

« VLAN

#1(for Dante)

» [IPv4 Address: DHCP
* IGMP Snooping: Enable

Querier : Enable
Query Interval : 30sec

» Fast-leave : Disable

« VLAN

Check TTL : Disable

#2(for Control)

* IGMP Snooping: Disable
+ SWP2® VLAN Ut v h C DT 7 4 /v MR E (LAN/SFP+7R— |)

Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) x
portl.2 Disable - Access 1(default) x
portl.3 Disable - Access 1(default) X
portl.4 Enable - Access 2 x
portl.5 Enable - Access 2 X
portl.6 Enable - Access 2 x
portl.7 Disable - Access 1(default) x
portl.8 Disable - Access 1(default) x
portl.9 Enable - Access 2 x
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Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.10 Enable - Access 2 x
portl.11 Disable - Access 1(default) x
portl.12 Enable - Access 2 x

« SWP2 D VLAN 7'Vt v K COFT 74/ FEELAN A > & 7 = —R)
*  VLAN #1(for Dante)

* [Pv4 Address: DHCP
» IGMP Snooping: Enable

*  Querier : Enable

*  Query Interval : 30sec

* Fast-leave : Disable

e Check TTL : Disable
*  VLAN #2(for Control)

» IGMP Snooping: Enable
e Querier : Enable
*  Query Interval : 30sec

* Fast-leave : Disable
e Check TTL : Disable
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B4

PRST « IE B RE

4.1 XA TJ— K

4.1.1 FENRZT — FORE
[ER
enable password password
5 —5—]
password OBENR AT — R
PARPTFTBLIO &L | &> L2 L EATFER AT T (G2 SUFLN)
WA DL A IR T TRI T 220
(AR E
enable password admin
[AJIE— F]
sua—s\)var7 4 b—3a E— R
B

et EXEC B — RABAITT AT 00BN AT — RERET 5,
FTITH NIRRT —RTHD admin [ICEFETDHZ LT TERU,
[/ —F]

password-encryption =21~ > R|Z L7228 TS L S NTZ/RA T — ROEE, 2227 4 7 1 Cld"enable password 8
password"DIEA TR RSN D,

=P Favr RIAL b ar 74 FRETHEE, ZOBXTATTH I LIXTER,
FEENFIC, BB NA Y — RPERE ST WIEEIE, PIHIE R/ N2 T — R(admin)Z HBIFIZERET D,
[ E 5]

BHSZA T — KL LT adminl234 23 ET 5,

SWP2 (config) #enable password adminl234

4.1.2 7RRA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

$5 A =5
switch D NRAYU — RSS20 0
RIEE B
enable ISR A B
disable Bk L7
(AR 2
password-encryption disable
[AS1E— F]

Jga—)arz 4 lb—y g rEw—NR
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[FHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCASHL7Z/RAU—F%, 3
7 4 THTCIEN S SN TRET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2L L . password =~ > K enable password =~ >~ | username
TAN LI RAY—RE, ar 7 4 ZHTIREXO F FRFT D,

[/—h]

WA — ROWSbZ BN O AMIER L72GE13, BRICREFHADO/IA T — NI b S vz gz
EHEINDD, ARPLEMHIIER LI2GEE, BRIcE S Tnd ar 7 4 ZHORZAY — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWP2 (config) #password-encryption enable
INAY — OB G2 TN T D,

SWP2 (config) #no password-encryption

42 22—V —Tho v MNEHE

421 2 —YF—DOHE
[E=]

username username [privilege privilege] password password

no username username

[F—TU—F]
privilege D = —DOHEREEET S
password D 2=V —DNRRT— RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege DR R AT B D
X EME A
FEHE EXEC E— RBATRFIIC N AT — RD A
on FIDRKD 7
Administrator #£fRC Web GUI |27 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RO A
off MRDEND
Guest #EfR T Web GUI IZT 7B ATZX %
password D a—Y—onr A RAT— R
PATHTEIO L L | &> L2 LR T ERLS PATSG2 XFUWN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AFTE— F]

Ja—\)ary7 41—y g T — R
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[@iA]
—F—ERERET D,
2P IERITIR KT I3 ETHIRTE D, 7272 L., privilege off D= —H — (T K 32 % T, privilege on O =—
P—lZ T IR LE 22D,
UUTOHGETZ—F—4 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

FIT ) "R AT— R Th D admin 1T/32A T — RE L THEATEZRU,
[/—F]

password-encryption =~ > R E SN TWeiE, WAV — R 5t =7 ¢ 7 L Tld"username
username 8 password password" DFE TR R Z 5,

A=Y= Ta~v I RIS NHar T4 TRETDHLE, ZORKNTANT L LITTER,

ECENFIZ, privilege on D —H =723 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BEENRFIZ, NAT— RBRRE SN T RN —Y =T a2—P =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—H— userl234 Z R ET D,

SWP2 (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 # 3/ ET 5,

SWP2 (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege
[¥—TU—F]
privilege D a— Y —OHEREZIEET S
[73T A =4 —]
username D a—F—4
A G (32 SUTFL)
privilege D FREERATET D0
BEE BIL
FiHE EXEC £ — NBATHRFIZ N AT — FOA
on FIDIKD BN
Administrator HEFR T Web GUI (IC 7 7 £ AT
EA)
FiMe EXEC & — FRATRFIC/SAT — RO A
off NHRO B D
Guest #E[E T Web GUILIZT 7 EAXATZ 5
[WIHIRRE]
L
[AJ1E— F]
Jsua—s\varz 4 b—va e —R
(B8]
IR HD A — Y —OHEREZEET 5,
[/ —}I]

FBERD 2 — P —TITRE T E R0,
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[ EH]
BRERFE D 22— — user1234 |ZHEHELR T 54 5,

SWP2 (config) #username userl234 privilege on

423 0 A v a—F —FEROER

[ER]
show users
[AFTE— K]
FJEHFHE EXEC B— R, B EXEC E— R, Y m— \Lary 7 4 V' Lb—3 g VE— R
[FHA]
A O —Y—FEREFRRT D,
FOHENERIND,
| Bl
vl A RERERRT D,
. con0 (I VT Y —R— |k
Line
vty N 13 VTY H— k
http N (& Web GUI
Own H & OBEGER— N OITIZ * % RRT 5,
User 0y A4 RO —W—ZEKRT D,
Status 0 A REEERT D, 22— =BT OSE,
Login # &/~ ¥ 5%,
Login time n 7 A R R R T D,
IP address Hfi—F—D P 7 LR & ERT 5,
[ EH]

A—F—Dn 7 A AMNERERTT D,

SWP2>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 - - -

vty 5 - - -

vty 6 - - -

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 = = =

4.24 NF—DRE
&

banner motd word

no banner motd
[2XT A—F—]
word DA TR L UNEARLT(256 SCEFELIN)
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[FIEIERE]

no banner motd

[AS1E— K]

sa—\)arZ g L—varyE—R

BN

ayvYy—nnalA4 URICEREINDI NN —EERET D,
[ EH]

RF—FK% [Hello World! | IZERET 5,

Username:
Password:

SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWP2>enable

SWP2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWP2 (config) #banner motd Hello World!

SWP2 (config) #fexit

SWP2#exit

Username:
Password:

Hello World!

SWP2>enable

SWP2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWP2 (config) #no banner motd

SWP2 (config) #fexit

SWP2#exit

Username:
Password:

SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWP2>

43 a7 4 T OEHR

431 =7 a7 4 7 ORFE
E&y
copy running-config startup-config
[AFTE— R]
FiHE EXEC £— R
B
BEEATOBRE(T =7 ary 7 4 NEREFOBREA T — T v T a7 407 LTRET 5,
[/— "}
REFXDAZ— T v T ar7 4 7%, BERORKT 1 v 7 AL vF #1 TRET D,
Ty ar T 4 FORGIE write 2w 2 RSP save 2 v RTHITH Z &N TX D,
USER — FOLED KR, Ka~vy RTREEZRIFTH I ENTE S, DANTE E— FOHE X, backup-config =~
Y RTMOREZHRFTHIENTE D,
[BRAEH]
Ty rarg 0 SEREGET 5,
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SWP2#copy running-config startup-config
Succeeded to write configuration
SWP2#

4325 = a7 4 S OBRTE
[EF=]

write

save
[ASE— )
FHE EXEC T— K, flplar 74 7 Lb—varE—F
[FFA]
BUEEH T ORE(T = ar 7 4 NERBEOREAZ— T v Tar7 4 7)) LTRIET 5,
[/—H]
BAFRDA S — N T v Tar 7 4 Jik, BEEOKKT 4 v T 2L v F #1 CHRIET S,
T = a7 4 7 ORTEIX copy running-config startup-config =~ R THITH Z LN TEX 5,
USER E— ROEEDH, Ka~ o RTREZRFET HZ LN TE 5, DANTE £— ROYA X, backup-config =~
v R T MORERRIET 5 2 LIS TX 5,
[3% 2 ]
TJo=r T arv o S ERET D,
SWP2#write

Succeeded to write configuration.
SWP2#

433 RIBBERED NN 7T v T EITH

E&y
backup-config

[AJ1E— ]

FiHE EXEC E— R

B

FEERREDRR EE N I T v 75,

Ny 7T TR BEEEIILL T,

« IPv47 FL R

o AR E

o —W—=T WU NORE

s Ty —AU=T BHOHKE

« SYSLOG Df%iE

e HTTP ¥ — —DHRE

« TELNET ¥— "—DiRiE

« SSH Y — —D%iE

e TFTP ¥ — D% iE

Aavr FEFTTLE, LROREREOREL Ny 7T vTar 74 7L LTRGFT 5.
DANTE E— R GBI L7- L XTI T v Far 7 4 IREETLHE. TOREX I A NTT5,
[/ — 1]

USER E— RCEIEFICAa~y REFE[TTHEZT— LD,

[ EH]

Ny Ty Tar7 e 7 uahfFqd 5,

SWP2#backup-config

Succeeded to write backup configuration
SWP2#
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434 5 =T a7 4 TOFER

[EFX

show running-config [section]
show config

[T A—F—]
section D R THEI VA
REME B
access-list T 7eAY A EE
http-server HTTP #—/\—[H#
interface A B —T = — ABHE
ip IP [
ipv6 IPv6 BHH
key FRIE X — B
12ms L2MS [
lidp LLDP (38
mail A — L BE
radius-server RADIUS #—/— [
schedule A a— LV EE
sflow sFlow P&H
snmp SNMP [
spanning-tree STP B
ssh-server SSH #—/3— [
telnet-sever TELNET #—/\—[H#
[AT1E—F]

Bl EXECE— R, iz 74/ L— 3 0F—R

B

BEERFPORE(T =T ar7 4 NegrT 5,
section {EEBMER I T N TOREEF T D,

[B%E R

Ty arg 4 Y EFRRT D,

SWP2#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWP2#

435 AF = NT v a7 4 T DRR

[EX)

show startup-config




A~y R 77 L A RS - EHIBERE | 37

[ASTE— R
¥t EXEC B— R

B

BERHCER T OREARZ— T v T a7 4 N eRrd b,

[/ —H]

FTRTDAX—NT v T a7 4 7%, BEIREORKT v T AL v T #1 TRET D,

(B EHI]
WEREEBEOZRZ— T v a7 4 FhFRT5H,

SWP2#show startup-config

|

! Last Modified: Mon Jan 01 00:00:00 UTC 2018
!

gos enable

gos dscp-queue
gos dscp-queue
gos dscp-gueue
gos dscp-gqueue
gos dscp-gqueue

IOV \ O i @)
O OO oo

telnet-server enable
|

line con O
line vty 0 7
|

énd
SWP2#
436 NPT o a7 4 TDER
[ER]
show backup-config
[AS1E— K]
¥ikE EXEC E—
B!
Ny Ty Farr7 4V eRnd b,
[/—}]
USER “E— R CHIWERICAa~y REETFTHEZ T — L5,
[F%EHi]
Ny Ty Farr 4 TreERrT 5,

SWP2#show backup-config
|
! Last backup: Fri Sep 7 00:00:00 UTC 2018
|
interface vlanl
ip address dhcp
|

interface vlan2

!

http-server enable
http-server language english
|

telnet-server enable
|

end
SWP2#
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43T AZ— T v Far7 4 T DHEE

[ER
erase startup-config
[AS1E— R
FikE EXEC E— R
[RA]
REFCHE AT OREAZ— T v a7 4 NS D EREEET D,
[/ —}I]
HETLDAZ = T v T ar 74 73, BEROKRKRT 4 v T 2L vF #1 TRIET D,
Bl

AR— R NT vy TFar7 4 T EHEETSH,

SWP2#erase startup-config
Succeeded to erase configuration.
SWP2 #

4.3.8 KIBHERED N 7T v T EHIRT S

[ER]
erase backup-config
[AFTE—F]
F¢bE EXEC £— R
[FAA]
RNy T v Tarr 4 7 xR+ 5,
[/— k]
USER E— RCEfETICAa~y REFETFTTHET—L D,
[EE B

Ny s T wTaryr e T EEIRT5

SWP2#erase backup-config
Succeeded to erase backup configuration
SWP2 #

4.4 FEBNVFR DO EH

4.4.1 BEMFRDOFR T

[ER]
show boot num
show boot all
show boot list

[F—7— K]
all L RBIEEOBIEA KT S fFE TR S
list L EBIEROBIE A AT S 1 E TS EAT S
S5 A — 50—
num ;o <0-4>

o LB S ORIES FRT 5
AAE— K]

FHHFHE EXEC £ — R, #5H#E EXEC £— K
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[@iA]

EENME R E LR T D,

[/—}]

cold start =~ > K clear bootlist =~ > R&Z(T3 5L, ZOEREILY VT b,

[BREH]

BUEDRBF R E R D,

SWP2>show boot 0

Running EXEC: SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)

Previous EXEC: SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Restart by reload command

EEEEO—EERTT D,
SWP2>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBFHDO I VT
[ER]

clear boot list
[AJ1E— ]
FiHE EXEC E— R
B
EENE RO BIEZHIRS 5,
[BXE B

EEERE 7 V735,
SWP2#clear boot list

4.5 ERBEHRFT

4.5.1 R IFRORR

[EX]

show inventory

[AF1E— F]

FERFME EXEC £ — N, b EXEC E— K

[FLEA]

KIEF L OVSFP+E Y 2 — /L OB ER A2 FoRT 5,
IFOmEENFERIND,

HH B

NAME £
DESCR R

Vendor R H—4

PID

a2 1D

VID

N—2 3 1D, BEHOLEIZ0

SN

U TNES

[EEBI]
Ll E £ T 5,

SWP2>show inventory
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NAME : L2 switch
DESCR : SWP2
Vendor: Yamaha

PID : SWP2
VID : 0000
SN : SMF00000
NAME : SFP1

DESCR : 10G Base-LR
Vendor: Yamaha

PID : YSFP-10G-LR
VID : V1.0
SN : Z5H00000YJ
NAME : SFP2

DESCR : 10G Base-LR
Vendor: Yamaha

PID : YSFP-10G-LR
VID : V1.0

SN : Z5H00001YJ

SWP2>

4.5.2 BEIEHR O

[F2

show environment

[ASIE— K]
FEHEHE EXEC £ — N, ke EXEC £— R

B!

VAT AOBEERERRT D,
DFTOHENRE RS ND,

o T—hNR—=T3gr

e Jy—AUzTIYEY g

. VUTNLEE

« MAC7 KL =&

« CPU fli 3%

o AEVUMHRE

s Uy —AUuxT Ty A)

+ CONFIG £— K

« VLAN 7' VUt v F(DANTE £ — REFD L)
o TUTAAR—L—F

o EBEFEZ

o BUERFZ

o EED D ORKEFRER

[ EH]
BEhERE £RRT D,
SWP2>show environment

SWP2 BootROM Ver.1.01
SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)

main=SWP2 ver=00 serial=S00000000 MAC-Address=ac44.£200.0000

CPU: 4% (5sec) 5% (1lmin) 5% (5min) Memory: 25%
Startup firmware: execO

Configration mode: DANTE

VLAN preset: Normal

Serial Baudrate: 9600

Boot time: 2018/10/01 06:14:46 +00:00

Current time: 2018/10/01 06:49:23 +00:00

Elapsed time from boot: 0Odays 00:34:41

SWP2>
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[ER
show disk-usage
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
(A

VAT LATHEML TN DT 4 27 ORI ZF =T D,

System : ¥ A7 AMEH T Y 7 GRER WA L)
Temporary : —FRFT U 7

[ E B

T4 A7 OERRIEFTT D,

SWP2#show disk-usage

Category Total Used

System
Temporary

454 ETHROFa 2ADER

E&N
show process
[AJ1E— ]
FiHE EXEC E— R
B
FITP DT uk 2 & —FERTRT D,
[EE B
FIThOTreAEERT D,

SWP2#show process

4.5.5 A E VFEHARHOERR

[F=
show memory
[ASIE—F]
kiHE EXEC E— R
B
TutAEOAT VEHEZERT D,
UTOEHZFRRT 5,

HH

AL

PID

ut A 1D

NAME

Tt A4

%MEM

WA E Y O AR

SIZE

WL A £ U Off 1 B (BENE)

PEAK

WyER A € U Off B Z AL E TORKAH)

DATA

BRAE A £ U —fE A X

STK

ARy THAX

Batl]
TatvREO AT VHHEYRRT D,
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SWP2#show memory

4.5.6 Y AN — MEBOER

[EFR]

show tech-support
[AJ1E— ]
F#kE EXEC £— R
[RLBA]

B AR — MEME R T D, HIr A — MEBRIZIE, UTOa~<>r FOETHRRPGEND,

a2 KR

b

N

2
izl

show running-config

show startup-config

show environment

show system-diagnostics

show clock detail

show disk-usage

show dipsw

show inventory

show boot all

show logging

show process

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

show ipv6 forwarding

O[O]O1O|O0[O|O1O[O[O]OIO[O|O]OIO[O]O1O0[O]O]1O010[O|O1O0[O[O]O010[0
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a<w R

|

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

M
OOOOOOOOOOOOOOOOOQ

(B E B
B AR — MEMEFRRT D,

SWP2#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***
!

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2
|

dns-client enable
|

vlan database
vlan 2 name VLAN0OO0O2

vlan 3 name VLANOOO3
I

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show environment ***
*** show disk-usage ***

*** show dipsw ***

# End of Information for Yamaha Technical

021

Support
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SWP2#

4.6 A7 ABC 2

4.6.1 VAT LHOCEZERREDOER

[EA]
show system-diagnostics
[AJIE—F]
FEREME EXEC £ — I, Fi#E EXEC £— F
[@i ]
FTARTOYAT LACZERER (77— b7 v TR, A7~ F2BER, ~ N AE=2 Y 72 R
R T D,
(R ]

VAT LHOZWERERTT D,

SWP2#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand

Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 o 7 8 9 10 11 12

- Health monitoring

SEFP Test:
Port 13 14 15 16

4.6.2 T~ RZWrDEST

E&y
system-diagnostics on-demand execute [no-confirm]
[F—U—F]
no-confirm D AT R OEITHRS (yorn) Z1THTRIRGEITT S
[AJIE— K]
F¢HE EXEC £— K
(@]

T R EETT S,
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ZWHIX T TD LAN/SFP+AR— b & ¥ v N T U35, Wi TRICIIS G Z2EiE R4 Rm L BEIIC S AT
LEFEET 5,
NI A—=H—FfBELRWEEIE, AT~ KMz IATT 508 ) D OMERERDBND,
DA EITTHHEAIT Y 2, FATLARVGEAE " EANTILERD D,

[/ —}]
F T v R Wik R OGB4 12 show system-diagnostics =~ > R CHERR TX 5,
[ EH]

FU T R EEATT 5.

SWP2#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...

4.6.3 A7~ v FZWREREOHIR
&3]
clear system-diagnostics on-demand
[AFTE—F]
F#kE EXEC £— R
[REBA]
F T~ v Rk Ra RS 5,
[EE B
FUF L R RE IR 5.

SWP2#clear system-diagnostics on-demand

4.7 /r— 7 )L

471 r—7 NBW D ET
B

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[/3F A —4&—]
ifname : LANR— DA U H—T 2 — A4
WGRDA L H—T 2 —A
[AFTE— ]
HitE EXEC £— R
[FLEA]
r—7 VWi E FEITT S, AiRlOZKRESIX show cable-diagnostics tdr 2~ > R CHERTE 5,
[/—}]
WS R ERTOR RO SRR S, BEr—7 V2 23T LA RN EEX SN D,
B!

portl. 1 |2 SN TV 5 LAN 77— 7 L Oel & £173 %,

SWP2#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdzr"

472 r—7 NBWiERDO I U T
B

clear cable-diagnostics tdr
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clear test cable-diagnostics tdr

[AF1E— K]

F¢bE EXEC £— R

[FFA]

AiflA] @ cable-diagnostics tdr execute interface =~ > RO EITHERE 7 UV 735,
[BREH]

AIE D 7 — T VMO EITHERE 7 VT35,
SWP2#clear cable-diagnostics tdr
SWP2#

4713 r—7 VEZERE R DRR

[ER]
show cable-diagnostics tdr
show test cable-diagnostics tdr

[ASIE— ]

FEHFFME EXEC E— R, %54 EXEC E— N

[RAA]

Hi[F D cable-diagnostics tdr execute interface =~ > ROFEITHRE R 2 FKRT 5,
[ EH]

Wil o — 7 NI DFATHE R R B,
SWP2#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 RRZI B E

4.8.1 B OFBIERE

EEV
clock set time month day year
[/3T A =4 —]
time : hh:mm:ss
4
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H ¥£7213 A4
day . <1-31>
H
year D AR(PEIEE 4 4)
[AJ1E— ]
F#HE EXEC £— R
B
VAT LRI ERIET D,
[EXE B

22 20154 1 A 1 B ORFO 4y 0 RMICERET 5,
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SWP2#clock set 00:00:00 Jan 1 2015
482 ZA LY —  DRE
[EX]

clock timezone zone

clock timezone offset
no clock timezone

[NT A —=HF—]

zone : UTC,JST
PEVERFREI AT SV TN D & ZICRRINDF A LY — 2 DA

offset : -12:00, -11:00, ..., -1:00, +1:00, ... , +13:00
UTC 75 DRFEZ AT

[WIHIRRE]

clock timezone UTC

[AJIE— ]

Jsa—x)ars 74—y g — R

[FAA]

BA LS = HRIET Do

no JEATHEITTH L, UTC 2%,

[BXE 1)

A L — 2% ISTIZRET B,
SWP2 (config) #clock timezone JST
B A I — 2 F UTCH BRI ET 5,

SWP2 (config) #clock timezone +9:00
483 F~—F A LOREGVIEL)
EEN

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[NT A —=HF—]
name =S LADRRATSNTWD L ZICRKIRT DX A LY — DA
A SET(T SCTLAN)
week T <l-4> F 723 first, last
HOME B ) Z46ET 5
wday : Sun, Mon, Tue, ..., Sat
e H
month : <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
HEix A4
time : hh:mm
1534
offset o <1-1440>
Y~ —2 A LORIIIBIMT DR, 5 THRES 5, 7 7 4 /L MEl 60,
[WIHIRRE]

mL
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[AJIE— K]
Ja—nmNnarz 4 b—va e —R
B
Yo S A DERET B,
FERE L2 LR TRRBB IO TT D010 ~—2 A L &2RET D,
RAIDOEGy T~ —2 A LAOBMEZ, 2 FDOEH S TR TR ZIEET 5,
no JEATHEITT D & REDVHIBRS LD,
[/—}]
Y= A MFEEBRE TSR,
Bl
V=S A LPEEI HOE HBO 2FHIMAED . 11 AOH —HIEDO 2 FHIHKD D X5 ICRET S,
SWP2 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Y~ —F A LORE(BHEE)

[EX]

clock summer-time name date month day year time month day year time [offset]

no clock summer-time

[/%5 A —F—]
name DA A AT I TND & FICRRT DX A LY — DA
e SEHT(T ST L)
month : <1-12> %7213 Jan, Feb, Mar, ..., Dec
H F7213 A4
day : <1-31>
H
year D ARE(THTE 4 #7)
time . hh:mm
1537
offset o <1-1440>
Y~ —F A LOMITEIY D, 53 THET 5, 7 7 4/L M 60,
[WIERRE]
L
[A1E— ]
sa—\)varZ 4 S b—varyE'— R
[

Yo— s A DEBET D,

HELLEHMNTHRBB LUK TS0 12 ~—2 A 22RET D,

R DEGy TH~—2 A DO AT %2, 2 FDOE S THR T AN ZHEET 2,

no JEATHEATT D &, REDHIBRS WD,

[/—H]

Yo —F A LMIEMERETE R,

(BB

P~ —ZALP2021 3 H 14 AO2FHIAED . 2021 411 H 7 BO 2 BfICHED D K 5 ITRET D,
SWP2 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00
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4.8.5 BERZ OFRR
[EF=X]
show clock [detail ]
[F—U—F]
detail ORI RS
[AFTE— F]
FERFHE EXEC & — R, %7 EXEC £— F
B!
BIEORA, £A B 2R RT 5,
detail Zf57E L7 a0 %, sHIEREVEDORZ &V~ —2 1 D)e R T D,
P —H A AEHR Y IR U(recurring) DA, K (E T IEBUERITI O~ — & 1 2HIMOEKED A2 F5T 5,
[BX E 5]
BUEDREA % FKov T 5,

SWP2>show clock
Thu Jan 1 00:00:00 JST 2015

BIEDORR OFEMERE FrT D, (M~—F A LOBRERDHDHH)

SWP2>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BIEDORR OFFME R Fr T D, (V~—F A LOBREDPLRVER)

SWP2>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — N—DEHRE

&3]
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[¥F—U—F]

ipvd : NTPH—"—%[Pv4 7 RLATHRET D
ipv6 : NTPH—"—%IPv6 7 RLATHHRET D
name : NTP #——% KA N THRET S
[/3F A—%&—]

ipvd4_addr : NTP h— =D IPv4 7 R L A

ipv6_addr : NTP — =D IPv6 7 KL A

IPv6 U > 7 m—JNT RUAZEET DHA1E. BHA V=T = —AbIEETLLEND
% (fe80::X%vlanN DJEZF)

Jqdn : NTP #—"—DFKE A M4
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LR L UCIRTFARILFVILT), BT, (B U A R), -0 7 ) 0MEH F6E

[F1813% 2]

L

[AFTE— K]

Ja—n_"par 74— g T — R

B

NTP H— =07 R AEITHR R M & &8T5,

Ka<w RIImRKT2OFETRETE 5,

no B THEATT D &, HENHIBREIND,

NTP % —/3—% 2 D% E L2 RRE THREZI R 21T - 72855, show ntpdate =1~ > N TH/RE 4125 NTP server 1, NTP
server 2 DJEFZETHWAEDLEZEITI,

NTP server 2 ~D &b IE. NTPserver 1 & DOEIHICRKE LI-HE5DOHTHONS,
[BXEH]
NTP $—/3—(Z 192.168.1.1 ZRTET 5,

SWP2 (config) #ntpdate server ipv4 192.168.1.1
NTP #—/3—|Z fe80::2a0:deff:fe11:2233%vlanl Z R E T 5,

SWP2 (config) #ntpdate server ipve fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com Z X ET 5,

SWP2 (config) #ntpdate server name ntp.example.com

4.8.7 NTP P — _"— 2 X AEZIRSIA > 2 v FEH)
[EX]
ntpdate oneshot
[AJTE— ]
el EXEC E— R
B
B SN TS NTP — =0 S EAIE RO RG22 5,
Ko<y FETRHC 1 ERTITO,
[B% EH]
NTP H— "= L EEZIE 2 RS9 5,

SWP2#ntpdate oneshot

4.8.8 NTP V— 3—|Z X 5 R R H (& 1 5 Bk 1E)
[ER]

ntpdate interval interval-time

no ntpdate interval

[/3T7 A —F—]
interval-time 1 <0-24>
K& DX OB, 0 P 2457 LIS aid, A B 21Th 720
(AR E]
ntpdate interval 1
[AJIE— ]

Ja—)ars 74—y g F— R
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[FHA]
BER S AL TV D NTP H— 3= 5 JE RIS REZ 1 i 2 BUAS3- 2 bR 2 1| RERIHAL CRGET 2,
no B TEATT 5 &, HIHIREIZTR S,
Ko~ RETRE, HIEICREZ OB 2170, DARE, 3RE L7 B T 217 5,
[ EH]
REZ OFIWA e % 2 BB 12T 9,

SWP2 (config) #ntpdate interval 2
R D A T 21T 9123 5,

SWP2 (config) #ntpdate interval 0

4.8.9 NTP H—/S—i2 & 2 B AHIBREHMOET
[EF=
show ntpdate
[AF1E—F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[RLBA]
NTP H—/8—|2 £ D BAIRMIC BT 2 Rt #om T 2,
[BREH]
P PR E T A RoR T 5, X EHTA M 1 R 056

SWP2#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

RPZIFRRR E e R T 5, X JEAMEHZ LOLE

SWP2#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 A E— K@Y =NV H—IF )W) ~DBIT
[EX

line con port

[/3T A= —]

port 0 0
UTIay ) — LR — N RE
(#1313 2]
line con 0
[ AJTE— K]
Ja—nN"naryz4JL—g F— R
B
AN = I T NDREEATILODT A = RITBITT D,
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[/ — 1]

FTAVE= RN T a— N ar 7 4 7 b= rE— NIRAHITIE exit 2~ > R L, ### EXEC E— N2
RO T end 2~y REFHT S,

[BREH
A= NE—=IFNERETDHODTA L E— NIIBITT D,

SWP2 (config)#line con 0
SWP2 (config-line) #

492 VTY R— FDREB L BT A F— R(VTY R— ) ~DBIT

E&
line vty portl [port2]

no line vty portl [port2]

ST A—F —]
portl . <0-7>
VTY A— F&E
port2 o <0-7>
HAPHFR E R D FfE VTY R — b5
(AR E
no line vty 0 7
[AJ1E— F]
rua—)arz 4 S L—va rE—R
B

BELEVIY R—h2HDNLIZDb, VIY R— FOREEITHITZODTA F— FICBITT 5,

no B TCEITLIZHEAIE, FBE L2 VIY N— M2 EICT 5,

port2 ZARE LI=5AE #FAFRE & 72 0 L port] 7>5 port2 £ TOTRTOHO VITY R— hEFRE LTI L1225, port2
X portl U\J:O)%‘éﬁ L7 iudze 5720,

[/ —H]
TELNET 7 7 A 7 > s O KERHEG L, %72 VIY A— N Ok EFET 5,

TA =R bZu—ar 7 47— a T — RICED T exit 2~ FEEHA L. %54 EXEC £— NIZ
RAICIZend 2~ REFEHT 5,

[BREH]
VIY R—F #0 ZHENLT=Db, T4 F— RICBITT 5,

SWP2 (config) #line vty O
SWP2 (config-line) #

493 AR A LV FA LT U FREFHORE
Ev

exec-timeout min [sec]

no exec-timeout

ST A—F—]
min : <0-35791>

ZA LT U NEEE(5))
sec 1 <0-2147483>

ZA LT U NEERHEI(FD)
[ E]

exec-timeout 10
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[AF1E—F]
TA =R
(B

A=A F=IFTNEBLOVIY T, F—ANPRVEARICEBINICE 77D 5 E TORHEZRET D,
sec ZAEME LTEGETX, 0 BREIND, min, sec & HIZO0ICERE LIZGAIL. BENICE 77 7 K LAy,
no JEATHEAT LI B3R E IR D,

[/— 1]

Kavwy RREHR, kO 7 A ARENLREVPEHN SN D,

[BEH]

ALY —=VDZA LT T MEEZ 5 3ICRET D,

SWP2 (config)#line con 0

SWP2 (config-line) #exec-timeout 5 0
SWP2 (config-line) #

494 AL TVAEEK 1 R—VHEY OFRFRITROLEE
E=y

terminal length /ine

terminal no length

[T A—F—]
line : <0-512>
AR 1 =BT ) ORFRITE
[AF1E—F]
FERFME EXEC £ — N, 5t EXEC E— I
[RLBA]

AL TV DR 1 N—Y B ORTFITRELET 5,

line \2 0 Z8E LIzt ~_—VHL THRRE —RHEIE L2V,

terminal no length =~ > RZFE(T L2 HEIL. BRITEB VY T va Y — L OEET 24, VIY OA ITHHR
DY RTYARERD,

[/—}]

AKawr RiE, 7. RBICEERKB SN D,

service terminal-length =~ > FOBREL D, Ka~r ROFETHEROLFNEL L CEM I b,

[ E ]

FBEHLTWDER 1 =BT ORTFITEE 100 TICEET D,

SWP2>terminal length 100
SWp2>

495 MR 1 R—T T2 0 OFRRITEORE
BN

service terminal-length /ine

no service terminal-length

(3T A =5 —]
line o <0-512>

IR 1 =V H T2 D DEIFATH
[#IHAR ]

no service terminal-length
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[AF1E— K]
ra—mpvar 74— g T — R
[FHA)
AR 1 R—=U BT OFRRTHERTET 5,
line % 0 \ZRRE LT=Hh, _— VBN CHERZ —RHEIE L7,
no TR THEIT LA d, FRITEN ) T a sy Y — L0413 24, VIY OBRESITEGRO Y v R4 4 X
LB,
[/—}]
Ka<wy REEH, RO 7 A VRENDRENEH S5,
terminal length =~ > RN EIT I N7254 . terminal length =~ > ROFEATRER O SR B L CEfH S b,
Bl
B 1 =T H 70 DFTITEZ 100 TTIZRET D,

SWP2 (config) #service terminal-length 100
SWP2 (config) #

4.10 {157

4.10.1 f£5F VLAN DR E

[EX]

management interface interface
no management interface

[/3T A —F—]
interface : VLAN A & —T = — R4

(AR RE]

management interface vlanl

[ASIE— K]

Ja—x\)ary7 41— g E—FR

B

PREFCRIT 5 VLAN 2385 5,

ARa<w FERETHIET, L2MS =—Y = FCTEMET D L &, L2MS v % — V¥ — 0 Ha%4 VLAN (Z25] 0 4
THNTEIP T RLURAEZZRE - S Tx 5,

no WX TEIT LA, b LILVLAN 2HIBR L7I=5E. Ko~y RLUIHEREICR S,

[ E R

f5F VLAN % VLAN #2 [Z3RET 5,

SWP2 (config) #management interface vlan2

4.11 SYSLOG

e
it

4.11.1 1 7 O@HFE(SYSLOG Y—/3—)D

E&

logging host /ost
no logging host /0st

[/XT A—F—]
host . AB.CD
SYSLOG #—/"—®D IPv4 7 KL A
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X: XXX
SYSLOG H#—/3—®D IPv6 7 K L A
IPv6 Vo7 a—JT RURAERET 25613, BHA v ¥ —T7 = — A bIEETHLENRD
5 (fe80::X%vlanN D)
(IR E]
no logging host
[AJTE—F]
ra—mpvar 74—y a rE— R
[
07 OIS TH D SYSLOG —"—D P 7 RLUAEZKET D,
KR M) =82 TH D,
no JEATIHAT L7 B I3 EIC R Y . AT T DR,
[ EH]
SYSLOG #— "—D IPv4 7 R L 2%, 192.168.100.1 IZRET 5,

SWP2 (config) #logging host 192.168.100.1
SYSLOG #—/3—®D IPv6 7 K L A % fe80::2a0:deff:fe11:2233 IZFRTET D,

SWP2 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 0 T DEHT +—~ v FORE

&
logging format fype

no logging format
[78T7 A —=HF—]
pe onZO7x—~ v Mgl
REME S

Ny IR (FA DA T RA L) E
EBHRVIE 7 4+ —~ v b

legacy

[FIEIER E]

no logging format

[ AJTE— K]

Ja—)ary 74—y g — R

B

SYSLOG H—""—~BHTHA v =T DT+ —~<y NEERT 5,

no IR TEIT LI AIL SYSLOG A vt =D~y H—8f (XA LAX T RA M) ZEDD,
[BREH

SYSLOG A v =YD 7 p—<v b~y X —72 LIZRET D,

SWP2 (config) #logging format legacy

a3l D77 )T L fEDORE

E&
logging facility facility

no logging facility
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[73T7 A —=F—]
facility L mrO7rYYT 4l
REME B

0..23 facility &
user 1
local0..local7 16..23

[FIHIRRE]

logging facility local0

[AS1E— ]

sa—m\)var7 47—y aryE—FR

B

SYSLOG ==l T HA v b=V D7 7 VT A EEEET D,

[/— 1]

77 VT AMEOERSITIX, 4 SYSLOG ¥ — "—THMEIZ1T 5

[ E ]

SYSLOG A vb—Y D77 VT 4% 10 IZRTET 5,
SWP2 (config) #logging facility 10

4.11.4 7 7 D L1 (debug) DER E

EEN
logging trap debug
no logging trap debug

(AR E

no logging trap debug

[AJIE— F]

Ja—n"narz4 s b—varsE—F

B

debug L~ LD w7 % SYSLOG (ZH /19 %, no B THEIT LIZGAILH I LR,
debug L~V EAICT L EREO R 7B ENL 2D, BERGE DAY D,

1%@gmn:v/Pfsmw0G#—ﬂ— AT %G, AR M5 T 4 A7 IR AR L TR 2 &
NEE LV, T 740 FREITH I LAV,

[BEH]
debug L'~L D1 7% SYSLOG IZH /195,

SWP2 (config) #logging trap debug

4.11.5 v 7 ®H J1 L~ (informational) D% &

&
logging trap informational
no logging trap informational

(AR E]
logging trap informational

[AJ1E— K]
Ja—\ a4 L—gF— KR
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informational L'~V 1 7 % SYSLOG (ZH /19 5,

no B CEITLIZEAITHE A LRV,

[/ —H]

logging stdout info =~ R TV —/LIZH I EEDLZENAETH D,
[BXEH]

informational L'~V 1 7 % SYSLOG (ZH /19 5,

SWP2 (config) #logging trap informational

m

4.11.6 2= 7 O HI L~ L (error) DER i€
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&N
logging trap error
no logging trap error

(AR E

logging trap error

[AHE— K]
srua—)arz 4 L—va rE R
B

error L~b D w7 % SYSLOG (ZHII ¥ %,
no I THEAT LG GITH I Ly,

[ E B
error L'~/L 01 7% SYSLOG (2195,

SWP2 (config) #logging trap error

anTarsoay ) —VvHHRE

[EFX]

logging stdout info
no logging stdout info

[FIEAER E]

no logging stdout info

[ASE— R

Ja—\ a4 L—grF— KR

[FRHA]

informational L' ~L® SYSLOG % =V —/LIZHi 14 5%,
no IR TEITL=HA 1T 1 L2,

(B EH]

informational L'\l ® SYSLOG % =1 — WV ZH 19 5,

SWP2 (config) #logging stdout info

4aN8 T T DRI T v/

[F=
save logging
[ A1 — F]
JEHME EXEC E— K, #5# EXEC £— K
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[FHA]
RAM hic#EfE &= 7 % 4T Flash ROM [ZHR-A(FT 5,
0 7 OERIT RAM ECirbil, EHIMICHBEITFlashROM (23w 7 7 w7 L TWAHR, Aa~<wr Rick b, FH)
TR I T v TTHIENTED,
Bl
070Ny 7T T EIT,

SWP2#save logging

4.11.9 2 7 DI

[ER]
clear logging

[AJTE— K]
ke EXEC E—
B
o 7 & HIBRT %,
[ EH)
0 7 &HIERd 5,

SWP2#clear logging

4.11.10 m 7 0) / /n

EEv

show logging [reverse]
[F—U— k]
reverse L v EWIBICERT S
[AJ1E— F]
FEFEHE EXEC & — |, ### EXEC £— N
[FAA]

AR ORI AT Lo n 7 22011 5, @EIIFRERFAOHT NS DN b n 7 ZIAIZFEKRT D73, reverse 2345
ESNTHEITWIEICR TR 5,

17 D RERFFEENE 10,000 1 CTH D, ARBEZBA 7 HE1IE, BREKRZAOHNbONLIHESH TN, &Kk
Bl Eon 7 a5 T 5551213, logging host =~ > ’CEI 7 % SYSLOG H—/S—[THAE LT, A A MATTRAET
HMEND D,

H34 5 a 7o L~/ logging trap =~ > R CHEFHETH 5,

[/—H]

o 7 OERITRAM b, EHAIICHEBI TFlashROM 1Ty 7 7 v 7L TW5, BRAGA LRy 77 v
INTWVWARNWE ZIJMREFEINRNDT, B 7 2R FE LEWEEIETEI TNy 7 7T v 7T 0ERNH D,

reload =~ R T7 7 =AU 2T ONR—Ta 0T v R Il X 5HEERZITo=85681%. a7 2RFL TS
[ EH]
a7 ERRT D,

SWP2#show logging

4.12 SNMP

4121 SNMP BHI A v —VDEEFERR FOBRE
Ex]

snmp-server host rost_address type version version community

snmp-server host rost_address type version version seclevel user
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no snmp-server host host_address
no snmp-server host rost_address type version version community
no snmp-server host rost_address type version version seclevel user

[78T7 A —=F—]
host_address COENA =V OEEHE IPvE E721XIPv6 7 KL
IPv6 Vo7 a—J T RURERET 25613, BHA V¥ —7 = —AbIBETHLERD
5 (fe80::X%vlanN D)
type OEEA v
REE SiHA
iraps @ﬂ{iwa%F?yf%ﬁm%%%ﬁ
L) CEfET 5
WHIA v — U % inform U 7 = A MEAX(G
informs EHER D V) TEET D, version 132c £ 7=
I3 L EHFETED
version © SNMP R—V 3 v
REE Bk
1 SNMPv1 % ff
2¢ SNMPv2c % fifi ]
3 SNMPv3 %
community DA la=T 0 —AG2 TEN)
version W' 1'E 72132 D L FFETE D
MY, " EIT T THEATW S X mEEO ", " ESCFRICE £
seclevel DOHAIA =V TROLNEEF 2T 4 — L
version 33D & EDHIFETE D
REM Bl
noauth FOREZR L+ W55k 72 L (noAuthNoPriv)
auth FAES V- IS/ L (authNoPriv)
priv WAEDH Y - K5k Y (authPriv)
user D= 432 TR
version '3 D & X DHIFETE D
MEAS, " E AL CHER TV & & MmO ", IESCTFRICE Fh e
[ E]
L
[ASIE—F]
Ja—N\)nary7 4L — g rF— R
B

SNMP 51 A v — Y DEELEHRET S,
AT R =58 TH D,

no JIER THEAT L2413, HBERELTA NORELZHIBRT 5,
[/—F]

IPv6 V> 7 a—ANT RLATEELTWDLEHA, F—7 RLRICK LEREHA V2 —T =—AEHBELH
ExBMT5L, TRUVALEHA VX —T 22— ADMAEDOEREREINTZELR L, HWHAEDEORREN
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TRCHIBRENDOTHEET D Z L, Bz, "fe80:10%vlanl" 25 E LR ENERH DL AHI12, Hiizlc

"fe80::10%vlan2" DR E & BT 5 & "fe80::10%vlanl" DR E LT THIEE S, 1B L7- "fe80::10%vIan2" D%

EDHRDBIED Z &5,

[ EH]

SNMPvl 2 L, b7 v 7 O%EE % 192.168.100.11 IZHET H, b7 v 7 DI 2 =7 ¢ —4 % snmptrapname
\ZHRET D,

SWP2 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c ZfFEfH L. @A v E—DE(ENE 192.168.100.12 IZHET 5, BHZ A 7% informs, WHLED 2 I 2
=7 4 —% % snmpinformsname (28 ET 5,

SWP2 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 il L, @A A v —DOEEN%E 192.168.10.13 IZRIET D, BIHF A 7% traps, KETIHHEOEF 2
UT 4 =LY% priviZ, =—F—4%% adminl IZHET S,

SWP2 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4122 VAT AREIRFICBRH A v — VR EET D E TORERRORE
EN

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[NT A —=HF—]
sec : <10-600>

PRI (7))
(IR E
snmp-server startup-trap-delay 10
[AJIE— F]
Jua—n"narz4 s b—va e —R
(@A)

VAT LEEIFIZ, SNMP EHIA v — (bT v 7)) 2FET D E TOMERRZRET D,

AT LEENR, AR RE D F TITAER S SNMP JEAI A v —UE, FAERF R 2 RE S D,
no JEATHEAT LG BT, REZHIRT 2,

[/ — ]

FHERFRI OFHAIBI R, K TI1X, WFou 7B shicZ 4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

(B EH]
VAT NEEIFFIZ, SNMP B A vt — U EIFET H E TOREREE Z 30 IZERET 5,

SWP2 (config) #snmp-server startup-trap-delay 30

4123 EETHBHA vE—VF A TOERE

&
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
[R5 A—5—]
trap_type M7y T ORI
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BRIEME i
coldstart IR OFF/ON, 7 7 — A7 =7 FHiE
warmstart reload 2 RFEATHY
linkdown NS E A
linkup Voo T v 7k
authentication FORIE S
12ms L2MS D> — = > MM eI
errdisable ErrorDisable %t/ fi# FRIF
rmon RMON o > | AT
termmonitor i A A AR e B
bridge 7;;/3:‘/7“/9—/1/—}\1‘@51/ =R
Al

loopdetect Jb— 7Kg R IR

al TRTCO N7y TR, 2747 LT,
ERITANTO T v THENRE SN D,

(AR E]

ANRATVAT LI BZT D

no snmp-server enable trap

[AJIE— ]

Ja—)ars 74— g — R

[

EETD NIy Fomme A 72 fRET D,

no JEATEIT LIS AIE. T vy 72T 5,
[BEHl]

coldstart 7 v 7 EHEHZT 5,

SWP2 (config) #snmp-server enable trap coldstart

N7y T HRBENT D,
SWP2 (config) #no snmp-server enable trap

TE

R

Ev
snmp-server contact contact
no snmp-server contact

[T A—F—]
contact VAT AT H T NE LTRET B4 FRQ255 SLTFLAN)

(AR E

no snmp-server contact

[AJ1E— F]

ra—m\)var7 47—y aryE—FR

[ BA]

MIB 2 %% sysContact & i E T 5,

sysContact [T —fJIZ, EFHHF DA RTEE L EZ LA L TBLEHTH D,
no A THAT L7255 A1, RIEZHIFRT 5.
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[ EH]

VAT L3 BT % swx_admin@sample.com [ZERET D,
SWP2 (config) #snmp-server contact swx admin@sample.com

4125 VAT Lalr— a VDORE

E&

snmp-server location /ocation

no snmp-server location
[/$5 A —%—]
location D VAT Au—v g b LTOBRGT D455 SUFLIN)

[WIHIRRE]

no snmp-server location

[AJIE—F]

Jua—N\)arz 4 L—varE—FR

B

MIB Z %% sysLocation % 5% E T 5,

sysLocation (3 —fXAYIZ, HROXRBELRTEZ AL TBLERTH D,
no I THAT LI e, REZHIRT 2,

[BEH]

VAT Lwlr—3 3 % MainOffice-1F [ZGRET 2,

SWP2 (config) #snmp-server location MainOffice-1F

4126 SNMP 2 X =2 =7 4 —DFE

E&

snmp-server community community ro_rw

no snmp-server community community

[T A—&—]
community DA a=T 4 —432 LFUN)
WgEAS, " ET THEATW & X, miswo ", " IESCFEICE £
ro_rw DT U e AR
BEME ks
10 P LR
W FHEIAL AR
[WIHIRRE]
L
[AFIE—F]
Ja—\)arz 4 b—varE— R
B

SNMP 2R 2 =7 1 —%&&ET D,

Bk CEHaIa=T 4 —DRREITI6 THD,

no A TIAT LI A, HBEaI2=7 4 —%HIBRT %,
[ EH]

A LEEHAD a2 I 2 =7 ¢ —4 public R ET D,
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SWP2 (config) #snmp-server community public ro
public 2 X = =7 4 — & HIRT 5,

SWP2 (config) #no snmp-server community public

4.1277SNMP B = —DRE
BN

snmp-server view view oid type

no snmp-server view view

[7XF A—&—]
view D B a2 —4((32 LTFLN)
oid : MIBA7 =7 b ID
type AT
REME S
include BELEAT7 Y27 bID ZEEIRITTS
exclude BELEAT Y7 bID & E AR5
N5
[FIHIER 2]
L
[AJTE— K]
Ja—paryz 47—y g - R
[FAA]

SNMP MIB ¥ = — %3 ET 5,

MIB B 2—&i3, 77 AELZHTTIBICHEETOIMIB ATV 27 FOEATH D,

BEETX A MIB ¥ = —DHEREIT 16 THB,

0id 737 A —H—& type XT A—H—DIT, FEEDAT V=7 N ID UKD MIB %7 U — 2535/ L
IRNZ EEEWRT D, 0id XT A—H—L fype XT A =X —DflE 1 DO Y —L LT, F£%DOMIB E=2—|C
L TEEOZ M) —2RETHILENTE, TORREIIE THD,

BHEOT L N —FRELEBRIC, FTNEFIVEE LA 727 FID OTTAEGEMRIZH D H DI, L0 Ao
BETHE LA V= NIDIZHILT D type /3T A —X —RNEFLIND,

no FEXTCa~vy FEETLEEASIE. MIB B2 —%28lRd+5, =2 ) —HEZOHIRIZTTE o0,

[ EH]

internet / — R(1.3.6.)EL F A& T most B =2 — 2R ET D,

SWP2 (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)EL F 2% ¥ standard £ = —Z & ET D,

SWP2 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7' )V—7DRIE
BN

snmp-server group group seclevel read read view [write write_view)

snmp-server group group seclevel write write_view [read read view)

no snmp-server group group
[*—T—F]
read ORI N—TFT R T D = =i LA[RE/R MIB B = — &5 ET D
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write DRI NIRRT o= EE AL AR MIB B a2 — 24 ET D
[/XT A—F—]
group L TV—T 432 SCFEEA)
seclevel AR IINN—T IRt A — kD oS EXF2 VT 4 — Ll
REME LA
noauth PR L - K5 {b72 L (noAuthNoPriv)
auth FAED D+ BF 5K 72 L (authNoPriv)
priv FRESD Y - 5 5{kd D (authPriv)
read_view ORI N—TICHTET D 2 — =035 A L ATREZR MIB B = — DA Ri(32 SCFLLN)
write_view DRI N—TICHTET D a— P — 3 E X AL AREZR MIB B 2 — D4 R(32 SCFLL)
[FIIRRE]
L
[AJTE— K]
ya—Nary7 4L —v g rEF—R
B!

2= =T N—THEET D,

TOav Yy RTRESNDOIMIB Ea2a—IlEGENRVMIB ATV =27 bA~DT 7 & A FEIEEN 5,

MIB t = —[J snmp-server view 2~ > NI L > TEZRIND,

R M) —Hud 16 Th D,

no B Ta~vy REFETLESLAIX, BES/NV—TOREXHIRT 5,

[ E B

2 —H—27—"7 admins Z{ERL L, admins 7V —7ZFT R T H 2 —H —T most B2 —~DTNVT 7w AR 5z
Do

SWP2 (config) #snmp-server group admins priv read most write most
a2—W—T N—"7 users ZERK L, users 7 /L — 7 DR T % —H —(% standard B = —~DF A LT 7 & AMEE G-
2%

SWP2 (config) #snmp-server group users auth read standard

E

R

4.12.9 SNMP —H#F—D
[ER]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[F—D— ]
auth DORGET VR AAERET D
priv O LT R LAERET D
[/RF A —&—]
user D a— =432 SCFLA)

MG, " EIT " THEATW S X W@EEO ", " IESCFRICE £
group LT V—T 432 SCFEEL)

WEAS, " EIT " THEATW & X, miswo ", " IESCTFEICE £

auth CORRRET LAY XL
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REME iEA
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DGR R AT — R SUFLLE, 32 STFELA)
MEAS, " EIL T THEATW & & Mmoo ", "IESCFRICE 0
priv DR T AT Y XA
REME B
des DES-CBC
aes AES128-CFB
priv_pass DS NA T — R LFEL B, 32 SLFLN)

MG, " EIT T THEATW & X, s ", " ESCTFRICE £

[FIHIRRE]

7L

[AJ1E— K]

Ja—n_par 74— g rET— R
[FEHA]

=Y —ZRET D,

ARKa< ROZ)N—T7413 snmp-server group 2~ > N CERLIZAREZRHEL, ZV—7RECTHELILEX 2
T4 — L ULIZS LT, BENEOFEE L THERT 27 LT Y AL L RRAT— REFRET 5,

B, RAEITOTR SO HRZITH Z LIXTE R,
AT MY =316 TH D,
FRECK B boFME, 7430 XABLUORRT— KX, ®fHERD SNMP v 32—V vy — 02— —&RE & —

SETBILENRD D,
no B Ca~ > FeFET LG AIE, HE2—V —ORELZHIRT 2,
(BB

2—H— L LTadminl Z21EkT 5, FTEZ V—7DRELFTE I NV—7TEDOLNTZEX 2V T 4 —L-YLIE
T, REE - R THERT %7 12 b 2 L(SHA, AES) & /R 2 U — R(passwd1234) %5 E 7T %,

SWP2 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes passwdl234

a—W—L L Cuserl Z1ET 5, FTBIZN—7DELFTB I N—TTEDOLNT-EX 2T 4 —LULIZAED
BT, WBRE - WAL TEHAT 5 7 e b 2(SHA) & /S A U — R(passwd5678) & fRET 5,

SWP2 (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP ¥ —N—~T VB R TEBHI7IFA T FDOIP T FLRHIR
EsN

snmp-server access action info [community community]

no snmp-server access [action info [community community]]

[F—T— K]
community Do Aala=T 4 —ERETD

[/3F A—&—]

action TR AR T 2EMER R ET S

B EHE B!
permit S b o] R )




66| =~ FU 77 Lo |/ - EAERE

info DAL T B REEIC IPVAIPVE T R L ATERARET S
REME A
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HTRy b A7 EMbit)ft & D IPvd 7 K
A.B.C.DM L Z(ABC.D)ZISET %
X:XoX:X IPv6 7 R L A(X:X:X:X) &2 ET D
e HT Ry b AT BEMbinftE D IPve 7 K
XXX XM L AXXX) B ET 2
any T RTDIPVA/IPV6 7 RLAZIRET 5
community Ao =T 4 —4(32 LTLUW)

T A EET D2 2= 4 —
DR amT  —DRERA LS. T/ EAREETARTOR L 22T ¢ —ck LG
s

S, "E ST CHEN TV & & O™, ECFRICE EAA,

[FIHIER E]

2L

[AJ1E— F]

rya—n"narz 4 —ya rET—R

[RAA]

SNMP H— "= ~DT 7B A% TDHT T4 7 Mk % IPv4/IPv6 7 R L A THIRT 5.
AKa<wy NIRRKRZFETRENARERTH Y, LICTRESNTCLOPEEL TEHAIND,
Kavwy ReRE Lcya. Bk LR E2M S R0WT 78 23T X THESR T 5,
72l Kavy REREL THWRWESIE, $XToO7 78 RX&25FT 5,

no B TIAT L7 A1, € LIEREZHIRT 5,

no JE3A. T community &g L7286, $57E L7 info DT X TOREZHIRT 5.

no R TTRTONRT A—=F—ZHE L2556, TXTOREXHIRT D,

[/ —}]

AKa<r RTOT 7 ADHIRIE, SNMPv1, SNMPv2c D7 7 & AD I X b,
SNMPV3 D7 7 & Z 235 S,

[ EH]

SNMP H—/R—=~D7T 7 & A% 192.168.100.0/24 DX T A 2 "D OHFFAIT B,

SWP2 (config) #snmp-server access permit 192.168.100.0/24

I a2=7 4 —%'public' C7 7 & ARHEE/RAR A k% 192.168.100.0/24 DT, 2 I 2 =7 ¢ —%'private’ C7 7 & A H]
HE72 AR A N % 192.168.100.12 DA IZHIBRT %,

SWP2 (config) #snmp-server access permit 192.168.100.0/24 community public
SWP2 (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP 2 2 = =7 4 —DIFRDOFER

[ER]
show snmp community
[AJ1E— K]
FEHFHE EXEC £— N, F#E EXEC E— I
[FHA]

SNMP 22X = =7 4 —DIERERRT 5,
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AIa=T 4%, T EBAE—REERRT 5,
[BXEH)
SNMP =1 X = =7 4 =Dl ERTT D,
SWP2#show snmp community
SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12SNMP B 2 —DZENEDFT
[EX]
show snmp view
[ASTE— R
FEHEHE EXEC £— K, %#ME EXEC — K
B
SNMP v = —DRENE & R RT D,
Pa—%, 47 V=2 MNID, 24 F5E5T 5,
[BXEHI]
SNMP B = — DR ENEE R RT D,

SWP2#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7 V—F DR ENB DR

[EX]
show snmp group
[AF1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
(@]

SNMP 7V —7 DR ENKZ R AT D,

IN—T%, BX 2V T 4 =L GHrIAHBLAE 22— HEEXIALAE 2 —2EKTT D,
[ E 5]

SNMP 7 v —7 DR ENEERTT D,

SWP2#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv

Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard
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4.12.14 SNMP 2 —H¥ —DRENBE DR

[ER]
show snmp user
[AS1E— K]
FERFHE EXEC £ — R, F#HE EXEC E— K

B
SNMP = —H —DRENBE R RT D,
TPV ID, a—YF 4% FET B IIN—T 4 BIAEFRL. BRI R AR FERT S,

[RXEHI]
SNMP 2—H—DERENEEFRT D,

SWP2#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

4.13.1 RMON #&BEDRE

[EF2

rmon switch

no rmon
[78T7 A —=F—]
switch : RMON HERE D@
R EME iEA
enable RMON R 2 A2+ %
disable RMON #§#E 2 HELh T+ 5
[WIEIRRE]
rmon enable
[AFTE—F]
ra—s)var 74 b—a s E— R
[

AT LARD RMON #REDENMEZ R ET D,

no I TEFAT L7125 B I3AIIIER EIZR D,

[/ — 1]

ARKa<w FTYAT LALRO RMON BEREN IS & L7855, LD RMON 7 /b— 7 OEfEN IR & 72 5,
o A=V MEGEHERI V—T

- BEIN—T

o TI—LITN—T

s ANV INITN—T

ARKa< R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) = W\ TR ET 5 Z & 2 FHE,
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[ EH
RMON HEREZ A4z T 5,

SWP2 (config) #rmon enable
RMON #§BE A4 #2325,
SWP2 (config) #rmon disable
4.13.2 RMON A —# % v MEEHER I NV— 7 ORIE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[T A—F—]
index ;o <1-65535>
A —H Ky MEFHERZ V—T" DA T 7 A(etherStatsIndex)
owner A=Y xy MREHEH 7V — 7 D A —F —4% (etherStatsOwner)
127 3C5- LN
(BHE L7-%5 : RMON_SNMP)
[FIIRRE]
7L
[AJ1E— K]
AV HF =Tz —AE—NK
[FLFA]

HRA L H—7 = — AT, RMON OA —H Ry MEFHER I V—T DREEZHNNT 5,

Aoy RERE LSS, HeHEROIENTTHIL, RMON MIB O etherStatsTable 23N Hf3 T& 5 X 51272 %,
f—A 2 =T x2—AKT 5, Ka~vr FOREHRD ERIZS TH D,

no IR THAT L2 GE %, BE L WUE LI-EEHE R & HIbR T 5.

[/—}]

RMON BERECTA — W% > MEFHERZ NV — T ORELZ AN T D720, Ka~ 2 FITA T, Y AT LA8KT
 RMON BEREZ AN T DM BN B 5,

AKawy Re EEEX LSS, 2NECIE LIEREFHERZHEIBR L. O 2T, HENELBBT D,

VAT LAIRD RMON HEREA HEZNIC L7256, HGHEMOIER TSN D, TDH%, ¥ AT L4{KD RMON #
RBEANI L6, ZAvE CTIEE L7eRGHERZHIBR L7z 9 2 C, BENEZBIET 5,

[BREH]

portl.]1 TRMON DA —H x> MEFHER T NV —T DRELANZT D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #rmon statistics 1

4.13.3 RMON B NV — T DFFRE
[

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index
[/3T A—HF—]
index 1 <1-65535>
JEIE 7 v—"T"DA T 27 A(historyControllndex)
buckets 1 <1-65535>
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JEIEE 7 — 70@E}ﬁ‘f%%aiﬁ((historyControlBucketsRequested)
(BWE L7254 1 50)
interval - <1 -3600>

JBRE 7 V—T D @ JECRAF[H R (7P (historyControlInterval)
(B s L7=%4 1 1800)

owner o B v— 7 DA —7F —4% (historyControlOwner)
1mi$um
(AWM L7554 : RMON_SNMP)

[HIHIRRE]

L

[AJIE— K]

AUH =T 2—AE— R

B

St A v 2 —7 2— AT, RMON OB N—TDHEXEIMNT A,

Ao~ FERELTYA. RMON MIB @ historyControlTable A HUfF TE 5 X 512725, Ka~r FEERX.
L7=Ml@E <. JBREIEHOINENTTHI, RMON MIB @ etherHistoryTable N EfSCT& 5 Xk 5127225,

Fl—AZ =T x2—RxT5H, Ka~vy FOFRERD LIRIF8 TH D,

no FEXTHEIT LG EIE. BRE EWE L EBRIEHRZHIRT 5,

[/—}]

RMON HERE CIBRE 7 NV — 7 OREEZ AT H72DIIE, KRa~ 2 FITMA T, Y A7 AL TH RMON e x A
T HRERH D,

AKawy Re EEX LSS, TNUECIUE LBIEBERZHIBR L 5 2T, BEIUEZBIMGT 5,

VAT LAERD RMON BEREZ HE20Z LT 6 . BIEEMOIEL TSN D, TDHK, ¥ AT L4k RMON #
REA AT LIGE . ThE CIE LT BREE R AHIR L1z 5 2 C, MENELHIET 5,

Bl

portl.1 T RMON DB/ LV —7T DR EZAIT D

B%H
f

SWP2 (config) #interface portl.1
SWP2 (config-if) #rmon history 1

E

R

4.13.4 RMON A X N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index

[78T7 A —=F—]
index 1 <1-65535>

AR NTN—T DA T v 7 A(eventIndex)
type : A~ M (eventType)

REME B

log =78 Nt 5 o )

trap SNMP k7 v 7% %E(F

log-trap n ZZEREk L, SNMP k7 v 7 A E(E
community 1 323 =2 =7 4 —4%(eventCommunity)

127 3L LA
type D3 "trap" £ 7213 "log-trap" D & TFRETE 5
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description : A X2 OB (eventDescription)
127 L5
(B L7=355 : RMON_SNMP)
owner AR N T N—T DA —F—% (eventOwner)
127 3L LI
(B L7355 : RMON_SNMP)
[ E]
7L
[AJ1E— K]
rua—s\varz 47 b—va e — R
[FBA]

RMON O A Xy s I NN—T OFREEZ/INTT D,

Ko< REFRELTEEE. RMON MIB @ eventTable NEETE S L 51045, Ka<wr FOAXRV T L—TD
SREIX. rmon alarm =~ R CEHT %,

no B THEITLZGEIE. REEZHIRT 5,

[/—}]

RMON HEBECTA Xy M TN —TF OREZHINT H1-0121F, Ao~ Riahz <, Y A7 A5 TH RMON HERE
AT DHDMEND D,

RMON @ SNMP kT v F&#EETHHEES. SNMP D F T v FEEORENMTONTWALENS S,

[ EH]

SNMP k7 v 7 DR EEIT>THhHEH, RMON DA X M I N—TDOREEHINT D, A2 MERIL "log-trap",
]\ = yjo@:l < :L:%/f%c\i ’—publlCJ k‘a‘éo

SWP2 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWP2 (config) #snmp-server enable trap rmon
SWP2 (config) #rmon event 1 log-trap public

4.13.5 RMON 7 5 — A )L—FDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner
owner]

no rmon alarm index

[78T7 A —=F—]
index o <1-65535>

T T =T IN—T DA T v 7 A(alarmIndex)
variable o BSR4 MIB 472 = 7 | (alarm Variable)
interval 1 <1-2147483647>

W7V TR (Y (alarmInterval)
type o Y7V v JfER(alarmSampleType)
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REME B
CRHITIT LB i, o AL LE M
absolute T 5
et WIRHIEIC X 5 Lo, iy o 7Ll & Al
T EDER L X W ME L T 7

(BWE L7=4%4 : absolute)
rising threshold 1 <1-2147483647>
BR L & v Vi (alarmRising Threshold)
rising event index : <1-65535>
A X b T v 7 A(alarmRisingEventIndex)
falling threshold : <1-2147483647>
TR L &V ME (alarmFalling Threshold)
falling event inde : <1-65535>

x
A X R T v 7 A(alarmFallingEventIndex)
startup o <1-3>
77— L DERMOHETHEMT S L & E(alarmStartupAlarm)
REME B
1 R U & VWMED B 5 (risingAlarm)
2 TR L &V MEDZE 9 % (fallingAlarm)
3 ERRLEVME, FIRLU & VMEO 7 2 ]9
% (risingOrFallingAlarm)
(B L2585 0 3)
owner D T T — AT N—TF DA —F —4 (alarmOwner)
127 3L
(B L7=54 : RMON_SNMP)
(MR E]
mL
[ASTE— F]
Ja—n"narz4 7 b—varE—F
[BLAA]

RMON OF T — AT N—F D E LIS D,

variable \Z1X, RMON O7 7 — LTV —TDEFRIREMIB A7 V=7 N&ET D, variable 1%,
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 b®D 5 b6, A7 U ZHEFFOMIB 47 ¥ =7 FOAHFREHE,
LT D 3 SO THRIED "l HE,

» ctherStatsEntry. X.Y

+ (etherStatsEntry T OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

5l 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. 1) 2R ET 5 5H. L FOWTHOIAT &3 E I 6E,

¥ 2B
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry T @ OID 4).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1




Ay RU 77 LA RSE - EHAKRE | 73
rising threshold £7-1%. falling threshold D &6 DI Z R ET AN EMHFRE, Z DA, RENEM I T
WDHRT A—=ZIZIE, LT OENRE S5,
*  rising threshold O Zf#i i

s falling threshold : rising threshold & [F] U{E

* falling event index : rising event index &[] UfH

o startup : 1( B[R L EWEO LML 5)
*  falling threshold O Zfifi

s rising threshold : falling threshold & [F] U{E
* rising event_index : falling event_index & [7] Uf
o startup : 2( PR L EWMEO LT %)

Ko< REZRELZEES. RMONMIB @ alarmTable NFSTXx 5 L HIc 5,
no FERCHELT LI=HA I, EXH/IETI_%E M9 5,
[/—}]

RMON H§RECTT T — LV N —T OREXFICT H120101E, Ka~<y RICz T, ¥ A7 A48T RMON H#E
RN TDMEND D,

variable \ZH8ET A MIB A7 V=7 MI, A —H Xy MEFHERIN—TDOMIB A7 V=7 N THD, HEDOA
T I Ao =V Ry MEFHEBR NV — T BRER SN TV RWEE, Ra<wr N d—Lt 5,

A =Y > MREHEER Z /L — 71X, rmon statistics =~ > NIZTIERLATRE, Ao~ FTHEHAL TS A —P %y |
HEHER I N —7"DHIBREINT=5E., Ka~r RLEIBRENDS,

AR DA T T AR, rmonevent:"?/ RCRELIZA LT v I ABRET D, Ra<vw RTHEHALTWS
A X NI N—TREIBRES TGS, Aa<wr RLEIBRENS,

rising_threshold @ L & WMETE, fallmg_threshold DL EVWELL EDOETART LI B2,

AKavr ReEEZXLESES, 2RETOV TV I TF—2Z2HIBR LIS 2T, BEY 7Y V2B T 5,
VAT LRIRD RMON BEREA HEZNIC L7256, o7 U v iiisng, 0%, ¥ A7 LA4{KD RMON HHE
EHEMNCLIESGA, SRETOY TV 7T —2%HIBR LTS 2T, BEY TV 752G T 5,

Bt

LUFDOEMET, RMON OT 7 — LT V—T DR EEHIZT D

o FERNISR MIB 47 Y =7 M. etherStatsPkts.1,

o HUTY U THREIZ. 180 F,

o YUY U TRRNIL, delta,

o EFRUZVMEIX 3000, EFRLEWVEE ERlS7/7-E & DA MI

o FRRUZVMEIX 2000, FRLUEWEZ FEI>7E & DA ME

SWP2 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold 3000
event 1 falling-threshold 2000 event 1

4.13.6 RMON #&8E DIRREFR 7~

[ER]

show rmon
[AFTE— R
FEFeME EXEC E— N, b EXEC E— K
[
RMON #ERE DR EIRREZ TR T 5,
LFTOHEBENFRREND,

o AT LAED RMON EREDHE
« RMONHERED /L —F T L DOFHRIE
o A —YV Xy MEHERIN—T
o BEIN—T
« TIT—LITN—F
« ARV INTN—T
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[ EH]

SWP2>show rmon

rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600,

output packets 17, bytes 2091,
history:
history index = 1
data source ifindex =
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

5001

event:
event Index = 1
Description RMON SNMP
Event type Log

drop events O,

multicast packets 4
multicast packets 17 broadcast packets 0

Event community name RMON SNMP

Last Time Sent = 00:00:58

Owner RMON_ SNMP

alarm:
alarm Index = 1
alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm
alarm
alarm
alarm
alarm
alarm

Rising Event =1
Falling Threshold =
Falling Event = 1
Startup Alarm = 3
Owner is RMON SNMP

Rising Threshold = 10

4.13.7 RMON A —H% X v MEFHERZ NV — T DIRER R

[EX]
show rmon statistics
[AS1E— R
FFiHE EXEC £ — N, %54 EXEC E— N
(A

RMON A —# R v MgEHER 7 v — 7 OBGE

UToOHEANERIND,
s AT VIR
 WHPALH—T 2 —R
 input /37 > bk

« output /X7 > k

[BXEH]

SWP2>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600,
output packets 17, bytes 2091,

4.13.8 RMON B 7 )L — 7 DIREEFR R

drop events 0,

multicast packets 4
multicast packets 17 broadcast packets 0

[EFX]

show rmon history
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[ASE— K]

FEFFHE EXEC £ — R, F#tE EXEC £— K
[

RMON g7 V—T7 DR ERIREEZ R RT 5,
IFTOmEENFERIND,

s AVUT VI A

o XHBAUH—T 2 —R
o JBREIEHROREE

o JERERATHIR

. A4,

[F% 2]

SWP2>show rmon history
history index =1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X N 7 )—T7DOIREFR R
[EX]

show rmon event
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
B
RMON A XY K 7 )—T O ECIRIEE TR T D,
FOHERERRIND,
s AVT VI A
. AR OB
o AN MR
« FIYTEEROaIa=T 44
AR b ST
. A4
B!

SWP2>show rmon event
event Index = 1
Description RMON SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 T — A Z )L — 7 DIREEFR R
[EX]

show rmon alarm
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
B
RMON 7 7 — L7 L —7 D e 0K 2 -1 5.
IFTOHENRERIND,
« AUT VI A
o T I —LMDIREE
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o BEHIRIBRMIB A7 Y7 b
o BT U TN
« BT TR
o JEE
o EFRRL ZVMH
« ERLEWEDA X R
o FIRL VWM
o FRLEWEDA X K
o BRGET T — L4

. A4
[BEH]
SWP2>show rmon alarm
alarm Index = 1
alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event =1

alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥ X v MERHEB NV —TDOh o %—D 7 )T

[EFX]

rmon clear counters
[ AJTE— K]
AV B —T 2—RAE— ]
B
KNGA L H—T 2—AD, RMON A —H% Ry MEFHERIN—T DIy o2 —%7 VTT5,
[BX EH]
portl.1 @ RMON O A —H x>y FMRFHER I N—T DI 2 —% 7 V7425,

SWP2 (config) #interface portl.l
SWP2 (config-if) #rmon clear counters

4.14 sFlow

4.14.1 sFlow BRE DR E

E&

sflow switch

no sflow
[/XT A—F—]
switch . sFlow H&REDENE
REME S
enable sFlow B4 2 BT D
disable sFlow H&HE 2 2029 5
(18I E]

sflow disable
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[AJTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]

sFlow H§BEDEMEA R ET D,

no IR CTEIT L2 AT WIHIREICRE S,
[REH]

sFlow #§8E&2 B T 5,

SWP2 (config) #sflow enable

4.14.2 sFlow =— = > FOHRE
BN

sflow agent address

no sflow agent

[T A—F—]
address : AB.CD

IPvd 7 RL A

X: XXX

IPv6 7 R LA
(R E]
L
[AJ1E—F]
su—\)ar7 4 b—varsE—R
(L8]

sFlow T—Y = hDIP 7 KL AEZRET D,

RKa<w RTRELZIP T RL AT sFlow T —#% 7 7 LD sFlow ~v X —IZfEH IS5,
no JER TEIT LIS IR EICRE 5,

[/ —1}]

AH T RERENF N2 a. IPv6 7 R L ATRE TE 2wy,

[ EH]

sFlow =T— = FDIP 7 RL- 2% 1192.168.100.240] IZFRET 5D,

SWP2 (config) #sflow agent 192.168.100.240

4.14.3 sFlow 2 L 7 Z —DFRE
[EX]

sflow collector address [port]

no sflow collector

[/8T7 A —=F—]

address : AB.CD
IPvd 7 N A
X: XXX
IPv6 7 N LA

port 1 <1-65535>

sFlow =1 L 7 % —®D%E ;. UDP R — M &=
PIEEIT. 6343
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[FIHIRR 2]
L

[AS1E— K]

Ja—N)naryz 4L —y g rET— R

BN

sFlow 2L 7 #—® 1P 7 KL R L %55 UDP " — FE B EHET D,
no JIER CTHEAT L7288 13 IR EICE D,

[/—F]

A B JHSRENA NS IPv6 7 R L AR ETE RN,

[ EH]

sFlow 2L 7 X —D TP 7 KL A% 1192.168.100.240] IZFRTET 5,

SWP2 (config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 75 LD KV A RADFRE

[EX]

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[2XT A—&—]
size 1 <512-1452>(31 1)

[WIHIRRE]

sflow collector max-datagram-size 1400

[ASTE—F]

Jua—\)narz 4 b—varsE— R

[

sFlow =— x> F)nb sFlow 2 L7 X —|ZRESNDT —4 7 7 LOFERIA R ERET D,
no JEATHEAT LI BITAHIRRE IR S,

[BXE )

sFlow 7 —% 27'7 5O KV A X% 1000 31 MIRET D,

SWP2 (config) #sflow collector max-datagram-size 1000

4145 X ry v —Y oY L TOY TV T L — FORE

[EFX]

sflow sampling-rate rate
no sflow sampling-rate

[T A—F—]

rate : <256 - 1000000000>
[FIRR E)

mL

[AJ1E— K]

A H =T 2= RE— R

(B

HMRR— T, Ny b=V TEITIED, o7V T — b aRET D,
Kawy FRRESNTWRWERIE, 7y h7ua—% 7Y o 734rhbnu,
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LAN/SFP+7R— NMZ72 U 5 E Al e,
no I CHET LB IR EICRE S,
[BEH
Ry vva—H%rFY o ToY Y o L— & 10000 ISRET D,

\

SWP2 (config-if) #sflow sampling-rate 10000

4146 Ny v 7a—Y TV T DA —Y Ry h 7 L—LDFER~Ny X —HP A XDRE
[

sflow max-header-size size

no sflow max-header-size
[/$5 A —%—]
size T <14-256>(31 )

[P E]

sflow max-header-size 128

[AJIE— K]

B —T 2 —AF— R

[FHA]

KRR —RMZT, Ty h7ua—H% TV TETIED, BTV 7T =Ry RT7 L —LD~y X —H
42®mkﬁ% RET D,

no B CEIT LIRS IR EIZR D,
LAN/SFP+7R— M T 72T 3% € Al RE

[BRER]

Ny b= 7Y T ORRKRSy X =P A X% 100 IZRET D,

SWP2 (config-if) #sflow max—-header-size 100

4147 O B —Y TV U TOR—Y v T ERORE
EV

sflow polling-interval interval

no sflow polling-interval
85 A—5—]
interval 1 <1 -86400>(%D)

[FIHIE% €|

L

[ASTE— K]

A B —T 2 —AF— R

[FEEA]

KBER—NZT, A Z—H TV TETIED, A—U TR ERET D,
RKa<wy RBRBEESINTWR2WGEEIL, hv o Z—H 7Y o TidiTbiizn,
LAN/SFP+7R— MZ 72T 3% & A hE,

no IER CHEAT LIS I3 MR EICE 5,

(B EH]

D E—=Y TN TOR=) TR E 100 B IRET D,

SWP2 (config-if) #sflow polling-interval 100
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4.14.8 sFlow OJREEDFK

[EX]
show sflow
[AFTE— R
FERFME EXEC *E— K, F#tE EXEC £— K
[FEEA]
sFlow DIRREZ FKIRT B,
[ EH]
sFlow DIRFER FRT 5,

SWP2#show sflow
sFlow Global Configuration:

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : 0

4.14.9 sFlow OV > 7Y o FEBOFER

[ER
show sflow sampling [ifname]
[/XT A —=HF—]
ifname . LAN/SFPAR—FDA o H—T = — R4
RRTHA VA =T =—R
AAE— K]
FERFHE EXEC £ — I, %5 EXEC £—
[@iA]

ifname CHE LA X —7 = —AD sFlow DY 7V v TIEREFR T D,

ifname % EW L2 E81E, &2TCDOA U —T = —ADWEREFRRT D,

[/—H]

ABy IHEREPANDO L X, AA U TERWVWA L N—ZAL v FTRavwy RIFETTERN,
AL VRERENERIDO L & AL 2 AU A= TARERIZFE S e,

Bl

sFlow DY 7"V o ZI8R A FoR~T 5,

SWP2#show sflow sampling
sFlow sampling information:

Interface portl.l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15
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Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.15 TELNET % —/3—

4.15.1 TELNET —R_—DEHEB L OZF R — FEEOEE
EEy

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—TU—F]
enable : TELNET %—_—%HGhZ7T 5
disable : TELNET %—\—2Z 27T %
[/XT A —=HF—]
port : <1-65535>
TELNET % —"—D J A= 7K — &5 (AW L7254 @ 23)
(MR RE]
telnet-server disable
[AFIE—F]
sa—\)varZ 4 S L—varE— R
(A1

TELNET —_R—Z G2t 5, £72. UA= 7 TCP R— hEBEZIEETHZENTE D,
no R THEIT L2 A T ERIC T 5,

[ EH]

VA= 7 iR— h3E 5% 12345 (2 L C TELNET — —% id@h3 5,

SWP2 (config) #telnet-server enable 12345

4.15.2 TELNET Y —_— DR EIREBOFER
B

show telnet-server

[ASTE— K]
ke EXEC £— R

[FiEA]

TELNET H— "—0ERN A TR~ T 5, LFTOHEANERIND,

«  TELNET ¥ — X—BRE DA 2/ M%)

e VA=V ITR—bDOFS

¢ TELNET %—/N—~D7 7 A% §T5 VLAN f X —7 = — R
o TELNET %—R—~D7 7t A& H{lRT D7 4 VL Z—

[ EH]

TELNET H— \—0O@ERNE FK T 5,
SWP2#show telnet-server
Service:Enable

Port:23
Management interface(vlan): 1
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Interface(vlan)
Access:
deny

3l ,

2, 3

192.168.100.5

permit 192.168.100.0/24

4153 TELNET ¥ —/X—~T7 7 A TEXBHR A NOERE

[

telnet-server interface inferface

no telnet-server interface interface

ST A—F—]

interface
[WIHIRRE]

L
[AS1E— K]

VLAN A ' Z— 7 = — A4,

Ja—)arz 4 —va rE'w—NR

[FiA]

TELNET Y—/"—~D7 78 A%FFA[T5 VLAN A VX — T = — A ZRKET D,

no G CEITLIESLAIE. FBELIA v 2 —T7 =— A %2HIRT 5,
Ao~y RIERA 8 fFE CRIETE,

E LTZNEIC @M %,

Ko<y REFRELTOHARWESIL, R VLAN OART 7B ATE 5,

[/—}

telnet-server enable 733X T SN TWARWES ., Ao~ RITHSHE L7,

[ EH]

VLAN #1. VLAN#2 {285t L TV A KR A D TELNET ¥ —/RX—~D7 7 B A Z AT 5,

SWP2 (config) #telnet-server interface vlanl
SWP2 (config) #telnet-server interface vlan2

4154 TELNET V—_X—~T 7R TE 57754 T rDOIP 7 KL RHIR

E&N

telnet-server access action info

no telnet-server access [action info)

[/%5 A —4—]

action

info

T 7R AR o @R RET S

R EME B
deny FEE"ES"T 5
permit K E"FFR"T D
Sl &+ B E(ETC IPVA/IPVE 7 R L AEHRAERET 5.
REME A
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 FMbit)fF & D IPvd 7 K
A.B.CDM L A(AB.CD)ERET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XXM BT Ry v AT BEMbinftE D IPve 7 K

VAX XX X)EHRET D

any

T _TO IPV4/IPV6 7 KL A ZFEET 5
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[FIEIER E]

L

[AJ1E— K]

Ja—N)naryz 4L —y g rET— R

[FRHA]

TELNET ' —R—~DT 7 VA& T BT T4 T v MK % IPv4/IPv6 7 R L A THIET 5,
RKa<wy FiZRKSHETHENRARETHY, LICRESINZLONMEHL L CHEA SN S,
RKa<wy REFRELEGSG., BELEFEEZMIZSRWT 72 AT T_XTHELRT 5,

2L, Ravwr FEREL TWRWEAIL, 3 XTOT 78R 15,

no B CHEIT LG EIE. BE LLERELHIRT 5,

no R TRIA—=F—%2EHELI2GE. T XTCORETHIKRT 5,

[/ —F]

telnet-server enable 35X E IV TV WA, Ao~ RITHERE L 720,

[B%EH]

192.168.1.1 & 192.168.10.0/24 & 7 X > "xH @D TELNET —X—~DT 7 B ADIHZ [T 5,

SWP2 (config) #telnet-server access permit 192.168.1.1
SWP2 (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 ®>F& 7' A "5 5 D TELNET —N—~D7T 7 ¥ 2D L EEET 5,

SWP2 (config) #telnet-server access deny 192.168.10.0/24
SWP2 (config) #telnet-server access permit any

416 TELNET 7 747 k

4.16.1 TELNET 7 A4 7 v s OiEdE)

[ER]
telnet host [port]
[T A—F—]
host : UE— AR NG, F£70E, IPvd 7 R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 V> 7 a—NT RUAZRETLHHAIE, A X —T7 = — A LIEET HLER D
% (fe80::X%vlanN DJE)

port 1 <1-65535>
A 2R— hET (HIELIZES - 23)

[FI8IE% €]

L

[ASTE— )

ke EXEC £— R

B

FeE LT-7R A h~ TELNET T4 %,

[ EH]

IPv4 7 R L A 192.168.100.1 O A Mz, F— F&EE 12345 © TELNET #5595,
SWP2#telnet 192.168.100.1 12345

IPv6 7 R L fe80::2a0:deff:fe11:2233 MDA A M, R— &S 12345 T TELNET #5515,
SWP2#telnet fe80::2a0:deff:fell:2233%vlanl 12345
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4.16.2 TELNET 7 54 7> hOEZE

[EX]

telnet-client switch
no telnet-client

[73F A —&—]
switch : TELNET 27 74 7 v M &EGINTT D80
REME B
enable BINZT D
disable L) N
(IR E]
telnet-client disable
[AS1E— ]
sra—m\)varZ 47—y aryE—FR
B

TELNET 7 A4 7> hE LTtelnet 2~ REFEHA T L9175,
no B TEIT LB AIX TELNET 7 94 7 > F & T 5,
[REEH]

TELNET 7 A4 7 v~ AT 5,

SWP2 (config) #telnet-client enable

4.17 TFTP Y —/3—

4.17.1 TFTP Y —_—DEEB L UOZf R — FEBEFOER

E&y
tftp-server enable [port]
tftp-server disable
no tftp-server

[F—T— K]
enable : TFTP H— R_—%2FHhT5
disable : TFTP Hr——% T 5
[73F A —4—]
port ;. <1-65535>

TFTP — =D J A= 7 R— hEH (B LI5S : 69)
(IR E]
tftp-server disable
[AJ1E— F]
sra—m\)var7 47—y aryE—F
[BFA]

TFTP r—N—Z2FGNT D, £lo, VA= IR NESEEET L2 ENTE D,
no JEACTHEAT LI G TFTP — "— % LT 5,

[BRAEH]

UA=v 7 HR— hEB% 1234512 L C TFTP — "—% @7 5,

SWP2 (config) #tftp-server enable 12345
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4.17.2 TFTP — — DR IR D FE R

[ER

show tftp-server
[AJIE— F]
K¢k EXEC &— R
B

TFTP H— =D ERNE T T 5, L TFTOHEAREREIND,

« TFTP Y — —HEBEDH %h/ M)

s VA=V ITR—FNOEFF

o TFTP %—R—~DT 7 2A%ZFHA$25 VLAN A VX —T = — A

[BXRE )

TFTP ¥ — =D ERNZ £ T 5,
SWP2#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan) :1, 2, 3

3|

4173 TFTP y—R—~T 7 A TEX HHR A FNORE
[

tftp-server interface interface

no tftp-server interface interface
[/3T7 A —5F—]
interface : VLAN A VX —T =— R4

[ E]

L

[AJTE— K]

Ja—)ary 47—y rEF— KR

B

TETP % — /"= ~DT 7 v A ZHA[T5 VLAN A LV H—T = — A EHET D,
o ERTETLEEEAIE. HE LA v —T7 =2 — 2 %IRRT 2,
Ra<wy FidxKk8MFE TRETE, RELZIBIZ#ERT 5,

RKa=wy REFRELTWRWEEIL, RF VLAN OALT 72 RATE 5,
Bal]

VLAN #1., VLAN#2 {ZEHE L CWAKR A WS D TETP — = ~DT 7 v A Z#H /T 5,

SWP2 (config) #tftp-server interface vlanl
SWP2 (config) #tftp-server interface vlan2

418 HTTP Y —/"—

4.18.1 HTTP — —DEEIRB X XA — F B FOER
[EF=R]

http-server enable [port]

http-server disable
no http-server

[F—VU— ]
enable : HTTP r—R_—%H/ZhZT D
disable : HTTP % — " —% Wiz T %
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[2RT A =& —]
port : <1-65535>
HTTP #——D U 2=2 7K— FEE (B L7254 : 80)

[FIHIRR 2]

http-server disable

[AJ1E— K]

Ja—N\)ary7 4L — g rF— R

B

HTTP ——Z2H2T 5, £72, VA=V T TCP R— "MEBEIEETHZ ENTE 5,
no FE CTEIT L2 GA I ELhCT 5,

[ EH]

Y A=Y R— h&5% 8080 (2 L C HTTP — —Z #7425,

SWP2 (config) #http-server enable 8080

4182 X 27 HTTP V—_"—DBHFEB L 2 R— N EEOLEE

[F2
http-server secure enable [por]
http-server secure disable
no http-server secure

[¥F—T—F]
enable  BFXF =7 HTTP b —"—2F T 5
disable ©BF 27 HTTP — =% T 5
[73F A —4F—]
port ;. <1-65535>
TH 27 HTTP = "—D U 2= 7R — hEE (B LI-5HEA : 443)
[FIEIRRE]
http-server secure disable
[AJIE— F]
ra—m\)var7 47—y arE—FR
[BFA]

X a7 HTTP b—"—%HNZT 5, £/2, VA=V T TCP RA— hESEHRETHI M TX D,

no JEX CHEAT L= GA 3 ahic 3 5,

X a7 HTTP b — "2 G LG E, B LIXY 7 b =T I2 X > T T b 72®, h 77 4 v 7 &ISELT
CPU EFNm <72 %,

B HREERT D720, Xy aR— KR LAN vy 77 PAHEBTHEH SN D Web X— Y 2o —H—T7 7
T AT HFITRET DONLFE LV,

[BREH]

VA= 7 R— b5 % 8080 (2 LT =7 HTTP y— —%EHET 5,

SWP2 (config) #http-server secure enable 8080

4.18.3 HTTP Y — _"—DF{ EREDOFH T

[FX

show http-server
[AFIE—F]
FiHE EXEC E— R
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[FiFA)

HTTP H— "—OE RN A ER T 5, LFOHEANR RIS,
o HTTP ¥ — N—HEEED H LN/ HE)

« HTTP H—"—0D VY A= HR— FDFEEF

« HTTP y—"R—~D7 7/t A%FA[T5VLAN A L F—T = — R
« HTTP Y —R—~D7 7 v RAEHIRT DT 4 L7 —

o BF¥ 27 HTTP Y — —HERE DA 2N/ %)

s BUAUEA LT T MR

[ E B
HTTP Y —R_R— DR ERNEERT 5,

SWP2#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —N—~T 7 B A TEX AKX NORE
[

http-server interface interface

no http-server interface interface
[73T7 A —5F—]
interface : VLAN A VX —T =— R4

(13X E]

L

[AJTE— K]

Ja—n)ary 74—y g EFT— K

B

HTTP Y= N—~DT I B AZFF0[$T5D VLAN A VX —T = —AXERET D,
o ERTET LSS, HELIEA v —T7 =2 — 2 %IRRT 5,
Ko<y FidxKk8MFE CRETE, RELZIBIZHERT 5,

AKa<y REBRELTWR2WEEIL, RF VLAN OALT VB ATE D,
Batl]

VLAN #1. VLAN#2 IZHHE L CTWABR A WSO HTTP 41— _R—~D 7T 7 B A HA[ 5,

SWP2 (config) #http-server interface vlanl
SWP2 (config) #http-server interface vlan2

4185 HTTP 4 —N—~T VLA TEBI7 T4 T FDIP 7 KL RHFIR
B

http-server access action info

no http-server access [action info)
T A—5—]
action D TR AR oEER R ET D

REM B
deny FIEEELRT D
permit b N ot A R )
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info DS L T B EIETC IPVA/IPYVGE T R L AT IRERET D,
REME B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HTRy b A7 EMbit)ft & D IPvd 7 K
A.B.C.DM L Z(ABCD)EHET S
X:XoX:X IPv6 7 R L A(X:X:X:X) &2 ET D
R YTy b~ A7 RMbi)ff& D IPv6 7 F
XX:XXM L AX: XX X) &R ET 5
any T AXTODIPVA/IPV6 7 LA FRET S
[FIHIRR 2]
L
[AJ1E— K]
rsa—)ary 7 40— g F— R
[

HTTP $— "= ~DT I B RAEFFR[T D7 T4 T > MK % IPv4/IPv6 7 K L A THIRT 5,
AKavy NIRRKSHFETHRENHRTHY, RIIRESNTZHONEE L THA SN D,
Kavwy ReRE LTcha. Bk LR 2Me S 20nWT 78 23T X THESR T 5,
el Kavy REREL TOWRWESIE, $XTO7 78 RX&2FFT 5,

no JEATHEAT LB AIE, FRE LIEREZHIFRT 2,
no JEAT/RT A —=F—ZEME LIZSGE. T X TORELHIBRT D,
[/ — ]

http-server enable %, L < |3 http-server secure enable 735X E S AL T2 WIGE, Ko< RIFHERE L 720,

[ EH]

192.168.1.1 & 192.168.10.0/24 D& 7 A > b 26D HTTP —"—~DT 7V ADRHEZF AT 5,

SWP2 (config) #http-server access permit 192.168.1.1
SWP2 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > :235B O HTTP r—_R—~DT 7 B 2D L5 HELET 5,

SWP2 (config) #http-server access deny 192.168.10.0/24

SWP2 (config) #http-server access permit any

4.18.6 Web GUI DEEHRTE

[E=]
http-server language lang
no http-server language

[/3T A—HF—]
lang SHEAERET D
BREME B
japanese HAEE
english izE
[WIHARRE]
http-server language japanese
[AS1E— ]

Jua—\)arz7 4 b—varE— R




B

Web GUI D EFEERET D,

no JERTEIT LA, PIHIREICR S,
Bl

Web GUI O Fik% J5EHI2T 5,

SWP2 (config) #http-server language english

4187 HTTP ¥ —R—pu /A L ZA AT U MNEREORE

av R 77 LA RS - EHRE

[EX]
http-server login-timeout min [sec]
no http-server login-timeout

[/3T7 A —5F—]
min 1 <0-35791>

ZA LT U MEH(GY)
sec 1 <0-2147483>

ZA LT 7 MEFEED)
[HIHARR E]
http-server login-timeout 5
[AS1E—F]
sua—\arz 4 —varsrE' =R
(@]

HTITP % —/—~D7T 7 Z AR WEAEICHEBMICR 77 U N5 FE TORMERTET b,

sec AW LG GIE. 0 BRREIND,
no FEICHAT LGB I3HIHIER EICH D,
[/ — 1]

B IE FTRE 7R fe/ ML 1 47

[FE B

HTTP — =D X A 27T v MNEFEZ 2 45 30 BIZERET D,

SWP2 (config) #http-server login-timeout 2 30

4.19 SSH #—,3—

4.19.1 SSH — N—DEEB L OZfA R — FEEDOEE

[ER]
ssh-server enable [porf]
ssh-server disable
no ssh-server

[FF—TU— k]
enable © SSH #——Z [T 5
disable © SSH $r—/"—Z T 5
[/XT A —F—]
port : <1-65535>
SSH #—/"—D U A= 7R — hEE (B LT-5HE : 22)
(IR )

ssh-server disable

|89
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[AF1E— K]
sa—s\)var7 4 b—3a sE— R
[FHA)
SSH #—R—ZFWNT 5, £/~ VA= TCP R— "EEAIETHI LN TE S,
SSH $— "—% G T HHE L. FRNIH A MEOIERK (ssh-server host key generate) & 17> CE LE N H B,
no A CHEIT L7235EG1 SSH Y —"— & Wahic 4 5,

[/ — 1]

SSHZ 747> vhhbua A4 3 5858%, Falca—Y—4 L /XA T — RO X fk(username) = L TH L LEN H
ZDO

[ EH]

VA= R— B % 1234512 LT SSH — _—a i@+ 5,

SWP2#ssh-server host key generate
SWP2#configure terminal
SWP2 (config) #ssh-server enable 12345

4.19.2 SSH ¥ — _— DR EIIREBDOFER

EEN!
show ssh-server
[ASTE—F]
Rt EXEC E— K
[REBA]
SSH ¥ — /=D EIRIN 2R T D,
UToHEAMNERIND,

«  SSH % — —#rE DA 2/ %)

o VA=V T R—MDOFEE

« SSH #—/R—iK A NEDOA

s SSHY—N—~DT7 7 EAZFHFATHVLAN A L FZ—T = — A
« SSH Y —N—~DT7 7B AZHIBT DT 4 NVH—

[B% &)
SSH ¥ — _— DR IR E FRT 5,

SWP2#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

e
it

4193 SSH ¥ —NN—~T J A TELHRA D

E&

ssh-server interface ifname

no ssh-server interface ifname
[T A—F—]
ifname : VLAN A > ¥ —7 = — A4

(AR E
L
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[ASTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]
SSH =/ N—=~DT 7 ¥ A% T5 VLAN A L H—T = —AERTET D,
R TETLEESIE. BELIEA v 2 —T =2 — A %IRRT 5,
RKa<wy FidgK8MHETHETE, RELLIEIZHEHT 5,
Ka<w REFREL TWARWEASIL, BRF VLAN OLT 7B ATE 5,
(B EH]
VLAN #1, VLAN #2 {ZH&i L CTWAKR A M BH O SSH —X—~DT 7 ¥ A %74 5,

SWP2 (config) #ssh-server interface wvlanl
SWP2 (config) #ssh-server interface vlan2

4194 SSH Y —R—~T 7BV R TEBH7 5T NDRE
E&
ssh-server access action info
no ssh-server access [action info]

[/3F A—4&—]

action L TR RARMBICKT 2EMERfRET D
REHE A
deny FEEHEST 5
permit FEE"FAT S

info DS T D EIETTIPVA/IPVG 7 R L A ERERET S,
R EME B
AB.CD IPvd 7 R L A(AB.CD)&ZEET D

BT Ry v AT BEMbinftE D IPvd 7 K
A.B.C.DM L A(AB.CD)ZRET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
XX BT Ry b A7 EMbit)ft & D IPve 7 K

XX:XXM L AX XX X)EFRET D
any T _TOIPVA/IPV6 7 KL AZFRET D

[ E]

7L

[AFTE— ]

Ja—n_"pyar 74— g T — R

[FFA]

SSH TH#id %7 74 7 > MK % IPv4/IPv6 7 K L A THIRT 5,

Ka<wy NIERRK8HFETRENARRTHY , LBICREINTZLONELE L THEAIND,
Kavy FaERE LGS, B8 LIEREEMZ S RWT 78 233X TG T 5,
L, Ka<wy FERELTOHRWERIT, §XTOT7 7 ¥ X &fF T %,

no A TIAT LA, € LIEREZHIRT 5,

no JERTRT A —H—ZHME LI2GE., T XTORTELHIRT 5,

[/—H]

ssh-server enable =~ > RAFRE SN TV RWEEA, Ko~ RITHEEE L 720,
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[ EH]
192.168.1.1 & 192.168.10.0/24 D& 7 A > b B D SSH Y —N—=~DT 7 © AD I EFF T 5,

SWP2 (config) #ssh-server access permit 192.168.1.1
SWP2 (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > hx6D SSH —_X—~DT 7 B ADHEHELST 5,

SWP2 (config) #ssh-server access deny 192.168.10.0/24
SWP2 (config) #ssh-server access permit any

4.19.5 SSH ¥ — —K 2 MEDVERR

[EX]

ssh-server host key generate [bit bit]
[T A —5—]
bit 11024, 2048
RSA DLy MR

[ E]

L

[AJIE— K]

¥t EXEC E— K

[FHA]

SSH —/X—D7R A h RSA#tL 7R A  DSA #42HET D,

RSA 1% it NT A —HIZH - TEKTHEBOE Y NMEETEETE 5, DSA#3 1024 £ FofEEART D,
[/—F]

SSH Hr— \—iRe 2RI T AEA1E. HRlcAa~ Y REETLTHRR MEFAERTALERD B,

BEIZAR A MEDPEE SN TV AHRE TR~y REEIT LSS, 2— W —ICx L TR A MR T T 5 0G0 %
BT 5,

ARA MEOARIZIE, BOBREORRIN DD HEND D,

Aza<r Rk, SSH 4 —_—NEHGDLAIIOHRILTTE 5,

[EX EHI]

2048 B D RSA L, DSA AT D,

SWP2#ssh-server host key generate bit 2048

4.19.6 SSH  —\—F X NED I VT

[F=
clear ssh-server host key
[AS1E—F]
kikE EXEC E— R
B
SSH #—/3—® 7 A | RSA §it & 75 2  DSA & HIFRT %,
[/—H
K=y Fid, SSH = "=REHDOHAIZOBFEITTE D,
[BXRE )

ARA N RSA #EL AR A - DSA #ZHIKRT D,

SWP2#clear ssh-server host key
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4.19.7 SSH Y — _—ABEEDO R R

[ER

show ssh-server host key [fingerprint]
[F—TU— k]
fingerprint DR ERTRT S
[AJIE— F]
F¢HE EXEC £— R
[@i ]

SSH #r— "—D ARk Z R~ T 5,

fingerprint ¥ — U — F&45/E L7250 13, AREOHR L8R, 7T AF—7— F2RRT 5,
[/—}]

FEFERLD /Ny 2 7L X AL, MDS & SHA256 O % &K RT %,

(B E B
NPT RRT D,

SWP2#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBIOYYdgvE+4bbhF4mtoIJri+ujdAIfgr4hl/0w7J1lvc50eXg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/JjPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM70fadd
9ySbemj06Y/0k81L5gqFhCHMGOGtgqITKZsqb5VnPz8FYC8t1ls6/tpyrUabaG2af/yTEa5USBDYAucCSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJEOJyei+4c5qWSE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDihpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPw4SgFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WnhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWIglF5Yy7F64PesqoH
6h50DNK7Lh1T7s4Q0XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/gjYCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS2pDX5EWrwhPXXXXXXXXXX==

ARROHRIEZFTT D,

SWP2#show ssh-server host key fingerprint

ssh-dss
1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+--—[DSA 1024]----+
| 5 ¥ o |
|=*=+. o
|E+X+ e}
| o + = +
O X

|
|
|
e . . |
oo=.B.*.0 |
|
|
|

E

free=e== [MIDS || s===== +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWeW0Bw7aA0XXXX
+--—[DSA 1024]----+
| . +E. |
| o o |
| o X S |
|+ = |
| o B % |
| + @ o |
| * x4 |
| X+.@ +o= |
|@*o.= o. |
+--—--[SHA256] -——--- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:0b3:24:17:XX:XX
+---[RSA 2048]----+
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| |
| |
| |
| 5 |
| 5 + |
| |
| E |
| B.. |
| . 00 |
- [MD5] ——=——- +
2048 SHA256 : XXXXMkUuEbkJggPD68UOR+gobWPhgu7qgXzE81iUXXXX
+-—-[RSA 2048]----+
| % o==4F |
| *o+= |
| *=0. S |
| ¥ 8 5 o |
| + B * o |
| = = . |
| o |
| 5 |
|o = |
+-———[SHA256] ————- +

419.8SSH 7 S A7 v NDOAEERHERORTE

[ER]
ssh-server client alive enable [interval [count]]
ssh-server client alive disable
no ssh-server client alive

5 =5 —]
interval 1 <1-2147483647>

7747 b OAFHERRRINE (B & L7546 0 100)
count 1 <1-2147483647>

74T NOEFHERRR R U M (EIg L2581 3)
(AR E
ssh-server client alive disable
[AJIE— F]
Ja—n"narz4 7 b—varE —R
(@A)

I TA TV NDEFREREAT ) DENERET D,

7 747 MZinterval TRRE LTZPHRTICEZERT DA v =T %KD, count THEE L7 B ke L C
WNE R T2 Teh, T34 T MeDEREDID, By a a2k T35,

no IR CHAT LGS I3 IR E IR b,

420SSH 7 A7~ b

420.1SSH 7 A4 7 b OiLHE)

[#FX]
ssh [user@] host [port]
[R5 A B —
user D U= bhRA NI T OBRICERT D2 —Y -4
host D UE—FHRAR M, 7203, IPvd 7 FLUA(AB.C.D), £7ziL, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 ma—JnT RUAZRET D561, BHA v ¥ —T7 = — A bEETLHLEND
% (fe80::X%vlanN D)

port 1 <1-65535>
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TR — hED (B LESEE 22)
[WIERRE]
L
[ASIE— K]
FHE EXEC £— R

[FHA)

fEE L7z A b~ SSH CTHeft 1 5.

user ZAME L7256, v /A RO —YF—LZEH L TSSH —_"—~D7 7 &2 %T 5,
42— —Tua 7 A I user ZEME L7256 13 root" 23 5,

[/—}]

TR —TLFETNE (~) &T5, TAF—TXFIITHICAN SN L ERETRE# IS,
TORI D = A — 7 7% 2 [\l TAJ L7=8; &i TR —T TN —_"OASE L THERESNS,
TR =T LFIHET TV A ROB AT SN 6, MBI E AL 5,
IX#%?X%Cﬁffﬁixfa/mﬁﬂﬁéﬂ% G, TAT—TANDO—ENRERIND,

[ EH]

IPv4 7 K 1A 192.168.100.1 DA A MZ, =—H% —4 uname, ~— hFE5 12345 T SSH £t 95,

SWP2#ssh uname@192.168.100.1 12345
IPv6 7 K L A fe80::2a0:deff:fe11:2233 MR A M, = —H —4 uname, A~— bFE 5 12345 T SSH #5595,

SWP2#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4202SSH 7 A4 7 > b OBk
[EFR]

ssh-client switch

no ssh-client

[73F A —&—]

switch : SSHZ 747 v MaAIIT D03 5D
REE B
enable HhZT 5
disable TS

[FIIRRE]

ssh-client disable

[AJIE— K]

sa—m\)arZ 47—y arE—FR

[BLAA]

SSHZ 947 rELTsshavwyr REEHATEL LI 5,
no JERTEIT LIEEAITISSH Y 94 7> &z 5,

[EXEH]
SSHZ 947 v FEEMT 5

SWP2 (config) #ssh-client enable

4203 SSH R & MEBROZ VT
B

clear ssh host /ost
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[2XT A—F—]
host
[AFTE— F]

et EXEC B— R

[FRA]

Ue— AR M, £7203, IPv4 7 FLA(AB.C.D), £721%. IPv6 7 K L A(X:X::X:X)

SSHZ 47 k& LTH L= SSH — R— DA ZHIRT 5.

[ EH)

SSH A A ME#HRZZ VT3 5,

SWP2#clear ssh host 192.168.100.1

421 A —/)L@A

4.21.1 SMTP A —/LH— _"—DHE

[EFX

mail server smtp id host host [port port] [encrypt method| [auth username password|

no mail server smtp id

[F—TU—F]
port

encrypt
auth

[PXT A —F—]

id

host

port

method

username

password

(IR E]
L

A= —=R—DR— N KL IEET S
kD &g e+ 5
SMTP ZiFCTHEHI T H v MEREFRTET S

<1-10>

A= —,3— 1D

A= NP —="—=7 R A F7iX, HA M
IPv4 7 R L Z(A.B.C.D), IPv6 7 F L ZA(X:X::X:X)

IPv6 V7 a—inT RUAEZRETHHAIT. HHA LV F—T7 ==X LETETHLERD
% (fe80::X%vlanN DJEZE)

A D64 SCTUN, AEHET L)
<1-65535>

A== R—D R — N F S (EWERET 25, method & LT over-ssl WIEE INTWEEIE
465)

(= ARV =V

REME B
over-ssl W5 25 51k3 % (over SSL)
starttls {5 Z W5 5{k7 % (STARTTLS )

SMTP FRAETHEN T 52— —4
(64 LFLIN, 2" |> & A=A Z R AT - AL D)
SMTP FHGE T+ 52U — |
(64 SLFLAN, 2" |> &M A= 2 ZFR PR RET - EATL)
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[AFTE— F]
Ja—x\)aryz 4L —y g T — R
[FRHA]

A= VB EIERT A — R FREFRTET D,
[/ —}]

SMTP #BFEZ1T 9 B, AUTHLOGIN =1~ > K& fli o CTREREZAT 5

SSL/TLS ®/3—< 3 > & TLSv1, TLSv1.1, TLSvI.2 {Z%}& LT\ 5,

A=Y —=R=DT FL AL LTIPV6 7 RV A ZET D85, SSL/TLS (2 X DB SLIFAHTE e,
[BEH]

A —VE[EP—/3—IZ, smtp-server-test.com & X ET D,

SWP2 (config) #mail server smtp 1 host smtp-server-test.com

A —/ViEfEY— 33— & LT smtp-server-test2.com Z 57 L. W5{t & SMTP @EGEAFIH T 2R EEIT D,

SWP2 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.21.2 SMTP A — )L P — _—Z DFRE
BN

mail server smtp id name server _name

no mail server smtp id

[NT A—=HF—]
id o <1-10>

A=Y —/3—1D
server_name D A= L= R4

(64 STFLAAN, 2& bR < PAET - AR S)
(WX E]
L
[AJTE— ]
Ja—)ary 47—y g rEF— KR
[RLBA]
A—)VIRBIMERT 5 —"—DARTERET D,
[BEH]

A= VEEP— "—D4HT & LT test mail server Z5XET D,

SWP2 (config) #mail server smtp 1 name test mail server
4.21.3 A—/VIBH®D + Y T—RE

[EX]

mail notify femp-id trigger terminal

no mail notify temp-id trigger terminal

[F—TU—F]
terminal D UmAREERERRICBE T oA X M EREAT D
[/%F A —&—]
temp-id o <1-10>

A—)T 7L —KID

AN MBS T v — b EREEET D
[WIEIRRE]

no mail notify
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[AJIE— K]

ra—mpvar 74— g T — R

[FHA)

FBE LTHRED A X MERE A —/VBHT D120 DK EEIT I,
[ EH]

AT T b b #L IR REESEE D A N2k B U =& BET D,
SWP2 (config) #mail notify 1 trigger terminal

4214 A—NVEEOT L — FREE— K

[EX]

mail template temp-id
no template

[/3F A —&—]
temp-id : <1-10>
A—)LTFT 71— KID
[FIEAER E]
L
[AJTE— K]
Ja—nary7 4 —y g F—R
[FHA]
A= LEERIFERT T L — 2R ETHE— FIIBITT 5,
T — R E—RNIIBITTAHZETCIRROHEAERET DI ENTE S, 77 b— MMIxK 10 HAER ATEE,
o A—)LIEEDREET KL A
o A—IVREDOEEFILT KLA
o A—)LEFE ML
o A= NVEREFHHBRHORE X MBFEmOAHMHEH)
(B EH]
A—=)LT T L— k #l OREET— NIIBITT 5,

SWP2 (config) #mail template 1
SWP2 (config-mail) #

4215 A—NEEFEDOY—/—ID ORE

E&

send server server-id

no send server
[/$5 A—%—]
server-id ¢ <1-10>

A—NT 71— NID

(AR E
no send server
[AJ1E— ]
A—=NT T L—FE—F
B
T2 A=Y —"—D ID Z45ET D,
Bl
A—)VT T L— h# THAT D A — ===~ ID#l ZHRET D,
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SWP2 (config) #mail template 1
SWP2 (config-mail) #send server 1

4.21.6 A —NWVEEDEEFTA —NVT FLRADRE
[ER

send from address

no send from address
[/3T7 A —F—]
address DOEEIEA—AT RLA

(256 LU, EAERT L -@)

(AR RE)
no send from
[AFTE— K]
A—=NT T L—FE— R
[FAA]
FEEILA—NT FLRZHRET D,
[BE B
A—)LT T L— b #l OFEETTA—/LT KL R sample@test.com ZFEET 5,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send from sample@test.com

4.21.7 A —)VIREDIICA —NT R L ADERE
BN

send to address

no send to
[/3T7 A —5F—]
address DS AT RLRA
(256 SCFLIWN, PEARET L -@)

(R E]

no send to

[ AS1E— ]

A—=NT T L—FE— R

(@]

SiEA—NT L AZBRET D, (K 41F)

[/—H]

KRENTA N b@FOsist & L TEM S, GEIE OB SEREE e & L TUIER S,
[BAEBI]

A—)LT T L— k #l DFEIEA—/LT F L AT user@test.com ZFEET 5,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send to user@test.com

4.21.8 A — /LB IE D4 DERTE
[

send subject subject

no send subject
[73F A —4F—]
temp-id DA VIR ERF O
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(128 SLFLIN, > %R < FAIET - AT s)

Tl

[FIIER E]

no send subject

[AS1E— K]
A—=NT T b—hE—R

[

A—)VIKEDHAB EFRET D,

[/—}]
RREDGEITLLFOMA E2 D,

« A XY NiEZJ : Notification from SWP2
« AEBAEEIAG : Certification publishment
FERAEE AN : Certification expiration

[ 2B

AT T L= b # DA /VIRERF DA "TestMail" Z i ET D,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send subject TestMail

4.21.9 A — LV EEFHLREORE

[ER]
send notify wait-time time
no send notify wait-time

[/3F A =4 —]
time 1 <1-86400>
EEFF B R H (D)
(AR RE]
send notify wait-time 30
[AFTE—F]
A—=NT T L—FE—F
[FAA]
AN MEFRO A — VPN FEERTEE SN D £ TOFRERR 2R ET 5,
[/ — "}
ARBRIENTA N2 MBEO A — /LR EFERR & L THEH SN D,
(BB

A= )T L— R #1 DA — )LEEF LRI 60 WAERET A,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send notify wait-time 60

4.21.10 FEBAZEXAERED X — VERE

[EFX]

mail send certificate temp-id
no mail send certificate

ST A—F—]
temp-id c <1-10>

A—=)T7 7 L—KID
[WIEARRE]

no mail send certificate
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[AF1E—F]
RADIUS 27 4 7 L—3 a3 »E— R
[FEA]
RADIUS ¥y ——=0D 7 T4 7 v FMEAFLZ XM T2 L EIMEMT L5707 —FID 2 fRET D,

RADIUS %— =D 7 Z A 7 FFEAZEIL, RADIUS — X—HERED user 2~ RTHE LA —/LT RL A~k
45,

[/ — ]

RADIUS %—/X—D 7 T A 7 > FEERAEDEF D A — )L AR S

Certification is published.

Name : [£Al]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ —H—4] % user =~ > K USERID f

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

[B%E B
RADIUS —_"—0D 7 5 A4 7 > bEHEEZ A —VikftT 5 L ZIHEHAT LT 7L — M IDIC#]1 2HET 5,

SWP2 (config-radius) #mail send certificate 1

4.21.11 FEFAEBARED XA — VR E
BN

mail send certificate-notify temp-id

no mail send certificate-notify
[73F A =4 —]
temp-id ¢ <1-10>

A—NT 7 L— 1 ID

(IR RE]
no mail send certificate-notify
[AJ1E— F]
RADIUS =7 4V Lb—v g E— N
[FAA]
RADIUS #— =027 T4 7 > M EEZ A — /Ll 5 & ST 57 > 7 L— hE{EET 5,
[/ — ]

RADIUS %—"—D 7 F 4 7 NEAZEO A AR FRTE N O A — VARSI

Your certificate will expire in [X] days.

Name : [£fi] % user 2~ > KO NAME 47> 3 v D% EE
Account : [ —H—4] % user =~ > K USERID

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS —_"—0D 7 T4 7 v b ELEZ A — VBT DL EEIEHT T 7L — MR 2HRET 5,

SWP2 (config-radius) #mail send certificate-notify 2

4.21.12 ;EFAZEO A IHIREIIVEIM Z A 2 T DR E

E=N
mail certificate expire-notify day [day] [day]
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no mail certificate expire-notify

[NT A —=HF—]

day : <1-90>
ARG Z 18509 2 7% A7 H K

[WIHIRRE]

mail certificate expire-notify 30

[AJ1E— ]

RADIUS 2> 7 4 7 L—v 3 »E—F

B

RADIUS $—=—=0D 7 T A 7 > bFEEOAZMIREIN 2 ST @i 5 Az fEE 15,

WA BEII 3 HFETHRETE 5,

[/— "}

day ZIANNEFICED LT, BIETR RSN D,

(BB

RADIUS ¥ —/—=D 7 T A 7 > bt HEOAZHIRGIN O FaT@EM 2 50 HATE 10 BRNCEET 2,
SWP2 (config-radius) #mail certificate expire-notify 50 10

42113 A — /LEEFROFETR

[EFX

show mail information [temp-id]
[7XF A—&—]
temp-id ¢ <1-10>

A—)T7 7 L— K ID

[AFT7E— ]
¥5HE EXEC £ — K
[FLEA)
FRELET 7 L— b ID DA —LEEEREERT D,
T 7 L— hID AW LA, 2 TORA—IUIEREFRT D,
[ EH]
A=NT T L= b # DA NIERELTRT D,

SWP2#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.22 Yamaha Unified Network Operation Service (Y-UNOS)

4.22.1 Y-UNOS #BEDRE

[EX]
y-unos cnable
y-unos disable



no y-unos
[F—T—F]
enable © Y-UNOS #rEZ A0 T 5
disable © Y-UNOS ez #2245
(AR E]
y-unos enable
[AS1E—F]
sa—m\)varZ 47—y aryE—FR
B
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Y-UNOS (Yamaha Unified Network Operation Service: % > NV — 2 241 L CT /A A [Al LT 50— X) e %

ANETITENZT D,
no JEATHEAT LIS E B EICR %,
[/ — ]

Y-UNOS HEREIZIRSFE VLAN O TEIWET 5, £5F VLAN IZ IPv4 7 R L ADRE SN TV WIS, {5 VLAN

N7 HZ 7 LTWAIREETIE Y-UNOS HRE & 121Ed 5,

R5F VLAN 228 L723541E, Y-UNOS O+ A. H Bhid ke
239.192.128.250) % £&5F VLAN [Zi# H 5 Z &,

Y-UNOS #8E DA MU/ EIITR R 1 B2 56035 5,
AL VERENANLY G, Aa~r NI TE 20,
[EE B

Y-UNOS #HEZ AT 5,

SWP2 (config) #y-unos enable

Y-UNOS HEHE 2 HE2h2 95,

SWP2 (config) #y-unos disable

4.22.2 Y-UNOS FHRDOFER

D~ ILFF v A k7 L — LHREFR E (12-mcast flood

[EFX]

show y-unos

[ASE— K]
et EXEC E— R

[RHFA]
Y-UNOS [ZBHT 2 ESRCAT — X ADERELRRT D,
KARANEFTLTDOLEEY,
*  Y-UNOS BERE D% E (Y-UNOS)
*  Y-UNOS ##E Dk #E(Status)
+  Y-UNOS H#£HED IPv4 7 K L A(IPv4-Address)
« RSFVLAN O IPv4 7 KL A & ID 2FRT 5
. Mtz —%E
s BT L4 (Model)
e U 7 (Serial)
o 7y —AU=xT/3— 3 2 (Version)
+ MAC 7 KL A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
+ 7R A N4 (HostName)

Y-UNOS HEHE D IR RE(Status) TIZLL FOWT N aE £ord 5,

Status

B

Active Y-UNOS #EREDSEIE L T B0k
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Status 2585

Y-UNOS FERESENE L TR UWRBE(A X » 7 BEFEN A
725 TUND) X AK 7 SHEFEFR D 7

Inactive(stack enable)

Y-UNOS HERE NS ENE L TV 72U IRRE(SESF VLAN | IPv4

Inactive(no ipv4 address) T R U ABERE STV £ 7213/ VLAN 23U >
IR LTND)

Disable Y-UNOS #§#E )3 20 72 (R A&

[BREBH]

Y-UNOS & &R 4 %,

SWP2>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.23 LLDP

4.23.1 LLDP #8e DA %Nk

[EFX]
lldp run
no lldp run

(AR 2]

7L

[AJTE— ]

srua—\arsr 4 S —va TR

[@iA]

VAT LART LLDP HREE 2T D,

no R THFEIT LA 1X,. AT ALK T LLDP BRE &2 0o+ 5,

[/— k]

R— MIX LT LLDP #REZ AT DT T O a~vy RERET D2 UERH D,
set lldp enable =~ > K™ type (LLDP =— = > b — R)TME|Z)GH U T txrx, txonly, rxonly Z 5% E T 5,
« ldprun(Zu— vy 7 4 7 L—3 g F— )

e Ildp-agent (f > % —7 = —AE— R)

+ set lldp enable fype (LLDP =—3 = > hE— R)

[BXE B

LAN 7R— |k #1 @ LLDP #8REDEZA(E 2 AT D,

SWP2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

(
SWP2 (config-if) #1ldp-agent
SWP2 (11ldp-agent) #set 1ldp enable txrx

4.23.2 AT ADHETDORE

BN
lldp system-description /ine
no lldp system-description
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[73T7 A —=F—]

line LV AT AOBAS O CTRN(255 SCFLAN)
[WIHIRRE]

no lldp system-description

[AFTE—F]

sa—\)var7 4 S —varyE—R

[RLBA]

LLDP B§RECHEFT %, v AT AOMHAXZERET 5,

no IR CHEAT L= B I3V R EIRE D,

VMR EOEIL, A +7 7 —L =T VBV ay] Tho,
REH

VAT AOFHA % SWITCHI_POINT A 1295,

SWP2 (config) #11dp system-description SWITCH1 POINT A

(1]

4233 VAT ADLFROERE
EEN

lldp system-name name

no lldp system-name
[/NT A —=HF—]
name DV AT ADOALFRO LTS5 SLFLIN)

(R E]

no 1ldp system-name

[AS1E— K]
Ja—n\)ary7 4 L—v g rET—FR

[RBH]

LLDP HRECHEHAT 5. VAT LDOLHERTET D,
no JE CEIT LG A TR EICRE 5,

WIHIERE O THfi4 ) Th D,

X EAEIE LLDP System Name TLV (Z5%/E S5,

[ EH]

VAT ADLLFRE SWITCHI (1275,

SWP2 (config) #11dp system-name SWITCHI1

4234 LLDP =— 3 = > F OVERR

[EF2
lldp-agent
no lldp-agent

[F1EIER E]

L

[AJIE— K]
B —T 2 —AF— R

[FRHA]
LLDP =— = > F&fERK L. LLDP =— = > hE— NIZBEBT 5,
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no B CHEIT LA 1E. LLDP =—2 = > &R HIRT %,

[/ —F]
LLDP =— Y= F5EIRT AL LLDP =— Vx> hE— RTRELEZa~<y FL YRI5,
(B EH]

portl.] TLLDP =— ¥ = F&AF L, LLDP =— = ME— RIZBATT %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #11ldp-agent
SWP2 (11ldp-agent) #

4.23.5 LLDP iZ L. 5 HEVR EREREDRE

EEN!
1ldp auto-setting switch
no lldp auto-setting

[/3T7 A =4 —]
switch : LLDP 2 & % A B EMRE DR T
REMHE Gl
enable LLDP (2 & % HERREMREZ AT 5
disable LLDP |2 X % BB ERERE 2 B2 9%
[HIHIRRE]
1ldp auto-setting disable
[AJ1E— K]
Ja—N")naryz4JL—g F— R
(@]

FEDY~ MR EET D LLDP 7 L—AIZ KD | AA v FOREL BEIICEE T 282 G207 5,
F7-. power-inline disable delay =~ > NIZ X DFGFEIFIEZ A I 7 OEFBEREEZ AN D,

LLDP 7 L — A TIZLL T OFERED R E S D,

o 7 ua—iilfE

* QoS

« IGMP AX—t"

- EEE

« RADIUS #—/3—7K A

o SRR

no FENCHEAT LGS I3 WIHIREICR 5,

WA LB —T 2 — ADIRIRETE 5,

[/ — 1]

ABEREZ B9~ 5 7201 1E, setIldp enable 1~ > KT, LLDP 7 L — A& Z(ECTE 2EICT HLENH D,
[ EH]

LLDP T &k % HEER EMREZ AT 5,

SWP2 (config) #1lldp auto-setting enable

E

X

4.23.6 LLDP =25 — KD

EEN!
set lldp enable #ype

set lldp disable
no set lldp enable
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[73T7 A —=F—]
type DEEEE—F
REME B
rxonly ZAEHHICHRET D
txonly EEHEHICHRET S
txrx EEBILOZEICTRET D
[WIEARRE]
set 1ldp disable
[AS1E—F]
LLDP =—Y =¥ hE—F
B

KB A B —T 2 —ATDOLLDP 7 L —LDEZEE— FERET 5,
set lldp disable D413, LLDP 7 L — A ZESZ(E L7V,
no IETIAT L72GA X, MR EITR D,
[ EH]
LAN 7R — b #1 @ LLDP %25 — FE2ZEHEHICHRET D,
SWP2 (config) #11dp run
SWP2 (config) #interface portl.1l
SWP2 (config-if) #1ldp-agent
SWP2 (11ldp-agent) #set 1ldp enable rxonly
4237 FHT7 FL ZDOFBEORE

[EX]

set management-address-tlv fpe

no set management-address-tlv

[R5 X — & —]
type COEBY R Z2OREH
RIEME A
ip-address BHT FLAZIPT RLALTD
mac-address BHT RLAZMACT RLALT 5
[WIHIRRE]
set management-address-tlv ip-address
[AJ1E— ]
LLDP =— = hE— R
[FEHA]

LLDP T4 %, A— FOEHT N ADHEAHRET D,

no JEI TIFAT LGB I3 IIER EIZ K D,

X EfEIE LLDP Management Address TLV [Z5%E 415,

Bl

LAN 7R— |k #1 OFHT FL 2O % MAC 7 F L AICRET D,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.1

SWP2 (config-if) #11ldp-agent

SWP2 (11ldp-agent) #set management-address mac-address
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4.23.8 EAREEH TLV ORE

[EFX]

tlv-select basic-mgmt
no tlv-select basic-mgmt

[WIERRE]

7L

[AF1E—F]

LLDP =—Y = hE—F
[

BET7 L — DTHEAEH TLV 28T 5,

no BN CHEAT L7Haid, HME7 L— 20 b EAEF TLV ZFR<,
ZDOaw Y RTLLFO TLV A3 LLDP 7 L— ATEME L5,
<JEAREPE TLV>

(1) Port Description TLV : A8 — k OFiH 3L

(2) System Name TLV : 2 A7 L D4 FR

(3) System Description TLV : 3/ A7 A D@ ST

(4) Syatem Capabilities TLV : 3 A7 A DHE

(5) Management Address TLV : In— FOEBHT RL A (MAC 7 RLAETIXIP 7 RLR)
[BEH

LAN R — k #1 T#{59 % LLDP 7 L — AZEAREE TLV Z38007 5,

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #11dp-agent

SWP2 (11ldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV OHE

EEN
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIRRE]

7L

[AS1E— K]

LLDP =—Y = FE—F
B

{57 L — AT TIEEE-802.1 TLV ZBMNd 5,

no B THIT LI=HBE 1%, 57 L—247 5 IEEE-802.1 TLV %<,
ZDa<y RTLLFO TLV A LLDP 7 L—AIZBIIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : K— k VLAN ID

(2) Port and Protocol VLANID : 7”& | =2/L VLAN ID

(3) Protocol Identity : R — r4 257w fha,Ld U X |

(4) Link Aggregation: U > 7 7 7'V 7 — 3 U IE#

(5) VLAN Name : " — F VLAN O£ Ff

[BREH]

LAN 7R— k #1 T%/Z4 % LLDP 7 L — A |Z [EEE-802.1 TLV % 3iBN4 %,

SWP2 (config) #11dp run
SWP2 (config) #interface portl.l
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SWP2 (config-if) #1ldp-agent
SWP2 (11ldp-agent) #tlv-select ieee-8021-org-specific

E

e

4.23.10 IEEE-802.3 TLV O
EN

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FHA]

{5 7 L— A2 IEEE-802.3 TLV % iBId 5,

no IR THFEAT L2/ 1E. 2415 7 L— L4205 IEEE-802.3 TLV &<,
DA<y RTLUTF®O TLV A LLDP 7 L— MBI E 5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 » OH R — ME#H
(2) Power Via MDI : PoE 1f# (PoE B&RE D & % HEAE D 1)

(3) Link Aggregation: U > 7 7 7' U ' — 3 V1R

(4) Maximum Frame Size : ix K 7 L' — LH A4 X

[BRE ]

LAN 7R— k #1 T4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #tlv-select ieee-8023-org-specific

4.23.11 LLDP-MED TLV DX E
[EX

tlv-select med

no tlv-select med

[FIAE ]

mL

[AF1E— K]

LLDP =—Vx v hE— R
[BLHA]

%{§ 7 L— A2 LLDP-MED TLV % B4 5,

no FEICHFEAT L=GA X, %57 L—24205 LLDP-MED TLV % (&<,
ZOa<y RTLLFOTLV A LLDP 7 L—AIZBIIE N5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN {&#(Voice VLAN 235%E STV H R — kD &)
(3) Extended Power-via-MDI : §i53 PoE 1% #R(PoE ¥$RE D & 2 il o 1)

[/ — 1]

Location Identification TLV DfE | "Location" 2358 E ST\ 5,

[ E 5]

LAN AR— k #1 T&ET 5 LLDP 7 L — A2 LLDP-MED TLV %3804 %,

SWP2 (config) #11ldp run
SWP2 (config) #interface portl.l
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SWP2 (config-if) #1ldp-agent
SWP2 (11ldp-agent) #tlv-select med

423.12 LLDP 7 L — A DEERIB DR E

[ER
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[73F A —5F—]
tx_interval 1 <5-3600>

LLDP 7 L — L 3%[E IR (D)
[FIHIE% E]

set timer msg-tx-interval 30

[AJTE— K]

LLDP =—3Y x> FE— K

B

LLDP 7 L — A DEEHREHRET 5,

no B TEIT LA T VIR EICR S,

[BRER

LAN R— I #1 T&EET 5 LLDP 7 L— ADOEERIGEE 60 FHIHET B,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.1

SWP2 (config-if) #11ldp-agent

SWP2 (1ldp-agent) #set timer msg-tx-interval 60

4.23.13 EHEEEHIR O LLDP 7 L— AEERBORE

&

set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[R5 A—H&—]
fast_tx : <1-3600>
HIEEHIM O LLDP 7 L — A 61E MR (D)
[WIHIRRE]
set timer msg-fast-tx 1
[ABE— K]
LLDP =—Y = hE—F
[BLAA]

ELEEER O LLDP 7 L — AR ERIE AR ET 5,

no B CEIT LA IR TIZRES,

EEEE AR & 3R — OB T L < Rod o EZ OB, SmEREHEHREH DU FTDa~< s Richt
WLLDP 7 L— AR EEEI A,

+ set timerx msg-fast-tx fast tx : =R 5 {E M O XEMRBE) 2R ET 5,
+ set tx-fast-init value : FIHEEHIICEET D LLDP 7 L — A D2 FRET D,

[EXEH]
LAN A— k #] TEHEEEMMO LLDP 7 L— AR ERMELY 2 IR ET 5.

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set timer msg-fast-tx 2
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)

l%l
il

4.23.14 LLDP 7 L — AXEEIEN L B E TORB O
[

set timer reinit-delay reinit delay

no set timer reinit-delay
[XT A —=F—]
reinit_delay ¢ <1-10>
LLDP 7 L — ARAEEF 1L b FRIHIE E T ORI ()

[FIEIE% E]

set timer reinit-delay 2

[ASTE— R

LLIDP =— = hE— K

BN

LLDP 7 L — ARG IR0 6 b & COR 23 ET 5,

no IR CEIT LIS A IR EICE S,

[RXEHI]

LAN 7R— k #1 TLLDP 7 L — A EEELENSEYHLE TORM A 10 IR ET D,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set timer reinit-delay 10

4.23.15 BB MO RFRERI(TTL) 2 BT 2 72D DRE DR E
[ER]

set msg-tx-hold value

no set msg-tx-hold

[/$5 X —%&—]
value © <1-100>
RS T W O EFRER] (TTL) O 2 HH T 2 720 Ok
IR E
set msg-tx-hold 4
[AJ1E— ]
LLDP =—Y = hE—F
i8]

BTG MO RFFRFE (TTL) 2 BT 5 7D O R ZHET D,

no R TEIT L2 AIIWEREICERE 5,

Z ORBEMEIX LLDP 7 L — A {E [ (msg-tx-interval |23 S 4u, S 52+ 1 LT TTLE@E) & 72D,
TTL fi%. Time To Live TLV I[Z5%E X115,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

[BE )

LAN 7R— b #1 CHEHE RO (TTL) 25 HT 2720 D% 2 ITRET D,
SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #11dp-agent

SWP2 (11ldp-agent) #set msg-tx-hold 2
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4.23.16 B HEEEHR O LLDP 7 L — AR EREBEORE

[EX]

set tx-fast-init value
no set tx-fast-init

ST A—F—]
value o <1-8>

HIEEHIRI D LLDP 7 L — A E{E %K
(1A RE]

set tx-fast-init 4

[AF1E— K]

LLDP =—Y = hE— I

B

B EWIM O LLDP 7 L— A E B AR ET D,
no JER THEIT LI HAITHREICR S,

[ E ]

LAN R— | #1 TEHEEEHIRIO LLDP 7 L — A EFEEE 2 ICHRET 5,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set tx-fast-init 2

4.23.17 R— MBI CTHEETX DR ORKER AR ORE

EEy

set too-many-neighbors limit max value
no set too-many-neighbors limit

[/3T7 A —F—]
max_value : <1-1000>
N— b HALTE T & DA O KRR
[ E]
set too-many-neighbors limit 5
[AFIE—F]
LLDP =—Y = hE— R
[FHA]

AR— MR CTEICTX 2B ORRKERERTET 5,
no B CTEIT LA IIVIHIREICH RS,
R— NORRERAEREB A6, FTLWEER D HEE SU72 LLDP 7 L — AT RS 5,

[/—}]

O REBRETHE, JIBEFR—FNTEODLLDP 7L — A5 (Z L XI0—F, U E— MERSEST — 7 LN
J7UVTEND,

(B EH]

LAN /R— b #]1 THR— FHEN CTEH TE 2B 0RKEHE 10 IZRET D,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (1lldp-agent) #set too-many-neighbors limit 10



42318 LLDP B$ED A v X — T = — A —FERTE

2wy RU 77 LY A | RSF

- EHBEE | 113

[ER
Ildp interface enable fype
1ldp interface disable
[¥—U— K]
enable LLDP FEREZ A2 %
disable LLDP F&RE & #2029 %
[/$F A—5—]
type OEZEE—F
REE B!
rxonly ZAEHAICHET S
txonly EEHHICERET D
txrx FEBIUOXEICRET D
[AF1E—F]
rua—\varz 4 b—varE' -
[

LLDP ¥%8E DB RN/ % 42T D LAN/SFP+R— M- —FERET 5,

HNREDHEAIT. FEE L7 LLDP 7 L — ADEZEET— NERTT 5,

[/ — P}

RKawy RiZZa—r\)Lar 747 L— g B — ROLEITARE,

B, KA NEFA U F—T 2 —ADLLDP RELXT D7D HDTH Y | running-config [ZITRR IRV,

[ EH]

4T LAN/SFP+7R— bk LLDP #$REZ AN L, LLDP 7 L — A& EZE A RE/R B — RIZRIET D,

SWP2 (config) #11dp interface enable txrx

4.23.19 4 7 —7 = — ADIKEFRTR

[ER
show lldp interface ifname [neighbor]
[F—TU—F]
neighbor et L T D OF A RRT 5,
[73F A —F—]
ifname LAN/SFP+iR— b DA H —T = — R4,
FRTHA L H—T 22— A
[AJ1E— F]
FEFrHE EXEC E— N, %M EXEC E— N
[BA]

ifname CTHRE LT-A X —7 =—AD LLDP & FRd 5,

neighbor ZHEE L7238 1EA v % — 7 = — A ICHHR L TV A BB OEME FRTT 5,

UToHEANRERIND,
show lldp interface ifname DG
o A UHE—T 2 — AR RFEDOMEER

Agent Mode

7V » ¥ — R(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : AR, N: RH)
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Message fast transmit time

EEEEHIR O LLDP 7 L — A 213 RIFR ()

Message transmission interval

LLDP 7 L — 343 R (FD)

Reinitialisation delay

EE I 2 b BATHHYE £ T ORFH(ED)

MED Enabled

LLDP-MED TLV %18 DA %N/ %)

Device Type

FNA A X A 7 (NETWORK_CONNECTIVITY [# )

Total frames transmitted

LLDP 7 L— A DEEK

Total entries aged

TIL WU EZENR 72, BT —T7 A0 LHIBR I NI
DL

Total frames received

LLDP 7 L — A DZ{EHK

Total frames received in error

LLDP 7 L —ADZ(E= T —¥

Total frames discarded

EHES 7~ LLDP 7 L — A D%k

Total discarded TLVs

REE S 7= TLV O3

Total unrecognised TLVs

AR CTE o7 TLV O

show lldp interface ifiiame neighbor D55
o FARE PG
Interface Name ZELEAVE—T 2— A4
System Name AT LA FR
System Description AT HDEH
Port Description R— ~ O
System Capabilities VAT HADHE

Interface Numbering

AR =T 2 —ARKEDEZAT

Interface Number

AU H—T 2 —RAEF

OID Number

OID & =

Management Address

MAC7 FLRAEIXIP T FL A

Mandatory TLV O

CHASSIS ID TYPE CHASSIS ID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV O % A 7 L i
TTL (Time To Live) FERRTE RO PRFFRFH (D)

8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A— K VLAN @ ID

PP Vlan id 7’1 k=)L VLAN @ ID
VLAN ID A—F VLAN @ ID
VLAN Name A— § VLAN O£ F5

Remote Protocols Advertised

YR—rT57a harol Ak

Remote VID Usage Digestt

VID Usage Digestt &

Remote Management Vlan

ER VLAN D4 %5

Link Aggregation Status

Vo7 7= a3 v OFRNES)

Link Aggregation Port ID

Voo 77 ) =g iR— 1o ID

8023 ORIGIN SPECIFIC TLV D1
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AutoNego Support

F— b I — g UHERE DA RN/ ER)

AutoNego Capability F—hprI vz — 3 UARERIEE
Operational MAU Type BERELET 2Ly 7 AE—R

MDI power support PoE H¥BEH AR — F O F M

PSE power pair PSE /NU —~7 —

Power class

PoE #5787 7 A

Type/source/priority

PoE#EX A 7. V— A, BEE

PD requested power value

PD ## 232k 587 (0.1mW Hif7)

PSE allocated power value

PSE = 25(AFEC & 2% /7 (0.1mW HA7)

Link Aggregation Status

Vo7 7V r5—var ORMES)

Link Aggregation Port ID

Vo277 )=y g Vi R— D ID

Max Frame Size

BERK7L—AY AR

« LLDP-MED TLV Of§# (LLDP-MED TLV Z32{8 L 7= 3AICEREN D)

MED Capabilities

LLDP-MED TLV OFf&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED AT 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7 O 47 4

MED L2 Priority

L2 OEE

MED DSCP Val

DSCP e DI EE

MED Location Data Format

MEHHRDO 7 +—~ v b

Latitude Res

WD REEE N2 EALE » M)

Latitude

Longitude Res

Longitude REGB4 B R)

AT RS AT
LA—4—
2:vEro7ur

Altitude Res

D REER D72 HALE >y M)

Altitude EEGBO By b)
Datum TRt L Y
0K [E ot S HI R (WGS 84)
1AL A U U ISR (NAD 83)
2:987 A U J7 IR (NAD 83) D - BE AL A AR
LCI length FEEHRT — 2 DR E
What T D S B

0:DHCP ¥ — — D

17 I9A4T7 v MkkbiliWweEEZzZbND Ry hU—F 3
FEOALE

2:7 547 v NOALE
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Country Code a— R
CA type CA (Civic Address) % A 7
MED Inventory Inventory fF# J A b

AEBEEEICEI LTI RFC 3825 &R
[ EH]
LAN AR— k #1 @ LLDP & F T 5,

SWP2#show 1ldp interface portl.1l

Agent Mode Nearest bridge

Enable (tx/rx) :Y/Y

Message fast transmit time H

Message transmission interval : 30

Reinitialisation delay : 2

MED Enabled 3 X

Device Type : NETWORK CONNECTIVITY

LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWP2#

OO OO OoOOoOo

42320 2 TDA VF— 7 = —RTBIT DGO BEHRFR

EEN
show lldp neighbors
[AJIE— F]
FEFFHE EXEC & — N, %5 EXEC £— K
[RA]

BTCOA U H—T 2 —RATBIT LR OTRE R RT D,
(FEU X show lldp interface ifname neighbor =~ > R & 2 M)
[ EH]

Pefoe L CO DR O A2 R~ T 5,

SWP2#show 1ldp neighbors

Interface Name : portl.l

System Name : SWP2-10MMF

System Description : SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id L
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
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AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type 3 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

oNoloNoloNoNololNeNoNe]

SWP2#

42321LILDP 7L — LU Z—D 7 VT

axy R 77 LA RST - EH

ik

N
A

£ 117

[

clear lldp counters
[AJTE— ]
¥i#E EXEC £ — K
[FRHA]
ETOR—FDLLDP 7V —ALH T2 —% 7 U T+ 5,
[ EH]
LLDP 7 L —A O 2 —% 0 ) T35,

SWP2>clear 1lldp counters

4.24 L2MS (Layer 2 management service) D% iE

4.24.1 1L2MS §IfHl 7 L — A DEZIEHRTE

EY
12ms filter enable
12ms filter disable
no 12ms filter

[F—U— K]
enable : L2MS OHIE 7 L— A B EZETE 2N
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disable : L2MS Ol 7 L — L EEZ(ETE D
[FIH1ER 2]
12ms filter disable

[ASE— ]

A H—T2—ZAF— R

[RFA]

L2MS Ol 7 L — L ZEZAZT 20BN ERET D,

no I THEAT L2 HE1E, L2MS Ol 7 L — A% EZETE 5 L 5127k 5D,

[/ —}]

Aa<w Rid, LFOA X —7 2 — AR ETE R,

« VLANA v Z—7 z—2A

o WMBEAUHA—T 2 —AINBENTWDIYE A L H—T = — A

HEA L H =T 2= AN BE SN TWDIHEEA v H—T = — AL, WHREDOARa~ 2 ROREIHE-> TEET 5,
B, MEA LA —T 2 — AR, VX — T 2 — R NETHHEEIT, WA X — T = — ZAOREITYIHMEIC
R5,

Aawy ROBEICEADLL T, LLFOWTNNDOFRMEZETZ L T 55E1E, L2MS OfilfHll 7 L — AR %2 Sz
W2 DD D,

o STP F 7213 — 7 HRHHBEREIC L > TA ¥ —7 = — A Blocking JREEIZ 72 > T D

« switchport trunk native vlan none =~ > R E I N TV D

o FMEA VX —T 2 —RITINESINTND

[ EH]

portl.5 TL2MS DIl 7 L — A Z%EZE LWk 51275,

SWP2 (config) #interface portl.5
SWP2 (config-if) #12ms filter enable

4.24.2 L2MS OfFHR DR R

[EF=R]
show 12ms [detail]
[F—7—F]
detail s L R T D
[AFTE— R
FEHEHE EXEC £— K, 4%5ME EXEC £— K
[FEHA]
DTt ®ERRT D,
o LOMS 3=y —IZFEFLEN TV A0 E D
¢« L2MS ¥ F—Y ¥ —0D MAC 7 RLA(FEIN TV HEHE)
[/ —F]
L2MS 23EHE L TWRWGA . EMILFE TR S 7e0,
detail DIFEIL. L2MS N~ R —V v — & LTEMEL CHAHBADBENTH 5,
[BXEH]
T—Vxr hELTEELTWABHAD L2MS [HREF 5T 5,

SWP2>show 12ms
Role : Agent

Status : Managed by Manager (ac44.f23d.0bb9)
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425 AF v S a v b

4251 A F v ay MEREDOHRTE
[

snapshot enable

snapshot disable
no snapshot

[F—TU—F]

enable D ATy vay MEREAENICTS
disable D AT vay MERBREARDIZ LW
(#1338 2]

snapshot disable

[AJTE— ]

Ja—\)ary7 4L —v g rET—FR

B

AF v Fay MEREANZT S,
no B TEITLIZGEIE. ATy 7 Vg y MERENE LD,
[/ — ]
AKav s RiE, LMS B3 —V % —L LTEEL TWAGAEDOHRETH 5.
[ EH]
AF v Fay MERERNZT S,
SWP2 (config) #snapshot enable
4252 A F v a vy FOLBRKRIEHKE B DD DEDPDORE
[EFX

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—TU— ]
except-wireless  : HEREEG SNICIRIGWME 2T v T a v OB EN LRIV D,
[FIEARE]

no snapshot trap terminal

[AJTE— ]

Ja—)ars 74— g — R

[FLAA]

ARG E ZA Ty 7 gy FOHBRRIZED 5,

except-wireless 47> = U EAIRE L2 A 1E, W7 7 8 AR A M PSR SN2 R IFHIE, XAy 7
a2 v FOHESKEN RIS LD,

no I THEAT L= HGA L, MREHIZA T v 7> a v hOBHRI LD,

[/ — ]

RKa=wr Rix, =3%—Y¥—& LTEMEL, > terminal-watch enable ==~ >~ K & snapshot enable =~ > K733
SNTVDLHEDHAENTH 2,

[BREH]

ARG EZ ATy 7 a vy FOHBKRRIZED 5,

SWP2 (config) #snapshot trap terminal

e
it
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4253 2 F v 7V a v FOVER
[EX]
snapshot save [after-update]
[F—U—F]
after-update DRy MU ORI EER L%, ATy ray bELTRETD

[AJTE— K]

F¢HE EXEC E— R

[FA)

LAN Yy 7 DR F T v ay MERRTR—RERDAT v T v ay N7 7 A NVERGFET D,

after-update 47"V 3 VR E ENR VS, BIEY X — V¥ —MEEEL TSRy NU—7 OFEERUREEEZ A v 7V
avy 7740 E LTRET D,

after-update 7L a UREENDIHE. Ry VT — 7 OFEFIREOHERE RN EH Liztk, Ay 7 vavy b7
7ANE L TIRIET 5,

[/—}]

after-update 7L a U EENDLHE. Ky MU — 7 OEFRREEOIEREZ SN EHT 201y U —7 ORI
Ko TIEHDE T T 5 F TICKFHDB DN BEE 1B 5,

[BREH]

Xy N =7 OEERREBEZ T L%, ATy T vay b7 7 ANV ERET D,

SWP2#snapshot save after-update

4254 2} v a v FOHIE

[ER]
snapshot delete
[A1E—F]
HHE EXEC £— F
[HA]
AF T ay N7y ANERIRT b,
[BREH]
Aty Tvay N7 ANVERIRT S,
SWP2#snapshot delete

420 7 7 — LU = T EH

4261 77— LY = T EHY A FORE

&

firmware-update url ur/
no firmware-update url

[/3T7 A —=F—]
url DA R KU AR (255 SUTLI)
77 —LT =T INEPNNTV D URL
(IR E]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swp2.bin
[AS1E—F]
Jua—n"narz 4 b—va e —NF
[@iA]

WEB — R—{CE PN TCNWDE T 7 — AT =T 77 AN ST T 77— =2T7 BFHTHEEOX T u— KD
URL Zi%XET 5,
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ANFERIT “http:// P —S—=D P T RLAHDHWIERA /N AL” L) e e D,
IPv6 7 KL ZADEAIE[IPv6 7 KL A]"D X 512" CTH 5 BEND 5,
IPv6 V7 a—JIn T RUAZRET D501, A v —7 = — AL IRET D HLED B 5 (fe80:X%vlanN DI
2o
P—= =D R — FFEFD 80 LA DLEIL, “http//h—/X—D P T KL RS DT AR MR — R /IS4 L
WO TERT, URL OFIZHRET D ME R H D,
[BEH
Ty —LU =T DX 11— 5 URL % http://192.168.100.1/swp2.bin (ZF%ET 5,

SWP2 (config) #firmware-update url http://192.168.100.1/swp2.bin
SWP2 (config) #

4262 77— LU= T RBHFTHEHTS HTTP 70 %L —HY— R—DRE
EEN|

firmware-update http-proxy server port

no firmware-update http-proxy

85 A —5—]
server : AB.CD

HTTP 7 a3 —H%— =D Pvd 7 KL R
server o [Xe X XX]

HTTP 7' m ¥ v —H%— =D IPv6 7 KL A
[X:X:X:X]D L D IZ[ITH S BE R H D

IPv6 U7 a—Hh T RUARAEZEBET LA, B2HA V¥ —T7 = —ALBETLHHERD
5 (fe80::X%vlanN D)

Hf AT IS KON RL 5255 SCFERAN)
HTTP 7 & % 3 —#—/3—® FQDN
port : <1-65535>
HTTP 7%y —H—N—DJ 2= 7V R— EKR

(IR RE]

no firmware-update http-proxy

[AFIE— ]

rua—s\varz 47 b—va e — R

[FLHA]

WEB =" —ZEIPNTND T 7 =L =T 77 A NEES>TT7 77— 0 =7 EHT5LEDOHTTP 7'r ¥ —

P——% &Eﬁ“é

Hﬂ?7m#/~%~ﬂ~# RE SN TV RWEGS, HTTP 7o o — 3 — =2 RBETIC 7 7 — L7 = 7 TR
T,

A= FEZ LI TRIICRET DLENH D,

no IR TIAT L728A1E, HTTP 7' 3 —H— _R—DREZHIHRT 5,

[ EH]

HTTP 7' & & ¥ —H—/3—% 192.168.100.1(AF — hFE 5 8080)IZi%ET D,

SWP2 (config) #firmware-update http-proxy 192.168.100.1 8080
SWP2 (config) #

4263 77— U = T BB DELT
By

firmware-update execute [no-confirm] [no-reboot]
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[F—T—F]

no-confirm 7 AU = T HHOMEGERE L
no-reboot S St WENEE I Jtakicy L7 N DA
[AJTE— K]

F¢HE EXEC £— K

B

WEB #—N—ClEPNTND 77— LT =T 7 7 ANVEBHEEGFTO 77— A0 =27 DY EVa bk F v/ L,
HEXRMZFETOHNE 7 7 =20 =2T7 D) BV a7 v F2ETT 5,

BEXRI TR ET a0 DT 7 — AT = T RN FET D L. HERERDONLDT, THTLHEAIT Y . T
L2RAWGEIE " Z AT D 0END 5,

no-confirm 5 ET 5 &, MRAETICI Y a T v 7 E2ETT D,

no-reboot ZfREET H L, VBT a U7 v FETHRICHER L2V, RIEEEIRICEFREDO 7 77— L7 =7 TEET
2

[/—}

firmware-update url =~ > K CH¥ 7> r— R URL ZEHETX 5,

firmware-update revision-down enable =~ > FZHETH L HWVWI BV a L ~D I BV a VAU URTA5E 91

25,
no-reboot 5 EHFIL, firmware-update revision-time =~ > F3ERE SN TCWZHATYH, fEERZNCHEEE) L7220,
[ EH]

WEB —  R—ZEPNLTWA T 77— AT 2T 77 ANT T 77— AT =T BT 5,

SWP2#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.03.01
New Revision: Rev.2.03.03
Downloading...

Update to this firmware? (y/n)y
Updating. ..

Finish

SWP2#

e
i

4264 77— LU T E U a—RKEA LT U FNER O

[ER
firmware-update timeout time
no firmware-update timeout

[NT A —=HF—]
time 1 <100-86400>

ZA LT U NEERHEI(FD)
(AR E
firmware-update timeout 300
[AJIE— F]
Jsua—n"narz4 7 b—va e —NF
B

WEB == 067 7 — AU =T Xy ra— RT5LE0OX A4 LT 0 MNEHZRET 5,
no XA THAT LI B IR E IR D,

[ EH]

Tr—AhU =T AU ru—ROSA LT Y MEEZ 120 BICRET D,

SWP2 (config) #firmware-update timeout 120
SWP2 (config) #
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4265 )V Vg U E T U OEH]
[EX]

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down
[AJ1E— ]
Ja—n"narz 4 b—varE—F
B

WEB == ZEINTWDE T 77— 2T 77 A NEFESC T 77— U T EHFTHEE, BIEOY EYa &
DHEENWIEY v ~D 77— AT 2T DY a AT EFAT 5,

no B THAT LGB B a v ¥ U U 23 LR,
[EXE B
VeV a2y zeifnd %,

SWP2 (config) #firmware-update revision-down enable
SWP2 (config) #

4.26.6 7 7 — LU = T EHHEREREDFER

[
show firmware-update
[AJ3E— ]
kiHE EXEC E— K
[RLBA]
77—y = T EETEREIC B D BAEOR TR LR T D,
UTOHEANEREND,

« X7l u— Ko URL

« ZuF i —H%——@ URL

s Xyru—RKOXALT T MHE

« VBV a XU UOFFE

o REEEFFO Y 77— =TV EYa

o HHZOFEBRFZ

[BREBH]

Ty =AU 7 EHEREORERNE RTRT D,
SWP2#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swp2.bin
http-proxy: -

timeout: 300 (seconds)
revision-down: Disable

firmware revision for next boot: -
reload-time: -

SWP2#
4267 7 7 — AU = T BEH O BEEIRZ DR E
[

firmware-update reload-time hour [min]
no firmware-update reload-time

[/NT A—F—]
hour : o <0-23>
77— L0 = 7 OB REZ (1K)

min . <0-59>
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77—y = T O FEERZI(97)

[AJTE— F]
Ja—x\)ary7 4L — g E— R
[FREA]

T =AU =T BHGOFECL LT 7 — 2 = T EARLERET D,

o B TCHEIT LG R 77— AV 2 7T HHERICEEH L CH 77— v =T 2#HT 5,
[RXEH]

77 —AU =T BHOFBERIFLE AM 1:30 ITRET D,

SWP2 (config) #firmware-update reload-time 1 30
SWP2 (config) #

427 Al a—)u

4271 AP 2 —)LDB!E

E&y
schedule id time date time template_id
schedule id event event template_id
no schedule id

[RT A =5 —]

id ¢ <1-10>
ALY 2=V

date D <1-12> F£7201F */<1-12> £ 7213 sun, mon, ... , sat F 72 (E *
A/H
R OEES RENE
1 1A
1,2 1HE2H
2- 2HAMB 12 AET
2-7 2HAMPBTHET
-7 LANPSTHET
* A
H DRREHI RENE
1 1 H
1,2 1H&E2H
2- 2HMB 12 HET
2-7 2HMBTHET
-7 IHPBT7THET
mon HiEH
sat,sun THER & HIER
mon-fri HBER L&A £ T
-fri HEEH 2 OaMEH £ T
* =35

time <0-23> F72IE * 1 <0-59> 72T * 1 <0-59>
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Ay R 77 LU AR - EAERE | 125

R DR EH] RENE
12 12 W
12,13 12 Kp & 13 FF
12- 12 D6 23 KFE T
10-20 10 K205 20 B ©
-20 0B/ D 20 FEE T
* fi Iy
53 DR EB RENE
30 30 47
15,45 1543 & 45 %5
30- 3036 59 3 ET
15-45 1553735 4553 % T
-45 035 453 F T
* (=%5)
event A X b
R EME B
startup EE L7z L&
template_id <1-10>

[F1EIER E]
L

AT a— VT L— hNRE

[AJ1E— K]

sua—\)var7 4 b—3g E—FR

[RiAA]

time ZfH L CAZ V2 — VAR E LA, MELERAC o L X IR ESNTAY YV a— LT 7T L— |
ICRIR SN TWET 7 v a v EFEITT 5,

event M L TRV a— L ERELTHE, MELIEA XU MRRELXIHESNTATF YV a— LT T L—
MIFIRENTWDET 7 v a v & FEITT 5,

no IR CTIAT LA IE, FRE LT ID DAY 2 — L ZHIBRT 5,

[/—}]

DAY 2 — VRRREZNZIATEND5E. ID O/hSWHFPLIRICETS LD,

HOBECTHT LA ZIREIETHEET 22 L3 TE RN,

BOREEZEAM LTSS, 00 RAHE LGS LR UREICR D,

A B ERRIOFRE TIRH"-""" 2 HWFARESC" L2 ELTH 2 N TE 5, 2 LI -0, % H
W HIPAFRE" I L D RHEEL T2 2 LI TE R0,

[ EH]

FRAMER D 0,1,2,1221,2223 05 1 5 CICAT P a— LT o P L— b #l ZFETTEHAT D a—)V#] ZRET D,

SWP2 (config) #schedule time */mon -2,12-14,21-:0 1
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4272 AV a—NTF S L— FOFHBEAXORE

[EFX

description /ine
no description

[/XT A—F—]
line DB TR L UVEATL (64 SUTFHN)
ALY a—)VT T L— N ORI SC
[FIAER E]
no description
[AJIE— K]
A a—NT T L—hE—F
[REA]
AR a—)VT T L— FOMBXEFRET D,
no R THEITLIHEAIE,. A7 Y a—NLT o7 L— O EEIRT 5,

[ EH]
AP a—)LT 7 L— N # ISR ET D,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #description Get tech-support

4213 A7V a—NT v L — s OFREHORE
[EX]
action switch
no action
[T A—F—]
switch DAY a— AT T L— N ORE
RIEE B
enable AT a— VT T L— NI T S
disable AT a— VT T L— N EEHCT D
[WIHARRE]
action enable
[AS1E—F]
A a—NT T —hE—R
[BLAA]

R a— VT v — N EFNE I T B,

Ko< RTdisable ¥ 8ET A2 LT, NV A—DEENZLAT 73  OE[TEZIEDDHILENTE D,
o B TEITLEGESIT. Ay a—T7 7L — e A%hiC

[ EH]

A a— )T T L— N # RN T A,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #action disable
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4274 Al a—NT S L — MNDOERE
[EX]

schedule template template id

no schedule template
[XT A —=F—]
template_id ¢ <1-10>

AV a— VT T L— hEE

(AR E]
mL
[ASTE—F]
rua—\)arz 4 S L—va rE R
(LA
AV a— VT T L= MERET DHE— NIIBITT 5,
no B CEITLIEGAIL, HBE LAY Y a— AT 7 L— N aHIBRT 5,
[BXE B
A a—)VT T L— kN # BRET HE— NIIBITT 5,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #

4275 AP a—NT oS L— hDavwy REFTORE
[ER]

cli-command id command

no cli-command id

[NT A—F—]

id o <1-20>
a~wy KERE

command o o< R

[WIHARRE ]

mL

[AJ1E— ]

A a—NT T b—hE—R

[RLFA]

AT a—/WERED U =P L7 & EIFATEIN S a vy RERET D,

no B TIAT LG A ., FBELEEFOa~y REHIBRT 5,

[/— 1]

RICAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2~ 2 RO T NERE STV LA, seript 2+
v RINEETE ., cli-command =< > RIZEIEL 720>,

B D a~ RERELESA, a~vy RESH/INSWENBIAICETS NS,

BEOa~ FEELESGS, 2~ RRBRPTETZ I =l kol LTHEY Oa~y NIFETEN D,
USRS LR T, FRE EXEC E— R Ta~vy FRFITENL oD, a~vy FIZ& > TR#ETZRE— NI
BT L0 av s bbby TRETDILERD D,

REERAGFT DHE KB D write 2~ > REEITTHLEND D,

ML T~y RERETHZ L3 TERY, BlZIEA 4 —T7x2—2 L LT Portl.] DAJJE— RIZALEE, int
portl.1 Ti%72 <. interface portl.1 L iR T HMENRH 5,

UIFoa~y RIZFTTE2R,
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backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock Tl E 5 =~ > K, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware- update execute, firmware-
update sd execute, logout, ntpdate TihE 5 =2~ > K, no ntpdate ThhE 5 =2+ > K, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,
show T FE D 2~ K, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ EH]
AR a—)v T L— K~ #l O3~ REE #1 T copy tech-support sd =~ > R&EEKT 5,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #cli-command 1 copy tech-support sd

4.28 PR5FEH—K

4.28.1 R A RN D
[ER]

hostname hostname

E

e

no hostname [hostname]
[T A —F—]
hostname DB AEHTR L OEATEE(63 XFLN)
WA M
(AR RE]
hostname SWP2
[AJ1E— F]
Jrua—s\varz 4 b—va e —R
[@ ]
KA M ERET Do

Ko< RCHRELEFA MMiZa~vr Ry 7 e LTHEHT S, SNMP 77 & RA[REZR AL, MIB £
sysName Dffi & L CHEHT %,

no JEA THEAT Lo B 13k E & HIHEIZ =T,
[BREH]
RA N % "yamaha"|ZEXET D,

SWP2 (config) #hostname yamaha
yamaha (config) #

4.28.2 AT LD FHEHE)
B

reload

restart

[ASTE— R
et EXEC B— RN

[FLEA]

VAT LEREET D,

[/—}]

FATHOBRE(T =7 ar 7 4 NDPREBFFOREA X — T v 7 a7 4 7Yy NEEEINTWDHEA. FiEH)

XV EENENZ 2 D0, MBS T T, reload 2~ KX restart =~ > R3Z{TRH{IZ, copy running-config
startup-config =~ > R0 write 2~ N, F7oldsave 2~ REETTH I &,



(B E B
VAT LEREST S,

SWP2#reload
reboot system? (y/n): y

4.28.3 X E DAIHHL

avy R 77 LA | RSE - EAIERE

1129

[EFX]

cold start
[AJ1E— K]
¥iHE EXEC £ — K
B

TG RFORE CHERIT 5, SYSLOG & #IH{LT 5,

[/_F]
aw REITHRICEHASZ T — N2 AT AVLERDL S,

BHASZAY — FBPIIREDKRETIE, Aa~vr FEFETTLILRTEEEA,

TOMENRDHY £,
(B 2B
BE 2 e 5,

SWP2#cold start
Password:

4.28.4 FJ#1 LED E— FOHRE

Bib o> CEBNRAY — REEE

[ER]
led-mode default mode
no led-mode default

[/%F A—&—]
mode © WIMLED £— K
R EE Bk
link-act LINK/ACT €— K
vlan VLAN E&—
off OFF £—
(IR E]
led-mode default link-act
[AFIE—F]
sa—s)var 74— a s EF— R
[FA]

W LED E— R&ZET S,

RKavwy RE2ETTHE RELAEE— RTLED BN ETT 5, F7-.

BTH, =7 —MERITEE L7 LED T— FIZR %,
no JEATIHITT D & WIHIRREIZR D,

[EE B

#J# LED € — K% OFF &— RIZRET D,

SWP2 (config) #led-mode default off

T T —23%4 L STATUS £— K

(AT LT
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4.28.5 LED E— RDRR

[ER]

show led-mode
[AFTE— R
FEFFHE EXEC £ — R, Rt EXEC E— K
[FHA)
LED E— RORELKREELZETT D,
UToHEAZRRT 5,

¥ LED &— RO E
o HIfED LED &E— RDIREE
[RXEHI]
LED E— FOFRERCIRELERT B,

SWP2>show led-mode
default mode : off

current mode : link-act
4.28.6 [ZDAA v FZHT ) BERERILA
[EX]
find switch start sec method
[/NT A—F—]
sec . <5-3600>
[Z DAL v FHBT | KEHEE)
method s Ik
ST R— e
led F&, TR — b LED & iR S £ 7,
[AFTE— F]
¥iHE EXEC £— F
[REEA]

FRE LML FIET TZORL v F 2T HiEE FEITT 2,

[/— ]

HAED LED E— N2 OFF E— RNIZ/ > TWAE4A . LED 28T A,

[EE B

LEDIZ XY 10 R TZoDAAL v F 2T A BET 5,

SWP2#find switch start 10 led

4287 TZ DAL v F &) BeEELE

(&=
find switch stop
[ASTE—F]
FitE EXEC £— R
[
(DAL v FaBT ) ezl § 2,
[BREH]

[ZDAAL T T HEEEIET S,

SWP2#find switch stop
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4288 T 4 v T AA v FDIRREFIR
EEy

show dipsw
[AS1E— R
FFiHE EXEC & — N, %§#E EXEC E— N
[FLFA]
T A v T ALy FOREFFORME L BUEDIREBEZRRT D,
[BREH]
T AT AL v FOREERTT D,
SWP2>show dipsw

DIPSW SW1 Sw2 Sw3 Sw4
Startup status : ON OFF OFF ON
Current status : ON OFF OFF ON

4.28.9 A — b =7 — LED IRED R

EN
show error port-led
[ AS1E— ]
FEHFHE EXEC E— I, $§iE EXEC £— N
[
ITT—NRELTVWDLER—FDOID LUTOT T —HEHRE2F T 5,

HAE

B

loop-detected (blocking)

I—THRH LT T e yXo s

loop-detected (shutdown)

JL—7"fiH L T shutdown

sfp rx-power error (low)

SFP Z M L~UL N IER P L VKT

sfp rx-power error (high)

SFP 6 L~V N IEH P L 0 b5

[BXRE )
R—bhOxT7—REEETT D,

SWP2>show error port-led
ID error

loop-detected

(blocking)




132| 2~ RU 77 LU A | A & —7 =— A

5=

AV H—T = — AH|H

5.1.1 AT DX

il

&3]
description /ine
no description

[73T A =4 —]
line DA ST UMM R (80 SLFLI)
KRA B —T = — AT DA
(AR RE
no description
[AF1E— K]
A H =T =2—AF—F
B
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LGEIR, S CZHIRT 5,
B!

LAN /R— R #1 [ZEBACERET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #description Connected to rtxl21l0-router

512V %y hE TV

[EX]
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[FHEA]

MBRAVH =T 2—A% vy MU L TER LWL 1295,

Kavwy RINRESNTA =T 2 =A%, B Tb ) 77y 7Ll 725,
no B CTEIT LG AIE, HBA LV —T 2 —RAEFEHTE DL 15D,

[/—}]

AKa< R LAN/SFP+R— F B L OGRELA ¥ — 7 = — R D B E Al RE,

FRERA A —T 2= AER G E L TR FERE LEHAIR. TOA v F—7 2 — A BT 54 TD LAN/
SFP+R— M DRENEE D,

[BX 2]

LANAR—F#lZ vy ML THEHALRNE S IZT 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #shutdown
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5.1.3 BEHE - BEET— NORE
[ER
speed-duplex type
no speed-duplex
ST A—F —]
ype DOEEHE - EmEE—- AT
BERE - BEE—FFA T B!
auto F—hxI>z— g
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E]
speed-duplex auto
IASE— K]
A HF =T z—AEF—F
B

BEHE L BET— RERET D,
no IR CHEAT L= &30 R TCICRE D,
[/—}]

RAv U FICROREEELZIT) &, YA =T == AR—FFIIC) 7 X0 T 5,

A< Rid LAN/SFP+R— R DB a% & FlHE,
LAN 7R— N Z typel0000-full 1TF%E TE 7220,

SFP+7R— MIEXETE D fype 1T auto & 10000-full DA TH %,

(B E B

LAN R— b #1 O(E #1815 E— N % 100Mbps/Full IZRET D,

SWP2 (config) #interface portl.1
SWP2 (config-if) #speed-duplex 100-full

5.1.4 MRU &€

&

mru mru

no mru
ST A—5—]
mru T <64-10240>

ZAERRE/R IR T L — oA AERET HEIIEETHDZ L)

[FIEIERE]

mru 1522

[AF1E— K]

A H—Tz—AF—R

[RLFA]
ZAETRERERNT L— LY A XERET D,
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no JER THEIT LSBT EITR S,

[/ —F]
A< Rl LAN/SFP+R— MMZ D &R E A RE,
(B EH]

LAN &"— b #1 @ mru % 9000 /XA MIFRET D,

SWP2 (config) #interface portl.1
SWP2 (config-if) #mru 9000

51570 R/ Ak L— HERHIBIERE

[EF2

mdix auto action
no mdix auto

[/XT A —=HF—]
type : rzr A AR L—  BEPHRO#EE
REME S
enable 7 mA/A b L— b HEPHRIZ AT D
disable 7 m A/ A b L— b HEPAE 2 BT 5
(AR E]
mdix auto enable
[AS1E— F]
A B =T =2—AE—F
[@i ]

7 A A L— FEEERZ AT D, AT D L BEIRICLER T —T VR X A T (A b L— M ET2i3s

B 2Rt L, Bk 2 EUICRET D,

no G THEAT LG G 1R, BEVHBIAEZIZ/Z2 D MDI & 725,

[/—h]

A< Fid LAN R — M2 OB E T HE,

AKa<w NICEDRELEFEZITI & SgA v A —T = — AN v 7 X 45,
[BREH]

LANAR—h#1 ®Z7 m A X F L— h O HEPHIBIRR E & BT 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #mdix auto disable

5.1.6 EEE g% &
[EF=]
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
RIEME iEA
enable EEE ZHZT 5%
disable EEE Z 0235
(IR )

eee disable



[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

4485 JI¥%HE Energy Efficient Ethernet(EEE) % G ZhiZ 3 5,
no I THAT L7=3E 1%, EEE NN/ 5,

[/ — 1]

AR~ RIL LAN R — 2D B2 E Al HE,
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KAavwy FICRORELEZITO & HigA v A —T == AN B 7 X0 T %,

[ EH]
LAN R— b #1 @ EEE BT 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #eee enable

5.1.7 EEE XL AR & RRT D

[#FX]
show eee capabilities interface ifname
[73T A —F—]
ifname LAN A R— hDA U H—T =— R4
FHRTHA LA —Tx—A
[AJ1E— K]
FEFFHE EXEC E— N, F#kE EXEC £— R
[RLFA]
FRELIEA VA —T 2= AN EEE WG L TV DENE I hERRT D,
UTOHEANERIND,
HH A
interface A B =T 2— A%

EEE(efficient-ethernet)

H & 73 EEE [Z% s L TV B 050>

Link Partner

$HEHEDS BEE (255 L TUN B asHn

[/— ]

SRS N B STV R WAL, EEE IS L TWRWE R REN S,

[BREBH]
LAN 7R— k #1 @ EEE &t o] 5 & £R 7 5,
[cHAEEAY EEE (256 LTV B354

SWP2#show eee capabilities interface portl.l
interface:portl.l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

(kgAY EEE IZxf0G L TV e WA

SWP2#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner not enabled

51.8 EEE 27— & R [EREFTRT S

E&

show eee status interface ifname
P85 A —&—]

ifname LAN R— h DA 2 —T = — A4,
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BRTAA B —T 2 —RA

[AJ1E—F]
FEFHE EXEC £— N, Kb EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FK Rt 5,
UToHEANERIND,

HH B!
interface AU H—T x—R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEESE— FOIREE
Tx LPI Status ERMOEET— FOIREE
Wake Error Count TT7—AU b
[BRE ]

LAN 7R— k #1 ® EEE A7 — % 2% £ 7 5,
[EEE 23N DA

SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I OHE]
SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE N BN 2>EES)E— R~BATHDOGA
SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE AN OB EIIE— RABITL TV D54]
SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TORE

[EX]

mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—TU— K]

direction D NI T4 v OER R ERET D
[/NT A—F—]

ifname : LAN/SFP+AR— DA v H—T = — 24,

NG T 4 I HIT=V T HA =T 2 — A
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direct D NI T 4w OB T
rNF 74 v 7 DEHRFIN B
both ZAFM & FEF MO ST
receive A
transmit EAE A
(18I E]
L
[AFTE— F]
A H =T 2 —RAF— K
[FRHA]
RWRA LV H—T 2—RAEA=T 7—7R— b ifname T =% —R— & LT, direct CRREINTZ T T 47 %
=V T35,
no B TEITLIZEEIE. 27—V 7 oRELZHIRT 5,
[/—F]

ARz RIZ LAN/SFP+R— ~ D& 3% E fl e,
AT 7—HR—PMNIBRETEDA L H—T =T 1 DD,

(B EH]
LANR—F#l #RA=T77—R—FL LT LANR—F#4 OFEZET L —LE LANAR— M #5 OFEETL—L0 %3
F—=V I35,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #mirror interface portl.4 direction both
SWP2 (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREEER

[ER
show mirror [interface ifname]
[F—7—F]
interface DO RRTLERA— N ERET D
[/XT A—&—]
ifname : LAN/SFP R— hDA vV H—T = — A4,
KT DA — b
[AF1E— K]
FHrHE EXEC E— N, %M EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEHME L72BEIL. B TOERR— MIHTIRERRRIND,
1 OOBEMRFR— T L2, LTFOHEERERRIND,

HE B
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port A=T 7 —R— DA H—T = — R4
Direction N7 74y 7 OBERTTM

B!

IT—V IR NDOEREEFETRT D,

SWP2#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5011 A V' F—7 = —ADIREFER

[EX]
show interface [ fype [ index ] |
[/XF A—F—]
type LA HE—T 2 —RAEAS
AVB—T2—REAF A
port ML A —T 2 — R
vlan VLAN A V' H—T = — A&
sa ABT 4 Vi v —T = — R
po LACP A v X —T = — R
index L AT I AR
AV H—T x—Z ID 2408
1X ERICHITFTENTHEA o F—T 2 —AD
) BEX)EEET 5,
<1—4094> VLAN ID Z#457E7 5,
_ ABZT 4y Vi B —T = — AT
<o T B,
e %myﬁﬁ4y&—7l—x§%%%ﬁﬁ
[AFTE— ]
FEHFHE EXEC £— R, F¥##E EXEC E— R
[RBA]
ifname CHE LA V¥ —7 2 — ADWREERRT B, ifname AW LT-GEIX, £2TOA ¥ —7 =—ADIREE
ERTT D,
UToHEENRRREIND,
EHH A
Interface AU H—=T 2 — R4
U2 AT —H A %2 (shutdown FF
TERZFR T D)
Link is + shutdown 7% K : (by shutdown)

o AR— b= T —HRHE : (by err-
disable)

Hardware is

A > —7 = — AFEj(Ethernet,

VLAN 72 &)
HW addr PEE(MAC)T KL A %1
Description A B —T 2 —ZADFHIT
ifIndex AVE—T2—AA VT v I AKT
MRU Maximum Receive Unit %4

ARP ageing timeout

ARP Z A L7 7 MEF#(ARP = |
U —PRFFIFD) %3

Speed-Duplex

WEMEE, BEET— FOREMHELEH)
YEIREE X1
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ala Es
Auto MDI/MDIX Auto MDIMDIX A %h/ME5h %1
SR/ A X NR %
IPv4 address IP zl /A7 X3 (AP 7 R

ARERFDHFIRIND)

IP 70— K% % b7 KL 2 %3 (IP
T RUVABREROAERIND)
AA v FR—=FDE—R

Switchport mode « access: ¥ 772 L

o trunk: ¥ 7 &

A7 420 7 DORRE
Ingress filter + enable: %)
+ disable : #E%)

ZAEARE/R 7 L— LA A T
Al BTDTL—LEZZE T
Acceptable frame types HIERRZ2 L)

+ vlan-tagged only : VLAN % 7 O ff
W27 L— L DHZAE

broadcast

B2 77 L7 L —A% 5 VLAN ID

o XTI LAE—NDLGE:
switchport access vlan =~ > I C
87 L7= VLAN

Default Vlan o HITFFER—IOGE XA T 4
~7 VLAN
o HITfFER— I\“Cﬁ'ﬁﬁé“/\c/f“/
kD BZAGERE DA - None

FIEEWF : vlanl

ML N —T 2 — ANETE LT

Configured Vlans

% VLANID O—&
packets ZAE T MO%2
bytes ZAG A P X2
input multicast packets ZEVATFF ¥ A DTy MK
ZENY 7 i Lz s MR
drop packets .
2,%5
packets BIENRT v M O%2
bytes EIEANA MK x2
multicast packets EESVTFr A SNy MIx2
output YN . ° NI
RAET 0 — K 2 bty MK
broadcast packets 5
T Ray T LIEE Ty MK
drop packets X255

X1 WHEA X —T 2 — ADIHFER

X2WPERA L H—T 2 — A, WA U H—T = — ADRHRER

%3 VLAN A ' Z — 7 = — ADIHFER

A/BA LA —T 2 —ABIWVVLAN A VX —T =2 —ZADEFEIT, FTDOA L Z—T 2—RAZBLTWEHYHEA
A — 7:~x@%dﬁ%%f

X5 T =)V Ray TRHEPRIGEICEROE R, EHRGAIITZEOHEROAERINET,

(B 2B
LAN 7R— | #1 OREEZFRT S,



Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description:
ifIndex 5001,
Speed-Duplex:
Auto MDI/MDIX: on
Vlan info:

MRU 1522

auto (configured),

40| 2= RU 77 LU A | A & —7 =— A
SWP2# show interface port 1.1

Connected to router

1000-full (current)

Switchport mode access
Ingress filter enable
Acceptable frame types all
Default Vlan 1
Configured Vlans 1
Interface counter:
input packets 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895
multicast packets: 628
broadcast packets: 0
drop packets 0

VLAN #1 OIRFER FKRT D,

SWP2#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged
VLAN ID Name State Member ports
1 default ACTIVE portl.1(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
5112 A v X —7 = —ADREOH FFHT
[EFX]
show interface brief
[AFTE— ]
FEHFHE EXEC £— R, M EXEC £— K, filjlar 74/ L—v g E—FK
B
A B =T 2= ADWREEHSHTRT D,
DITOHENRE RS ND,
HE A
Interface B —T 2 — R
Type AV H—T x—AFER] %2
PVID ?7&L7V—A%&5WAND
X2
AA v TFHR—FDE— R %2
Mode e access: X 72
o trunk: ¥ /'t x
Status Vo AT —H A




av U R 77 LR | A0 —7 x— Al | 141

B
Vo X2y OER

» AD: shutdown 5% &

« ED: R— =T —H
« PD: EFELISH

g&li

HAE

Reason

Speed BE I OEEREE %2

BT A3BA 4 —T7 2 —ADF

Bl %1

© (8): AXT A v T S —T
= — A

« (P):LACPBilf v H#—T x—X

BT 5BEA v 2 —7 =—AD ID

Description A B —T = —ADFAL

Port Ch

X1 WA LB —T 2 — ADBFR

X2WPRA LV H—T 2 — A GBSV H — T = — ADHFIR
(B EH]

A B =T 2 — ADRELTHHFERT D,

SWP2#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up == 1lg == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up -— -—

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1g ==

5013 A F—Txz—AD Vv I

&y
interface reset ifname
P85 X —5—|
ifname : LAN/SFP+AR— M EFfmEA v ¥ —7 = — X
VY bFHA 04 —T=—R
[AJ3E— ]

HrfE EXEC £— R
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[FAA]
EELTA X —T7x2—R %y b5,
[/—H

WHRA L Z =T =2—ADY 7 REEZ VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T URRET D,

FRELA v H —T7 = — AR LTV D LAN/SFP+AR— M Z

[BREH
LANAR—F#1 2ty FT 5
SWP2#interface reset portl.l

5114 7V —AL A U F—FRKR

IFATTE 20N

EN

show frame-counter [ifname]
[/NT A—F—]
ifname LAN/SFP R— DA > X —T = — A%

BT DAL H—Tx—RA
[AS1E— ]
JFrHE EXEC £ — N, F#HE EXEC £— R
[RLBA]
ifname CIRELTcA V=T 2 —ADT L—L N0 Z—IFWRELRTT D, ifname ZEM LIZHEIX, £2TOA
B —T7 2= ADIERERRT D,
DITOEANRFRREND,
HH A

Packets EE/ZENT Y MK
Octets HBME/ZEF 7T > MR

Broadcast packets

Fa— kF X by bR R

Multicast packets

A FF A RSy R EIER RIERK

Unicast packets

2=F v A MNTy MEERZEK

Undersize packets

T U= A RNy NEAEE(64 AT Ty MR DR
7 R)

Oversize packets

Fr—= =Y ARy AEA523 A7 T v R ED
Ny hX)

77 A "Ry NEAEH(64 A7 T > MR T CRC

Fragments MWHERETHL/7 v )

Jabbers Py Ny RRAEH(1523 A7 T PLLET CRC
DR TH Dy R %)

FCS errors FCS =7 — 7w M2fEH

RX errors T 5 — ¥

TX errors EETT—H

Collisions 2 Vg LA

Drop packets 7N 1\ "2y Lffii:%/\"#:/ ML /Sy 7 7 B &
DWZAETE LMo Ty M2

64octet packets 64 F 7T FEOS Y FEZEK

65-1270octet packets

65~127 47T v ROy FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MESEE
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HH A
256-511octet packets 256~511 A7 T v FRO/NRT v FMEZER
512-10230ctet packets 512~1023 &7 7 v NREDO/RT > MEZERK
1024-MAXoctet packets 1024~ KA 27 7 v MR DD/ > MEZER

1 KA EZ—7 2 —AD MRU T L TEEIT A,

X2 7T —)v Fay IRENLGAICEROFR, BHALRGEICIEZEOEROAFRREINET,
(B EH]

LIANR—F#1 D7 L —A BT X —%FqmT 5,

SWP2#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets 0
Oversize packets : 0
Fragments 0
Jabbers : 0
FCS errors 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors : 0
Collisions : 0
Drop packets 3 0

Received and Transmitted:
6doctet packets : 1
65-127octet packets 1
128-2550ctet packets : 7
256-511loctet packets : 1
512-1023octet packets : 0
1024-MAXoctet packets 0

50157 V=LA Z—DI7 )T
E&

clear counters ifname

clear counters all

[F—T—F]

all DI RTDOA =T 2= ADT L — LI E =27 VTTH

[R5 A—5—]

ifname © LAN/SFP+AR— M E7IEfmBiA v ¥ —T 2 —ADA VX —T = — A4
RO H—T 2 — A

[AFTE—F]

Rt EXEC E— I

[# A

AHE—T 2 —ADT VL —AH T X —% T VT T 5,
ifname ZIEE LT2GEIE. TDOA L H—T =2—ADTL—L IO X —% 7 VT T 5,



44| 2= RU 77 LU A | A & —7 =— A

ifname \ZFRERA X —T7 2 —AEBRE LTZHAIL. TDA V2 —T = — RZFTET 542 TOD LAN/SFP+7R— kD7 L
— LA E—% T )T T D,

[BREH]
LANAR—bM#l DT L—L A2 —% 7 VT T 5,
SWP2#clear counters portl.l

5.1.16 SFP+E ¥ = — /L DIREEFE R

[F=

show ddm status
[AS1E—F]
FERFHE EXEC £— N, il EXEC £— K
[BLFA]
SFP+E ¥ 2 —/LOREZ R T D,
1 SOHEBIZx LT SFP+AR— h T & CHBIEE, EIREIE, TREMESFZRIND,

HE B

Temperature EY 2 —/LINEBIREL(°C)
Voltage TEIEAE(V)
Current I (mA)
TX-Power FE D IRE(dBm)
RX-Power 520D 5 (dBm)
[BREH]

SFP+E ¥ 2 — /L DIRFER FIRT D,
SWP2#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.1l1l 42.7 100.0 85.0 -40.0 =59,0
portl.12 40.7 95.0 90.0 -20.0 -25.0
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.1l1l 3.37 3.62 3.46 3.13 2.97
portl.12 3.34 3.89 3.70 2.89 2.70
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.1l1l 4.0 16.0 15.0 2.0 2.0
portl.12 6.2 17.0 14.0 2.0 1.0
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.1l1l -5.4806 0.4139 0.0000 -10.7058 -12.2184
portl.12 -5.4714 =1 .,9997 =1 .,9997 -11.0237 -11.7392
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.1l1l -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.12 -8.7614 1.0002 -1.0017 -18.0134 -20.0000

5.1.17 SFP+E Y 22—V DZ ¥ L~ )VEEHR DR E

[EX)

sfp-monitor rx-power action

no sfp-monitor rx-power
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[73T7 A —=F—]
action : SFP+E Y 2 — /LD L~ LRSI O ENE
REME ek
SFP+E ¥ 2 — /LD L~ LR & AT
enable
15
. SFP+E ¥ 2 — /LD L~ VR A S5 12
disable
15
[FI813% 2]
sfp-monitor rx-power enable
[AF1E— ]
Jgua—)aryz 4 l—yarsETw—NR
B
SFP+E ¥ 2 — /L DN L-VEEL A B ET D,
[ EHi]

SFP+E ¥ 2 — /LD L~V 2 B4 5
SWP2 (config) #sfp-monitor rx-power disable

5.1.18 EEF = —DEAREHRDOREC AT L)
[EX]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

85 A —5—]
action D VAT AEEROEEF 2 — O RERORE
REE Bl
VAT ABROREE X 2 — O RGN
enable BT B
. VAT DRIKRDFEEF 2 — O REH &
disable e
(IR RE]
tx-queue-monitor usage-rate enable
[AJ1E—F]
rua—s\varz 4 b—va e —R
[

VAT DERDIEEF 2 — O HRER 2 A2 £ 1213 T 5,

no JE A THEAT L7eH B I3 MHIBOE ISR,

[/ — ]

EEF 2 —DMEHRERZACT D0IIE, Aa<vr FITMAT, A 2 —7=2—ATHHEF 2 — DR
BHZ AT DUERD D,

[BXEH)

VAT DR THEE X 2 — O A RERZ DT 5,

SWP2 (config) #tx—queue-monitor usage-rate disable
5.1.19 EEF 2 —DERAREROREA v F—T = —X)
EEY

tx-queue-monitor usage-rate action
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no tx-queue-monitor usage-rate

[73T7 A —=F—]
action DR E—T = — ADEIEF 2 — DEREHORE
X EME i
enable KA B —T 2 — ADE(EX 2 —DfF
SERAE AT D
. WA oo —T = — ADELEF 2 — O
disable EEML & BT B
[FIHIRR 2]
tx-queue-monitor usage-rate enable
[AS1E— K]
A H =Tz —AE—K
B

RBA VB —T 2 — ADEEF = — O HREREZ AT XN T 5

no FECHEAT LGS I3 WIHIREICR T,

[/—}]

AR a< > Kid LAN/SFP+R— R Z D HFR E I HE,

EEX 2 —OFAREREZ AT D720, Ka~<wr FITMA T, VAT AR THEEF o —Off i RELE
EHNTHMLERD D,

[ EH]

LAN R— b #1 OFEF = — O AREREZ BT 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 £fE ¥ = — DEHARERORERT
[EA]
show tx-queue-monitor
[AJIE— F]
FEFFHE EXEC & — N, %54 EXEC £— K
[REA]

EEF 2 —OFEAREHOREZRTT D,
KARAEIFTLTDO LB,
«© VAT AERDOEEX 2 — O AR OB E
« LAN/SFP+AR— bk Z &L OFRIE
o A UH—T x—RAL(port)
«  LAN/SFP+7R— b DIX[E F = — O FH =B DX E (usage-rate),
Bt
HEEF 2 —OFEREROREEZERRT D,

SWP2>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
7

disable



port2.1 enable

S22V 0770V —ayv
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e
&l

S22 AEZT 4 v 7imEBA LV F—T =2 —AD

E&

static-channel-group link-id
no static-channel-group

[$F A—%—]
link-id <1-96>

ABT 4 Vi o H—T = — AFH
[AJ1E— K]
A H—T 2 —ZAF— R
[BEEA]

Kt A B —T 2 — A% link-id CHEELTEAX T 4 v VEHBEA VX —T 2 — A IB S5,

no B TIAT LI GAIX, RMEA L F—T 2 —RERAEXT v
[/ —}]
AR FiZ LAN/SFP+R— MZ D L3R E Al BE,

A v H—T 2 — AL LRSS,

ART A4 THBIA o —T = — ADFLE LR link-id 1Z2%F LT, LAN/SFP+3R— R 2B S B A8581%, Hil-icA

BT 4 VB v —T = —ADREREN D,

ABT 4 TiREA VH—T = — ADLRAR SRR, BT T 5 LAN/SFP+AR— M NELS e s A1, AZ T«

v IEHRBEA A — T o — ANYIBREN A,

1 DDAZT 4 ZiRHRA v X —T = —ATHE K 8 DD LAN/SFP+AR— 2B S HAHZ &N TX 5,

BEIZTFELTWDRAE T 4 v Vil v X —7 = — A L CHTR S ¥ 5551, LAN/SSFP+AR— K ERAXT 4 w7
MEA U H—T z2— AT, UTOREEET—HIHDHI L, BREVRRILGEIIZT L7725,

* VLAN OE

« QSDFTAPME—RRET 74/ bk CoS EH., R— MEKEZET)
o —THRHEOFRELV—TREOA/ES, RN— T v v % T OF /L)
TR T 4 VB,V H— T = — AL SN B5E 11X, LAN/SFP+R— N D EFRERTEN A X T 1 v 7 A

VE—T 2 — ZADIMRIEL 2D,

LAN/SFP+R— N2 AR T 4 v V#HBIA v X —T7 2 — RIS E A & . MSTP OB ENYIMBREMIIR S, £,
ABRT 4 THBA L —T 2 —ANBHIB LT28E S MSTP OFRENIMIREMICRE S,
1 @ LAN/SFP+A"— F 2 BHOHBA L 2 —T7 = — AIHTB S5 Z L3RRV, no B THIEE ST b &

RDMEA B —T 2 —RIIBE®D &,
[BEH]

LAN R —F#1 ZRAEZT 4 v Vg VX —T = — R #5 IZATR S/ 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #static-channel-group 5

522 AT 4 v TEREA LV F—T 2 — ADIREER

[EX]

show static-channel-group
[AJT1E— K]
FJEHFFME EXEC £— K, Ff#E EXEC £— K
[RAA]

ART 4 VB A —T 2 — ZADREER TR T B,

GFIETDHDAZT 4w ViAo ¥ — 7 = — AT LI FTOHEANERIND,

o AT AvIWMBA LA —T 2 —RE
o T— KA RIERED L— L
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« FTBLTWD LAN/SFPHR— F DA v X —T = — A4,
17— RNT 2 ZAFEEED L— L2 DN TlE, port-channel load-balance =1~ > RD type /X7 A —X —ZBDO T L,

[BEH]

AT 4y ViAo H—T = — ADKEE R TT D,

SWP2#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

S wWwN

523LACPSHBEA L X —T = —ADHRTE
[EF=]

channel-group /ink-id mode mode

no channel-group

[2XT A —%&—]
link-id . <1-127>
LACP A v Z— T = — A &K=
mode L EMEE—NR
mode e
LACP % ACTIVE &£ — R CHSRES ¥ 5,
active ACTIVE &— R Tl *fmg2sioxt L CTHRE
MJIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE F— R CHRESH 5,
assive PASSIVE &— K Ci, Xfmasm o LACP
P TL— A EZE LTSAIC DR LACP 7 L
— AL EEET D,
[AJTE— K]
A H—T2—AET— R
[RRHA]

RRA B —T = — A% link-id THE L7z LACP A ¥ —7 = — AR ¥ 5,

no B TIAT LG AR, HGA ¥ —T 2 — A% LACP A V¥ — 7 = —ANHILERIH 5,

[/ — 1]

A= Rk LAN/SFP+R— b Z DB E T HE,

LACP f@#iA % —7 = — AT LAN/SFP+AR— M & TR S ® 725515, MUi% LAN/SFP+738— R Z lacp timeout long 7%

BEIND,
F72. LACP A v ¥ — 7 = — AL LR X ¥ 25813, MU5% LAN/SFP+4R— h @ lacp timeout =2~ > KOFEEN
HIBRS D,

LACP fHilA X —7 = — APE(E L2 link-id (2% L C, LAN/SFP+R— b & 1)@ S ¥ 55513, #7212 LACP
BA B —T 2= ANEREN D,

LACP iAo 7 — 7 = —AMB BB S E72 /5. Fr/E 3% LAN/SFP+AR— F 3 ELS 72 o 7o 58 1%. LACP Gm# A o
H—T 2 — ANHIEZND,

1 >®D LACP #aBll A ¥ — 7 = — A |ZHK 12 D LAN/SFP+R— b2 iR SE 5 2 L3 T& 5,

FTJ& 3 % LAN/SFP+AR— 23, 8 D% TIX LACP ja#lif v ¥ — 7 = — A ICAIf IR B AL, 8 D& B X 7245 1o
TIEEERAEICMZ COMFSR— N5,

WET— RN "HEDO LAN/SFP+R— MILACP U > 7 7 7 U F— g G L, (FTBIXAIEETZ 23 LACP U
YO T V=g LTEMEIZLZRV,)

WEHE N 72 D LAN/SFP+AR — F23[E— LACP #w#li A v % — 7 = — R 2@ L TV DA OEMEIZ REE Y
TV = a yOREEFT D, iEAMIE lacp multi-speed 2~ > REZZHD T &,
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BEICAFAE LT % LACP G A v ¥ — 7 = — A (2% L T LAN/SFP+R— h 2 FT R & ¥ 5 541X, LAN/SFP+R— b &
LACP A v ¥ —T7 =2 — AT, UFOBREEZETHIEDH &, RENBRDIGAHITI=T— LD,
« VLAN O#FE
© QSD LT AFE—RREGT 74/ b CoS ., HAN— MEFEEET)
o NV—TRHOBREV—TRIEOAZNIEL), R— 7w v 7 ORZN/EL)
B2 LACP GaBlA v & — 7 = — AN ERR SN 561X, LAN/SFP+AR— k@ LFEEREN LACP fadilf v ¥ —7 = —
ADYERE & 725,
LAN/SFP+R— b % LACP i A ¥ —7 = — R IZFTE S E 5 & . MSTP ORENDNIHIREMITE 5,
F72. LACP Bl A v ¥ — 7 = —ANG PR L7254A S MSTP Os%EN WM EMIZR S,
1 ©>® LAN/SFP+AR— N 2 OGmBA ¥ — 7 = —AIZFTB I E 5 2 & ITHk A,
no A CHIRSHTHD BAL5mBA V¥ —T7 = —RIFTRS L L,
[ EH]
LAN 7"— |k #1 % ACTIVE £— R CLACP ##l A v ¥ —7 = — A #10 ICHTR S ® 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #channel-group 10 mode active

52.4 LACP 3a¥ A v ¥ — 7 = — ADIRER R

E&N

show etherchannel [ifname)
[/3T A—HF—]
ifname . LAN/SFPAR—FDA o H—T =— R4

LACP il f > —7 = = A& L TNDHA v F—T =— A

AF1E— K]
FEFHE EXEC & — b, #¥# EXEC £— K
[@ ]

ifname % B LTc 6. LACP @A % — 7 = — ADIREEZ R TRT D,
1T 5 LACP #BlA L #— 7 = — AT LICU FOEANFREN S,

« LACP#FiA v X —T 2 — R4

s B— RNRT U AEEED/L—L

« FE L TW5D LAN/SFP+iR— b DA  H —T = — A4,

12— RXZ 2 ZAERED L— LI DT, port-channel load-balance =1~ > KD fype /NT A —X —HMD = L

ifname ZFEE LT-85E . LACP sl Af v % —7 = — A ZHERL L T\ 5. LAN/SFP+R— F DIRAER FoRT 5,

UToHEANERIND,
HE B
Etherchannel portN.N LAN/SFP+7~— R~ 44
Physical admin key ig ﬁi’]} 7;26 i}i )75’ %519 % $(bandwidth,duplex,mru, VLAN
LACP 7’1 b =1/l Receive machine @&/ 2 £ DIk HE
* "Invalid"

e "Initialize"

e "Port disabled"

* "LACP disabled"
+ "Expired"

e "Defaulted"

e "Current"

Receive machine state
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HAE

B

Periodic Transmission machine state

LACP 7'& |k =2/l Periodic Transmission i2f5 24 DIk e
e "Invalid"

*  "No periodic"

+  "Fast periodic" (1 FP @ CT413)

+  "Slow periodic" (30 B[l CT41E)

e "Periodic"

LACP 7' & b =1/l Receive machine B 25 D4R RE

* "Detached"
Mux machine state +  "Waiting"
+ "Attached"
* "Collecting/Distributing"
filt AR RE
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LT D#FK %M (Actor H 43 HE | Partner xt[A1FH F)
Aggregator ID LACP LoO##5 1D

Information TIZLA FOIEE RNFKRI D,

HH L

LAG LACP VAT LID(ZFT7A A VT 4, MACT KL R)
Admin Key LACP $#DJC & 72 % IDGRERAR — M &)
Port priority LACP R— MEJEEE

Ifindex A —T 2 — A

Timeout Timeout fE("Long"=90 >, "Short"=3 )
Active LACP E){EE — N ("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[BEH]

LACP §@¥iA v X — 7 =2 — ADRBEEZ TR T 5,

SWP2#show etherchannel
% Lacp Aggregator: polO0
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

LACP ¥R A v & — 7 = — A% KRR LTV 5 LAN/SFP+7R— F DIRFER RRT 5D,

SWP2#show etherchannel portl.1l
Etherchannel portl.1l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection

Information Actor

3

Current

Slow periodic
Collecting/Distributing
Selected

Partner
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LAG 0x8000, 00-a0-de-e0-e0-e0 0x8000, 00-al0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP 27 MELEEDHRE
[EFX]

lacp system-priority priority

no lacp system-priority

[T A—HF—]
priority 1 <1-65535>
LACP ¥ AT LS
INE W EEEE D E
[WIHIRRE]
lacp system-priority 32768
[AS1E— ]
Ja—\)arz 4 b—varE— R
(@]

LACP v AT MENE#RET D,
no TR CTEIT LG A TR EZ IR T,

[/—H

LACP i@l A > ¥ —7 = — A3 g L R SN 6 . AT MBS 2 i U T IR RED @O J5 ISl EHE DS
Gzbhs,

[ AEBI]

LACP ¥ A7 LMESEE Z 100 IZRET D,
SWP2 (config) #lacp system-priority 100

5.2.6 LACP ' 27 AMBEEDFRR
[

show lacp sys-id
[ASTE— K]
FEFFHE EXEC & — I, 54 EXEC E— K
B
LACP v AT AMEHE L LACP VAT AL ID 2FRT 5,
UToHEENRRREIND,
« LACP ¥ 27 LEJERE(0x THaE 5 16 HEHD)
« LACP A5 A 1D
[/—F]
LACP ¥ A7 LESEEIT, lacp system-priority =~ > R CRETE 5,
LACP 27 A ID I, MAC 7 RLAMBARKREN S,
[ EH]
LACP O AT MEREAEFRT D,

SWP2>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0
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52.7LACP BEEV L /7 7Y F— a VORE
[EX]

lacp multi-speed switch

no lacp multi-speed

[/XT A—F—]
switch DO BGEEY LT =g UHEREDARR) - BRI E
BEME B!
enable REE) 77 7) 7= 2V RRIT
disable % WEY T 7= a B EICT
[FIH1ER 2]
lacp multi-speed disable
[AFTE— F]
Jua—nyar7 4 J—yarET—FK
[ﬁ%]

LACP ICBJ A EEEY 77 7V F— a VIEREDASR) « B Z2HRET D,
no TR TEAT L7286 135 E 2 WIHIMEIC R T,
[/ — D}
BREY o T 7 = a URNERIOSA OEME
KRB A —F) ETOTRTOFEA— NE@REEEICELLT T 7T 4 72T 5,
0— RN 23T _RTCOFBR— &2 REICH S .
KRR N e HE(E T A T AN WS, Bies & xfmiges & CHTREAR — FO—BEAFAIZRE L, W5
METTRER BN — v 2T 7T 4 7 LT 5,

W) o T )= g UINESIOEA OEE
FiEA— NNTRINZY > 7 7 v 7 LicAR— N ERICBEREDOR— NDOLET 7T 4 72T 5,
WEHREN R R DMOR— MNIAZ A DFEFE LTS,
F—=hX T2 g VIZRESNNTWAGEE FTER— MNTEAICRI=— g o LIEfRER &R ClfE
Ef@f~b@#%77747 75,
BN T v LR —=MEERETY 7 X7 L&, LACP WA v A —T =2—A b ) o A d
2,
[ EHI]
BEEY o T 7 = a v EAMCRET S,
SWP2 (config) #lacp multi-speed enable

528 LACP ¥ A4 AT U FDFRE

E&
lacp timeout duration
[NTA—=H—]
duration D AALT Y NERET D
duration S

short ZALT U N3 ETD
long ZALT T R0 ETD

[AS1E— F]

A HE—=Tz—AE—F
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[FHA]
LACP # A L7 U NERET 5,
[/—}]
Az FILLACP i@l A % —7 = — T B L T % LAN/SFP+AR — MZ DA% 7E Al e,
LACP @A % —7 = — A2 LAN/SFP+AR— N Z @ S H 785581, 245% LAN/SFP+78— K Z lacp timeout long 73

WEIND,
F72. LACP i A v % —7 = — AL LR S E 25813, 5% LAN/SFP+4R— K @ lacp timeout =~ > KODFXEN
HikRE N5,

LACP Z A L7 w7 k&1E. SN S D LACP 7 L — A5G ETCEX o BT L T Ol
F'Eﬁ%ﬁ—a—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AT S U CTRIAEERIZIE B, 218 Lo s Mg e I S
7Z-LACP ZA L7 7 FD 13 DRI TLACP 7L — L2 EETDH LR D,

HE O LACP 7 L — ADEERIIEIL, AR HELNTL 5 LACP 7 L—ANIZEEM STV D LACP % A1 A
T MRS D,

[ EH]

LAN R— k #1 ® LACP # A L7 7 N % short IR ET 5,

SWP2 (config) #interface portl.1
SWP2 (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A—=HF—]
link-id ¢ <1-127>

LACP A v 5 — 7 = — A&

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L —AL L 2 —% 7 VT 45,

link-id B LTI2581F., FETDHIECOLACPHBEA LV H—T 2—ADT L —L I F—% 7 VT T 5,
(B EH]

ETOLACPHFA L X —T 2—ADT L —LH T2 —% 7 VT T 5,

SWP2#clear lacp counters

5210 LACP 7 L — A B U L X — DR

[EF

show lacp-counter [/ink-id]
S5 A —&—
link-id 1 <1-127>

LACP iAo 24— 7 = —AFK 5

AHE— K]
FEREHE EXEC £ — I, #7#E EXEC £— N
B

LACP D7 L—AL v X —hFmrt b,

link-id %W U= 6015, FETHETO LACP#i#iA v X — T 2 —ADT L — LB U U X —%FKRrT 5,
HIE LT3 LAN/SFP+7R— F T L2, A FOHEERR RTINS,

o EZ[FESNIZLACP 7 L— A4

o EZIEENNT=Marker 712 ha LT L— A
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. EZEEINTETT—TL—A
[ EH]
ETOLACPHEA v B —T 2 —ADT L —L N T B —5FKRT 5,

SWP2#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l 297 298 0 0 0 0

portl.2 306 299 0 0 0 0

portl.3 305 298 0 0 0 0

portl.4 309 1350 0 0 0 0

portl.5 186 186 0 0 0 0

5.2.11 2 — RN U ABBEDLV— VDR TE
&3]
port-channel load-balance type
no port-channel load-balance
[/XT A —F—]
type DR V=T 2 — R ERD DD DL—L
type B

dst-ip 5.5 IPv4/IPV6 7 K L A
dst-mac 5659 MAC 7 KL A
dst-port %64 TCP/UDP R — K% 5
src-dst-ip B ITH L O%EE IPv4/IPVve 7 R LA
src-dst-mac EFETTB L O%EH MAC 7 R LA
sre-dst-port FE L L U%ESE TCP/UDP AR — R & 75
sre-ip E{E 5T IPv4/IPv6 7 KL A
src-mac EETLTMACT KL A
src-port 1%6{5 7t TCP/UDP R — K &5

[WIHIRRE]

port-channel load-balance dst-ip

[AJ1E— K]

Jua—nparz 4 J—yarEt—NR

[RLAA]

0— RRF L ZERE DAL A VX — T 2 — A B RO DT DN— IV ERET D,

ZAE L7 L— AN L2/L3/LA @R EMH L, ke REIND,

no FENCEAT LGS I3WIHIREICR 5,

[/ —}]

Ko< RIIV AT LAEBIRORE L 75,

IPV4/IPV6 /377 R TIE7R2 N7 L—ADEAIE, HESN TV D L—ZBEb LT, EErk 0%k MAC 7 KL
A% JUITHRE G A v H— T = — ABRTET D,

[EXEH]
g— RNANT U ZHERE T, BE LB L USESE IPVA/IPV6 7 R L A% TLITHAE A Vv — T = — AR BRET A L HITHRE
T3,

SWP2 (config) #port-channel load-balance src-dst-ip
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5212 LACP i@ A v #—T7 = —AD 71 b a ) LREFRR

[ER

show etherchannel status [/ink-id] [summary | detail
[F—T—F]
summary D B RS
detail L EEMER
85 A — & —]
link-id o <1-127>

LACP iAo 4 — 7 = —AFKF

[AJIE— F]
FEREME EXEC £ — I, #7#E EXEC £— N
B

link-id THEE L7 LACP ig¥iA v 4 — 7 = — ADIRBEEZ FK T 5,

link-id Z 45 W& LTz & &3, 2 TD LACP iAo ¥ —7 = —ZREERTRT D,
summary & & L7285 13 R R L, detail Z157E L7235 B 135K~ T 5,
summary &, detail HEME L7- & X, summary NFRESNTZHDET 5,

UTOHEANRERSND,
HH B
Aggregator LACP #@Bi A v Z—7 = — R
ID LACP i1 > % —7 = — A Loi#ki] ID
Actor LAG iﬁii)ﬁ@mcp VAT ALID(TTAFVT 4, MAC T
Admin Key H2BH O LACP #D it & 72 % IDGREEAR — FE5)
Status Vo7 70— ardDAT—HX Z("Not
ready"/"Ready")
Partner LAG igrii;ﬁ)iw LACP AT AID(FF7AF VT 4, MACT
Partner Key kA FD LACP #D It & 72 % 1D
Link count T —ZBE AR — MREE AR e AR — MK
Link HERL S 2 LAN/SFP+7R— h—BEGEEMIELL T D)
Link (ZIZUL FOHEARR RSN D,
fEFRREE B0
"Unselected" LACP |~ a2 k = V(g .,
"Selected" LACP 23 F#h72, LAN/SFP+R— k& L TERIR LT,
"Standby" I;ACP AR, LAN/SFP+AR— k& L, AR —Rh & L
Synchronization 7 7 #EA
"no" Synchronization 7 7 2 2335 TUNR U,
"yes" Synchronization 7 7 27 7335 TV 5,

fEFIRAE & | Synchronization 7 7 7226, U > 7 7 w7 L7z LAN/SFP+R— F OAREEN DD,
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(RN

Synchronization

Vo227 v 7 L7 LAN/SFP+R— b
DIRAE

Unselected no

LACP #lf 7" v2 » =)Lid@{E b,

Selected no

LACP 3 AH %072, LAN/SFP+7R— h &
LC®EIRLE, Vo770 r—v
gL LTHRRPDEDD, rdvT
—> g 1,

Standby no

LACP 2 E%#h7%, LAN/SFP+R— bk &
L CBIR L, AR — N ERE LT,

Selected yes

LACP 28E%)72, LAN/SFP+R— |k &
LCEBIR L, Voo T 7=
ayE L THRRLNTT —XEE
HEE 7o T,

[ EH]
LACP i A v % —7 = — ADIRREZ TR T 5,

SWP2#show etherchannel status summary

Aggregator pol

ID 4601

Status Ready

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 1/ 1
Aggregator po?2

ID 4602

Status Not ready

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1
Aggregator pol27

ID 4727

Status Not ready

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0o/ 1
SWP2#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-

Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-

Partner Key 0001
Link count 0/ 1

el

11
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Link
portl.4 Selected Synchronized no

5.2.13 LACP R"— MEXEE DR E

[ER
lacp port-priority priority

no lacp port-priority

[R5 A—&—]

priority 1 <1-65535>
LACP R— MBS
INSUVE EESEE A R

[WIHIRRE]

lacp port-priority 32768

[AJ1E— K]

f B =T 2= AF— |

[FHA

LM}T—%F%V%%E#

no B CEAT L= EI3RTE %*ﬂﬂ;ﬁf R,

[/ —h]

LMP WA v H— T = — | K@é&%aﬂAMﬁmT%%@#SOifiLMP GELA A — T =— AR
R BIL, 8 2EMZ - IC OV TIEERAEIH A TR R— M & 725,

DX D 7eKE, LAN/SFP+AR— kM CHEJENEN 2SFHE S T, #BIRIEM OV ONbRALILD,
BEJENERE OFHM TR, LR DM Th 5,

1) LACP AR — MESEEE D/ NS WRRESE SN D,

2)LACP R— MERENRFE U THNIE, A X —T 2 —AFEIN/NSWREREIND,
SFP+R— h 2B S 25415, LACP R— MEREAZMOR— R LV /NSLSEETILERD D,
[ E Bl

LACP 7R — MESEEZ 1024 IZRET D,

H

SWP2 (config-if) #channel-group 1 mode active
SWP2 (config-if) #lacp port-priority 1024

5.3 AN— §Ri

5.3.1 ¥ AT ALK TO IEEE 802.1X BAFHERE DEXE
&

aaa authentication dotlx

no aaa authentication dotlx
[FHIER ]

no aaa authentication dotlx

[AS1E— K]

Jua—\)arz 4 l—yarEw—NR

B

v AT AAIKT IEEE 802.1X sRAE 2 AT 5,

no WA THEAT LI E1X. A7 A42K T IEEE 802.1X #BE & #5245,
FUREIL. radius-server host =~ N CiX & L 72 RADIUS Y — "—%fHT 5,
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[/ — 1]

EFRZ [EEE 802X BAF AT A 7-0I12i%, A v X —7 = — A T% [EEE 802.1X iF & ANz T 2 MLE N H
%, (dotlx port-control =~ > IN)

[ EH
AT 54K T IEEE 802.1X #RiE & A b1 %,
SWP2 (config) #aaa authentication dotlx

532 VAT LR TD MAC REFEBEDR E
[EF=]

aaa authentication auth-mac

no aaa authentication auth-mac

(IR E]

no aaa authentication auth-mac

[AFIE— K]
Jua—\)arz4 g —varsE— R
[FHA]

VAT LR T MAC §8FEE AT

no }F/JCVC;%?? L/7L\_ i /XTAﬂiﬁgT MAC Aty uﬁ%ﬁyj ﬁ‘é

FRFEIX. radius-server host =~ K CiRE L 7= RADIUS — _— %35,

[/ —H]

FERIZ MAC FRREE T2 72D121%, MHRA v X —T7 =2 —ATH MAC BiEZ AN T HLENH 5, (auth-mac
enable =~ > )

Batl]

AT MR T MAC 3RAEZ A MET 5,

SWP2 (config) #aaa authentication auth-mac

5.3.3 AT LARKTO Web RIFHERED R E
[

aaa authentication auth-web
no aaa authentication auth-web

(AR E

no aaa authentication auth-web
ASE— K]
Ja—n"narz4 7 b—va e —F
[@iA]

‘:/25:.5\/\{$¢C Web Fo nﬁ%;ﬁfjj —quDo
IlO ﬁ/‘t(%ﬁ’? 1/7"; i /ZT-ZA {Zl:*(‘\ Web HALDLE%ﬂ)(jJ j—éo
FREEIL. radius-server host =~ K Ci% & L7z RADIUS — _—&{FHT 5,

[/ —F]

%I‘%\ﬂ: Web 78 uE%{fﬂqﬁ‘é 72 EN i¢%4 VHE—T 2 —ATEH Web i nﬁ%ﬁ)‘jj ?‘5%%7553?)50 (auth-web
enable =~ > R)

[BXE B

VAT LR T Web iBREE AT 5,

SWP2 (config) #aaa authentication auth-web
5.3.4 IEEE 802.1X FiEMBEOBIET — NIRE

E&

dotlx port-control mode
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no dotlx port-control

[23T A —%—]
mode : IEEE 802.1X FBREOEMEE— F
B{EE— K 24 B
IEEE 802.1X #2ZF ™ Authenticator & L CEfE
auto
35
}'h
force-authorized IEEE 802.1X FERIEDFRFEHT 7 R — M E
ET D
— MNCEEDRE
force-unauthorized IEEE 802.1X GRGIEDAFEFEA — M ERE
ERA)
[FIEIER E]
no dotlx port-control
[AFTE— ]
A B =T 2 —AF— R
B

st v % —7 = — A% LT, IEEE 802.1X SRS REDEIEE— RERTET 5,

o BERTa~vy REEITLEEAIL, Jd% A v #—7 =—AD [EEE 802.1X FHAFHEREIXER & 72 5,
[/—F]

Ko< RiZ LAN/SFP+R— B L UOGHEEA v ¥ — 7 = — AT DAHFHE [ HE,

[B%E B

LAN 7R— b #1 T. IEEE 802.1X FXFFEREDENMET — K% auto IT3RET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FRFEDARFRIER— b TOERERIE ORE
[

dotlx control-direction direction

no dotlx control-direction

[T A —F—]
direction DORGER— N TORT y NREENMEAE R E
EEEIE B!

both ERAE & bMEET D,
in ZAB DIHEET D,

[WIHIRRE]

dotlx control-direction both

[AS1E—F]

A H—T 2—AE—FK

B

RRA A —T = — ATk LT, IEEE 802.1X iRFEDRIRFERF D7 v NIREENEEZEE T 5,

no JERCTEIT LA, FIHIREIZRE S,

both ZHEEL TWABHE., V7 U B MO ZELEZ Ny FEEEL, thoR— b 37U b bofER S
TNSHA U H =Tz —A~DT7 B — RF ¥ A NTLFXx ATy FHIEET S,

nZEEL TGS, TV I OZELEANTY Yy FORZEIEL, MOKR— 0D 77U B2 b O S
NTCNWABAL L H—Tz2—A~DT 01— RKFy A MNILFXYr ATy MIERET D,
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[/—}]
A< RiE LAN/SFP+HR— h B L OGRELA » ¥ — 7 = — A ZD R E ATHE,
WBRA LV H—T 2= AT, KA RE—RE~v/LFH 7Y I hE— RICRE LEGAS MAC BFEE FH L7-5
X, BEIMICIn &2 5,
KGA V H—T 2— AT A N VLAN D% TE % qu\éi'“\ ;t\ AKa~ s FOREHERPENE D,
AKawy ROBREXERT L &, BIRIREBIZIHRAE
Kavy REERT 572012iE. f5A /5{~71~7\fv7f\~ NEEREASRE A AN T AT H S, (dotlx port-
control =~ > R)
[ EH]
LAN R— | #1 ORFBFAER— b TO/7 » NREEEE ZE O AT 5

SWP2 (config) #interface portl.1l
SWP2 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v F OXERIF DR E

[EFX]

dotlx max-auth-req count
no dotlx max-auth-req

[/NT A —=HF—]
count o <1-10>

EAPOL /37 v b Dl Kik{E A%
[ RE]

dotlx max-auth-req 2

[ASTE— R

A H—T 2 —AE— R

[FRHA]

(B A B —T = — 2% LT, EAPOL /%7 v F OEERIOE B HET 5,
no JERTa~r REET LA, FIEREICED,

[/—F]

AKza< 2 RKiZ LAN/SFP+R— F B L OGHEA v ¥ — 7 = — AT D% E W HE,
Ka<wy REMERTH0120E, JBA v F—T 2 —ATHR— MliHEEZ AT D2 LENH 5, (dotlx port-
control =~ > R)

[ EH

LAN 7R— k #1 T, EAPOL /X% v b DOEEREE 3 IR ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #dotlx max-auth-reqg 3

5.3.7 MAC FFFEERE DR E

[EF=
auth-mac enable
auth-mac disable
no auth-mac enable

[F—U—F]

enable : MAC BiEBE A BT 5
disable © MAC FBREHERE 2 N c 3%
(IR E]

auth-mac disable
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

WRA LV H—T =— AT LT, MAC BFEE2 AT 5,

no FERCHEAT L7=HA . F72id, disable 28 € L7258 15, MAC BREZ2 2T 5

[/—}]

ARK=a<> RiZ LAN/SFP+R— B L UGGREEA ¥ — 7 = — AT DO AR E I HE,

FEFRZ MAC FEREA T 2720121, v AT L8R TH MAC BREA2 AN T 2483 % 5, (aaa authentication
auth-mac =~ > R)

[ EH]

LAN 7R— b #1 ® MAC #8ilre 2 A2z T 5

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth-mac enable

5.3.8 MAC D MAC 7 RL AFERDOERE
[EX]

auth-mac auth-user fype case

no auth-mac auth-user

[/XF A—F—]
type B ERE
R IEME V=N
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case ORXT - NFEREE
BREME B
lower-case /NI (a~ 1)
upper-case KILF(A~F)
[FIHIRR 2]
auth-mac auth-user hyphen lower-case
[AJ1E— K]
Ja—N\)arz 4 b—varsET— R
[RHA]

MAC #BFEIZHB W T, AR T 52— —4 « XA U— FOBXELEET T 5,

MAC #RETIE, 7V B RO MAC 7 KL REa—H—4 « XA T— K& LTHEM L RADIUS $—/N—~G8GE%
R D,

no IR CEITLI=HA1E. WIHIRTIZIRED,

[/ — 1]

RKa=wy REMHAT L2012, HRA L H—7 =2— AT MAC PBFHEREZ AN T HH4ENH 5,  (auth-mac
enable =~ > )

Bt

MAC #ZFEIZER T2 MAC 7 RL AR A NA 707 L, KUFICERET D,

SWP2 (config) #auth-mac auth-user unformatted upper-case
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539 MAC SREED A X T 4 v 7 BEFDORE
[EX]

auth-mac static enable

auth-mac static disable
no auth-mac static

[F—U— F]

enable LR T 4 DB EANCT S
disable ORET 4w IR EENCT D
[F1EIER E]

auth-mac static disable

[ASE— K]

A B —T 2 —AF— R

[FHA]

MAC nunEEi% N nunE%/\xL/ﬁ_'}j‘7)7:7/}‘@MAC7]‘[/X75_’FDB X&?/l’ /7I\/]“U*‘k L“C%i‘ﬁ‘?‘
5,

no B TEIT LA, £7213. disable 235 E L7ZE1X. AX T 4 v 7 BEEE2 BN+ 5,

[/ —F]

ARz~ R LAN/SFP+R— B L OGHIERA o % — 7:—xu®$ﬁiﬂ%0

Ka< FOBREEEETH &, FRFEREIZIHNIRGE

W Mmhwliﬁmé&4%:yﬁi/b)ﬁ&bfﬁﬁfék@l%?yﬁ§4A77%@ﬁ%&&éﬁ\
RKa<wy FEDRFFIAZYT 472 R —L LTHRET H-Ox8 E7eD,

clear auth state =~ > K, F72/%. auth clear-state time =~ > R C, A¥ T 4 v 7 BGFGRAEER)Z 7 V7 +52 &
NTED,

Ko< REFHAT 720100, 681 % —7 = — AT MAC RiHEREZ AN T 20BN H 5, (auth-mac
enable =~ > )

[BREH]

LAN R— h #1 O MAC BBFED A X T 1 v 7 Bek % AT

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth-mac static enable

5.3.10 Web FRFFEEED R E
EE

auth-web enable
auth-web disable
no auth-web enable

[F—VU— K]
enable © Web iR REZ BT D
disable © Web iSRERSHE & 2295

(#1813 €]

auth-web disable

[AS1E— K]

A H =T 2 —AF— R

[RHA ]

ﬂg%/l’ \/&_‘7:12_7( 7;(_1—1/(\ Web uunm%ﬁfj ﬁ‘é

no IR CEAITLIZHA. £721%, disable 28 L7=5A 1%, Web 3RGEE2 o35,
[/—F]

AR~ Rid LAN/SFP+R— B X OGREEA ¥ — 7 = — RO B iE 7 HE,
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FEFRIZ Web BREA T 5720121, AT LA RIKTH Web iliEZ AT M E N H 5, (aaa authentication
auth-web =~ > )
~NVTFH TV T B E— RESR Tl Web FBRE#REZ AN T2 2 IXTE £ A,
7" Z h VLAN L OfFHIZTE £ A,
[BREH]
LAN 7R — bk #1 ¢ Web B REE AT 2

SWP2 (config) #interface portl.1
SWP2 (config-if) #auth-web enable

53.11 m A hE— ROFEE
&

auth host-mode mode

no auth host-mode

[/XT7 A—=5—]
mode ¢ AN— FNEREOEEE— R
BEE—F B
1 R—=FH7Y lﬂff):b//F¢M§LJ§
single-host FFAT2E— FT, ROICHRAEZ /S A LTz
YTV NOBETAT D
I = HEVEEY 7Y h > Fo@EExE
AT HE— T, PO TY I R
multi-host ?E?E%/\"X‘TZ) L. FILAR— M TO 7
U7y MIFSREZ1TH72 < THIB(E 2 e
L%
VA= b0 @Y7 ) e P Ol &
multi-supplicant AT H5E—RTHTU I MEITHED
P RSB IRET D
[WIEIRRE]
auth host-mode single-host
[AJ1E—F]
A H =T 2 —AF— K
B

KRA L HE—T 2—AZX LT, R— FEIEOEEE— RE2EHE T 5,

no B, CTEAT LI-E1%. FIHIEREICRE D,

[/—F]

Az~ RiZ LAN/SFP+R— B L ORI v &% — 7I—xu®ﬁﬁﬁﬂ%o

ARa< FOREEZELTDH & FRABREIT PR AE
7»?#7)%/%%%PT&4T\V7WAN%ﬂ%?é%é\ﬁfUﬁVﬁ%ﬁfWAN%%ﬁ?é:kﬁﬂ
=8

VIVFHRANE— RTHAFI v 7 VLAN ZFHT 5856, 2EFBUBEOY U > MIEYIOT 7Y 1 kv
A L7z VLANID 23 FH &b,

RKa<wy REMFHATLHDI2F, HRA L H—T =2— A TH— NEGEEREEZ AN T H2XLE N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[RXEH]

LANKR—h#l Z~AFV 7V o b E— RIIETT 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth host-mode multi-supplicant
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5.3.12 SREHIEF DEE
[EFX

auth order dotlx auth-mac
auth order auth-mac dotlx

no auth order

[ZF—U— K]

dotlx : IEEE 802.1X &k 53
auth-mac © MAC RGES =
(IR RE]

auth order dotlx auth-mac

[AS1E— ]

AH =Tz —RAE—F

[@ ]

AN— MR RE C, REEA R AP LG 6. SRR T O IRE AR ET 5,

no JEA . THEAT L?”: BliE. WIHEREICR 5,

[/—h]

A~ RIiE LAN/SFP+AR— b5 K OGRBEA ¥ — 7 = — AT D B i W hE,

Web BFEIZ, ARREICEIFR7R < Web FEREMHIHE T ID/Password & A ) L7z & ZIZFEIEEIT 9,

IEEE 802.1X §87E, MAC #BiE, Web EREDREN RN 256, € ORSAEST UL FEM S u7e\,

Ko<y REFEHT L2020, SR A v F—7 2 —ATHR— MRS AN T 20N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > [, auth-web enable =~ > R)

|

LAN A— k #1 OFGESADNAFE % . MAC 8GE -> [EEE 802.1X SEFEDNEE TI/T 9 L 2 IR ET 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #auth order auth-mac dotlx

5.3.13 FHEREEDRIE
B

auth reauthentication
no auth reauthentication

(R E]

no auth reauthentication

[AS1E— K]

A H =Tz —AF— R

[REA]

ﬂ%/f‘/5’~7::—7< Zxt L ¢, %7)77/%@%111“&?%%‘)%
no ﬂ%iﬁ:(%?? Lf: j: ﬁ:wu uﬁ%ﬁyj Té

AKREEAMZ LIS FRREICRREI L7297 U v b & @RI ERRGET D,
FFRBREDMEIL, auth timeout reauth-period =~ > RCTEHE TX 5,
[/—}]

ARza< KX LAN/SFP+AR— b B X UGGREA v ¥ — 7 = — RZD AR E T HE,

IEEE 802.1X F8aFM I, ﬁmﬁw&4 R B E . BT Y B MTEAPOL 27 v FEEE LT 2—H—{EH %
FHS L. RADIUS H— N\—|ZRFEER 24T 9,

MAC ZEEERIY. FEREEDZ A I v Wb e, YU B FOMAC T RL Ak a—H—4 BLO, RZATU—F
& R72 LT RADIUS H— N—{ZFRREER 1T 9,

Web FULAQJ‘-EH% j: E:FULAQJ‘.EO)&/]) /& 73?5 & —6-7 ) jj/ ]\@D‘LAFI ’H(/LAE j%mun :%%é.ﬁ—éo
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RKa<wy REMFHATHDI20F, MRA L H—T =2— A TH— NEGEHEREEZ AN T HXLE R H D, (dotlx port-
control =~ > N, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LAN R — k #1 OFBIEE A

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth reauthentication

53.14 A} v 7 VLAN DORE
EE

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(AR E

no auth dynamic-vlan-creation
[AJIE— F]

A HF =T z—AEF— R
B

RGA B —T 2 —AZX LT, #1477 VLAN 260275

no R TEAT L7 AB 1%, ¥4 7 v 7 VLAN 2 BZhi23 5,

XA+ v VLAN BNE® A > ¥ —7 =— AT, RADIUS ¥ — =5 57E &7z B IEAE (Tunnel-Private-
Group-ID)% & & 12, FT/E VLAN ZEhiICER T 5,

[/—}]

A~ R LAN/SFP+AR— MBS X OGREEA ¥ — 7 = — R 2D Hg% iE 7 HE,

AKa<wy ROBEZERT DL, BibREBIZYHREICR S,

~NTFHTV A NE— RTHAFT I v 7 VLAN ZFIHT 256, 77U B FHALT VLAN Z38ET 5 2 L3 F]
HEo

NAFHRAME—RTHAF Iy 7 VLAN 25T 556, 2FBUEOY 7Y I MIEYIOY 7Y 2 F AN
i L7 VLANID 2 S v b,

Ka<wr REERTH7-0100E, HBA v F—7 2 — A TR— FRAHEREZ AN T A LENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ EH]

LAN AR— k #1 TH¥ A F X v 7 VLAN 2T %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
EE]

auth guest-vlan vian-id

no auth guest-vlan
[/3F A =4 —]
vian-id - <1-4094>
7" Z I VLAN H1? VLAN ID

(AR RE]

no auth guest-vlan
[AJ1E— F]

A H =Tz —AF— R
[@i ]

RIRA VA —T 2= AR INTWDE T T U B DOREEGE, 25 WIE, REERR O & X I(ZATET 57 A b VLAN
FIRET D,
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no FEXCTHELIT L2 HAE. 7 A b VLAN O EZHIBRT 5,
[/—}]
A~ R LAN/SFP+7R— b8 X OGHEELA > & — 7I—xk®ﬁ%ﬁﬂ%o
Kavy ROREXERT L &, BIRIREBIIIIHNREE
ARKa<wy FEFERT L0123, 51 //}75*7::5*2'673** NRREHEREZ BN T DN H D, (dotlx port-

control =~ > N auth-mac enable =~ > I)

AKavr RliE, Web BREBNARe L ERETEEEA,
(R H]

LAN 7R— b #1 T4 Z ;s VLAN #10 Z45ET %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth guest-vlan 10

5.3.16 SRILREE OMIEHAR DR E

[EX]

auth timeout quiet-period time
no auth timeout quiet-period

[R5 A— 4 —]
time 1 <1-65535>
RAERHE, 7V B b EOBEEES T 5 G
(AR RE]
auth timeout quiet-period 60
[AF1E— F]
A HE—=Tz—AE—F
[@ A

KRA o H—7 = — AT LT, Rk RE OFRGEILE IR 25 E T 5,

no IERCTHEAT LA 1, W EIZR S,

FRREANIE IR IS SZAR LT Xy MR THEET 5,

[/—}]

A~ FIE LAN/SFP+A— b3 K OGRBEA ¥ — 7 = — AT D Bk iE FlhE,

ARa<r REFEHATH70120F, A v H—7 2 —ATHR— NBIHEREE AN T D2HENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > [, auth-web enable =~ > R)

[BREH]

LAN R — b #1 OIIEHIH O E S 300 IZRET D,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #auth timeout quiet-period 300

5 3 17 ﬁ L,\p_EEFFﬁIg_‘@—m'_H

EEy

auth timeout reauth-period time
no auth timeout reauth-period

[/XT A—HF—]
time : <300-86400>
TV A N OFRAEFRED)
(WX E]
auth timeout reauth-period 3600
[AJ1E— ]

Ay s =Tz —AE—F
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[FEBA]
MNRA L F =T 2= AR LT, 7V D b OFBGRERMRZRET 5,
no A THEAT LI a1, WM EICR 5,
[/ — 1]
A< RILLAN/SFP+AR— b KL OGREEA ¥ — 7 = — AT D B3R E AT hE,
Rawy REERTL7200E, R A ¥ —7 2 — X THR— MRAHERE. 7D, FRIHEIEZ AT 2 BN
5%, (dotlx port-control =~ > K, auth-mac enable =~ > N auth-web enable =+ . auth reauthentication =
<2 F)
[ E ]
LAN 7R— b #1 OHGEREMRORE 2 1200 (Z52ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth timeout reauth-period 1200

E

e

5.3.18 RADIUS H— \—2AK D IR 45 H e D
BN

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A =4 —]
time 1 <1-65535>
PRREEL R 2 RERE T — /3= & D IRE R B IR (7))
(IR E]
auth timeout server-timeout 30
[AJIE— F]
B =T z—AE— R
Bl

SHBA B —T 2 — A THR— FRIEEITH & E D, RADIUS — —2 K5 DISEAE LR A2 R ET 5,
no TR TEAT LT E1E. WIEREICR S,

[/—F]

AKza< > KiZ LAN/SFP+iR— F B L OGHEA o X — 7 = — AT D% E W HE,

AR EAE

(radius-server timeout =~ KD

PLEIZT 2 0ERH 5,
ARa<r REFEHT L2003, SR A v F—7 2 —ATHR— MNRIHEREE H T 20N H D, (dotlx port-

control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)
[ E 5]
LAN 7R — b #1 OFEREERIZH % RADIUS H— N — (KD ISEFF HIRFHE £ 180 MR ET %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth timeout server-timeout 180

5319 %7 U B NGB LREBORE
EsN

auth timeout supp-timeout time

:J'h

H

FEAE) x (radius-server retransmit =~ > N OFXESE + 1) x (RADIUS H—/3—4)

no auth timeout supp-timeout
P85 A — & —]
time 1 <1-65535>
BV B RS OINEREHRE(RD)
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(AR E]

auth timeout supp-timeout 30
[AJ1E— ]

A HF =T z—AE—F
B

KIRA H—T 2 —AZK LT, A= RBREEITO L XDV TV DY Mo OISEFRF LI AR ET 5,

no TC K THEAT L 7=5A1E. PR EIZR S,

[/ — 1]

A= FIELLAN/SFP+AR— M B KL UGRELA o F — 7 = — AT D B E Al g,

ARa<r REFEHT L2020, SR A v F—7 2 —ATHR— MRIHERRE H N T 2 0E )N H D, (dotlx port-
control =< > R, auth-mac enable =~ > [, auth-web enable =~ > R)

B!

LAN R— bk #1 OV 7V B2 R b OJREFF LR Z 180 FNIERET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—/K X s DFE

[EFX

radius-server host rost [auth-port port] [timeout time] [retransmit count] [key secret]
no radius-server host

[F—T—F]
auth-port : RADIUS $— N—OF8iEH UDP A — hEEARET D
timeout : RADIUS $— 3=~ DERIT S 5 BRI 2 3E 2
retransmit : RADIUS $— "—~DERFREE AR ET D
key : RADIUS —_— L OBERFIEHT 532U — 2R ET 5
[73F A —&—]
host i IPvd 7 FLZ(AB.C.D) £721X IPv6 7 R L A(X:X::X:X)
IPv6 U > 7 a—RNT RUAZBET DHEIE, EHA VX =T 2= ABRET 2ME R D
% (fe80::X%vlanN D)
port 1 <0-65535>
FSAEM UDP K — 3 5 (G IR ITAE D 1812 2653 2)
time : <1-1000>
B FERSIRE [ (FD) (48 WS IF 1 radius-server timeout =1~ > R E(FIHIME 5 FONZHE D)
count : <0-100>
TR P4 (4 WS BRI X radius-server retransmit =~ > Ra% & (FIHIME 3 [0)29E H)
secret DOCPARBETERE IO . A=A ERREATE S (128 XTLIN)
HAGRA T — RGBSR radius-server key =2~ > R%EICHE D)
[FIHIERE]
7L
[AJIE— K]
Ja—nm"narz4 7 b—va e —F
[BLFA]

FREY— =1 A MY — =% BN 5,
AT R =58 TH D,
no R Ta~r FEETLESEAIR. BE LY —R—2FGE——1U 2 b B HIRT 5,
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[/ — b
FREMIL. (radius-server timeout =~ > N DF% FEfH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS
~/\~§5{) DAEAS, auth timeout server-timeout =~ > O EMNIZR D KO ICHET HIVLENH D,

LLDP H #7% EREHE TR E S N7 radius-server host =~ ROKEIZIL, —HMRHRETHDL Z L 2%

I "dynamic"4 7Y 3 UAMTE &S, "dynamic"A 7Y g UM E STV A A, write 2~ REFEITLTH R
A=K T v Tar7 4 JITRFES R,

[BEH]

IP 7 R LA 192.168.100.100, & FFHERFR] 10 B, BEOREEREELS Al & U TRRREY— 3 — U X MZIBIMT 5,
SWP2 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 R L2 192.168.100.101, FAFEM] UDP 7R — |k 1645, A /S U — Rabede" ZFalE ¥ —/3— U X MZIBMNT %,
SWP2 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

7 —77 b RADIUS % —/"—ZRGE — 3 — U X MBI 2,

SWP2 (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS —X— 1 EH 7= DILEHFLEB ORE
[EF=R]

radius-server timeout time

no radius-server timeout

[/NT A—=F—]
time : <1-1000>

SERIGE AR (7))
(AR E
radius-server timeout 5
[AS1E—F]
Ja—r)arz 4 —yarE'w—NR
B

RADIUS ¥ —/R— 1 EH 720 OIGEH BN Z R ET 5,

no JEX Ca~r REFEITLEEGAIR. PIHIREICRES,

[/ —F]

radius-server host =~ > RN CH — —[EH OERISEFHFF AR E IN TV HEA. radius-server host =< 2
DEENHED

BREEI
(radlus server timeout =~ > N D E(H) x (radius-server retransmit =~ > RO EME + 1) x (RADIUS ¥ —/3—%0)
DOFEZAS, auth timeout server-timeout =~ > KO EMENIZ/2 D X 5 IZHHET 2L NH D,

(B EH]
RADIUS — 13— 1 BH 7Y OIGEF LM Z 10 IR ET 5,

SWP2 (config) #radius-server timeout 10

5.3.22 RADIUS ¥ — —~DERFEE DR E
[E=]

radius-server retransmit count

W

no radius-server retransmit

[/3T7 A —=HF—]

count : <0-100>
FOR A

(IR E]

radius-server retransmit 3
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[ASTE— R
Ja—x\)aryz 4L —y g T — R
[FRHA]
RADIUS H—/N—~DERE LA ZHET D,
no FEXTavy REFTLEESIE. UIHEREICES,
[/—}]
radius-server host =~ o R TH — S—[EfG DO ERFEEBARE STV 535G, radius-server host 2~ > ROk
EZHED
[ EH]
RADIUS H—/N—~DHERFEEEZ 5 FIIRET D,

SWP2 (config) #radius-server retransmit 5

5.3.23 RADIUS ¥ — R_—3HF R T — RORE
E&N|

radius-server key secret

no radius-server key

[NTA—=F—]
secret A RRAT— R
FABHT B LT, 7 A= ZER<EMARLT(128 SUTFLIR)
(AR E]
no radius-server key
[AJ3E— ]
Jsa—x)ars 74—y g — R
B

RADIUS #—"— & O@ERFICHERT A IR T — REFRET 5,

no B Ca~r REEITLELAIE. PHRTEIIED,

[/—F]

radius-server host =~ > R CH—N"—FEHDOLF NNAT — RRBREIN TV AHEE. radius-server host =< > KD
BRENHE D

[ E B

RADIUS #h—/"— L DHHF /NNAT — K& L T"abede" 23X ET D,

SWP2 (config) #radius-server key abcde

5.3.24 RADIUS ¥ — X —fi Fi il RE ] D g% E
E&V

radius-server deadtime time

no radius-server deadtime
[/3T7 A —F—]
time 1 <0-1440>
RADIUS - —/S— o I R (45)

(#1313 2]

radius-server deadtime 0

[AS1E— K]
Jua—)aryz 4 lb—y g rEw—NR

B
RADIUS —/R—~DERN X A LT U b LIz &, SV —_"—DHZ T 2R E2RET D,
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no B Ca~y NEFAT LA, VIR EICR S,
[BREH]
RADIUS ¥ —/X—{ IR 2 1 3SR ET D,

SWP2 (config) #radius-server deadtime 1

5.3.25 RADIUS % — —|Zi@%H19 5 NAS-Identifier DR E
[EX]

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

[73T A —%—]
line DORRBISCT (253 SUFELLN)
NAS-Identifier )&t & L CERE T HEE D LFEF|
[F1H1R 2]
no auth radius attribute nas-identifier
[AJTE— K]
Ja—naryr7 4 Jlb—y g rF—NR
[FHA]
AN— FFEFFHEREIZ BT, RADIUS Y—/3—|Z NAS-Identifier JEM: & U CRENT LB DO LTI Z R ET D,
ARE % LI24E 1%, RADIUS ¥ —/3—(Z NAS-Identifier B & U CHEE L, s EZHIR LIS i@ma s+
al
no B Ca~r REETLELAIE. PHRTEICED,
[BXEH

RADIUS Y—/3N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] 2+ > Fd 5,
SWP2 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 " — FRIHEWRDOF R

[EFX]
show auth status [interface ifname]
[F—TU—F]
interface CEBEDA L E—T 2 — ADEROBRERRT S
[/NT A—F—]
ifname LA —T 2 — AL
FRTHEA L H—T 2—A
[AS1E— K]
FEFFHE EXEC £ — R, F#E EXEC E— K
[ﬁ%]
N RREMSBE DR TEREE, B L OBIEORFEREEZ TR T 5,
[ﬁﬁ%]

A— R rﬁi&%ﬁﬁj—é

SWP2#show auth status

[System information]
802.1X Port-Based Authentication : Enabled
MAC-Based Authentication : Disabled
WEB-Based Authentication : Enabled

Clear-state time : Not configured

Redirect URL :
Not configured
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Auth-web custom-file

There is no custom-file

RADIUS server address
192.168.100.101 (port:1812)

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode

Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode

Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout

Quiet period
Controlled directions
Protocol version
Clear-state time

5327 37U B MEBRODER

Auto (configured:auto)

Disabled (configured:disable)
Disabled (configured:disable)

Single-host
Disabled
Disabled
Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2
Authorized
Not configured

Force Authorized
Disabled (configured:disable)

Enabled (configured:enable)
Multi-supplicant

Disabled
Disabled
Disabled
3600 sec
2 times
30 sec
30 sec
60 sec

In (configured:

2
Not configured

both)

(configured:-)

[EFX]

show auth supplicant [interface ifname]

%

interface

[73F

ifname

AT

U— K]

A—p—|

B —T 2 — R

BRTAHAA L E—T =2 —R

T— F]

ke EXEC £— R

B
e

B

|

NEREICBIT A7 U v MEWREERRT 5,

]

LAN R—F #1l OV 7V v MEREERT D,

SWP2#show auth supplicant interface portl.l
MAC address User name

1.1 0011.2233.4455 user

Port

port

e A v 2 —T 2 — ADEWRO LA FRmT 5

Status

Authenticated

VLAN Method

1 802.1X
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5.3.28 MEMEWMDOE T

[EX]
show auth statistics [interface ifname]
[F—U—F]
interface COBEDA VA —T 2 — ADMEHER O A FT D
[/XT A—F—]
ifname DA BR—T = — R4
BRTHA o H—T =2 —R
[AJTE— R
FEHFHE EXEC £— R, FiHE EXEC £— K
B
A— RERREIZ BT 537 v NOMEHERE R TRT 5,
[ EHI]

LAN /R— b #]1 O#EFERE L RT D,

SWP2#show auth statistics interface portl.l
Interface portl.l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames : 11
EAP Request ID 1
EAP Request C
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge : 9
Access Accept 1
Access Reject 3 0

Transmitted packets : 10
Access Request : 10

5.3.29 HEtE#MD 7 Y T
[ER]
clear auth statistics [interface ifname]
[F—U—F]
interface D REDA v H =T 2= ADIHFERORE T VT T D
P85 A —%—]
ifname DA UHE—T 2 — R
FRTDHA VA —T 2 —R
[AJ1E— K]
F§HE EXEC £— K
[BLFA]

R— FREREIZE T 237 v b OKEHERZ 7 VT3 %,
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[BREH]
LAN R— bk #1 OfatiEe 7 V7§ 5%,
SWP2#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — NN—REBFBDOET

[EFX]

show radius-server
[AFTE— ]
¥iHE EXEC £ — K
B

RADIUS H——IZHT 2R EHME LT D,

FREY— /N —1U 2 MK L Toh 5D RADIUS Y —"— D EF (Y —/S—AR A b §3EH UDP A — hEH, HLF
RAT— R BERISEFHERER ., BORFEREE, I — N—EHIHIRE) 2 RrT 5,

[ EH]

RADIUS #— " —ZBT DRER#HE R T 5,

SWP2#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.31 Web FRFERRIhE DU ¥4 L7 b4 URL ORE
EEN|

auth-web redirect-url ur/

no auth-web redirect-url

[/XF A—&Z—]

url DOCPARET B XONEATRE (BK 256 X
U XA L7 D URL

[FIEAER E]

no auth-web redirect-url

[AJTE— K]

Ja—\)ary7 4L —ya T — R

[FRHA]

Web FRFERIZICU ¥ A L2 b3 5 URL 2R ET 5,

no JE X CTHEAIT LT ARG DO Y X4 L 7 MEREZ BRI 5,

[/—}]

"EGATEURL ZIEETHZ LIXTEEHA,

(B EH]

Web F8RERREIR D U XA L7 NHEIT http://192.168.100.200 Z F57ET 5,

SWP2 (config) #auth-web redirect-url http://192.168.100.200
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53.32 BBERIREED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—T—F]
all D ATOH TV Ay NORFEREEZ 2 VTS
interface D BREDA A —T 2 — R EIN T WA YU b FORGRREER 7 U T T 5
supplicant D BREOY T b FOFRERIREE 7 U T TS
[/XT7 A—=5—]
ifname LA UE—T 2 — A4
TIVTTHA L H—T = —R
mac-addr : hhhh.hhhh.hhhh (h (% 16 #E%k)
XD MAC 7 R LA
(A= K]
FiHE EXEC £ — R
(@]
Y7V b OBIEREEZ 7 VT 5,
[FE B

LAN A— b #1 IZEHE SN T\ L7 U o FOFEGEREERZ 7 U 7§ 5,
SWP2#clear auth state interface portl.l

5.3.33 FBALIREED 7 V) T4 B RZ DOREE AT H)

[EX]

auth clear-state time time

no auth clear-state time
[/NT A—F—]
time o <0-23>

FAEIRRER 7 U 79 5 R

[F1H1R 2]
no auth clear-state time
[AS1E— K]
Jua—n~pparz 4 J—yarE—NK
[RREA]

VAT ABRICY Y o N OFGERIEE 7 U T T HRR AR ET D,

no I THAT LA, WGEREL 7 U 7 T 2R O EZHIBRT 5,

[/—}]

AU H—T 2 —RACERIRRBEER 7 U T T ARLNRESN TCWAES, A Z— 7 2 — AR TE I N TR CHGEE
WO Z VT %479,

[BREH]

VAT LERTYHT Y D P ORBAEREE 7 U T DA & 12 FHCRIET D,

SWP2 (config) #auth clear-state time 12

5.3.34 BREEIRFED 7 U T AL DR E(A v H—T7 = —R)
[ER]

auth clear-state time time

no auth clear-state time
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X A—5—]
time :<0-23>
RARRIER 7 U T DI
[WIHRRE]

no auth clear-state time

[AFIE— F]

A HE—T 2 —AF— R

B

HRA L H—T oA ATV FORBEEIREERZ T )V T T HREAEHRET D,

no B CTHEAT LG, BGERIER 7 U 79 AL O E 2 HIBRT 5,

[/ —H]

ARza< KX LAN/SFP+AR— b B X UGGREA v F — 7 = — A2 DO AR E T HE,

MNBA VA —T 2 A ATIEV AT LERICHEGEIREERZ 7 U T4 AN HRESNTNTEH, Aa~vwr RTREESN
f:B#ZUTHAhHJ‘.E'H_\‘ 0)7 ) 7{/?]150

[RXEHI]

LAN /R— M #1 IZEf SN2 7 U v S OFRREIRRER 7 ) 79 B4 % 12 RRIZERET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth clear-state time 12

5.3.35 EAP /R R R L —DHE

[EX]
pass-through eap switch

no pass-through eap

[/3T A —HF—]
switch : EAP /XA R )L—DEE
RIEE B!

enable EAP N AZN—ZHINZT D
disable EAP /XA Z)L— & BN T 5

[FIHIRRE]

pass-through eap enable

[AJ1E— K]

Ja—N")naryz4JL—g T — R

(@]

EAP /R A A )L —DH BN/ &Y 0 2. EAPOL 7 L — LDk S 2% ET D,

disable Z 5 € L7=85A1%. EAP 7 L — A& WHET D,

no TEX THEATL7285E . F7213%. enable Z45E L7 E1%. EAPOL 7 L — A&k d 5,

[/—}]

802.1X FBRIHERE N AN 72 A L 2 — 7 = — AT HOW TR RE 2 B E L. EAP /N A Z/L— O E X H S 2,
[ EH]

EAP /R & Z )L — %524 %

SWP2 (config) #pass-through eap disable
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S54R—bEF2VT4—

541 F—bEX=2 V7 1 —HREORE
[EX]
port-security enable

port-security disable
no port-security

[¥—TU—F]

enable D AR—bEX2 VT —HEEEFE DTS
disable D R—=beFa VT LT D
(AR E

port-security disable

[AFIE—F]

B =T z—AEF—FR

(LA

WMBRA L H—T7 2—RZXH LT, A—beXa2 T 0 —HEEHENT S,

no IR TEAT L7, £721%, disable ZI5E L1251, IR A VX —T =2 —ATHR— X2 U7 1 —HiE%x
T 2,

[/—}]

A~ RiX LAN/SFP+AR— B K OGREEA ¥ — 7 = — RO Hg% iE W hE,

A= brtEx=2U T 4 =L AN LIERR T, BRI NTWRWEERITEES LD,

Bl

LAN R— R #1 DR — b X2 V7 o —HEEEZH T 5.

SWP2 (config) #interface portl.l
SWP2 (config-if) #port-security enable

5.4.2 FFA] MAC 7 R L A& &%
B

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—Y—F]

vlan : VLANID %48/E

[2XT A —%&—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 #E%%)
%50 MAC 7 R L2

action : mac-addr 52D 7 L — ATk HEHE
BEE LA
forward Bk T 5

ifname : LAN/SFP+A — M E 70 idGmilf v ¥4 —T7 = — X
SEDA B —T = — A4

vian-id o <1-4094>
5%t4: D VLAN ID

[FIEIE E]

L
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[AJTE— F]
Ja—)arz 4 —y g rETw—NR
B!
R—hEXa2VT 4 —%2HHI LA — N TEEZFTT5 MAC T RLURAZRET 5,
no FEX CFAT L72GA 13, BEEHIbRT 5,
[ EH]
MAC 7 KL A 00:A0:DE:00:00:01 %2, LAN AR"— bk #1 OF A7 KL A & L TEERT 5,
SWP2 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543X =2 VT 4 —EREEOHIEDOHKE

e

[EX

port-security violation action
no port-security violation

[23F A —%—]
action D AR—beXa VT 4 —EXEFOENE

B{EE—F B

discard Ny MgEE

shutdown ANl N UV N iy

[F1H13R 2]

port-security violation discard

[AFTE— F]

A H—T2—AE— R

[RREA]

KNHBA VB =T 2 —AIK LT, A= bExa )T 4 —EKEOBET 7 a V2R ET D,
no FETEIT L2 HA T, WIHIREIZKE S,

[/ —h]

shutdown E— R TV ¥ v N T EN7-A— F&EIHIE 58481, noshutdown =~ REHWD
AKa< > RiZ LAN/SFP+R— b B L OGHEEA o ¥ — 7 = — A DA E I HE,

Bl

LAN R— b #1 OERFEOBEEZ R — N T NCEET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #port-security violation shutdown

544 R —bEFX 2 )7 4 —FEROETR

[E=]

show port-security status
[AFTE— K]
F¢bE EXEC £— R

(B8]
H— R ) 7o AT S,
(B )
R e ) 7o~ RERTT S,

SWP2#show port-security status
Port Security Action Status Last violation

portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal



portl.4 Disabled
portl.5 Disabled
portl.6 Disabled
portl.7 Disabled
portl.8 Disabled
portl.9 Disabled
portl.10 Disabled
5.5 = 7 —rHigRE

Discard
Discard
Discard
Discard
Discard
Discard
Discard

Normal
Normal
Normal
Normal
Normal
Normal
Normal
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5.5.1 errdisable JREED> & D B 818 (BBSREDRE

[EF=

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[F—U—F]

interval

H EHE [H ] D

ST A—F—]

function

interval

[ E]

no errdisable auto-recovery bpduguard (BPDU %' — FH#E

errdisable auto-recovery loop-detect interval 300 (/L — 7" # HHF&BE

[ASIE—F]

errdisable DJE K| & 7p HH%RE

S 1==d

ixX [E

RAEME

bpduguard

BPDU % — R¥&HE

loop-detect

JL— TR RE

<10-1000000>

HEWMEIH9 5 £ TORRE(FD)

Ja—)aryr7 4 Jb—y g rF—NR

[@iHH]

T T — R HEREREIC X > C errdisable IRFEIZ /R~ 72 & ICHBEIWIZIEIB T 2HREZ BN LT, BENEIRT B £ TOR
Mz ET 5,
interval &M L7256 1%, 300 PR E SN D,

no LA THEAT LI LA, HEVEIRKRED R & 70 D,

[/ — P}

Ko< R&EFE{TT DR BPDU ' — FEEREIZ X - T errdisable JRFEIZ 72 - 72 LAN/SFP+7AR— k TlZ. ¥[8l BPDU #
M L7z & EICREDEEN K EN D,

[BE B

BPDU 4 — KT errdisable JRFEIZ 72 72 L O BEMEIRZ A EhIT L,

18 1AM 2 600 2T 5,

SWP2 (config) #errdisable auto-recovery bpduguard interval 600

JL—7 K C errdisable IRAEIC /2 o 7= & S D HENEIH 2 2T 5,

SWP2 (config) #no errdisable auto-recovery loop-detect

5.5.2 = 7 —RHEEDFERIT

[EX]

show errdisable

[ASIE—F]

JERFHE EXEC E— K, 4§#E EXEC E— K
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[REA]
T —RHEREDIFREFERT D,
UToEERRREIND,
« errdisable JRRED> D D HEYE IH B3 A0
o errdisable JREED A v H —T = — 2B LT T —Z M L7-f%6E
[ EHi]
T —RRHEREDTE R A2 FRT D,
SWP2>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect
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o=
Layer 2 $%5E

6.1FDB(Z + UV —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 2 ZEERED
[

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZ AT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—s\varz 47—y a e — R

[FAA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT B L. MAC 7 R L R FEEERSREN R & 72 5,

[/ —F]

MAC 7 N U A ZEEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 /WA A F Iy 7z b —
DGR S LR,

(BB

MAC 7 N L R EEEREZ AT D,

SWP2 (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

[EA

mac-address-table ageing-time time

no mac-address-table ageing-time

[R5 A—4—]
time . <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Ja—nm"Nvarz 4 b—va e —NF
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no IERCHEAT LI A I3 EICK b,

[/—F]

Ko<y RTRELERRE & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND . TORHE
EDOMT, BENELDEAEND D,
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[BREH]
HAFIv Iy M) —DZ—T T2 A L% 400 HIZT 5,
SWP2 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

[E
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T7 FLAZIRET D
vlan : VLANID #f5E7 %
interface DA E—T 2 —AERET S
instance : MST AV AF L AZFRETD
[/XT7 A—=5—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname : LAN/SFP+AR— M E72T5mEA v ¥ — 7 = — A D4R
KROA R —T x— A
vilan-id o <1-4094>
%42 VLAN ID
inst o <1-63>
KD MST A A% A ID
[AJIE—F]
¥#HE EXEC E— K
[BLFA]

MAC 7 RLVAT =T Ninb B A F Iy 7w M) —&HIRT 25,

F—U— RFEBEELLHEE. HERMHC B Lz P =R ZHIRT 5,
F—U—RZREELRVWGEEIE, 2ToX AT Iy 7 M) —%HIBRT 5,
[EAEBI]

MAC 7 R L Z7300a0.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWP2#clear mac-address-table dynamic address 00a0.dell.2233

614 2AFT 4 v 7T N —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET 5%

[/3F A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

XHERDO MAC 7 KL A
action : mac-addr 56D 7 L — A% A EME



o~ RVU 77 LA | Layer 2 #46E | 183

REHE B
forward HRIE T D
discard WHES %
ifname : LAN/SFP+AR— M E 72 iTfwsl A v 7 — 7 = — A D4 HI
KROA R —T x— A
vian-id 1 <1-4094>

*5:0 VLAN ID

(IR E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

MAC 7 VAT —TNWVIZAXT 4 v 72 b)) —%5E5kT 5,

action |2 forward R E L HE1T. RELEMACT FLABIORVLANID IC—H LEZET7L—2o% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—HKL7-ZE 7L — L%, fFIES
Do

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7281, VLAN#l DR ES NS,

[/—F]

action \Z discard Z3RE LT, mac-addr [~V F X ¥ A K MAC T RLRZIBETLHZ LIXTE R0,
mac-addr \ZLLTF O MAC 7 RL A BET 52 LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.¢200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.£EFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 5 & 9 Békd 5,
SWP2 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, % EXEC £— R
B
MAC 7 RL AT —T NV E2HE T 5,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e MACT FL X

o T L—AIZxT 2 EME
o TV MY —FE

. T—VUITHAN
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWP2>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L AEDER
[EX]

show mac-address-table count

show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface CRREDA R —T = —ZAD MAC 7 KL ABDOHFRT S
vlan : $FED VLAN ® MAC 7 RV AFDAHAEKRT 5
[R5 A—&—]
ifname DRI DA U H—T = — ADLHI
LAN/SFP+7R— b £ 72130 ¥ — 7 = — ZADHIGEAHE
vian-id . <1-4094>
#”9 % VLAN ID
[AS1E— K]
FFeME EXEC & — R, %74 EXEC E— N
[FHA

FDB = F VIZHFHFHINTWAS MAC 7 RL A A FTRT D,

HEIPEIC L VBRSNS AT Iy 77 FL A, BEO, FBIRBRESNIEALT 4 v 7 T FLADOBRBIENSRT
S,

[B%E B

FDB = F V2B SN TWS MAC 7 RL A A FRT 5D,

SWP2>show mac-address-table count
MAC Entries for all vlans
Dynamic Address : 20
Static Address : 10
Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AFTE— K]
Ja—n)ary 47—y g — R
[FEEA]
VLAN A VX —7 =—ADREEIT D 728D VLAN T— RIZBITT 5,
[/—F]
VLAN E— R b a— a7 4 7 b— g o8 — RIORD I exit 2= REMHA L, %59 EXEC £— RiZ
AT end 2~ REfEHAT5,

[B%E B
VLAN £— RIZBIT9 5,
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SWP2 (config) #vlan database
SWP2 (config-vlan) #

622 VLAN A VX —T7 = —ADRE

| 185

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN O4HIZRET S
state © VLAN OIREEZFRET D
[/XT A —HF—]
vian-id 1 <2-4094>
VLAN ID
name DA L ONEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REME B
enable T U— LERET D
disable 7 L— A EEEE LW
[FIHIERE]
mL
[AJTE— K]
VLAN &— K
B

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BEREIN D,

disable Z45E L7285 A%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIZ name MERTE SN TCUWD VLANID IZ%F LC, name # Al L TR~ RERE LS
% name DFEFEFINIRN,

vian-id \Z#% D VLANID %8 EEE, 7272 L. #4® VLANID Z48€ L 7-%A 1%, name % f§

A
BERRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ TZIEIRT 5585 2-4

+ VLAN#2 & VLAN#4 Z38iR3 B546: 24

[ EHi]

VLAN #1000 % Sales &\ 9 AR CiXET 5,

SWP2 (config-vlan) #vlan 1000 name Sales

6.2.3 77 4 _X— | VLAN OF&KE

Ak BRiCRESIN T

ETDHZENTER

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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55 A — 5]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type : 7J A4 ~— | VLAN DOFdj]
REME A
primary 774~ Y — VLAN
communit EHH Y — VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRR E]
L
[ASE— R
VLAN &— K
[

vian-id % 77 A4 ~X— s VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 4 X— bk VLAN ORENHIFEIN T, 8% DO VLAN & LT+ 5,

[/ —H]

3227 4—VLAN ¢ LCRETDHE, 774~V —=VLAND 7B I ABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o F—T 2 — R LIFWRETE AN, o=zl a2=7 41— VLANEB LT A Y L — k VLAN
BT AL v ¥ —T7 2— R LITBETX 2L A,

TAYL—RFVLAN L LTERETHE, 7I9A4A~U—VLAND T EI AT AR— M EDHBETLHIENTES
N, AI2=F A —VLANBLORT A YL —F VLANIZFTBTAMDA v Z—T = — AL ITBETE L5,

B!

UFD7Z A4 ~X— K VLAN Z&ET D,

s VLAN#100: 77 A~ U — VLAN

« VLAN#101:&® 4> % U —VLAN(Z 2 = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(7 4 Y L— b VLAN)

SWP2 (config-vlan) #vlan 100

SWP2 (config-vlan) #vlan 101

SWP2 (config-vlan) #vlan 102

SWP2 (config-vlan) #vlan 103

SWP2 (config-vlan) #private-vlan 100 primary
SWP2 (config-vlan) #private-vlan 101 community
SWP2 (config-vlan) #private-vlan 102 community
SWP2 (config-vlan) #fprivate-vlan 103 isolated

624 774~ — VLAN IZX$BEHZ U — VLAN OFERE
N

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids
no private-vlan vlan-id association

[F—U—F]

add © fEE L7 VLAN % B#iAHT %

remove © fRE L7 VLAN OBS#EH T & HIBR$ 5
[/3T A —F—]

vilan-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEFRET HHAE. UTo Loz, """ aiATsZ &
« VLAN#2 705 VLAN #4 £ THIBIRT 255 2-4

« VLAN#2 & VLAN#4 &R 554524

(R E]
mL

[AS1E— ]
VLAN E— K

[FEA]

FFIAX—=FVLAN D7 T A<V —VLANIZXH LT, B XU —=VLAN(TA YL —hK VLAN, 23 =2=7 (—
VLAN)D BEAF 1T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESH#AHT ZHIBRT 5,

no FECHEAIT LG EIX. 774 ~ U — VLAN ~O BT & 3 X THIBRT 2,

(B 2B
UFDOTF7 4 _R—=KVLAN ZRELT=DOB, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
s VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWP2 (config-vlan) #vlan 100

SWP2 (config-vlan) #vlan 101

SWP2 (config-vlan) #vlan 102

SWP2 (config-vlan) #vlan 103

SWP2 (config-vlan) #private-vlan 100 primary

SWP2 (config-vlan) #private-vlan 101 community

SWP2 (config-vlan) #private-vlan 102 community

SWP2 (config-vlan) #fprivate-vlan 103 isolated

SWP2 (config-vlan) #private-vlan 100 association add 101
SWP2 (config-vlan) #private-vlan 100 association add 102
SWP2 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNETRLA— NDFRE

[ER
switchport mode access
[ E
switchport mode access
[AJ1E— K]
A HF—T2—AFE—R
[FAA]
HWHEA o Z =T 2= ZAOR— MEEZT 7 AR — MTRET 2,
[/— ]

ARza<> KX LAN/SFP+AR— b B X OGGREA v ¥ — 7 = — R IO AR EHE,

B VA =T 2= RAERRE L TRa~v L RERE LGS, ZOA X —7 2 — A ZATET 5L TO LAN/
SFP+/R— b DRENEFE IND,

— MR E T 7R — I T 7 AR — MIEE LA 1L, switchport trunk allowed vlan =2~ > KO E
k & UN switchport trunk native vlan =~ > KO E 03 #1H] uEﬂ )j:q Do

77 AR—FELTCHETS VLANID |Z, switchport access vlan =~ > R CiRE1 %,
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[ EH]
LANR— M #1 27 7B AR— MNMCERET S,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH 72 LAR— bM)DFTE VLAN DORE
[

switchport access vlan vian-id

no switchport access vlan

[/NTA—=HF—]
vian-id o <1-4094>
A& 9% VLAN ID
(AR E]
switchport access vlan 1
[AJ1E— ]
A HF =T z—AE—F
B

RGA B —T 2= ANT 78 AR— L LTHTET 5 VLANID % ET 5,

no TR THAT L 7B I3IIR E TR 5,

[/—}]

A3~ Rid switchport mode access =~ > RVEXE 4L TV D LAN/SFPHAR— B L UGRELA v 4 —7 = — R |ZD
TR TE AT HE,

FREA VA =T 2= AERGE L TR RERE LG, TOA V4 —T = — AR T 542 TD LAN/
SFP+AR— FDRENEE SN D,

R— MERZ N T 7 R—MIEFELEGAF, Ao~y FORENUIHIBRTEICR D,

[ E B

LANR— M #l N7 7 £ AR — b+ & LCHTET 5 VLAN Z VLAN #10 (2R ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport access vlan 10

627 b7 R— MNEZTFHER— NDORE

&3]
switchport mode trunk [ingress-filter action]

[F—T—F]

ingress-filter DA T AN E—DOEMEEREET S

[/NT A—=HF—]

action AT v E—DEME
R EE Bl
enable AT 4 NE—ETHT D
disable AT 4 NB— % TN D

[FIHARRE]

L

[AJ1E— K]

A H—T—AE— R
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[BLHA]

ingress-filter 2% L 7283818, enable 2NERE SN D,

ADT 4 V2 =BG, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\W5 VLANID & —F L
FEEDH, T L—LEEEET D,

AN T 4 W Z =BG IRGEIE, TRTOT L— L ZiRET 2,

[/—}]

AKa< > RIL LAN/SFP+AR— M B L OGRELA ¥ — 7 = — AT D B E Al HE,

PR VA — T 2= AEHGE L TR RERE LTS AIR. TOA ¥ —T7 2—RAZFRT 52 TD LAN/
SFP+R— M DRENEE D,

R— MNEPET 78 AR— K DH T 7 R— MIEFE L7=5ATL., switchport access vlan =~ > K OF% E 23 FJ 5%

EIWR D,

NZ 7R —FE LTHTET S VLANID i, switchport trunk allowed vlan =~ > R CEET 5, £/o. X417 47
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ EH]

LANR—F#l & h T 7 R— MNIRET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport mode trunk

628 b7 AR — MNEZ T FHEAR— N)DBTE VLAN DR E
E=N

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids

no switchport trunk

[F—U—F]
all ©ovlan A< RCREINTNDTRTO VLAN ([ZFTE S H 5
none © A& TOVLAN MOk ESE 5
add : FEELZ VLAN ICFTE SE 5
except © $5E L7 VLAN BISk O, vlan =< > RTRIE SN TVNDTXTO VLAN IZFTE S5
remove : HE L= VLAN B g &5
[T A —5&—]
vian-ids 1 <1-4094>
vlan 2= FTREIN TS VLANID
BEIEET %6, UTFO Lo, """ 2R &
* VLAN#2 7»5 VLAN #4 £ TZRIRT 58545 2-4
+ VLAN#2 & VLAN #4 % ®RIR$ 5355 2,4
[FIHEIERE]
7L
[AF1E— K]
A H—Tz—AF—R
[RLRA]

B H—T 2—ANNT IR —bE LTHIET S VLANID 2% ET 5,
no R TEIT LA, AT 5 VLANID AT _RCHIR SN THR— MEJINT 7 AR— MIEE IR D,
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[/—}]

A3~ Rid switchport mode trunk =~ > R23E%E S TU D LAN/SFP+AR— B L UOGRELA > ¥ — 7 = — (T

TR E AT HE,

MEA S H =T 2= AR E L TAa vy RERE LTEHAE. TOA I =7 =—RITPET 22TO LAN/

SFP+AR— FDRENEHE SN D,

WN— MERZT 72 AR— MIEE LTELEIE, Aa~xr FOREPPIREIZRE D,

all £7213 except ZHEE L Tk L7 AT, ZOHKIZEE L7z vlan 2 v ROWNENFIIKMEIND,

all £721F except #FHE L TRE LIZGAIL, LTORELZITI &, FEV OFFE L T\ VLANID % add THREL

TEREICEEIND,

+ remove ZHEE L CHTE L C\W5 VLANID #HIBR L7256

« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L 7= 556

except ZHHE L CaREZ 1T > 7%, add 257 L TS L Cu 7= VLAN ID (IZFTE & B 7285405, FTE L T\ 5 VLAN

ID % add CTH/E LT-REICAEE IND,

remove Z fiE L7-%ICHTE L T2V VLANID 2H8ET 5 L =7 —I272 5.

A=< K & switchport trunk native vlan =~ > ROFREIL, %AEEL LD,

« ARa<r RTHES 72 VLANID % 57 L T switchport trunk native vlan =~ > K2R E L7546, fEELZ
VLANID 22 H IR S S5,

« switchport trunk native vlan =~ > R CEE ST\ 5 VLAN ID Z457E L CHTIE S ¥ 72354, switchport trunk
native vlan none 235X & S 15,

switchport trunk allowed vlan add =~ > RC. vian-ids |Z"-"°"," & A DOETHRE LIZGE, W 3—Ya v
(Rev.2.00.08 LARMIZIR T & a~ v REREICKRT 5, fiRke LTIIEFRICHBETE R RN H 5, FEHF:
switchport trunk allowed vlan add 101,103-105)

[BXRE )

LAN R— R #1 & F 7 7 AR — MIFRE L T VLAN# [ZFTE EH 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport mode trunk
SWP2 (config-if) #switchport trunk allowed vlan add 2

629 NIV IR — MNEFTHRER— MDRAT 47 VLAN ORIE

[ER
switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : AT 47 VLAN Z82hc3 2
[/3T7 A —F—]
vian-id 1 <1-4094>
vlan =< > FCEESHLTWDH VLANID
(AR RE
switchport trunk native vlan 1
[AJ1E— F]
A B —Tz2—AE—FR
B

HRA B —T = —ADXAT 47 VLAN ZHET D,

none ZEE L72H AL, 217 4 7 VLAN BN /25, ZHICK VMRSV H—T =2—ATIE, IELE¥ 77
L7 L—ARHET 3,

no JIERCHEAT LI & I3 EICK b,
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[/—}]
A3~ Rid switchport mode trunk =~ > R23E%E S TU D LAN/SFP+AR— B L UOGRELA > ¥ — 7 = — (T
TR E AT HE,
WA S H =T 2= AR E LTARAT Y FERELIELGEIE, £OA ¥ —7 =—AZFTE T 542 TD LAN/
ﬁmﬁ~b@&ﬁ#wﬁéhé

“— MERNZT 7B AR — MIEE LIEGAE, Ka~y FOREDHIHIREIZR S,
21§:l‘?/ K & switchport trunk allowed vlan =1~ > RO EL, 7REBILL 25,

+ switchport trunk allowed vlan =~ > R CHJE St7- VLANID #fiE L CARa~ > RERE LTHE, BELL
VLANID 6B SH 65,

« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X 72454, switchport trunk
native vlan none 735¢ E S 415,

[ E B

LANAR— b #l & b7 2 7 R— MIRELTHRA 7 47 VLAN IZ VLAN#2 & ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport mode trunk
SWP2 (config-if) #switchport trunk native vlan 2

6.2.10 77 4 _X—  VLAN O 7R— NERIDORE
EEN

switchport mode private-vlan port-type

]

no switchport mode private-vlan port-type

[/3T A —HF—]
port-type DAR— Fo#EE
R EME B!
promiscuous 7' I AHAR— |
host RA RR—
(WX E]
L
[AJ1E— F]
A BF =Tz —AEF— R
[FLAA]

KRA B =T == ADT T A ~_— | VLAN DR — MEJlZRET D,

no JEATHEIT LG G, WBRA v F =T 2= RATWESNTND T T A ~X— b VLAN OREZHIFRT %,
[/—}]

A 2= R switchport mode access =~ > R3ERE I AL TV %D LAN/SFP+AN— NI D ARG TE I HE,

Mz T, LLFDA > ¥ —7 =— AT promiscuous & i%E TX D,

© FIZVIHR-PELTEMELTVD A VF—T =2—R

o WA H—Tz—R

B!

LAN R—h #1 270 I AN AR — b, LAN R— F #2 R A FAR— MIRET 2,

SWP2 (config) #interface portl.1l

SWP2 (config-if) #switchport mode private-vlan promiscuous
SWP2 (config-if) #exit

SWP2 (config) #interface portl.2

SWP2 (config-if) #switchport mode private-vlan host

6211 54 _X—F VLAN OFR R FR— FOHRE
EE

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7U—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN & ETH
[73T7 A —=HF—]
pri-vian-id o <2-4094>
774~ Y —VLAN & L TREIN TS VLAN ID
2nd-vlan-id o <2-4094>
Tt H ¥ Y —VLAN & L TRESN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE— R
[FLEA]

HNBEA LV HE—T 2 —ANT T A _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
VAU — VLAN % Bl T 5,

no WK TEIT LGS, HBA L H—T 2—ANKRAFR—=F L LTHIBT S 774~ — VLAN OREB LNk
H & — VLAN OB HEAT T 2 BBk 5,

[/— 1]
A< > R switchport mode private-vlan =~ > R CH A bR — k& L TERE STV D LAN/SFP+AR— MM Z D &
R E PR,

pri-vian-id & 2nd-vian-id [, private-vlan association =~ > R CEHEfT T LN TV DL MERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N D,

[3% 2 5]

HA B =T 2= AZLNFDT 7 A4 ~X— k VLAN R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

« LANFR—hF#2:7714~U—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWP2 (config) # interface portl.1l

SWP2 (config-if)# switchport mode private-vlan host

SWP2 (config-if)# switchport private-vlan host-association 100 add 101
SWP2 (config-if)# interface portl.2

SWP2 (config-if)# switchport mode private-vlan host

SWP2 (config-if) # switchport private-vlan host-association 100 add 102
SWP2 (config-if) # interface portl.3

SWP2 (config-if)# switchport mode private-vlan host

SWP2 (config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A R— FDEE
BN

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add . 774~V —VLANIZXT D EH &Y — VLAN 2% ET 5
remove : 774~ U —VLANIZxT 58l &Y — VLAN ZHIBRT %
[T A—=HF—]

pri-vian-id . <2-4094>

774~ VY —VLAN & L Tix/E 3 TW% VLAN ID
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2nd-vlan-ids o <2-4094>
' B XY — VLAN IZERE SN TS VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZEIRT 554 2-4
« VLAN#2 & VLAN #4 Z 8R4 254 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR— N LTHET S 74~V —VLAN Z%E LT, EH % VU— VLAN
% BT B,

R TCET LRSS, MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
YO &Y — VLAN OBBEN T 28R 5,

[/ —H]

A=< 2 Rid switchport mode private-vlan =~ > R T2 I A H AR — k& LTEHE I TS LAN/SFP+AR— b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, 7aIABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 22— ATHRETE D,

o "IV IFR—FELTEMELTCWAAS L H—T =—R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBHEAT T SN TWALMENRD S,

REA AT 2= RAERHRE L TR RERELEZEAIL. 20OA 0 —T7 x—RAZATRT 542 TD LAN/
SFP+R— FDFRENEE I ND,

switchport mode private-vlan =~ > N CR— M ORI T 17 I AN AR — FNSMIRE S NTZHG. KAa~v s Fo
BREITHIBRE D,

23 a2=F 4 —VLAN T, O T I A AR— M L TEEMITAZ ENTEX D,

12D 77 A4~V —VLANIZXI LT, BEDOTaIADAR— MR ETE D,

TAVL—RVLANNOA LV X —T 2— R . 1 OO T 0 I AHAR— K EDORBENTRERT-D. 1 OOT A VL
— F VLAN IZBEFHT B D 7 v I A AR — M 1 2D,

Bail]

LANAR—F#l 270 I AHAR—F L LTEWEESE T, 7714~ U —VLAN#100 % EL. B % U—VLAN
#101, #102, #103 ZBHEFHT 5,

SWP2 (config) # interface portl.1l

SWP2 (config-if)# switchport mode private-vlan promiscuous
SWP2 (config-if)# switchport private-vlan mapping 100 add 101
SWP2 (config-if) # switchport private-vlan mapping 100 add 102
SWP2 (config-if) # switchport private-vlan mapping 100 add 103

6.2.13 "1 A VLAN D& E
EE

switchport voice vlan fype

no switchport voice vlan

[7NT A—=F—]
type N
R EME B
<1-4094> VLAN ID
dotlp TIAFVT 4 BT T L —LEEATS
untagged 2T LT U— BT
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[FIHIRR E]
L
[AJIE— F]
A H =Tz —AE—K
[
RAAVLAN O EET D, TI7EAR—-NMIRELIEYEA 4 —T7 2 — ADHFETE D,
VLANID Z48E L725A. fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF T 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 77944V T 4 X7 7L —ANLANID (20 T, CoS ENEE M7= 802.1p ¥ /)% 35/ b
T774v 7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
B!
LAN 7R— b #1 27”4 A2 VLAN & LT VLAN #100 [Z%ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDHE

[EFX

switchport voice cos value
no switchport voice cos

PS5 A—g—
value o <0-7>

BRI R ET D CoS fiE

(R E]

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CEAR b T 7 4 v 71T RE CoS EHEZRET D,

LIF® & &2 LLDP-MED CHEEGias 1 Z5% & & 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o F4WR— T LLDP-MED %E52{E M A fE,

[ EH]

LAN 7R— k #1 THA A VLAN & L CHHTXE CoSE%E 6 (TR ET D,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #switchport voice cos 6

6.2.15 ;" A{ A VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value ¢ <0-63>

HEGEHAR IZRE T % DSCP i
[FIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR T & DSCP XX ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E & WMad 5,

o MR — FTRARAVLAN BRESH TV D,

o #%Y7R— T LLDP-MED 263213 23 Al i,

[ E B

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/VF 7L VLAN 7 /L—7 1D
BEEEET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 2-4
« TN—TH#ETN—T #4 BEIRT D524

[FIEARE]

7L

[AS1E— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AV H—=T 2= AR LTI N—TEEE LIGE, #%%A ¥ —T =— AT, v/VF 7L VLAN 7 )L—7 3 H
CA v H—T 2= AMORTEETE S, [M L VLAN ThH, w/ILF 7L VLAN 7 L—T7R3E S 45, @ T/
|

MBS LS =T 2= A VI TN —va Vi LS — T = — ADRIEETE B,

MHPREE TIXE A v ¥ — T = — AT~ /L F 7L VLAN 7 /L—7 1R L7\,

no IR TIAT L7 A . VIMIREIZK D,

[/—H]

77 A4 ~— K VLAN & OfFHIZTE 20,

Voo 77—y Vil v A —T = — AR S DR — DO~/ F 7L VLAN 7 )b—T (X[ — 2T D3
Nd 5,

~NWVF TV VLAN ZV—TREAEN501%, R— NOT7+ T —F 4 7 OFH, BIFEO/NT > NI~ ALFTv
VLAN V' )V— T RIE DB Z T IR0,

~VIVF TV VLAN ZHEL TN TH, LTFTORBETELLHBETERNI DD S,

o A=V ITVY—DOT a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkfE

o —TRHoT ey 7iREE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7L —7 #10 \IZ3&ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport multiple-vlan group 10
SWP2 (config-if) #exit
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6.2.17 < /VF )L VLAN 7V —TF DL ETOHRTE
EEy

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7' ID
name PR AEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v — 7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 7D 7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 N— T4 E R ET D,

no JZTIHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CER I D,
[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHICHRET S,
SWP2 (config) #multiple-vlian group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
[EX]
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : ¥VF TV VLAN ZERED YMPI 7 L — A RE DO B
REE B!
enable IR EEZ AN T D
disable TEIEEE 2 3 5
[(WIHIRRE]
multiple-vlan transfer ympi enable
[ASTE—F]
rua—Narsr 4 L—va R
[FLBA]
~NF TV VLAN RERFIZ, T~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ N NERT 72 ARA v NBREL DL F TV VLAN Z—FICFTR L TWT, 7T AKX — SR E 7~
ITHHRLAN = b — T — B A2FIH L7-WEA, ANCT o208 R’"H 5,

no I CTHFAT LI B IR EICR 5.

[FRE B

~/LF 7L VLAN @ ERF O YMPL 7 L — NGB HE 2 5hic 5,
SWP2 (config) #multiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—U—F]
brief : A& TOVLAN [E# & #1725
[73F A —4—]
vian-id - <1-4094>

#7~¥4 % VLAN ID
[AJ1E— K]
FFrHE EXEC E— R, F§#E EXEC £—
[RLBA]
fEE L7 VLAN ID DIEHM A R7T 5,
UTOHEBENRERESND,

HAE B

VLAN ID VLAN ID
Name VLAN D4, i

VLAN OIRFE (7 L — LA EEET 5 0B )
State « ACTIVE: #5157 %
« SUSPEND : fizit L 72\

VLANID IZFTE L TWH A » H—T = — %
Member ports © ():TZEBEAR—MNETIRLAE—])
« ): hTUIHR—NEIHFER—])

[B%E B
2 VLAN 1§ &2 £ T 5,

SWP2>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=
show vlan private-vlan
[AJ1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLEA]
7'Z A ~X— k VLAN O &RrT 5,
UTOEBANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4 %Y — VLAN @ VLAN ID
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HAH GL]
th 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARR—=FELTHBLTWDAS VH—T 2 —R
[BEH]

75 A4 _X— |k VLAN OIER &2 FHrT 5,

SWP2>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 w/VF 7 )L VLAN 7 /L—FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FEOV LT TV VLAN 7 — T DR E R AT 5
[RF A—&—]
group-id 1 <1-256>

~/LVF 7V VLAN 7 /L —7" 1D

[AJ1E— K]
FFekE EXEC & — R, %74 EXEC E— N
[RLEA]

~/LF 7L VLAN 7L — 7 DR ERER FTT D,

group FEE A B L7200, EBRICA v 4 — 7 = — X ZED B THERTWD VA —T T RTEFRFT D
YMPI 7 L — AEBBEEE DR EIRRE b R T 5,

[ EH]

~)LF 7 )V VLAN 7 )L — T DR EIREE F T D,

SWP2>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =272V —7u1 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASIE— F]
Ja—x\)ary7 4L —g T — R
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[FEBA]
AT ANEERO AR T ) — BT S,
no B TEIT LG AR, VAT LAEBEKOANRN= TV Y —2G90MZT 5
[/—h]
ANRZ TV V=% FGNIT D7D, Ka~wr RZMATA v ¥ =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E B
VAT AR TAR= I ) —E ST D,
SWP2 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>
RIS AERF I (D)
(MR E]
spanning-tree forward-time 15
[AF1E—F]
Ja—\ a4 L—gF— K
[

ARG BIERF M 2 R ET 5,
no JE CEIT LIZEA TR EICRE S,

[/—F]
ARKa< s ROBREITLLTOFRMELZWIZTHENH D,

2x(NE—H A L+]) S RRT— VU TR = 2 x (IRRIRERFRH] - 1)
AT — 7 WX, spanning-tree max-age =~ R CHETX b,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 IICERET D,

SWP2 (config) #spanning-tree forward-time 10
633 HZRT—V LV JIREDORE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

BRT— v 7 HH)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Jua—mnarz 4 b—va e —R
B

RRT—V U TRHEZRET D,
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no JEATHEAT LI G IIHIMIRRE IR 5,
[/— 1]
BRT—V U 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIRT ORRTH D,
vy ROBRERL FORMELMTLTLRER DS
2x(ma—F A L+]) = FERT—V VT = 2 x (BRdsBAERER - 1)
HRGEAERF ] 1X, spanning-tree forward-time =~ K CEHETZ 35,
NS A NI 2T, BRI L LI TERNY,
[BEH]
R =D T A 25 BIICRET %,
SWP2 (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[/NT7 A —=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 41

[(WIHRRE]

spanning-tree priority 32768

[AJ3E— R

ra—\)vary 74—y aryE—F

[FHA

TV PTIAF VT A ZRET Do BN/ NS WIE EBREDR m,
no JE A THEAT LI B3I EIZR D,

[/—}I

MSTP DAL CIST(A > A X v A #OWIK T HRE & 72D,

Bl

TV TTTAFVT 4 % 4096 (K ET D

SWP2 (config) #spanning-tree priority 4096

635 AV EZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= 7YY —OEE
BREE BL
enable ANR= T Y —EH [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AS1E—F]

AHE—T 2 —AE— R
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[FHA]

RIBA L B—T 2 —ADANR= T ) —OEEEHRET

no TR THFEAT L =B I3HIMIR CICRE S,

[/—h]

A= RIiE LAN/SFP+R— F B L OGRELA ¥ — 7 = — AT D HFRE AlHE,

FEEA v H— T = — AZFTE LT D LAN/SFP+AR— MIxt L TR~ RERET D Z EIXTE 720,
[ EH]

LAN R— k #1 TAR= 7Y U — 2T 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree disable

636 A F—Tx—ADY I EATORE

1201

[EX]

spanning-tree link-type type
no spanning-tree link-type

[T A—=F—]

type SN
BRENE B!
point-to-point RAV NV —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— K]

B =T z—AEF— R

B

WHBEA LB =T 2= ADY) I B A TEHET Do

no G THAT LB AITIREICRE 5,

[/—}]

A< RiE LAN/SFP+R— h B L OGRELA > ¥ — 7 = — A DR E ATHE,

FEEA v H — 7 = — AR LT D LAN/SFP+AR— MIxt L TR~ RERET D Z LT TX 720,

1AWWW¢~%% WA o F— T = — AR ST A 1. M#% LAN/SFP+AR— MIxt oK a~ 2 Roj
. IR EICR %,

gﬁm]

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree link-type shared

3|

637 A v EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[ER
spanning-tree bpdu-filter filter
no spanning-tree bpdu-filter

[3F A—F—]
filter : BPDU 7 4 V& U > 7 OEME
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REHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2—ADBPDU 7 4 VAU U T ERET 5,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

A~ RiE LAN/SFP+AR— b5 K OGREEA ¥ — 7 = — A2 D B iE I hE,

FEEA H—T7 = — AT LT D LAN/SFP+AR— MIxt L TR~ RERET L Z EIXTE 720,
LAN/SFP+R— M & GadliA v % — 7 = — R |ZFTE S 725513, M7% LAN/SFP+AR— MIRT 2 K2~ RORE
2. WIHIEREIZR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E
[E=X]

spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[73T7 A —=F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU 4 — N ZHZT 5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T=2—AF—F
[FiBA]

WA VA —T = —AD BPDU H— RERET D,

no FECHAT LG A IFWIHIRR EITR 5,

[/ —F]

Ko< RiZ LAN/SFP+R— B L OGHEEA v ¥ — 7 = — AT DAHFHE Al HE,

ERA A — T 2 —AZFFE LTS LAN/SFPHAR— Mkt L TARa <~ RERET DI LIXTER,
LAN/SFP+R— s ZigBilAf ¥ — 7 = — R 2B SET7285A1E, Yi% LAN/SFP+R— M43 Ko~ RORE
M, IR EICRE D,

LAN/SFP+— k23 BPDU #'— FiZ k& - T shutdown S 72356013, YUi%A v ¥ — 7 = — A 2% L T no shutdown =
< REFE[TITDHZ L THIATE S,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, MUi%A ¥ —7 = — R |T% L T shutdown
o< R&S{T L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,
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[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #spanning-tree bpdu-guard enable

639 AL F—T 2 —AD/INAITA NDERE

1203

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[T A—F—]
path-cost : <1-200000000>

RA A ME
[FIEIEXE]
AUH—=T2—ADY 7 HEIEU T, LTOEEFEHT 5,
YINYS:J: 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, FTB L TWAH LAN/SFP+AR— DY 7 HE A GF Loz tls, N A3 A MESRE
D,
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHRA L —T =2—ADNRAAR N ERET D,

no TR THEAT L= A IR EIC R 5,

[/ — 1]

MSTP D513 CIST(A > A X > A #OIIHRTT DR TE & 72 D,

A< R LAN/SFP+R— F B L OGRELA ¥ — 7 = — AT D B E Al RE,

FERA A — T 2 — RZHTE LTV A LAN/SFP+AR— MMZX L TAR 2~ RERET A EIXTE RN,
1AWWW¢~%% GELA L H— T 2 — R ZHTE S TG AT, %5 LAN/SFP+AR— MIXfT AR a~ 2 RORE

. IR EICR D,
aﬁ%]
LAN B— k #1 ®/8Z2 2 2 F % 100000 IZZET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree path-cost 100000

RIE

(1]

6310 AV FZ—T = —ADTLIFAFVT 4D

[EX]
spanning-tree priority priority
no spanning-tree priority

[P35 A =& —]

priority 1 <0-240> (16 D%k
TIAFY T 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H—T 2 —AF— R
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[FHA]
KBA B =T 2= ADTTAF)T 4 ZHRET D,
no B THEIT LB AR EICR 5,
BAED/ NSV R ENE L. A v X —T = —AP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOHE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
A< R LAN/SFP+AR— M B L OGRELA ¥ — 7 = — A D HERE Al HE,
B L H — T = — A ZHTE LTV D LAN/SFP+AR— MIXf L TR~ RERET DI LILTERN,
IAwwmtwb% WA v F— T = — ACFTE ST A 1. H#% LAN/SSFP+AR— MIx T oK a~ 2 ROk
. IR EICR 5.
aﬁm]
LANR— RN #1 DT TAF VT 4% 64 1ZHET D

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree priority 64

6311 f V2 —T 2 —ADT vy TR— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE— F]
B =T z—AE— R
[@iA]

MHBA VA =T 2 —ADT Yy VR— NEFEET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RiX LAN/SFP+AHR— M X OGREEA ¥ — 7 = — RO Hg% iE 7 HE,

FEEA H —T7 = — AZFTE LT D LAN/SFP+AR— MIxt L TR~ RERET D Z EITTX 720,

IAwﬁmf hEFRERA v F— T = — AR ST A 1. M#% LAN/SFP+AR— MIxt 2R a~ > RORE
. AIEIEREICR D,

aﬁ%]

LAN R—F#l x> UR— MIT 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifname]
[F—U—F]
interface DR TAHAE =T 2= RAERET D
[/NT A—F—]
ifname : LAN/SFP+AR— N 72 1X5REEA > ¥ — 7 = — A D4R
FRT DAV H—T 2 —RA
[AF1E—F]

FEHHE EXEC B — ., 45 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface Mg L7 HEIL, BTOA ¥ —T7 = —ZADRERRRIND,
MSTP DAL CIST(A > AKX v A #O)DIEH A TR D,

LT OHEBENRFRREND,
HH G|

Bridge up AR= 7Y ) —Ta k3 )vof /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—F TV TPDLEF0LERREIND, A ¥
— 7 = — ADGEEITMEA L F =T 2= ADA L F—
T2 —AA T v I AFFTRRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERFE R ] R EE

Hello Time N— TV v PDra—F A NEREM

Max Age =TV VORRT— T 7R RIEREE

Root Id N—+ DTV v VA, V= DTV T TAF
U T ¢ (16 #EECHE 4 M) & MAC 7 FL AT S D

Bridee Id TV VT, TV T T4 AT ¢ (16 EEEICEA

8 447 MAC 7 FL 2 Tl Sh %

FRBO—F = UNRRA L RIBEEICIEITC 7

topology change(s)

7 Offu 2 BPDU Otz =)

last topology change

BRIC I R —F = o UNRE LT B

Ifindex AR =T 2= AL T v I AEKE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%E|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A Z—7 x=—ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 417>

Designated Path Cost INA A |

Configured Path Cost A HF =T x2—AD/NA A FMREE

Add type Explicit ref count

AE—T 2 —ANFET D STP KA A DO

Designated Port Id Designated 7~— k @ 1D

Priority AE—=T2—ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EEETE 4 M) & MAC 7 RL A TR S D

Designated Bridge 7‘? v VR ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL ATk S D

Message Age Ay — Ui

Hello Time Na—Z A NFEE

Forward Delay i O AL PR [ R E i

Forward Timer

FEBROFRERIE & A ~—

Msg Age Timer

A A —T x— AN BPDU DIFRAWIEST H X A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—=OFFIHEAT D24~ —, 012722 T2Ff T/
2=y NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KET5HBPDU DX A
Ty VR — N O EM & BIFEDIREE, portfast off,
portfast configured N
portfast on, edgeport on DV F A7)
N - - “\__‘ N *4 P = i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU W — FHEREDBUEN & HifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V THEREDRE
il & BIEDIRAE
root guard configured Jb— I — REERE DR B & BiAE DR AR
. A H=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOREE
Bl

LAN 7R— F #1 DA NR= 7 ) —DIRTER R T 5,

SWP2>show spanning-tree interface portl.1l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.1l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27 ) —® BPDU DOFEHEHR D ER

[EX]

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



[T A —F—]

ifname : LAN/SFP+AN— M E 7 idGmBilA v ¥ — 7 = — A D4 |
FRTDHA LV H—T = —RA

[AF1E— F]

FERFME EXEC £ — N, b EXEC E— K

[FEA]

A= 7Y U —0 BPDU OFEFHERDFRT 5,

interface ZH M L723A1E, £ TCHOA L F—T 2 —ADIRERFREND,
[BREH]

LAN 7R— |k #1 ® BPDU O#EHE MR Z FRT 5,
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SWP2>show spanning-tree statistics interface portl.l

o o o 00 o° A A O A A O A° A O o° A o o

o\°

o o° A° A o o o° o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

Og wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2



208| =~ RV 77 L >R | Layer 2 H$AE

% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRAE—T o —AERETD

[78T7 A —=HF—]
ifname : LAN/SFP+R— N E 7Tl A v ¥ — 7 = — A D4R
JIVTFTAA L H—T 2 —RA
[ASTE— R
¥+ EXEC £— K
[FREA]
STP AfaE— FCEMEL CWaA v ¥ —T7 = — A Z BT — F~RE7,
interface ZAME L7281, 2 TOA X —T =—AZADWRENRZ U TIN5,
[/ —F]
STP ® BPDU #Z{E L7848, SELFEA V¥ —7 = —AZSTP A#E— RTEIET A L5125, LL, D
#% STP @ BPDU #52 2 L7 78> Th, YA L X — 7 =2 — AL STP BT — RCEIE LET A, 2Dk H7Es
AR~ REETTAHAZE T, STP AL E— R OilEHE— R~NRT I ENTE S,
[B%E B
LAN 7R— b #1 % STP ALl E T — R~ET,

SWP2#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EFX)

spanning-tree mst configuration
[AJTE— K]
Ja—\)ary7 4L —y g T — R
[FREA]
MST A LV AZ L ARLMST U — 3 VOBREZITI 12O MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—o)Lary 74 7 b— g 0 — RIORAICIT exit 2~ RE2fEH L., ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEH]
MST &— RIZBITT 5,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #

6.3.16 MST A ' A X ADAERR
[

instance instance-id

no instance
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[2XT A—&—]
instance-id ¢ <1-15>

A AL A ID

[FIHARR E]

L

[AFTE— K]

MST E— R

[FHA]

MST A > AZ V ABERT A,

no JERTEITLTZHA1E. MST A VA Z v 2% BBt 5,
[/ —F]

MST A AKX o ADARLE VLAN & ORHE AT IL, instance vlan =~ R TRET D,
[ EH]

MST AV AZ A #]1 T 5,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #instance 1

6.3.17 MST A > A% RZ%T % VLAN DORE
EEN

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[/$5 A —&—]
instance-id ¢ <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ > N TRIE SN TS VLANID
(AR E]
mL
[AJIE— ]
MST E— K
[FiA]

MST A A Z » AZ% LT VLAN % BEfT 5,

no JERTEIT L=HE1E. MST A v A& A2k % VLAN OREEA T 2 BT 5, BIRL7-fEE, MST A > %
22126 LT 1 9% VLAN 2ABEAHT STV R WEEETE. MST A > A% v Z &Y 5,

R ENTWRWMST A v AX  ARIRE LTS EIL. MST A v A X v AD4AREbITh 5,
[/ —F]

o> MST A > A X o AZBAEEAHT S CD VLANID 25 E T 5 Z LT TE R0,

[ EH]

MST A > A ¥ > A #1 12 VLAN #2 % BhEfHT 5,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[73T7 A —=F—]
instance-id ¢ <1-15>
A VAL A ID
priority D <0-61440> (4096 DIE%)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
B

MST A VAR L AZADTTFTAF VT 4 Z&ET D,

BAED/ NS WVZEBEENRE L, MST A U AZ U ARNDNL— TV D27 5 AR E < 72 5.
no IR CHEIT L= BB I3IIRR EIC R 5,

[ RE ]

MST A Y ABZ L AH#2 DT TA4F YT 4 % 4096 [ZEET D,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #instance 2
SWP2 (config-mst) #instance 2 priority 4096

63.19MST UV —T 3 VADRE

[EFX
region region-name
no region

/85 A — % —|

region-name DO ATIEUT R L OVEMA RS (32 SUFEEAN)
V—T a4

[ RE]

region Default

[AS1E— K]

MST £— I

[BLFA]

MST U — a VA ERET D,

no FECTHAT LG IFWIHIR EIZR 5,

[ E 5]

MST U —2 a v 4 % Testl IZEXET D,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #region Testl

6320MST V—T a3 DY BV a U BEESDORE
EEN
revision revision
[R5 A—%—]
revision 1 <0-65535>
Veva  &E
(AR E]

revision 0



[AJTE— K]
MST £— K
[FREA]

MST U —Y 3>l ela v BEERETS,
no FER CHEIT LB ATV EIZRE 5,
B&l]

MSTY —2 a3V &SR 21ICKTET S,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #revision 2

6321 f VH—T7 =2 —RIZKkT D MST A v AZ LV ADFRE

o~ KU 77 LA | Layer 2 #&6E

1211

[EX]
spanning-tree instance instance-id
no spanning-tree instance

[/NT A—F—]
instance-id o <1-15>

AERENTWS MST A VA Z 2 AP ID

(IR E]

L

[AF1E—F]

B =T 2 —AF— K

B

WRAVH—T 2—AZH L TCMST A Y AX L AERIET D,

no I TFEAT LI E 1L, MST A VAV ADREZHIFRT 5,
[/ — 1]

A= NI LAN/SFP+HR— F B L UGBS v ¥ — 7 = — RAZOHHEER

A A — T 2 — AZFTE LTV D LAN/SFP+AR— Mkt L TARAa~ L K&

ETHZ LITTERY,

IAwwm¢ NGB A X — T = —AIZATR B2 A13. %3% LAN/SFP+3R— MIxtT o Ka~ ROFRTE

. IR EICRE D,
aEMI
LANR—F#1 ICMST A >V AR LA ZHRET 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #spanning-tree instance 2

6322MST A VA LVRIZBITABAALA L EZ—T2—ADT5AF VT £ DRE

E&

spanning-tree instance instance-id priority priority
no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
WRA A —T 2= ATERESINTND MST A Y AKX AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

MST A VARV AZBITDRNRA L B —T =2—ADTTAF VT 4 ZHET D,

no JER TFEAT LB A I3 HR EICE S,

[/—}]

Az~ R LAN/SFP+HR— B X OGREEA v ¥ — 7 = — R 2D B iE FHE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP+R— NIk L TR~y RERET DHZ LI TE AR,

1AM$W¢ FZRREA o F— T = — AR ST A R, 3% LAN/SFP+AR— MIxf T oK~ RORE
. PR EICR D,

[3’“/%3%]

LANR—=F#l ODMSTA VALV AR DT TAF VT % 16 IZRTET D,

SWP2 (config) #interface portl.1
SWP2 (config-if) #spanning-tree instance 2
SWP2 (config-if) #spanning-tree instance 2 priority 16

63.23MST A VAFZ LV ARIZBITAAVE—T =2—AD/NAIARA D

R
i

&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —%&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost 1 <1-200000000>
IRA 3 A ME
[FIHIERE]
A E—=Tx2—ADY I HEEIZE T T, LTFOEEFEHT 5,
Y7 HRE NA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
B X — T = — A, FTE LT D LAN/SSFP+AR— hD U > 7 HELZ G5 LTl A JtIic, S22 X MESRE
Do
[AJ1E— ]
A B =T =2—RAE—F
[BEBA]

MST A Y AX L AIBITDHHMBA VA —T 2 —AD/NAT A NERET D,

no IR CELIT LGS IR TIIRE D,

[/ —}]

Ay R LAN/SFP+HR— F B L OGRELA > ¥ — 7 = — AZDO B E AHE,

FRERA X — T = —RZHTE LTV D LAN/SFP+R— MMIKk L TR~ RERET DHZ LI TE R0,

1AW%H¢ N EFREA o F— T = — AIPTR S TG A R, M3 LAN/SSFP+AR— NI o K2~ ROBRE
. IR EICR 5,

EEW]

LAN R —F#1 O MST A > AZ L A H#2 D/NA 2 A N % 100000 ([ZH/ET 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #spanning-tree instance 2
SWP2 (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24d MST U —¥ 3 U FBOFRR
[ER
show spanning-tree mst config
[AJIE— F]
FEFEHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
[Fi ]
MST U — a v OBEREZ R =T 5,
[FAE B
MST U — a v OBEREZ R =T 5,

SWP2>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERETD
[/NT A—F—]
ifname : LAN/SFP+AR— M E/Xfms A v ¥ —7 = — AD4H]
FKRTHA L H—Tx2—A
[AF1E— ]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T = —AE—F
(@]

MSTP OIE#R %= FKrT 5,

HWHFITIMST A v AX AL VLAN BE S V¥ —7 = — ZAOBEMTIE#RE R RT 5,
detail Z¥EE LT AIE, A1 v F—T7 2 —ABLUMST A v A X o ADFAMERE FKRT D,
interface ZEBME L7-BE1T. T R_RTOA v X —T7 = —ZADERRFRREINS,

[/—F]

ifname |2, A L H —7 = —ZZFTE LTS LAN/SFP+AR— R 245 ET 5 Z LixTa 0,
B&l|

MSTP DR = FK T D,

SWP2>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f£2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)



214| =< > KU 77 L 2 A | Layer 2 #iiE
LAN R— | #8 ® MSTP OEHIE#M A £rT 5

SWP2>show spanning-tree mst detail interface portl.S8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

EEy
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP+AR— N E72EfmBA v ¥ — 7 = — A D4R
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $HE EXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L= MST A VARV ADIEREERT S,
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interface #EME L7-3BE1T. FBELIZMST A LV AF VADRREENTWVABTRTDOA V¥ —T = — ADIFRNDFER
b,

[/— 1]
ifname |2, FWEA X —7 = — AZFTE LT D LAN/SFP+AR— R Z45ET 5 Z LIXTE 20,

(B EH]
MST A VA X A #] DIEREFR T 5,

SWP2>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0 - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 RHBEREDRER AT L)
E&N|

loop-detect switch

no loop-detect

[/NT A —=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?A3W®W~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—nnarz 4 —y g rE'w—NR
B

VAT AERON— TR RE A AN E T IS B,

no JIER CHEAT LI G & I3 IR E IR T,

[/ —}]

VAT ABIRTANR= 7Y ) —iReE L L — TR RE R D T & B,

N—TRHRHEEREE AN T H7201I20F, Ka~r RIga T, £ v ¥ —7 =—ATHL—7 e A+ 2

VENH D,

N—THRHBERENARN R BETH, LTDOA v X —7 = — ATV — 7R R IZEME L 2\,

o A=V U —BERENENE L T D LAN/SFP+AR— R B X OGREEA > ¥ —7 =— A, 7272 L. Forwarding /K —
I ClX LDF OEZIEEAT O 120, BREFEIC L 0 L — 7 084 LalE, — 7RSS EET 5,

e X7V UITHREDOI T —AR— M & LTEMEL TV 5 LAN/SFP+AR— k
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[BREH]

VAT AR TA— T RS AT D,
SWP2 (config) #loop-detect enable
VAT AR T — TR RE A T D,
SWP2 (config) #loop-detect disable

6.4.2 )\ —TIRHEREDREAL V' X — T =—R)

[EFX]

loop-detect switch
no loop-detect

[/XT A—F—]
switch DX A —T 2 — ADN— TR HRE DR E
BEME B
KA KB —T 2 — AD L — TG
enable N5
. KB A B —T = — ZAD ) — T H G
disable T
[FIH1ER 2]
loop-detect enable
[ASIE— K]
A H =Tz —RAF— K
B

KGA v H—T 2 — ADN—TIRHSRE A A F T T B,

no I TIAT LGB I3 IER EIZ R T,

[/ —1}]

N—THRHEBEEZ AN T H720100F, Ka~ 2 R T, Y AT AR THA—TREEIEZ FCT D03

N 5D,

Ko<y RORENEA D LANSFPHAR— MIGwHEA v X —7 2 — AL LTHRD Z LIXTERy, 2L AX—

Ny 7ar7 4 7 EOgEA X —7 =2 —AIZFTE LTV D LAN/SFPHR — [ OFRE L, Iets B AR — b DR E D i

A —T 2 — R ZHEAINAS,

FHELA X — 7 = — R ZFTE LT D LAN/SFP+AR— MMIAR 2~ ROFATIXTE 22\,

N—THREENE DR GATH, LTFDA V¥ —7 =2 — AT — 7R RRIZEME L 7220,

o ANR=2 7Y —HREDENEL TV 5 LAN/SFP+AR— M KL OGRBEA ¥ —7 = — A, 7272 L, Forwarding N —
R TIXLDF OEZEEIT O 720, BB EIC L 0 A — 7N AE LIEEAIT. — T RIESRENENIES 5,

e IV UTHEEDI T —R— K& LTEMEL TV D LAN/SFP+4R— h

A= 7 U —FEHE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ R LT, EB L OEEN AN D& LLT

DRIZTT,

A H =Tz —RA
LPD %) LPD A%
STP 47 STP %) STP #£%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD H%)
STP %) - STP LPD STP
[BXEHI]

LAN AR— |k #1 O —T &R Z A2 5.



a2 KU 77 LA | Layer 2 FEAE | 217

SWP2 (config) #interface portl.l
SWP2 (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR SRE A H T 5,

SWP2 (config) #interface sal
SWP2 (config-if) #loop-detect enable

LACP 3R A v — 7 = — A #1 O/ — R T 4,

SWP2 (config) #interface pol
SWP2 (config-if) #loop-detect enable

LAN 7R— b #1 O)L— 7 HESRE 2 NI+ 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #loop-detect disable

W

6.4.3 )L — 7 HRHEFD Port Blocking DEXE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch DB A v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B I
[(WIEIRRE]
loop-detect blocking enable
[AFTE— ]
A H =T 2 —AF— R
[REFA]

KRA U H—T 2= AT, —TEMH L84 O Blocking A8 F 72130245,

no FECHEAT LG A& I3WIHIREICRE T,

[/ —}]

Ka< o ROFEN R LD LAN/SFP+R— MIfaHA v 4 —T7 2 —R L LTHRDZ LIITERY, 7272 L A X —
NT T a7 4 LA v Z—T 2 —ZIZFTE L TS LAN/SFP+R— O EIL I EER— N ORED i
B —T =R ZHEAEND,

FHELA X —T7 = — R ZFTE LTS LAN/SFP+AR— MIAK o~ ROFEFTILTE 20,

[RXEH]

LAN 7R— |k #1 TL—7 %M L728A12 Blocking 2 X 5127 %,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #loop-detect blocking enable

ABT 4 VA v H — T 2 — A #1 TL—T & L7c 8412 Blocking 756 L 91235,

SWP2 (config) #interface sal
SWP2 (config-if) #loop-detect blocking enable

LACP @Bl A  F—7 = — A #1 TL—7Z ki L7255 Blocking 35 £ 9127 5%,

SWP2 (config) #interface pol
SWP2 (config-if) #loop-detect blocking enable

LAN R— k #1 TL—7 % L7258 12 Blocking L72RWK 9127 5%,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #loop-detect blocking disable
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6.4.4 Port Blocking D)\ — 7 f#{H % —EH R CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[R5 X —5—]
interval : <10-3600>

I — T RERERR O TR (FD)

(AR E
L
[ASTE—F]
sa—\)arsr 4l —va 'R
B
W, 7 DRE S VD & JIELC Blocking I EfEBR S 415,
oavy RERETDHE, —EMBETL—7BEIN T D0 MHRET DL D125,
Jv—T M AU TOFUE Blocking Z fRERT 223, L— 7 BRE STV R ITIUE, FEZORFMARRT 5 E T
Blocking ZifkfEd 5,
no B THAT LI a I, AIHIRREICHE T,

[/—}]
Port Blocking JREED AR — kAR U > 7 #vo Lizi54 . Port Blocking (FRIFHZfEER S5,
[BREBH]

Port Blocking ¢ /L — 7 fi# 1S HER D FIFEIFE 2 300 FHICEET 5,
SWP2 (config) #loop-detect blocking interval 300

6.4.5 V—7HRHREDO Y £~ |
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA LV E—T 2—ADN—THREEZ )y F 45,
[/—HI]
Kawry RiE, VAT LABERONL—TIREEREDERIGEICORIATTH I LN TE D,
[ E ]
N—TRRREEZ Y By T 5,
SWP2#loop-detect reset

6.4.6 /L — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, Rt EXEC £— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRRRIIUTOLED,

o VAT AEEKRDON— TR EE DR E
+  Port Blocking @ /L — 7 i 1R D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP+HR— FBL UGS v ¥ —7 = — AT L O —T R OIREE
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o AU H—T x—AL(port, sa, po)
o LAN/SFP+R— F B L OHELA v % — 7 = — A D)L — Tk HERE DX E (loop-detect), /L— 7 K HIKERE DS ENE
LTWAEEIT, OB fEEnD
«  Port Blocking ® &% &K RE(port-blocking)
o Jb— 7 O K RE(status)
[/—HI]
MERA VA — 7 = — AR LT D LAN/SFP+AR— R E#ER L7guy,
Bl
N—T RO REZ £~ 5,
SWP2>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = 0—---—-—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L 7 DERESRE (VAT b)

E&
ip dhcp snooping switch
no ip dhcp snooping

[7XF A —&—]
switch © VAT ALRIRD DHCP A X — b VHEBE DR E
BIEE FiEA
enable AT AAED DHCP A2 X — v FHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N T B
[FIEIRR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 4 JL—y g T — R
[FREA]

VAT LERD DHCP A X — Y v JHBEDRR T & A0 F 113 BRI T 5,

no FEX CTHAT LG A I3HIHIER EICE T,

[/ — B

DHCP A X — b FHERE 2 AN+ 5= 01213, Az~ RIZAZ T, VLAN A > #—7 =—AT% DHCP A X —
v IR E AN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— _—3 i SNV TWHHR— R ERET HLENH 5,
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[BXEH)
VAT LA T DHCP A X — v JHREZ AN T 5,
SWP2 (config) #ip dhcp snooping enable
VAT LARTDHCP A X — Vv 7 HRER Bahc 3 5,
SWP2 (config) #ip dhcp snooping disable

6.5.2 DHCP & X —t' . 7 DA R/ERE (VLAN)

[ER]
ip dhep snooping switch
no ip dhcp snooping

[XF A—&—]
switch DR A L H—T = —A0D DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable MBA B —T 2 —AD DHCP A X —t
7 HEREDRRE & BN T 5
[ E]
ip dhep snooping disable
[AF1E— K]
Ao HF—T 2 —AF—FR
[RLBA]

KA X —T7 = —AD DHCP A X — b Ve DR EZ AL E 1213 EHIT 5,

no JIER CHAT LI & I3 IR E IR T,

[/ —h]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r FIIA T, Y A7 ALK TH DHCP A X — B VHke
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ K CDHCP ¥ — "—EFH SN TWNWDHR— NERETHILERD D,
[ EH]

VLAN1 T DHCP A X — "> JHREZ H 4z 5,

SWP2 (config) #interface vlanl

SWP2 (config-if) #ip dhcp snooping enable

VLAN1 T DHCP A X — b JHRE &2 S+ 5,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip dhcp snooping disable

6.5.3 DHCP A X—tE° L FDR— FNERIRE

BN
ip dhcp snooping trust
no ip dhcp snooping trust

(IR RE]
L

[AJTE— K]
A HE—T 2 —AEF— R
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[FHA]

RGA B —T 2— A% DHCP A X —t L 7' ® Trusted N — MMIRET 5,

no FECEAT LG & I3WIHIREICR T,

HLRAE TIZ TR TOAR— 2 Untrusted A"— MR TEI N TS,

[/—}]

A< RILLAN/SFP R — b L OGHEEA v ¥ — T = — AIZDOHRFFKETE D,

FRERA X — T = — RAZFTE LT D LAN/SFP AR — MMIFRE TE 220,

Trusted 78— N TIZ DHCP /X7 > b D7 4 V&2 U 73 ThoivT | (B I 4172 DHCP — =034 S LTV H AR —

ICRET Do

Untrusted R— b TliX, ARO DHCP X7 v b7 4 )V Z ) THBEINEITIND,

B3

DHCP $— 3=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=AIMAC 7 RUARBFEINTNT, DOBERA v X —T 2 — AL [F R D4 %
— T 2 —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 F L A &K H@% (DHCP
DECLINE) Zf¢3ET 5,

MAC 7 RV ARRIENFZIOEA . DHCP N7 v FDIRFEILEMAC T RLVAE I TA T bN—RU =77 KL XA
(chaddr) ZLb#EZ L., —E L72RWIGAIE Y% DHCP X7 > N & EET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP #¥% » MZBEIZ Option 82 fE#HAMS 5 1T
L&, YU DHCP N7y hEMEET 5,

TEB]

portl.5 % Trusted A" — MIFEET 5,

SWP2 (config) #interface portl.5
SWP2 (config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/EENHRE

[EX)

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 KU ARFEDORE
REHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A MRFEDR E & T2 35
[WIHIRRE]
ip dhep snooping verify mac-address enable
[AFTE—F]
Ja—N")ary74JL— g rF— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T hox— R 277 KL A (chaddr)
L, —E L 2W5A 13 DHCP N7 v h & iEH#ET 5,

no JEATHEAT L7256 BAHIHIRE ISR T,

[

TEHB]

MAC 7 R L ARRRED R E & T2 3 5,
SWP2 (config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA%/ TR E

[EFX]

ip dhcp snooping information option switch
no ip dhcp snooping information option
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[73T7 A —=F—]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T %
disable Option 82 DFEXE Z MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz4 7 b—va e —R
[@i ]

DHCP /37 v @ Option 82 1FHRDOAHIN, i, HIBROA RN/ DR EZIT o
no JE A THEAT LIe GBI E IR T,
Option 82 23 AN D54A . Untrusted 78— " CDHCP 27 7 A4 7 > k2B 38 L7 DHCP #3% » hZ Option 82 f&# & +f
5L,
DHCP #—/3—=725 DHCP 7 7 A 7 i CO R Y /37 kD Option 82 i # Z Hlbk L THikd 5,
Option 82 fHHUIZLL FD & B0,
* Remote-ID
« T 74N BNTIE, KD MAC T RLARFEIND,
* ip dhcp snooping information option format remote-id =~ >~ K C, Remote-ID (ZALE D75 CHA T
FOEHTLE) & 5T 5 LATE D,
» Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /N7 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
Hans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZfE L7 VLANID & AR — FESICALT L2 ENTE D,
» Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > N T, XI5RAK— L ® Subscriber-ID I[TEEDLFHN AR ET H 2 & TG

o,
F 72, Untrusted 78— bk TREIZ Option 82 {23 5- S 4172 DHCP /X7 v b & %5 L7c¥4&. £ DHCP X7 v b &
RHES 5,

ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F(Z331F % Option 82 % & e DHCP /¥
7y NORRERATFA T HZLINTE D,

[BREBH]

Option 82 DR IE Z TN T 5,

SWP2 (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted 38— N ZAZFHF IR E
EEN

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIIRRE]

7L

[AS1E— R

ra—r\vari 4 b—yarE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23 5- S 4172 DHCP /X7 v DRk Z H T 5,
no JEA THEAT Le S B3R E I =T,
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[BREH]
Untrusted 78— I T Option 82 {f#23F 5- S 4172 DHCP /X7 v b DREAZ AT 5,
SWP2 (config) #ip dhcp snooping information option allow-untrusted
6.5.7 Option 82 ® Remote-ID DFXE
[#FX]

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZ4EET 5

hostname : REMOTEID (2K A " 2 RET D

[/NT A—F—]

remoteid D ATREOSCFY CEARETR L OVCEATE S 63 SUFLAN)

[FIEAER E]

L

[AJTE— K]

A H—T2—AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LTI 25925 Z LN TE 5,
272 L, EEOLFIN" M EED D Z LIXTE R,

no JTE, TEAT L7855 1%. Remote-ID IZAED MAC 7 KL AR EN %,
[/—}]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[BXE B

Remote-ID (ZAEE DO LFH % 595,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
[EF=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &2+ 5
string ¢ Circuit-ID type 1 fEE O CFHNZHEHT 5

vlan-ifindex . Circuit-ID type 2 VLAN ID, ifindex % 4%

[/XT A= —]

string D ATRE O CEA ST K OCEA RS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAIEET D,

vlan-port Z 45 E L723A 1%, DHCP 7 74 7> k76 DHCP /N7 » b &5 5 L7 VLANID &, A% v 7 &FH, K—
NESEMN 5T 5,

string 45 7E L7256 13, AEEOXTFHNE N ET 5, 12720, REDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v & %{5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIREITR D,

[/—}]

ARa<2 RIZVLAN A VX — 7 2 — A ZOHRFKETE 5,

[ E B

Circuit ID (Z DHCP 7 7 A 7 > k736 DHCP /"7 v b & %f5 L72 VLANID &R — FE S 535,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-port

6.5.9 Option 82 @ Subscriber-ID DFXE

E=Y
ip dhcp snooping subscriber-id subid

no ip dhep snooping subscriber-id

[T A —&—]

subid D AREOICT CHE A REUT R K ONEATE S 50 STFLAR)
[#IEIEXE]

L

[AJIE— ]

A H—T2—ZF—R

[RLBA]

KGR — k@ Subscriber-1D (ZATE DO SLFHN(1~50 LF)VERET D, 1272 L, LFFINI"MEEZD5H T LILTE 70,
no I TIAT L7235E 1. Option 82 1FH#HIZ Subscriber-ID 23 G- S 41720,

[/ — 1]

ARa< 2 FIZLAN/SFP R— B X OGBS > ¥ —T = —AIZOARETE D,

FREEA v H — T = — A ZFTE LTS LAN/SFP AR — MIFRE TE 720,

[ EH]

portl.1 @ Suscriber-ID %% ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #ip dhcp snooping subscriber-id a room

6.5.10 DHCP /X/r v FZfE L — MHIB DR E
EEN

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
P85 A — & —]
limit : 10-125
1 W& 7= 0 2% 15 "]EE72 DHCP /{7 v M4% (pps)



a2 KU 77 LA | Layer 2 #&HE | 225
[FIEIERE]
7L
[AJIE— F]
ra—r\var 747 b—va rE— R
[
VAT LK T 1 BB IZZAEATREZ: DHCP N7 v MIERET D,
ZEV— o ERAZER LG A, ZE LV — & A 725%/E DHCP /37 v MIEET 2,
no IER THFAT L7 HE 1%, DHCP X7 v b DA L — MilREZITHD 720,
[BREH]
AT LAED DHCP /37 v A5 L — b % 100pps (ZiX ET 5.
SWP2 (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NEZERF SYSLOG /1 DE L/ EEERE

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—&—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 /)7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 77 L
isable
VAR
[FIHIER 2]
ip dhcp snooping logging enable
[AFTE— R
Ja—\)aryz 4l r—g % — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH /)4 %,
no JEATHEAT LIe B3R E IR T,

[BXRE )

DHCP /% v Mig#ER#IZ SYSLOG (ICHI /)T 5%,

SWP2 (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— U T DV AT AR EFBRDOE T
E&y
show ip dhcp snooping
[AJ1E— ]
FERFHE EXEC E— I, %5 EXEC E— I
B
DHCP AX—E U T DV AT AREFREFTRT D,
[EXREH)
DHCP AX—V T DV AT AREEREFTRT D,

SWP2>show ip dhcp snooping
DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled
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Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineeennnnn 100 pps
LOGINg & e e e i e et ettt et ettt e e e Enabled

6513 DHCP AX—Y 7T DA v F—T7 =z —AREBTHRDOERR

[EF
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ik EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFEHRETZRT D,
[EXE B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWP2>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlan2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

CleeulE=ID oooaoo torakusu

Interface Type Subscriber-ID
portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T —FR— ZADFKR

[ER]

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC £— N, F#E EXEC E— I
[FHA]

NA VT 4 T T—ER=RIHGFEIN TV DY N —FHRERRT D,
= M) —EHRIILLTFTO LB T,

« DHCP 7 747> k)5 DHCP A v & — %%/ L7z VLAN ID

« DHCPZ AT ;6B DHCP A vt —V2ZE LTnA v ¥ —7 = — A
« DHCPZ A4 7> FDMACT FL %

« DHCPZ A4 7> hDIPT LA
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[BE)
PA T I T H R ADNEEFRFT B,

SWP2>show ip dhcp snooping binding
DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN

1

1
2
2

Interface

MAC address

0000.1111.2222
0000.3333.4444
0000.5555.6666
0000.7777.8888

IP address

6.5.15 DHCP A X —t° 7 D HERFE T

.168.100.2
.168.100.3
.168.200.2
.168.200.3
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Expires (sec)
259170
112000
100000

infinite

&N

show ip dhcp snooping statistics

[AS1E— K]
JEEFHE EXEC E— K. ## EXEC £— K

B
DHCP 2 X — V¥ v 7 O EHERZ T D,

A B =T 2 —AZT LT, Z{E L7 DHCP /N7 v k EREES LT DHCP X7 v F O &EFRRT D,

[/ —H]
DHCP % v FEZEL— MHROREIZ L > THRESNT- Sy MIT T FERZRN,

[EE B

DHCP 2 X — V' VO EHE M A2 ForT 5,

SWP2>show ip dhcp snooping statistics
Snooping Statistics:

DHCP

Interface

IN-Packets IN-Discards

6516 XA VT 4 VT T —=ERXR—=ZADI VT

[F=

clear ip dhcp snooping binding
[ASTE—F]

et EXEC B— N

[REEA)
NA VT 4o TTF—=RER=A %7 )T T 5,

[ EH]

NA T AT T—=ERX=A %7 VT T 5,

SWP2#clear ip dhcp snooping binding

6.5.17 DHCP A X— b V' DiFzHEHD 7 V7

[EF=

clear ip dhcp snooping statistics
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[ASTE— R

¥t EXEC B— R

B

DHCP A X—Y¥ v 7 OfeH&E#RE 7 UV 795,
Bl

DHCP A X — V> 7 OfgiHEsma 7 VU 74 %,
SWP2#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 N L 2 EH

71.11Pv4d 7 RL ADHE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A5 —]
ip_address : AB.CD
IPv4d 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AFTE—F]
AE =T =2—AE—NF
[

VLAN A 2 —T7 2 —RAIZX LTCIPVE 7T RL A LRy AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > X —T =2— A2, T34V —T KL REZ1fHlé, B F)—T KL 2% 44
FTRETE D,

VAT LR TR ET%@EMT%VXiWk8@iTT@5
EHHE) =T FLAZRET H1-0I0F, HoNLDTIFIA~Y—T RLREHRETDILEND S,

m%ﬁ?%ﬁbkﬁaivﬁﬁkaMTva%W%?éoWM7FVX%EEL@%OK%@@p@T@EM
7 KL AEHIBRT 5,

TH A =T RLAZRELTWDHIREET, 774~V —T7 RLAZHIBRTDHZ LITTERN,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HICE RIS,

[/ —}]

WEDOA B —T 2 —ACE— T %y hOIPVAT RLAZEIN Y THZ LITTEXR,

(B EHI]

VLAN#1 IZIPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip address 192.168.1.100/24
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71.21Pv4 7 RV A DFEKR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[ASTE—F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 RL A& KRT D,
FRNEITLTDO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =<2 RIZ L > TEIVIZ IPvE 7 RLADHRE SN TWBEEIL, IPv4d 7 KL ADREIZ "*" %

ML CTERRT 5,
 ip address dhep =~ > RABKERIZ IPv4 7 R L ADFRIE SILTWRWGEE (T — S 5E) 13, "searching” &
FoRT D,

+ ip address =¥ RETE S TWRWIGE TS "unassigned" & FRd 5,
o g OIREE
« T2 TEOIRRE
A H—T 2 —AEEELFEEAIIFOAL X —T7 2 —ADIEREY . BWLTE5HSIZIPVA T RLAZRETX L4
TOA »F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT FLZZED B TONRNEDTHLILEITTT =T D,
B!
ETHOVLANA VA —T 2—ADIPv4d 7 KL A B R RT 5,
SWP2>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A H—T2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP % — _—bft5E X7 1Pvd 7 KL A% VLAN A » Z—7 = — R LT
BRET D,
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DHCP H—/X—% 574 5 &, Discover/Request A v —3 |2 HostName 47> 3> (A7 v g a—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFETT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/"—(Z3£ %,
DHCP 7 A7V EREEENTNDHA LV H—T 2 —AIZ, BH L Z V=T FLAIRETER,
no JERCHEAT LA IL. DHCP 7 74 7 FOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Zxf L CERT 2 U — 2 MIRIE 72 BRI CREE &+ 5, 72720, EBEIZY — 2 Sh 5 HifHI% DHCP %
—N—DRENNEATT D,
KAz FZEY DHCP == b 7 74V 7=V A DNS Y —/— FT /L b RAL A EZEAF LT
%A TH, ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I D,

AKa<r RERELTH DHCP — 3=/ 5 IPv4 7 R U AR TE 72054, Auto IP FEREDN %) 72 VLAN A >
B —T 2 —AZRY  IPv4d ) 7 a0 —H T L A(169.254.xxx.xxx/16)75 HEIRIZEI D 4 CTHR 5,

(B EH]
VLAN#100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A& ft59 5,

SWP2 (config) #interface vlanl00
SWP2 (config-if) #ip address dhcp

714 DHCP 27 A4 T F DIREBDORTR
E&

show dhcp lease
[AFIE—F]
FERFHE EXEC — R, %M EXEC ©— K

B
DHCP 7 74 7> FOWREEZRRTH, UTOHEBRERIND,
e« DHCPZ A7V FELTHMELTWVWAA X —T =2 — R
BB THNTZIPVE T RLA
. U—ZHIR
o U —RIERZERHIR
o U —ZAHIUSHIR
¢ DHCP #—1—%
« DHCP A7 a3 & L CHALFBR
« Ry bhwRY
« FIFNI— T A
o U — IR
+ DNS H—s3—
« DHCP #—/3—1D
e KAAUA
[/— 1]

[EX EH]
DHCP 7 74 7 v FOIRBEE TR T 5,

SWP2>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200

domain-name-servers 192.168.100.1
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dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BEE DR E
[ER]
auto-ip switch
no auto-ip
[T A—F—]
switch : Auto IP HEREDEIE
RUEME id
enable Auto IP HEEEZ A NZT D
disable Auto IP #EREZ EZNIZ T 5
[FIEIERE]
auto-ip disable
[AJIE— F]
AL H =T z2—AF—F
[RiAA]

VLAN A > % —7 = —Z |2 LT, IPv4 U v 7 i —J L7 R L A(169.254 xxx.xxx/16) % H #4532 Auto IP #EHE

AT B,

Auto IP ¥$AEIZ., ip address dhep =2~ > RZFRERIZ, DHCP H— 3=/ 5 IPv4 7 R L ADRESG TE WA IZO A

PRAET D,

Auto IP BEREIZ. 1 DD VLAN A > X — 7 = — RICOBEFNCT A LN TX 5,

no FECHEAT LG & I3WIHIRR EICR T,
[/ —H]

IPvd U7 a—H LT RLUARPELIZHIC DHCP — =05 IPvd 7 RLADREGTE A8 IPvE ) 7 o—

BT RLUAZMFL T, DHCP V—_XR—00BE L2 IPvd 7 RL A ZH T 5,

[RXEH]
VLAN #2 @ Auto IP ¥ERE & 202§ 5,

SWP2 (config) #interface vlan2
SWP2 (config-if) #auto-ip enable

7.2 TPv4 % B 4

7.2.1 IPv4 FHR IR E

[
ip route ip_address/mask gateway [number]
ip route ip_address/mask null [number|
ip route ip_address netmask gateway [number]
ip route ip_address netmask null [number|
no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|
no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—TU—F]

null DNy MEBEETIRET S
[/3T A —HF—]

ip_address : AB.CD
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IPv4 7 RL- X
TIANNT = U A ZARET H L 130000 £ 95
mask ¢ <1-31>
Y A7y MK
TIANDT= U2 A ZRETDHLEEIT0LTD
netmask : AB.CD
7 RLABROR Yy b~
T AN DT U A BZHRET D L 130000 £T5

gateway : AB.CD
JF—h 7 =ADIPv4 T RKLA
number o <1-255>

EELEREE (RSP OBERE) ERLIESE D
ANV S VT EBEEED &,

[FIEIER E]

L

[ASE—F]

Ja—x\)ary7 4L — g T — R

[FHA]

IPv4 OFFRJRRIE 2B INT 5,

no B CTHEITL7ZGEIE. BE LIRELZHIRT 5,
[EXEH]

FTITFINVIITF— T A% 192.168.1.1 £ 5,

SWP2 (config) #ip route 0.0.0.0/0 192.168.1.1

ED SN 172.16.0.0/16 DFEDF — MU = A & 192.168.2.1 55,
SWP2 (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
[EFX]
show ip route [ip_address[/mask]]
[73F A —4F—]
ip_address : AB.CD
IPvd 7 R LA
mask 1 <0-32>

v A7y ML (B LTESE : 32)

[AF1E—F]
FERFME EXEC & — K, F5fE EXEC E— K
[

IPv4 #5313 (FIB: Forwarding Information Base) % /9 %,

IPv4 7 R L A ZEME L2581, FIB ONELE T X TERRT D,

IPv4 7 RLAETIRy NU—2 7 FURZIEE LS E, SiENEND & —ET DT b Y —OFEE %
RKRT D,

[BREH]

IPv4 AR AT X THRRT D,

SWP2>show ip route
Codes: C - connected, S - static
* - candidate default
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Gateway of last resort is 192.168.100.1 to network 0.0.0.0

Sk 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, vlanl0O

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 8 CD /X7y Fakd & JIHEH SN LHREEFRTRT D,

SWP2>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R R DR
[E=
show ip route database
[AJIE— F]
FFekE EXEC & — R, %74 EXEC E— N
[RLEA]
IPv4 #2#% 3 (RIB: Routing Information Base) % &/~ %,
[BEH]
IPv4 R R 2 R T D,
SWP2>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
S *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
© *> 192.168.200.0/24 is directly connected, vl1anl00

Gateway of last resort is not set

7.2.4 IPv4 BEFICBREINTVARKEZY N —DY~< U —DFER

[ER]
show ip route summary
[AJ1E— K]
JEHHE EXEC & — R, H## EXEC £— R
[BLEA]
IPv4 #%#7 (RIB: Routing Information Base) [Z B EN TV ARK T N —D¥~ I —%F£5RT 5,
[BREH]
[Pv4 IR RSN TWVWARKT L v —DY~ U —2FRT 5,

SWP2>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5
7.3 ARP

7.3.1 ARP T —7 VDR

[EFX

show arp
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[AF1E—F]

FERFME EXEC £ — N, b EXEC E— K
[FEA]

ARP ¥ v v a2 RRT 5,

[BREH]

ARP ¥ v v ¥ 2 2R T 5D,

SWP2>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP T —7 )V DHEE

(&=

clear arp-cache
[AJ1E— ]
FHE EXEC £— N
[
ARP X v v a2 VT T 5,
[ E ]
ARP X x¥ v a2k 7 U795,
SWP2#clear arp-cache

733 ARP = Y —DORE
[EX]

arp ip_address mac_address interface

no arp ip_address

[NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
(AR RE]
L
[AS1E— ]
su—r\var7 4 b—varE—R
[@i ]

By 7 —7 ARP = b U —&2{ERLT 5,
no B TEITLIZEEIE, BE L= MY —%2HIRT 5,

[ EH]
portl.1 ([ZHHE 7= IP 7 K LA 192.168.100.100, MAC 7 K LA 00a0.de00.0000 O F#*) ARP =2 kU —Z{ERK T
%o

SWP2 (config) #farp 192.168.100.100 00a0.de00.0000 portl.l

734 ARP Z A LT V7 NDORE
EE

arp-ageing-timeout time
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no arp-ageing-timeout [time]
[NT A—=F—]
time : <1-3000>
ARP = b U —{RFrIFH] (7))
(AR E]
arp-ageing-timeout 300
[AJIE— F]
AP =T 2 —AF— N
B
K VLAN A 2 —7 = — A2 5 ARP = b U —{RFFH 2 £ 95, Z ORFRINICZAE S 72> 72 ARP
= M) —FHIBRS LD,
no A THAT L7 HEId, ARP = [ U —Ifi] & 300 B2 ¥ 2,
[BXRE )

VLAN #1 ® ARP =3 [ U —{REFRERT % 10 2 ICEET 5,

SWP2 (config) #interface vlanl
SWP2 (config) #arp-aging-timeout 600

735ARP #A LT 7 hEED ARP UV 7 = X hEEFRDORTE
[ERX

arp-ageing-timeout request mode

no arp-ageing-timeout request

(35 A —5—]
mode : ARP U 7 =R hXE =
RIEE B
imicast ARP % A L7 7 FRFIZIA(ET S ARP U 7 =
Abra=F%y A FTEETD
broadcast ARP % A L7 7 MRFIZIA(ET % ARP U 7 =
ARETR—R¥x A NCTEETD
(AR E]
arp-ageing-timeout request unicast
[AF1E— F]
A H—T 2 —AF— R
B
G VLAN A > Z—7 = — Z|ZEWT ARP =2 b U —OLRFFIFRHI NN T L7z & SICEFET%5 ARP U 7 =X h D)5
KERET 5,
no JZ: N TIAT L 12 B IR E IR T,
[EEBI]
VLAN #1 @ ARP = | U —DOLRFFFFEAN T L2 & SICHETDHARP Y /T A R &7 m— F¥y A P TEET
Do

SWP2 (config) #interface vlanl
SWP2 (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH 4

7.4.1 IPv4 B53%53RE
[

ip forwarding switch
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no ip forwarding [switch]

[XT A —=F—]
switch © IPv4 N7y N DERERRE
RIEE B
enable IPv4 /X7 N ODEREZFNCT D
disable 1Pv4 /377 b ORRk & 9%
(AR E]
ip forwarding disable
[AF1E— ]
srua—arsr 4 S L—va R
[

IPv4 /™7y b ORREZ G E T IT DT 5,
no JE A THEAT LIS & BHIHIBE ISR T,

7.4.2 IPv4 B535E% FE DRI
EN|
show ip forwarding
[ASTE— R
JERFHE EXEC & — N, % EXEC £— F
B
IPv4 /X N DEGRERTE & RonT 5,
[ EH

IPv4 /37y S DRRIERE X R T D,
SWP2>show ip forwarding
IP forwarding is on

7.43 MTU OERE
[EX]

mtu mtu

no mtu
[/XF A—&—]
mitu . <68-9216>

PAEFREAR R X A X

(IR E]
mtu 1500
[ASIE—F]
A B =T z—AE—F
[FHA]
VLAN A & —7 == AN LIREFTRER N7 v b YA AOFHEKIEMTU B) & 3% ET 5.,
AREREET 257 v b BRORRED L3 BEOLV—T 4 > 7)) T 587 v RB5GE R | ARG L2 3k
(AA v F U NTDHA =Y T L—LhiFxgs L e B,
IPv4 ~ v % — Total Length 78 MTU [E&# 2. % /3% v R & L3EGEET 254, IP 75 7 A F SN TEESNL.

IPv6 ~~ % — @ Payload Length 78 MTUEZ B X 2 /37 v b % L3 85T 256, ICMPve = 7 — 3Rk S LT3 7
v MIBFEI LD,
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mru Iv Y RCREINTA —F 7L —ARINE LY A XDONT y "ISV—T 4 T ORNRER DD, Vv
RIT VL —LEN—T 4 7T 5550 mu a~ > RCZEMRERA —F 7 L —LAE2RBEIIVLERD D,
no JETHEAT LI G I3 E IR T,
[/—}]
A< RIXZVLAN A X —7 = — A 2D % E i HE,
MTU 1%, WIHMEZBRONTRRKTT DL TRRDEEZRETDH I LN TE D,
ipv6 enable R E S 4172 VLAN A V¥ —7 = — ATk, MTU OF%E A GEFLPHIX <1280-9216> & 725,
MTU 73 1280 £V &/ S RE SN TS VLAN A ¥ —7 = — A 2% L Cipv6 enable 2~ RAHRET D Z
EIXTER,
[ EH]

VLAN A V' Z =T = —A#1IZFTETH LANAR—F#1 &, VLAN A X —7 =—ZA #ZHTET %5 LAN " — K #2
1 C. 10240 NA FETOTV Y A7 L—2%EFAEL, MTU % 2000 /31 ~ZT 5,

SWP2 (config) #interface portl.1l-2

SWP2 (config-if) #mru 10240

SWP2 (config-if)#interface vlanl-2

SWP2 (config-if) #mtu 2000

7.5 1Pv4 BRERER

7.5.1 IPv4 BiEFESR

(BRI
ping Kost [repeat count] [size datalen] [timeout timeout] [source ip_address]

[FF—T— K]
repeat DO FETEEARET D
size i ICMP 77— 2 DR S (A MRAD)ZRET S
timeout © o SATIEERST D Echo U 7 T A h &R EE LB DOINER LM 2R ET 5
source : ICMP "7y FOREILT FLAZRET D
[/3T A —HF—]
host : ICMP Echo % %57 %5155

RA NG, E£720E, 56850 1P 7 KL A(A.B.C.D)
count DT (B LTESE 0 S)

RIEE B!

<1-2147483647> AR L7 BIERAT 5

continuous Ctrl+C WSS D E TFEATZAMR Y KT

datalen 1 <36-18024>

ICMP 7 — X E5 DR S(N ) (Bl L7255 56)
timeout 1 <1-65535>

INERFDRFH] (B LS8 1 2)

FEATEI% % continuous (2 L7z G I3 I ND
ip_address : AB.CD

IPv4 7 RL- X
[AFTE—F]
FiHE EXEC £— R
B

ICMP Echo Z#57E L7278 A MMZiEH L, ICMP Echo Reply DIt % 150,
ISERHIIE., FOERFERTH, a~vr ROKTRICHKEEREETT S,
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[ EHI] )
IP 7 L Z 192.168.100.254 56 CIZT — & A X 120 /SA ~, FATEEIL 3 [0 CHUBMIREZIT O .

SWP2#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-——-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 PREEHESE
[EX]
traceroute /sost
[7$85 2 —%—]
host TR A WERB 9 D 5u 5k
RA ML, F720F, 58560 IPvd 7 KL A(A.B.C.D)
[AFTE— F]
¥¢iE EXEC £— F
B
FRE LA M E TORKBIFRERRT D,
[ EHI]

192.168.100.1 F TORKIEREIT S .

SWP2#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1), 30 hops max

1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms

2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 N L 2 &

7.6.1 IPv6 DX TE
[EX]

ipv6 switch

no ipvé
3T A—5—]
switch : IPv6 DENE
REE B
enable IPv6 Z HZNT %
disable IPv6 % HZHIZ %
[WIHIRRE]
ipv6 disable
[AS1E— K]
A H =T x2—AE—F
[FHA

VLAN A X —7 = —RIZKLTIPv6 AN L Y 7 a—h LT LA HERRET D,
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IPV6 3R 8HE THO VLAN A VX4 —T7 = — A THMITHZ LN TE D,
IPv6 Z N L7256, B HR%E & [FARFICHIBR S 115,
no JER TEAT LS IR EICR 5,
[/—}]
HEERE Sz > 7 m—4/L7 KL AL, show ipv6 interface brief =~ > K CHER T 5,
[ EH]
VLAN #1 @ IPv6 ZH#h2T 5

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 enable

7.6.2IPv6 7 K L A DFRE

[ER
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipv6 address

[73F A —F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPv6 L7 4 v A
[AJ1E— ]
A BF—Tz—AE—F
B

VLAN A U # =T 2 —AZX LTIPV6 7 RLA LT VLT 4w 7 ZARERET D,
IPv6 7 KL 1% ipv6 enable =~ > RARESN TS VLAN A V¥ — 7 = — A CRETH LM TE B,
K=< RiL, ipv6 address autoconfig, ipv6 address dhep, ipv6 addresspd =~ > R EfFHTX 5,

IPv6 7 RLAX 12D VLAN A ¥ —7 = — AT, 70—V KU ARA B E. DHCPv6 7 7 A 7 > . DHCPvé6-
PD ZfH L7=IPv6 7 KL AD§ E’%aiﬁ)%ﬂ@if& Vo rna—ANT RLA%Z I HRETE 5,

VAT LRRTRETE L IPv6 7 L RITHEKRSEETTHLO(HBICHI D Y Tond Y 27—y RLA
ZFR<),

no LA TIAT LA FEE LI IPv6 7 RL A ZHIERT 5, IPv6 7 R L AZRE LR oo mald, 2To IPv6
7 RUARA BEE. DHCPV6 2747 ., DHCPv6-PD Z /] L7= IPv6 7 K L' Z D7 E%ﬁaﬁ’)%ﬁﬁ' b4 2,

[/ —}]
BHDOA L 2 —T 2 —AZF—H T3y FOIPV6 7 RLZAZE Y Y THZ LT TER,
(B EH]

VLAN #1 [ZIPv6 7 R LA & LT 2001:db8:1::2 & ET 5.,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL A D RA &RIE
[EFX

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—Y— k]
stateless : A7 — bk L A DHCPv6 ZEESH D
[WIEARRE]
mL
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[AFTE— F]
A H—T 2 —AE— R
B

RA ZH LT, VLAN A v Z—7 =—R|ZIPv6 7 L AZHRET %,

RA [T ipv6 enable =~ RRE SN TWD VLAN A U H — 7 = — R ZRETH I ENTE B,

Az~ RiL, ipv6 address, ipv6 addresspd =~ REGHHTE 5,

ipv6 address dhep. dhepvé-server (DHCPV6 — S =5t ET LD A) 2~ 2 KT TIZERE STV 5D VLAN A >
H—T 2 — AIRETE 20,

Ko< REFNT L=, Router Lifetime S HFZ)72 RA 2ZE LT=5HA. RAZERE LIHEEROT RLAN, 57
LAl NV G NET=Y) | F=F IS

% 72, Router Lifetime 730 ® RA #%E LB EIE. T 74V b7 — b= A05 RA Z&E LIHEOT FL AN
HIBR S5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 G%E SN TV DAL, RAICHESS T 740 o — b
U = A OBINIATHOILR,

stateless # 5 7& L7284 . DHCPv6 @ Inoformation-request % 55 L C. DHCPv6 A7 — k L A&— R CTEIfET %,
stateless Z+57E L7284 (X, ipv6 dhep client pd =~ > R TIZEHE SN TV D VLAN A > ¥ —7 = — R TITFHE
T&E720,

1 D® VLAN A ' #—7 =—A(Z, DHCPv6 A7 — h L R L 1 DIZIFRETE D,

stateless ZF5E L7oAR T~ R KT8 D VLAN £ V¥ —T7 = — AR ETX D,

ipv6 address autoconfig stateless =~ > R & 57 L 7-1%. ipv6 address autoconfig =~ > K C_LE X L7244 DHCPv6
AT — b L AE— NIFET 25,

no I CTHEAT L= HE1E. RA O EEHIBRT 5,

[/— 1]

ZIELIZRAD O T T ITNA L ThHHNAT ThDHMIERZR L stateless 259 % &, DHCPv6 D AT — L' X
BENANT 2D,

AT — N L AEERE, DHCPv6 H— 3—|Z%F LT, [OPTION DNS SERVERS| (A 7'v 3 v =2— K23)&,
TOPTION_DOMAIN LIST| (4 7'v a3 a— R 24) #8RKT 5,

DHCPv6 H— =S84 T v a VPR ->TEE &, DNS = _—(I 34, RAA U A MI6MFETHE
TE 5,

AT — NV ABHERFOERIZ L > THASE L72 DNS —/3— KA1 U X I, show ipv6 dhcp interface =~ >
THER TE 5,
BFRLIERAAL YR ND RAL AORBIZ ) BR0gEIE T BMYEIins,

ARz~ FIZX Y DHCPv6 — 3=/ 5 DNS H— 3— R KA A U A & Hf5F L7284 T, dns-client name-
server. dns-client domain-list =~ > ROHEDIT I DELEEINSD,

VAT MMIBREESNT DNS —_— KA AU Z ~Z., show dns-client =~ R TR Tx 5,
[ E R
VLAN#1 |2, RAZEHALTCIPV6 7 RL AZRET D,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 address autoconfig

7.6.4DHCPv6 7 5 A 7> MZ X8R IPV6 7 KL ADRTE

[EFX]
ipv6 address dhcp
no ipv6 address dhcp

(AR 2]
L

[AS1E— K]
A H =Tz —AF— R
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[FEBA]

DHCPv6 7 74 7 > FZffEH LT, DHCPv6 — "= OAT 5 SH72 IPv6 7 R L A% VLAN A & — 7 = — Z|Txf
TRET D,

Az~ RiL, ipv6 enable =~ RRFHE I TS VLAN A V¥ — 7 = — R TEETE D,

1 OO VLAN A V' Z—T =— |2, Ka<wr NI 1 SFEITRETE 5,

ARz~ FiL, ipv6 address, ipv6 address pd =~ > K& TE %,

Aawr RiE, iRKT8DVLAN A > ¥ —7 2 —AIIRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhcpvé-server(DHCPv6 h— N—XFEET /L DRH) 2~ 2 KT TITEE

ESNTND VLAN A V¥ —7 = — R TIIHETE 20,

IPv6 7 K L A Z Hf% L 72 JREE T no ipv6 address dhep =~ > REZFITT 5 L, B L CTWZIPV6 7 K L A DR A
vt — % DHCPV6 H—/ "—{Zi%k 5,

no A CIAT L7245 iDmmm7747/b® RE & HIBRT D,

ipv6 =1~ > N73 disable IR E S NT-HE . Ra~r FHHlfREN D,

[/—}]

AKa<w RTIPv6 7 RLAZABRET G, TV 74 v 7 ARIE 1128) L7ed,

ZIELIERADM 77 7INF L ThHNAE 7 ThHLOMNIERRL, Ka~vy RERET H L. DHCPv6 D AT — |
ZIVEIE(IA NA)RNENNZ 725,

DHCPv6 7 7 A 7 > &, DHCPv6 ¥ — 3—{Z%f L C, TOPTION DNS SERVERS| (47 = a— R23)&,
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K 5,

DHCPv6 H— =SB A T a B> TE7ZE &, DNS Y — =T34, RAA VA MI6MHFE T
T& 5,

DHCPv6 7 7 A 7 h DFERIZ L > THfG L7z DNS #— 38— KA A > U Z K&, show ipv6 dhep interface =~ >
R THER TE D,
BAFLIERAAL DR MDD RAL AOREIT ) Bngaid, L) BMIhsind,

A~ RIZE D DHCPv6 H—/3—725 DNS Hh— N— R KA A U XA N ZEfS L7254 CTH . dns-client name-
server. dns-client domain-list =~ > KOREDITE I MBI D,

VAT MIRE SN DNS = 3—_ KA AU A X, show dns-client =~ K CHER T 5,

Ka<wr REFENIZ L7-#%. Router Lifetime A2 RA 2 E LT84, RAZEE LIEAEOT RLAN, 57
FIV M= R = A ITBMENS,

*7-. Router Lifetime 73 0 ® RA ZZE L7581, T 74NV P = 72405 RA ZEELIHMEROT RL AR
HIEEEN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 X E SN TV DAL, RAIZESS T 74V 7 — b
U = A OIBIATOIIRN,

[BREBH]

VLAN #100 {Z DHCPv6 27 74 7 MZ XL > TIPV6 7 R L A&l 57 %,

SWP2 (config) #interface v1anl00
SWP2 (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{Ef L7~ IPV6 7 KL R DR E

&3]
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len
ST A—g—
pd_prefixname : DHCPv6-PD 77 7 A 7> bk (ipv6 dhep clientpd =2~ R) TRE LT VT 0 v 7 A4
PREHT . By M) A T2 T o F—3—() (32 LFLIN)
pd_ipv6_address . X:X:X:X
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DHCPv6-PD 7 5 A4 7> FTHAEA LT L7 4 v 7 ZZh &S5 IPv6 7 R L&
DHCPv6-PD 77 7 A 7> R CHAF L= L7 4 v 7 AZX LT, TOL(BRYD) OE AR ET

)
DHCPv6-PD 7 A4 7> N CHEUG L7 V7 4 v 7 ATk LT, 10) ZHET D080
»H5H

prefix_len ¢ <0-127>

IPv6 L7 4 v 7 AR

(IR E ]

7L

[AJTE— F]

A B =T 2 —AFE— N

[REFA]

VLAN A v Z =7 == A LTIPV6 7 RL AL T LT 4 v 7 AREHRET Do

IPv6 7 K L A (X ipv6 enable =~ > RAFHE SN TWND VLAN A VX —7 = —RA|ZRETHIENTX D,
DHCPV6-PD 7 74 72 MEREICE o THB L7 L7 4 v 7 RAZHESEIPv6 7 R AE AR T 5,
R E N7 IPv6 7 R L A%, show ipv6 interface =~ > N CHE T 5,

A=< RiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > FEFHTE 5,

IPv6 7 KL A1 DD VLAN A V' H—T = — A2, Za—sLT RLARARE, DHCPV6 7 74 7 > b &&Te)
ZSEETE, Vo —nT FLAZ LEERETE D,

VAT AR THERETEDLIPv6 7 KL A IR K SHETTHAH(HEMIZEH VY ToNDY 7 e—HLT KL A

ZFR<),
no IR TEIT LI AIX, FEELZIPVE 7 R L 2 ZHIRT 5,
[/ —}]

DHCPv6-PD 7 4 7 > MERET, L7 ¢ v 7 AFEREIBIFTE TORWEAIE, IPv6 7 F LA TAER I,
U7 4w 7 AMERE TALT FLRAOMAGOENELL RNGER, A VX —T7 2 — AT 7Ry hBREHL
=8HE0, IPve 7 R L RTAER S AN,

Bl

VLAN #100 © DHCPV6-PD 7 7 A 7> MZ X > TIPV6 7'V 7 4 v 7 AR EFT 5,

Bffs L7717 v 27 A4 [PD_VLAN100J %M\ "C, VLAN#200 (2, IPv6 7 KL AZZHET 5,

Z ZCiE. TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] % Hf5 L7z L RET D,

PLF OF%E T VLAN #200 (2., 12001:db8:1:aaf2::1/64] DNREIN 5,

SWP2 (config) #interface v1anl00

SWP2 (config-if) #ipve dhcp client pd PD VLAN100

SWP2 (config) #interface v1an200

SWP2 (config-if) #ipv6 address pd PD VLAN10O ::2:0:0:0:1/64

7.6.6 DHCPV6-PD 7 5 A4 7 v N DHRTE

&3]
ipv6 dhcp client pd prefixname

no ipv6 dhcp client pd

[R5 A—&—]
prefixname D BB TONEET VT 4y 7 RIS D NER 224 il
EATHT. Ry MO A T2 T H—3—() (32 ILFLAW)
[WIEIRRE]
L
[AFTE—F]

A H =T 2 —AF— R
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[FEBA]

KfGA o H—7 = —ATDHCPV6-PD 7 747 o MERZEIL L. TV 7 4 v 7 ZADFN M TEERT H L9 ITEK

}H:E’_é‘éo

ARza< 2 RiL, ipv6enable 2~ FPRE I TS VLAN A V¥ —7 = —R|IHETE D,

Ka< RO prefixname THRAG L7V 7 v 7 AE, LT THEHTX %,

« ipv6addresspd =~ FIZC, BGLZT VL7 4 v 7 A&MHA LT, IPv6 7 RLAZERET 5,

« DHCPv6 E— K® range 2~ > NIZ T, G L= L7 ¢ v 7 A% LT, DHCPv6 H— N—TENIZHE] D Y
T2 IPv6 7 R L ADHEIFAZRET D, (DHCPV6 — X=X E T /LD Ir)

« DHCPv6 &— RO prefix-delegation =~ > FIZT, BfF L7277 4 v 7 A& LT, DHCPv6 #—/3—T7
L7 4y 7 ZAOFEIN U TERET D, (DHCPV6 ¥ —/S—5 G E T /L D)

1 OO VLAN A v F—T = — A2, Kavwy Rix 1 SFFHETX 5,

Aa<wy RIFHERKT8DVLAN A U H—T = — A ZHRETE D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 Y — N —X%fIGE T /L D) a2~ RHRT

TICHE SN TV D VLAN A V¥ — 7 = — A ERETE 20,

IPv6 7'V 7 ¢ v 7 A% MG L7 JRBE T no ipv6 dhep clientpd =~ > FZ2EITT5 L, L TW=T L7 4 v 7 A

DL A > — % DHCPv6 Y —/3—|Zk 5,

no IR TIFEAT L 728413 DHCPV6-PD 7 7 A 7 > b DR IEZHIRT 5,

ipv6 =~ > K73 disable IZFRE SN -GE, Aa~wr RLHIREND,

[/—}]

ZELIERADOM 77V NA L ThHHINA T ThOINICEFRR Ra~vr RERET 5 &, DHCPv6-PD D AT —

k7 VEIMEIA PDYRHENC /2D,

DHCPv6-PD 77 7 4 7 > ~i&, DHCPv6 ¥— 3—{Zxt L C, TOPTION DNS SERVERS| (47 32— K23)&,

TOPTION _DOMAIN LIST| (A 7'v 3> a— K 24) #F:RT 5,

DHCPv6 Hr— = OO AT g V3R> TETz L & DNS —_"—F 3, RAA U X MNI6HE TG

-(“% 50

DHCPv6-PD 27 A4 7 > s TH# L7 DNS #—/N—_ KA A U X kI, DHCPv6 E— K@ dns-server, domain-
name 2~ R THIHT 22 LN TE D, (DHCPV6 Hr— N—5tJiE T /L D)

DHCPv6-PD 77 74 7 > R OERIZ I » THSSF L7z DNS #—/3—_ KA A > U X K&, show ipv6 dhep interface =
< RCHERTZ 5,
BELIZRAAL Y RAND RAAL UAOKRBIZ [ BeWGEIE, T BMthshd,

A~ RIZE Y DHCPv6-PD #—/3—713 5 DNS r— 3— B R A A U 2 &2 HfG L7256 CH, dns-client
name-server. dns-client domain-list =~ > FOERTEDIE ) NMELIN D,

VAT BITRTE I NI DNS = 38— KA A U A MZ, show dns-client =~ K CHERTE 5,
Ka<wr REENZ L7=%. Router Lifetime NA %172 RA {5 L1-154. RAZEE LIEHIOT FLAN, 57
IV R TF— R U oA IZEBMES D,

% 72, Router Lifetime 730 O RA %% LB EIE. T 741V "7 —bhU=A05 RA Z&E LTIHas0T FL AN
HIRENn5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I N TV DAL, RAIZESS T 74V 7 — b
T = A OBINI TR,

[BREH]

VLAN #100 C DHCPv6-PD 7 74 7 MZ L > TIPV6 7'V 7 4 v 7 A& BGFT 5,

Bffs L7717 4 v 27 A4 [PD VLAN100) % M\ "C, VLAN#200 12, IPv6 7 KL AZFHET 5,

Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:2af0::/60] % Hif5 L7z L RET D,

PUF D% E T VLAN #200 12, [2001:db8:1:aaf2::1/64 | 23FEE S5,

SWP2 (config) #interface v1anl00

SWP2 (config-if) #ipv6 dhcp client pd PD VLAN100

SWP2 (config) #interface v1an200

SWP2 (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76 7TRAICE DT 74/ b7 — b U A DHBNBREKRE
BV

ipv6 nd accept-ra-default-routes switch




A~y RU 77 LA | Layer 3 HEE | 245

no ipvé nd accept-ra-default-routes

87 2 —5—]
switch : RAICKDT 74V M7 — U = A BEVRERRE
BRIEME il
enable RAICE DT 74N b7 — U =A BB
ROEEADCT B
disable RAIZE DT 74V b7 — U = A BB
RIE & WS D
(AR RE]
ipv6 nd accept-ra-default-routes enable
[AJ1E— F]
A H =T 2 —AF— R
[@i ]

KBDA 2B —T 2= ATZIE LI — X —ERA) DA T FLRIZH &S, IPV6 DF 74V b7 — R = A
D HEVEEROF RN/ AR ET D,

ARza< 2 RiL, ipv6enable 2~ RPRE I TS VLAN A V¥ —7 = —R|IHRETE D,

no JEA THEAT L7568 13 E & A1 HIE L )j:'tTo

ipv6 =~ > K73 disable [ZRXE S NT2HmE, Ka~vr RuHllRESN D,

[/—}]

ipv6 address dhep. ipv6 dhep client pd, ipv6 address autoconfig =~ > RFZERFRA %5 L& &2, Aa~<v R
DOBENEA S5,

INb0avy RRREINTWARWESIE, Aa~vry RBRECERESN TN THL, 774V P —h7 A D

EEDESoIEC R oY aWAIAN

[ EH]

VLAN #100 TRAIZX DT 7 4 /V M7 — b U =4 HEVRERE 2 BN T 5,

SWP2 (config) #interface v1anl0O0
SWP2 (config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 N L A DFEIR

EEv
show ipv6 interface [interface] brief

[/XT A—F—]

interface © VLAN A V' #— T = — R4,
TR T DA H—T =2 —R&

[AJ1E— F]

FFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

A HE =T 2= ABDIPV6 T KL A& FERT D,
e IPV6 7 KL R
 ipv6 address dhep =~ 2 RIZ L > TEIIIZ IPv6 7 R L AMERIE ZINLTWAH AL, IPv6 7 K L ADR{IZ "*"

EANLCERT 5,

* ipv6 address dhep =~ > RZFLERIC IPV6 7 R L ADRERE STV WA (P — ¥ 1%8)1d, "searching"
LFIRT D,

* ipv6 address pd =~ > KT pd_prefixname % H\NTEE L7127 KL ADOEEIX, IPv6 7 KL ADH{IZ "*" & fF
ML THRRT D,

o IPv6 7 RLUANEE SN TWVARWIGA TS "unassigned" & 725,
o WEEOWRE
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« T—XUIEORE
AR =T 2 —AEEELEBRRIZEDOA v 2 —T7 = —ZADERE . AWK LI=SA13IPv6 7 RL ARRESNT-4
TDOA VBZ—T 2 —ZADIFEREFETRT 5,
[/—}]
WELEA LV EZ—T2—ANRIPv6 7 KL ZAZE N U THNR NS D THAEARITZZ T —I2 b,

[FE B
ETHVLAN A v FZ—T =2—ADIPv6 7 KL A EHRRT 5,
SWP2>show ipv6é interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 7 A 7 v b DIRBED KRR

E&y
show ipv6 dhcp interface [ifname]
[/3T A—F—]
ifname : VLAN A V& —T =— R4
[AJ1E— F]
FEREME EXEC £ — N, ik EXEC £— F
B

DHCPv6 7 7 A 7 v FOREEEZFRRT D,

ifname ZRE Lo T28E8. T_XTHO VLAN A VX —7 = —ADIEREFRT D,
[/—}]

[ EH]

TRTHOVLAN A X —T7 =—AD DHCPV6 7 T4 7 > FOREEERZFR~T 5,

SWP2#show ipv6 dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal0::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44£f284efdd
DNS Server : 2001:db8:1:bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD _VLANI1O0O

prefix : 2001:db8:1:aaf0::/60

IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04

DNS Server : 2001:db8:2::100
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DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 ZA T DV kY b
EN

clear ipv6 dhcp client ifname
[/NT A—F—]
ifname i VLAN A & —T = — R4

[AS1E— )

¥i#E EXEC £— K

[FHA]

RBDA v H—T 2 —ATEWELTCWD DHCPV6 7 7 A T > v &7 VT4 5,

Ka<wr REFITTHE, [MBDA % —7 =—ATHIE L= DHCPv6 DIE SN —ElME SN D,
ZTO L X, B LTWZIPVG 7 R L ADfiEfE A v &— % DHCPv6 Y —/N—~i% %,

% D%, DHCPv6 H—/N—~OE RN FEE(E 4, DHCPv6 7 74 7 NOFFEEIT I,

DHCPv6- PD T4 T bEFERALTWEEHE, ipv6addresspd 2~ KT, BEGELZ7 V7 0 v 7 ZA&FEHLTH
RN ﬁbfwt4/ﬁ 71%x®7%vx%ﬁ RIESID,

DHCPv6 ‘5“—/\*—1%% 2T, DHCPv6 E— R® range 2~ N, prefix-delegation =~ > | dns-server 2~ " |
domain-name =~ > N “C BUSG L7 A A LTz & &, DHCPv6 — S —HEE & FIa% & S5, (DHCPv6
— R HSE T LD F)

[/ —}
[EE B

VLAN #100 ® DHCPv6 7 A4 7 v 227 VT35,
SWP2#clear ipv6 dhcp client v1anl00

7.6.11 DHCPv6 7 7 A 7V "REFRIICZIETAND DS VT 4 v 7 ADFRE

E&

ipv6 dhcp client nd-prefix prefix_len
no ipv6 dhcep client nd-prefix

[T A—=HF—]
prefix_len 1 <1-127>
ZETHNDOT VT 4 v AR

(IR E]

L

[AF1E— K]

A F =Tz —AE—F
[

ipv6 address dhep =~ > RIZE > TIPv6 7 RLA(F L7 4 v 7 A /128) N HEERE S/ VLAN A ¥ —T7 = — R
TIE, HEEICIPV6 7 R LRI 57 9T ND(Neighbor Discovery)/ 37~ N & %59 %,

RKa<w REFRETHEND ATy NZERICULTFTOMEEZ, RELIET VT 4 v 7 AOFBETHERL, Fl—&7
AV FOBWAITIZFDND 7y F2ZET 5, Fl—8 27 AL FTEHABROVESIZIE., ZOND AXF vy M 2T S,

* ipv6 address dhep =~ > RIZ L > CHBEERE S/ IPv6 7 R LA

« ZfELIEND T v FOREITIPVE 7 R LA

ARz~ R, ipv6enable 2~ FRFREIINTND VLAN A V¥ — 7 = —RAIIHET H I ENTE D,
ARKa<w FOXG LD ND 237 v R, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D T %,
no JEATHEAT LA, DHCPv6 7 7 A 7 > MRERICZIETHND DT V7 o v 7 A&HIERT %,
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[/—}]

ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 v 7 A 128) BN HEEEE S 4L/ VLAN A V' F— T = — R
TOHIET D,

[ E B
ipv6 address dhep =~ > FIZ X > TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, 7 %> K /64 725D ND /37 v

NDOBRZETEDL LT D,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % Bl 4

7.7.1 IPv6 FRHIFREE R E

[ER
ipv6 route ipv6_address/prefix_len gateway [number)
ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—v— K]
null DTy MEBEETICHIET S
[73F A—&—]
ipv6_address D XeXeXeX
IPv6 7 R L A
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &35
prefix_len o <1-127>

IPv6 7'V 7 4 w7 A
TI7FNMT— U= ZRETHEEIT0ETD
gateway X XXX
F—=hTxADIPv6 7 LA
IPv6 U7 m—VT FURAZIRET 2 L &1F, FHA v =T = — AL HET DHLLER D
5 (fe80::X%vlanN D)
number o <1-255>
EHRRE (BRI OEEE) (B LSS 1)
AN ST EBSEE A E,
[AJE— F]
Jua—m\)arz 4 —varE— R
B
IPv6 DFFAIFEES 21BN 5,
no I TIHAT LG EIE, F57E LR 2 HIBRT 5,

[/ —}]
FIHINV =R 2 OREIZ. RAICEDZHRELD b, HHIRBICL IR ENRKESLEIND,
B&l]

5V SED 2001:db8:2::/64 DIGFE D — b = A % 2001:db8:1:1 & T 5,

SWP2 (config) #ipvé route 2001:db8:2::/64 2001:db8:1::1
T 74V P — U = A &% VLAN #1 L0 fe80::2a0:defffe:1 & 9%,
SWP2 (config) #ipv6e route ::/0 fe80::2a0:deff:fe:1%vlanl
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7.7.2 IPv6 xR DEIR
[
show ipvé route [ipv6_address|/prefix_len]]
[XT A—=HF—]
ipv6_address D XeXeXeX
IPv6 7 R LA
mask ;o <0-128>

IPv6 7'V 7 4 v 7 AR (B LI=%4E 0 128)

[AJ1E— K]
JEEFHE EXEC ©— K. F##E EXEC £— K

[BEBA]

IPv6 #i51%5%  (FIB: Forwarding Information Base) % /"3 5,

IPv6 7 R L A %AW L7356 1E, FIB ONKEEZT X TRRT D,

IPv6 7 RV AEIZE Ry MU =27 FVRAZIRE LGS, seitnd & —Bd 28K b U —OFFlE #z
FRT D,

[/— 1]

(B EH]
IPv6 Rk FK 2T X CEKRT D,

SWP2>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr w haED & XA SN RKE2FR T D,

SWP2>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

Qnwn

7.7.3 IPv6 R DFRIR
[EX]
show ipv6 route database
[AJIE— K]
FEFFHE EXEC £ — N, %54 EXEC £— N
[FLEA
IPv6 #%# % (RIB: Routing Information Base) % #7579 %,

[/—H

[ EH]

IPv6 R R A KT D,

SWP2>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2al0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QnQwn
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7.7.4 IPv6 IR BB IN TWVWERK= M —DHY~ Y —DFER

[ER
show ipv6 route summary
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
[BA]
IPv6 ##%3 (RIB: Routing Information Base) I[ZBGEKINTWAIRKE = N ) —DY <) —2FRT D,

[/ —}

(B EH]
IPv6 RIEE DT~ —%F T 5D,

SWP2>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > 3 =

7.8.1 #M) Neighbor ¥ ¥ v =2 b —DRE

[EX]
ipv6 neighbor ipv6 _address interface mac_address interface

no ipv6 neighbor ipv6_address interface

[/3T A —HF—]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > 2 —7 = A 24
mac_address . HHHH.HHHH.HHHH
MAC 77 KL A
interface : portN.M
WBA B —T = A A
[AJ1E— F]
Ja—n_par 74— g rE— R
[@ ]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 23814 %,
no IR TIAT L7 A X, fRELTeH=2 N —ZHIRT 5,
[/ — 1]

(B E B
VLAN #1 @ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFKET D,
SWP2 (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ 27— )V DFIR

[FX
show ipv6 neighbors
[ASTE—F]
FEFFHE EXEC £ — K, 454 EXEC £— K
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[FEBA]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
[/— k]
[BREBH]
Neighbor ¥ ¥ v ¥ =27 —T7 NV EEXRT D,
SWP2>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bcd:1a23 0011.2233.4455 vlanl dynamic
2001 :db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:£fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 /VDHE
[ER]

clear ipv6 neighbors

[ASTE— R
HrtE EXEC B— RN

[REFA]
Neighbor ¥ ¥ v > 2% 7 U7 3%,

[/ — I
(BB

Neighbor ¥ ¥ v > 2% 27 U T 5%,
SWP2#clear ipv6 neighbors

7.9 TPv6 Hxk 4

7.9.1 IPv6 EE3EERE
B

ipv6 forwarding switch

no ipvé forwarding [switch]

[/3T A —HF—]
switch © IPV6 NT Y b DERIERRAE
BREE A
enable IPv6 /X7y N DEREZ N T D
disable IPv6 /377 v b ik Zz N4 5
[ RE]
ipv6 forwarding disable
[AFTE—F]
sa—s\)var7 4 b—3a sE— R
B

IPV6 /377 v kDB E AR £ 721X INIC T 5,

no 3 CELT L= a I3 E IR T,
7.9.2 IPv6 BEIEFR € DR

B

show ipv6 forwarding
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[AF1E—F]

FERFME EXEC £ — N, b EXEC E— K
[FEA]

IPv6 /37 N DERIERE 2 Rn T 5,
[BREH]

IPv6 /X7 h DEREFRE X R T D,
SWP2>show ipvé forwarding
IPv6 forwarding is on

7.10 IPv6 BiiEHERR

7.10.1 IPv6 Bi@HESE

[EA
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address|
[F—T— K]
repeat DT AR ET D
size © ICMPv6 7 —Z R DR S(N NN AR ET D
timeout D FHTIEHUY D Echo U 7 = A R & X(E LR DISERF DR 2R ET D
source : ICMPv6 /X7y RDIRETLT RV AEZRET D
[73T A =4 —]
host AR A RN FEL IPV6 T R L A(X:X:X:X)
ICMPv6 Echo % 457 % 565%
IPv6 U > 7 v—RNT RURAZBET 25E1E, BHA V=7 = — 2B BET 2L ERDH
% (fe80::X%vlanN DI =)
count COSATIE (B LTESE 0 S)
RIEE B
<1-2147483647> AR L7 mIERAT 5
continuous Cr+C MANT SN D ETHFEITZH Y KT
datalen 1 <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>
ISERF DR (FW LSS 1 2)
FATEI¥ % continuous (2 L= AR EH SN D
ipv6_address DX XXX
IPv6 7 R LA
IAF1E— K]
¥t EXEC E— I
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2D &,
EOLNTEEL, TOEA2FETRT D, A~y R T4 5 LHEARFKEEREFTT D,
[/ — ]

[B%E )
fe80::2a0:deff:fe11:2233 %6 CIZBIAMERR 21T D o
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SWP2#ping6 fe80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms

64 bytes from fe80::2a0:deff:fell1:2233: seg=1 ttl=64 time=4.760 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

—-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IRHETR
[EFX]

traceroute6 /ost
[73T7 A —5F—]
host DR AR 25t
RA NG, E£T20E, 585D IPv6 7 K L A(X:X:X:X)

[AS1E— F]

¥ibE EXEC E— K

BLZ)

HRIE LIoh A b CORBERE TR 5,
[/— 1]

(B EH]
2001:db8:1::2 F TCORBHEREZIT O,

SWP2#traceroute6o 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~O\W\W& b e DRE
EEN

dns-client switch

no dns-client

[/NT A—=HF—]
switch : DNSZZA4 7 FO#E
R EE Bk
enable DNS 7 747 v NaBMZT D
disable DNS 7 A4 7 v b &N T 5
[WIERRE]
dns-client disable
[AFIE—F]
sua—s\)var7 4 Lb—3a E— R
[BLFA]

DNS ~D W& DOERRE L A2 £ 1213 T 5,
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no FETEIT LA ELhIC T 5,

[ EH]

DNS ~D W& b HEREE AT 5,
SWP2 (config) #dns-client enable

7.11.2 DNS —X—1U 2 N DORE

[EF2

dns-client name-server server

no dns-client name-server server

[/XT A—=HF—]

server : AB.CD
DNS #—/ =D IPv4 7 F L A
X: XXX
DNS % —/3—®D IPv6 7 K L A
IPv6 U7 a—hT RUAZEBETH2HEGE, A V¥ —T7 =2 —ALBEETLHILERD
5 (fe80::X%vlanN D)

(AR RE]

L

[AJ1E— F]

rua—\varz 4 b—va e —R

[@ ]

DNS H—/3—1 2 MZH— "—%BINT 5,

PRI K 3B ETRETE D,

no B TEITLIEHAI. HE LY —/3—% DNS —— U 2 kB HIERT 5,
[/—F]

ip address dhep. ipv6 address dhep, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > N{Z &> T DHCP ¥
—/N—=5 DNS Y —_"—U X hZHfG L7256, Ko~y RORENEL IS,

72720, Ra< FIZL % DNS — 3= U X M OBRERED 3 ERmO%E 1, A6t 3£ TY X FdKEIZ DHCP
== BHS L7 DNS #— 33— U X F &ZBINd 5,

[BEH]

DNS #—/3—1U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 % BH1¥ 5,

SWP2 (config) #dns-client name-server 192.168.100.1
SWP2 (config) #dns-client name-server 2001:db8::1234
SWP2 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

T3 T 74V b AL VZDRE

[EX]
dns-client domain-name name
no dns-client domain-name name

[73F A —&—]
name R AAL A (K 256 30F)

(IR RE]
L

[AJTE— F]
Ja—x\)ary7 41— g E— R
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[FiFA)
DNS WA OERHIHEHT DT 74V N RAAL VA ERET D,
no R TEITLIZEEIET 740 b RAAL VA4 ZHIBRT D,
[/ —H
ip address dhep =~ > RIZ X > CDHCP = N—InLT 74 )V b RAAL V(AT v ara—RI1SEREG LTS
f. Rav s FORENELEIND,
dns-client domain-list 7~ > R TRBE RA A VU A MPRRESNTVWDIHEAIX, Aa~v > FCRELET 74/ R KR
AA 4, BEOYN ipaddressdhep =~ > NIZ K> THERESNTZT 7 4/ b RAA VAT H S0,
[ EH]
T 74 N RAA 4% example.com ([ZFXET D,
SWP2 (config) #dns-client domain-name example.com

TNABRBERAA U A NORE
[E=X

dns-client domain-list name

no dns-client domain-list name
[/XF A—F—]
name R AA K (K 256 30F)

[FIHAER E]

L

[ASTE— R

Ja—N\ a4l L—g s EF— KR

[FAA]

DNS WA O BERFICERATIMBE RAAL U A MIRAL V£ Z2BINT 5,
MBERAALA YA MIFKKO6MFETRAL VEBRETE B,

o K TEITLIESEAIT, 8ELTIZ R AL VEZEBRBRAAL U A M HHIBRT 5,
[/—F]

Kavwy RCHRERAAL U R MRHREINTOD5E . dns-client domain-name =~ > N CRE L7727 7 4+/L b K
AA 4, BEON ipaddressdhep 2~ RIZK > THERKESNZT 74/ b RAA AT S,

ipv6 address dhep. ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z X > T DHCP % — X—/ L%
RAAL YA RNERGLIZGS, Ka~vy FOREMELREENLD,

T2l Kavy FIZRDMER RAAL U X FOBEED 6 HERTEOSBEIE, G356 £ TY X FDKEIZ DHCP
P NG LTZR R AL U R M &BEINT 5,

[ E ]

R A A 4 examplel.com, example2.com % fR58 K A A U 2 MZBINT 5,

SWP2 (config) #dns-client domain-list examplel.com
SWP2 (config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MERDOFER

BN
show dns-client

[AFTE— F]
FHHFHE EXEC £ — R, #5H#E EXEC £— K
[FREA]
DNS 7 74 7 v MEHREERRT %,
FRANFIZUTO LR,
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HAE B
DNS Client is enabled DNS 7 547 > S BER
DNS Client is disabled DNS 7 7 A 7 h H3 L)
Default domain FI IV RAAL A
Domain list BEBERAAL YA B
Name Servers DNS #—/"—1U X ~IP 7 R L R)
[ EH]
DNS 7 74 7 v ME#EFR T 5,
SWP2>show dns-client
DNS client is enabled
Default domain : example.com
Domain list : examplel.com example?2.com
Name Servers : 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ & ~MEHE

8.1IP v /L FF ¥ R MEKFRE

811 KRAD~NLFF¥ AT L —LADOUHEFTEDORE

EEN
12-unknown-mcast mode
[NT A—=F—]
mode WA TFFR Y R NT L— AOMEL T
BRIEME il
discard (€ B )
flood 7IITATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)Narz 4 L—va rE—R
B
MAC 7 RL AT =T MBS TN RN LT F X 2 N7 L— LAORBRHIEEZRET D,
Bl

RKHDO< VT F v A NEIFET 5,
SWP2 (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)
[EFX]

12-unknown-mcast mode

no 12-unknown-mecast

[/$F A—5—]
mode DI TF XY AR T U— LD G E
REME S

discard e )

flood T7I99T 4TS
[FIEIER E]
L
[ASE— K]
AR =T 2—AF— K
[FEHA]
VLAN A V2 —T7 = —ATZELIMAC T RL AT —TILZBEEEN TR LTFF ¥ A N7 L—ADUHT;
EEFRTET D,
no WX CTHEAT LGS IR EIZEY . VAT AREKORMO~ LT X v A 7 L— LNUBRFIEOREITHE D,
[/ —F]

A~ FIZVLAN A ¥ 5 =7 == RIZOHRETE 5.
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RKawy RIZT AT ALEORMO LT Xy XA N7 L— MR FIEOREL VEBEINS,

[ EH]
VLAN#1 T/ L7 MAC 7 RV AT —T VZBEIN TV W LT Xy A N7 L— A EHET D,

SWP2 (config) #interface vlanl
SWP2 (config-if) #12-unknown-mcast discard

813V v ru—hnN<NFF¥ AT L —LDERERE

[EX]

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[FIEIER E]

L

[ ASTE—F]

Ja—nparyz 47 b—vg =R

[FRHA]

12-unknown-mecast discard Z5X EL TW\WA L&, Vo 7a—hL</LFF ¥ AT RLADT L — A ZEEEE3C0s
KT D,

no B CHEIT LG E1E, BE LERELHIRT 5,

[/ —F]

Ka<wr RieBITA, Voza—hA~<wAFX3y AT RUVRIZLLTOHEL 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTIEIES N, ZOBXBREEND 2T 4 T EFHRALTEGAEITE
BIAYIZ 12-mcast flood =~ > RIZE XX b,

(B EHI]
Vo 7ua—AnN=LFXxx AT RLADT L—LERMOZILFF ¥ 2 b & L THESTICIEESET S,

SWP2 (config) #12-unknown-mcast discard
SWP2 (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ R FT7 L —ADEELERE

EEN
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 /L FF ¥ A hT KL A

[FI8AE% €]

L

AT E— K]

A HF—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F XY XA MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LAEERT 100 HE TREN T B,

no JERTETLIESAIE. HBELEIPEA~ALTFF ¥ A N7 RLAORELXHIRT 5,

F2. IPA LT XY AT FLAZEBE LZHE1E, T XTORELHIFRT 5,
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[/—F]
RKa<w KIZVLAN £ VX —7 =2 — A ZDOIHRETE B,
Ka<w RTHESINEZIPVM LF XY AT RLAZIGMP AX—VE L T ORI E 725,
Bl
VLAN #1 TZAE L7235 IPv4 7 KL AN 22400251 D7 L —AL% T w75 4 735,

SWP2 (config) #interface vlanl
SWP2 (config-if)#12-mcast flood 224.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BNRE
E=N

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time . <1-30>
IGMP/MLD 2 =V — X515 H IR (7))
[WIHIRRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—naryz 4 b—yarsE'w—R
B
AR IV =2k D AR U—ETREC, 72U 77— IGMP/MLD 7 = U — % %453 2 BREOBIE 2 3% E T
Do

no TR THAT LA IR EICR 5,

IGMPMLD AR —t > 7 L ZANR=0 7Y ) =2 fEH LIZERIC, bR e P—EHIC L > TwAFx v X Mlfa s —kF
NS R D Z ENH DN, AR AT IUIZOBM M52 L3 TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fE SN 72& L IZIGMP/MLD 7 =V —Z %57 5,
BN LB EE, PR Y —ZEE )N H > TH IGMP/MLD 2 = U —Z 45 L7201,

[BAEBI]

AR B =D IGMP/MLD 7 = U =X E 2 A2 L, FFbIFf £ 5 FICBET 5,

SWP2 (config) #12-mcast snooping tcn-query enable 5

AR E =K IGMP/MLD 7 = I —i&(5 & Whic 4 %,

SWP2 (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1 IGMP A X—t° L 7 DEZL)/ HWEhRE
EN

ip igmp snooping switch

no ip igmp snooping
[NT A—=F—]
switch : IGMP A X —E» 7 OEfE

R EME B!
enable IGMP A X — b 752/ T 5
disable IGMP A2 X — > 7 Z I+ 5
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(AR E]

ip igmp snooping enable
[AJ1E— ]

o HF =T z2—AFE—F
B

A2 —T 2 —ZADIGMP A X —E > VOBNEEZRET 5.
no JIER CTHAT L7288 13 IR EICE D,

[/—F]

AKa<w 2 RIZVLAN A Vv Z—T = — AZDHHRETE 5,
[ EH]

VLAN #2 ® IGMP 2 X — ¥ > Z 2 (15,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2 85215,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping disable

8.22 IGMP R X —t° V& @iB DR E

&
ip igmp snooping fast-leave
no ip igmp snooping fast-leave

[ E]

L

[ASJE— K]

A H—T 2—AF— ]

B

A B —T 2 —ZADIGMP A X—t L J Emiki B2 HMNCT 5,
no TR TEITTH L. IGMP A X — B J EdilisR 4 #shic 4 5,
[/—}]

AKa<w2 RIZVLAN AV F—7 = — A ZDOHBRETX 5,
Ko< KL, LAN/SFP+R— MIEE DB A SR SN TWD VLAN A V¥ — 7 = — A TITHEMME L7anZ &,
(B EHI]

VLAN#2 O IGMP A X — &> 7 & ik & A+ 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & Mz 3 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping fast-leave

823 v /NLF X ¥ R M —F —DEERFHLEDRTE

[EFX

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
ST A—F—]
ifname . LAN/SFPAR—FDA o H—T =— R4
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RETHA L HA—T =—RA
[FIHIRR E]
L
[AF1E— K]
A HE—Tz—AF—F
B!
VILF Xy X R L—F =D S LTV D LAN/SFP+AR— kA §AICERET 5,
no IR CIATT DL, HELMET D,
[/ —1}]
A< RIZVLAN A VX —T 2 —RAZOHGFEETE B,
FE L7- LANSFP+R— MIIZ v TFF ¥ A M—F —BEHE SN TWA 2 L, Ly——n5 IGMP LAE— h %
2295 &, RE LT- LAN/SFP+R— MMZHEET 5,
[ EH
~ T X v A ML—F — DL LT LAN R — bk #8 2% E T 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping mrouter interface portl.S8

ST F ¥ X FL—Z — DR S LAN AR — k #8 447,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping mrouter interface portl.S8

BAE

m

8.24 7= ) —XEHERED
E&y
ip igmp snooping querier
no ip igmp snooping querier
[HIHIRRE]
L
[AJ3E— K]
A HF—Tz—AFE—R
(@]
IGMP 7 = U =X {EHEREZ ANC T %,
no I THITT 5 & IGMP 7 = U — X EHERE & 202 T 5,
[/—}]
ARKa<wY FIZVLAN A V' F—T7 = —RZDHHEETEX D,
AREREEZ AN LIEEEIP T FLVAEZEE ST L& AHRIZIELWIP Y FLATZ 2 Y =2 F LA 25 DT
BT5Z L,
[EE B
VLAN #2 OEEHEREZ ANICT 5,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping querier

VLAN #2 OEEHEREZ HENICT 5,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = VJ —EEEIREORE
EEN

ip igmp snooping query-interval interval




262| 2~ RY 77 LU AP v/ FF v A Ml

no ip igmp snooping query-interval

ST A—F—]
interval : <20-18000>

U = Y — (R RIRRCED)
(IR E]
ip igmp snooping query-interval 125
[ASE— K]
AP =Tz —AF—F
(B8]

IGMP 7 = ) — DA EMREZRET .

no FEXTHATT % &, IGMP 7 = U — D& R 2 PR E IR T,
[/—}]

A< RIZVLAN A VX —7 2 —AZDOBRHETE 5,

[BREH]

VLAN#2 O 7 =) —iX 5/ Z 30 ICRET D,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 =V —%FHRE 2 YHEICE T,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /4 v s ® TTL {EMFEREREDER E

&
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

[78T7 A =5 —]
switch : IGMP /%% » @ TTL fERFEREAE
BRIEME i
enable BN D
disable NS %
(AR E
ip igmp snooping check ttl enable
[AJIE— F]
A HE—=Tz—AE—F
B

IGMP /37 b @ TTL fERGERSREZ SR ET 5,

no I CTIAT LI B ITHIMR EICR 5,

B LB AIE, IP~y X —O TTLERARIE( LSRN 72 IGMP 737 v b+ Zili#E9 5,
BN LG aIE, My P ERBEEET. TTLEA 1 ICHIE L CisET 5,
[/—}]

Ao~ RIZVLAN A VX —T 2 — A ZDOHFRETE B,

[ E B

VLAN #2 T IGMP /3% v @ TTL {ERFERERE 2 A0 9 5,
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SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34 v @ TTL {Efairtée 2 #5024 %,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping check ttl disable

8.2.7IGMP R— g v DRE
B

ip igmp snooping version version

no ip igmp snooping version

3T A= —
version o <2-3>
IGMP R— 3
(AR E)
ip igmp snooping version 3
[AS1E— F]
A VB =T z2—AE— R
[FAA]

IGMP D/X— 3 U ERIET 5,
no R THFEITT 5 L. IGMP N— 3 > AW E (VIR T,
[/ —}]
ARKa<wY FIZVLAN A V' F—T7 = — R ZDOHHEETE D,
BRELHIHN—2a VD IGMP X7y F&%ZE LIGE. LFNOEEL 85,
o V2 ERERE

s V372V —mZELSGE. V272 —& LTk

« V3LR— I EZELEGE, IKE
. V3 RERF

s V27 x)—%XZELIELE,. V272 —L L TR

« V2 UR—bFEZELESG, V3 LAR— e LTk
[ EH]
VLAN#2 TIGMP N—V g % 2 ITHRET D,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping version 2

VLAN #2 T IGMP N—3 3 > 2 fIHHMEIC R T,

SWP2#configure terminal
SWP2 (config) #interface vlan?2
SWP2 (config-if) #no ip igmp snooping version

8.2.8 IGMP L " — NIIMSEE DR E
Ev

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression
[T A—=F—]
switch © IGMP L 7R— h#ifilkhE
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BRIEME il
enable EER) ] N B3
disable )] N 3
[WIEARRE]
ip igmp snooping report-suppression enable
[AS1E— F]
AH—T 2 —AF— K
B

IGMP L 7R— MfilHRE A2 3 ET D,

no JE TIAT LGB I3 EIZE D,

BT LIGAIE, 318 L7z Report A v E—X Leave A v E—UNLELEREZ L L2, F/IBEOA v E—T%
~NVF Xy A M —H—R— F~EET D,

BN LA, %15 L7z Report A v E—UX Leave A v — UV EZFR~/ILTF v A ML—H —R— h~HZkd
60

[/ —F]

ARa< RIZVLAN A V¥ —7 2 — R ZDHFEETE b,

[B%E B

VLAN #2 T IGMP L 7R— NlIESEE 2 A 20ic 3 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~kIEERE 2 5012 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping report-suppression disable

8.2.9 VL F ¥ ¥ R hL—F —H— b ~DF — F AR OB E

EEy

ip igmp snooping mrouter-port data-suppression switch
no ip igmp snooping mrouter-port data-suppression

[T A—=F—]
switch DT E R == b O T — S R IR A
REE Bk
enable BINZT D
disable N5
(IR ]
ip igmp snooping mrouter-port data-suppression disable
[AJIE— K]
AU B —T 2 —AE— ]
[RLEA]

VN F XX A ML—F —R— b ~DF — F LI RE 2 R ET 5,

no IR CTHEAT LGB I3 IR EICK b,

B LTEBEE, v FF v A b —F —KR— K TReport A v —V%2ZELTEBEDHEYT —H 2~ /LFF
¥ A b—H —R— h RS 5,

RN LI BAIE. WO R— K TReport A v E—V%ZELTOIUE, 4T —ZiE~ /LT F v A hL—4
—AR— MIbiRE IS,

i1
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[/ =}
A~y RIZVLAN A ¥ 5 =7 == AIZOHRETE 5.
B
VLAN #2 T/ F %4 A b L— g —R— h~DF — G E AT 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T</LF F 4 X hL—H —R— h~DFT — Z IS 2 1 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping mrouter-port data-suppression disable

82.10 /L FF ¥ R ML —F —$ER— MEHROFER

E&

show ip igmp snooping mrouter ifname
[/3T7 A—5F—]
ifname : VLAN A o H—T = — A%

FRTAL A —T = —R

[AJ1E—F]
FEREME EXEC £ — N, FiHE EXEC £— F
[@iA]
I FE SN, ERIEFHICERE LTV TF v X bL—F —Hi AR — MEREERT D,
[EXRE )

VLAN#2 D~V FF ¥ A F—F — iR — FOERE TR T 5,

SWP2#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.11 IGMP 7' /L —F A R — » FIERDOFHTR
BN

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—U—F]

detail D ORRHBIE R

[T A—5—]

A.B.C.D D WATFFXY AR N—TT R R

ifname : VLAN A V' HZ—T = — A4
FRTAL L H—T o —R

[AF1E— K]

FEFrHE EXEC E— R, %M EXEC E— I

[FFA]

IGMP 7 L —F A v — y PR A FoRT 5,

[BREH]

IGMP 7 V—T A L R—2 y T OIEREFRRT D,

SWP2#show ip igmp snooping groups

IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
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Reporter Version
1 239.255.255.250 portl.5
192.168.100.11 V3

IGMP 7L —T A v =y T OFMIE R E KR T D,
SWP2#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.12 f V¥ —7 =—AD IGMP B EIFH % £~

01:06:02

00:03:45

E&y

show ip igmp snooping interface ifname
[/$5 A —5—]
ifname : VLAN A V' F—T = — A4

FRTDHA VA —T 2 —R

ASE— K]
FEREHE EXEC £ — N, FiHE EXEC £— F
[RA]
VLAN A > % —7 = —A D IGMP IR 2 £ RT 5,
[FRE B

VLAN #1 @ IGMP BI#fE R A £ =T D,
SWP2#show ip igmp snooping interface vlanl
IGMP Snooping information for vlanl

IGMP Snooping enabled
Snooping Querier none

IGMP Snooping other querier timeout is 255 seconds

Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled

IGMP Snooping check TTL is enabled

IGMP Snooping Mrouter-port Data suppression enabled

Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

8.2.13IGMP /L —F AL _R—L o 7Dy Y —HIkk

E&
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[F—U—F]

group OHIBRT AT Ry A NI NA—TT RLAZRET D
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interface © HIBRT D VLAN A v ¥ —7 = —AZIEET S

[/ A — & —]

A.B.CD D WAL FXRR A RNTL—TT KL R
AT R Y —

ifname : VLANA > X —T7 = —RA4

YIRd DA 2 —T =2 — R
[ASTE— K]
et EXEC B— N
B
IGMP /' V= A=y TOxE ) —ZHIRT 5,
[BX EH]
VLAN#1 ® IGMP Z v —F A R —2 o POz M) — 5T 5,

SWP2#clear ip igmp snooping interface vlanl

83MLD AX—F

8.3.1 MLD A X — V'V 7 DAL EHRE
B

ipv6 mld snooping switch

no ipvé6 mld snooping

[/%5 A —5—]
switch : MLD A X—Ft > 7 Ok
R EM A
enable MLD A X—Vt > 7 ZHMNT 5
disable MLD A X —Vt 7 %M+ %
[WIHIRRE]
ipv6 mld snooping enable
[AS1E—F]
A E—=Tz2—AFE—FN
[FHA]

A B =T 2—ADMLD AX—E 7 OEEEHET D,
no FECHEAT LG E I3 WHIREICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 = — R ZOHRETE D,
[BREH]

VLAN#2 O MLD A X —t > 7 /T 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — b F 245,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping disable
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8.3.2 MLD X X —t"V JEHEBLIEDRE
E&N

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEARR E]

L

[AFTE— R

AV H—T 2 —AFE— R

BN

A B —T 2 —AD MLD 2 X—t» FEREE BN T 5,

no FERTHEITT D &, MLD AX— > ViR 2 g4 %,

[/ —}]

ARKa<wy RIZVLAN A VX —T 2 —RAZOAHRETE D, £7o, MLD AX—E U IR RGEDOHEETE D,
AKa< R, LAN/SFP+R— MIBEE DB A SRR SN TWD VLAN A V¥ — 7 = — AT L72nZ &,
[ E B

VLAN #2 ® MLD A X — &> V@R a Hihe+ 5,

SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — &> 7 @ ik 2 890129 5,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDETE
[E=X

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
X A—5—]
ifname : LAN/SFP+AR— hDA X —T = — A4

HETDHA L H—T=2—A

[FIHIERE]
7L
[AF1E— K]
Ao H—T —AF—FR
[BLFA]
<V FF ¥ A hb—F =2 STV D LAN/SFPHR— b & HIICRET 5,
no R CTHEATT D L. RELMWMHET D,
[/— 1]
KA NIEIVLAN A U Z—T = —ATDOAHRRETE D, £7o. MLD AX—E U T DRENRYE DHIRE T E D,
X IE L72 LAN/SFP+AR— ML, =V FF v A M—F =R InTnbd 2 e, Lr— =75 MLD LAR— k&
295 &, RE LT- LAN/SFP+R— MMZHR%ET 5,
[BREH
VAT F ¥ A M—F =Dk L LCLAN R— N #8 R ET D,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT X A ML—H —DOEEHG S LAN " — b #8 2445,
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SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if)#no ipv6 mld snooping mrouter interface portl.S8

8.3.4 7 = U — X EHEREDERE
EE

ipv6 mld snooping querier
no ipv6 mld snooping querier

(#1183 E]

L

[ASTE— K]

A H =Tz —AF— R

B

MLD 7 =V — & EHEEZ BT 5,

no FEXTEITT D L. MLD 7 = U — % EHERE 2 iz 5 5

[/ —H]

RKa<w RIZVLAN A VX —T 2 —AIZDIHHRTETED, /2. MLD AX—E U T WRENRIGEDIHERETE D,
ARgRe & T 25561347 ipv6 enable =~ 2 RZWT IO VLAN A V¥ — 7 = —AIZRETHZ L, ipve
enable 2~ RRRESNTWARWES, MLD 7 = U —3IXESNRVOTHEETLHZ &,

[REH]

VLAN #2 O MLD 7 = J —iXEHGEZ B 20T 5

SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping querier

VLAN #2 O MLD 7 =V —i5EHRE & I5h i+ 5,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipvé mld snooping querier

(1

8.3.5MLD 7 =V —E[EHEIRORE
BN

ipv6 mld snooping query-interval interval

no ipv6 mld snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 =) — &5 HFE )
(R E]
ipv6 mld snooping query-interval 125
[AFIE—F]
B =T z—AE—F
[FiHA]

MLD 7 =V —DOEEHREEZ R ET b,
no TEXTHATITH &, MLD 7 =V —DOEEHBEEZ IR EIZRE T,

[/ —H]
ARa<w> RIZVLAN f VX —7 =2 — R ZOHFKETE D, £/, MLD AX—E I RENRGEDREETE B,
[RXEH]

VLAN#2 O 7 = I —% G % 30 RICERET 5,
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SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 —%E M 2 PIHEICRE T,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipvé mld snooping query-interval

8.3.6 MLD "— 3 VDRE

[E=]
ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —F—]
version o <1-2>
MLD "—3 3 >
(AR E]
ipv6 mld snooping version 2
[AFTE— K]
AV HE—T2—RAE— R
[FAA]

MLD O — g U ERET D,
no X THEITTH L, MLD N— 3 U AR EV2)IZFE T,
[/ — 1]
ARKa<wy RIEIVLAN A VX —T 2 —RAZOHRETE D, £7o, MLD AX—E U I RFENRGHEDOHFEETE D,
BRELBIHNN—T a3 D MLD N7y hEZELESGAE, LFOEEL 25,
o VI &ERE
e V272V —%ZELSGE. VI 72— LTk
« V2L R— I EZELLEGE, IKE
o V2 RERF
s VI —%ZELIELE. VI 72U —L L TR
« VI VAR—bFZZELESE, V2 LAR— & LTHak
[ EH]
VLAN#2 TMLD RN— 3 % 1 ISRRIET 5,

SWP2#configure terminal
SWP2 (config) #interface vlan?2
SWP2 (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD — 3 > A MBI R T,

SWP2#configure terminal
SWP2 (config) #interface vlan?
SWP2 (config-if) #no ipv6 mld snooping version

8.3.7 vV FF ¥ R hL—F —EEgHR— MEROER

[ER
show ipv6 mld snooping mrouter iframe
[T A—F—]
ifname : VLAN A V' H—T = — R4
RRTHA VA =T =—R
[AJIE— F]

FERFHE EXEC & — R, %7 EXEC £— F
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[FAA]
I SNnTe, FREFICRE LT VT F v R bPL— 2 =R — MERE£RT D,
[E 2Bl

VLAN#2 O~ VT F v A hb—X —EfiR— S OFEHRERRT 5,

SWP2#show ipv6 mld snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.1l1 (dynamic) fe80::ae44:f2ff:fe30:291 00:01:04

8.3.8 MLD /L —F R L N—3 v FIERD R
[EF=]

show ipv6 mld snooping groups [detail]

show ipv6 mld snooping groups X-X:: X.X [detail]
show ipv6 mld snooping groups ifiname [detail]

[F—TU— K]

detail DR

[/NT A—F—]

XX XX DN TFERY AT N—=TT FLA

ifname © VLANA > Z—T = —RA4
FRTDHDA L H—T 2 —A

[AJ1E— F]

FHFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

MLD 7 )V—TF A =y TEREFRRT D,

[EXE B

MLD Z)v—TF A \— s TOERE R TRT D,
SWP2#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
ff15::1 portl.3 00:00:44 00:01:07

fe80::a00:27ff:fe8b:87e3
MLD 7 /V—TF A =2y TOFMERE T RT D,
SWP2#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp Fwd Flags
fe80::221:70ff:fef9:8a39 00:00:03 00:01:06 Yes R

8.3.9 1 & —7 = —AD MLD BEF#RZ R R

E&

show ipv6 mld snooping interface ifname
[73T7 A —F—]
ifname : VLAN A VX —T =— R4

BRTHA LV F—Tz—RA
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[AF1E— F]

FERFME EXEC £ — N, b EXEC E— K

[FEA]

VLAN A > % —7 = — A MLD B#IEH 2 £ rT 5,
[BREH]

VLAN #1 ® MLD B#EE#%E2 F£ R~ 2,

SWP2#show ipv6 mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDv1l fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0O
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

8.3.10 MLD Z/V—F A _"—T v Dy M) —Hilk

[ER]
clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X
clear ipv6 mld snooping interface ifname

[F—TU—F]

group DOHIBRT AT XY A NI NA—TT RLAEZRET D

interface © HIBRT D VLAN A ¥ —7 = —AZIRET D

[/3T7 A= —]

XX XX DA TFFXY R NI NL—TT KL R
I R —

ifname : VLAN A V' H—7 = — A4
HIBRT A v 2 —T7 = —2A

[AFTE—F]

¥ #He EXEC £— K

[FEEA]

MLD Z)V—=T A o N—=y TOxr b —2HRT 5,

[EXE 5]

VLAN#1 ® MLD Z /L —F A "= FOTy B — %8Rt 5,

SWP2#clear ipv6 mld snooping interface wvlanl
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9.1 ACL

9.1.11Pv4 7 7R Y X N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZFEE L7eHE . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,

op

protocol I tep ZfRE L= %

op

LRI TCP ~Y A D FIN 7 5 V2 EET 5,

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5,
protocol IZ tep ZFRE L7=HE. SRIFIZTCP ~v ¥ O RST 7 7 V #fRET 5,

op

op

protocol (T tep Z457E L2, RIFIZ TCP ~y XD SYN 7 7 7 &2H8ET 5,

protocol IZ tep ZHRE L2 E. RIFICTCP ~v XD URG 7 7 7 %487ET D,

<1-2000>
IPv4 7 7 AU A D ID
<1-65535>

VU AE T, BT IRV ZAMNIZBIT AR M) —OEEZEET 5,
Ul U AFZ B EE LIEGAIE. VA FORBREICZ Y MY —RNBINEnt, Tk x,
BEFORBRETZ MY =210 ZMME LENTFHRT N —0F 5L L THBRESND,
WO = o AF SR LTEBMLEZSES, = ) —0FSIL 101274 5,)

T 7R ARMEI T DEEELRET D

R EME A
deny FHEES"T S
permit B S i ] R )
W4 H7a s a Vi ERET S
REME B
<0-255> IP~y XD 1 haLNis
any T_TO IPv4 /3w b
tcp TCP /X% v
udp UDP /X7 > b

ST AERETIPVE T FLABFREHRET D
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R IEME 24 HH

JA ) RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 BEMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—0 IPvd 7 KL A(AB.CD)AEET D
any TRTOIPVvAT L AZRRET S
src-port 1 <0-65535>
protocol IZ tep, udp ZHEE L7256, R & T2 ME LR — FEE<0-65535>%fET 5. A&
3252 & HAhe
BEFE B
eq X A= FEZX)EIEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info R L T A IPVA T LU AR AR ET D
R EE A

JA )V KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0DIPv4 7 L A(AB.CD)EFEET S
any TRTOIPVET RLRAZRETH
dst-port 1 <0-65535>

protocol {Z tep, udp ZH457E L7256, SRfh & T 55008 — M 5<0-65535>%f8ET 5, A%
THZ L bR

BEHIE B!

eq X R—  EEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIHIRRE]
2L
[AS1E— K]
sa—s\)var7 4 b—3a E— R
[BLAA]

IPvd 772 A ) A NEAKT D,

AR L7778 AU R MCiE, EEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 772 AU A MEBHASELHA1T. A % —7 =—AF— FT access-group 2~ > K& 5,
no AT action LI 215 E L7256 1%, FIUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no X C action LARRZFRE L7 o728/, 778 AV A MO ID BN —ET51Pvd 778 AU X R ZHIRT 5,
[/ —}]

LAN/SFP+AR— M L UGREEA v X —7 = —AZEHA L TN DT 78 AU A ML, no B THIBRT 5 Z LixT& 2
WV, HTIEHE R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFADNIEE TZ A0, ZO XD ICHFAZIRE L2 IPvA 7 78 A U X NI AT ALK
T—2721J access-group 2~ R TA U H—7 = —A|Z#HTX 5,
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[ EH]
BEIETC 192.168.1.024 DE T A bbb, 172.16.1.1 ~O@EZHELRT D IPvA 77 B2 U A b #1 21EkT 5,

SWP2 (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 772 AU Ak #1 ZHIBRT 5.

SWP2 (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFBHAIGEAN
[

access-list ipv4-acl-id description line

no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
AISCAE BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCI T 32 3UF & TR E Al
(IR E]
L
[ASIE— F]
Ja—nN\)aryz 4 L—varE—FR
[BLFA]

B LTHDBIPvE T 78R Y X MIEBSTEENT 5,
o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,
[/—F]

LAN/SFP+R— "B LGRS v X — T 2 — AT 78RV A N2EBEIE-#%Y, Ko<y RTHBISCA BT S
ZLIEEHE, (BREDOTUHAXN EEEXT D)

(B EH]
PE(ETT 192.168.1.024 DT A2 Fdvd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A bk #1 Z1ERR L, #RBIC
[Test] ZBN9 5,

SWP2 (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWP2 (config) #access-1list 1 description Test

913IPv4 77 &R Y X N DEH
B

access-group ipv4-acl-id direction

no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
WHTAIPvA T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7 =L L CHEASED
out EEZL—AIXLTCHEAIES
[FIHIRR 2]

L
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[AF1E— K]
AHF—Tx2—AE—NK
[FHA)
LAN/SFP+R— h B L OGBS VA —T =2 —AZIPVA T 7B AU A &A1 5,

ZREAEETL—LBT 7 AU A MDORMEL B LESHE, T/ EAV R MOT 7 v a v BEYS 7 L— LT/ 5
7 7 3 a 2 (permit, deny) & 72 B,

no B THEAITLZGE. @A LT 72 AU A N%& LAN/SFP+R— B X UGBS ¥ — 7 =— AN LHIRT 5,
[/—}]

TI7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(n) L EE 7 L—L>Ou)DZENENIZ 1 DT Lok
FRTE R0,

EET7 V=BT 57 7 AU A ML LAN/SFP+R— ~MIxt L C oA A ATEE,

HFIEEIZLL T 0@,

N— hESHPH(range X Y)ZFEE LTZIPv4 727 AU A ME, 257 L — L (out)lZili il TE 720y,

ZET L= T DT 7 AU A RPRERE S LAN/SFP+R— MMIfHEA v ¥ — 7 = — A ZHTB TE 220,

ZETL—AMIKT BT A R MIFHRFA X —T = — AIZHTE LT3 LAN/SFP+R— MMoxt L CiEH T
BN, TP L AZ—= T v ar7 07 FIZHBEA v X —7 = —ZIZATE L T\ 5 LAN/SFP+iR— MIZE7 L —
LT DT 7 BAY A MRENDDHE. EBR— FORENHIA 4 —T7 =2—R A ENS,

B&l|

LANR— M #]l OZET7 L —AIZH LT, 778 AV R M#1 2@+ 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #faccess-group 1 in

91.41IPv6 7 7R YU R DA
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[NTA—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 AU X +®DID
seq_num 1 <1-65535>
V=l ARG, RMBET 7B AV A MAICBIT L MY —DNEERRET D,
= U AFFEE LG EIE. VA MORERRIZZ M) —RBINEhD, 2D E,
WA OREZRT U —I2 10 ZIHE L7ZENHHE S R —0FK 5L L THEBRE SN D,
(RN —r o AF SR L TEBIMLESRS, = R —0&SIT 101272 5,)
action L TR ARMICKT 2EMERTRET D
R EE A
deny FEEESR T D
permit e S ot A K )
sre-info DML T AEETLIPVE T RLUAFRARET S
REME B
R BT xRy b A7 RMbi)f & D IPve 7 R
XXXXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZXGET 5
[FIEIRRE]

mL
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[AJTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]

IPv6 77 AU A NEERKT 5,

AR L7 782U 2 MCiE, BEMAX256 D&M ERETDHZENTE 5,

AR LT 78 A) A Ml SEL580F,. A X —7 = —RXF— KT access-group 2~ > REHf4 5,

no FEI T action LI Z T L1-HE1E. REETHR—&THIPv6e 77 B8R U 2 N ZHIRT 5,

no FE T action LI E Lo 72581, 778 AV A MDD ID N—ETBHIPv6e 77t AU A N &HIERT 5,
[/ —}]

LAN/SFP+R— h B L OGRS v X — 7 =2 — R ZHEALTWAET 7B AU 2 NI, no B THIRT 2 Z LixTa
W, HTEHZ R L T DHIBRT S Z &,

[ EH]

3fe:506::/32 N EH DNy M EEST D IPv6 77 B AU A K #3002 Z1EKT %,

SWP2 (config) #faccess-1list 3002 deny 3ffe:506::/32
IPv6 772 A U A b #3002 ZHIBRT 5,

SWP2 (config) #no access-1list 3002

9.1.5I1Pv6 77 R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[/$F A—%—]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 2AU 2 R ID
line o GBI AR, ASCII C 32 307 & TR E Al e
[FIHIRRE]
L
[AFIE—F]
ra—r)var 747 —va T — R
B

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,
o B TEIT LIS, IPv6 7 7B XU X NOFHACEHIRT 5,

[/—F]
LAN/SFP+R— F B L OGBS LV X —T7 2 — AT 7 AV XA F2EASEEHL, Ao~ FTRBAXZIBENTS
ZEEARE, (A DBAX T LEEET D)

[ EH]
3ffe:506::/32 VB Dy NEFESAT S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWP2 (config) #access—-1ist 3002 deny 3ffe:506::/32
SWP2 (config) #access-1ist 3002 description Test

91.6IPv6 7 7R YU X FDiEH
N

access-group ipv6-acl-id direction

no access-group ipvo-acl-id direction
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[73T7 A —=F—]
ipv6-acl-id : <3001-4000>
WHTHIPv6e 727 AU 2 LD ID
direction EA T L— a0 mEEET S
RIEME Bl
in ZETZ LA LTHEHASED
out BEZL—AZXLCHEASES
[WIERRE]
7L
[AS1E—F]
A H =T z—AFE—FR
[BLFA]

LAN/SFP+R— B L UGHEEA > X —T7 = —R|ZIPv6 77 B AU A hE#HAT 5,

ZERERT7 V=BT 7 A R FORMEE B LIEHA, T/ EAVAMDT 7 v a VS 7 L= LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no JECTEITLEGA. WA L/ET 78 AU A R % LAN/SFP+R— B X OGREEA v ¥ — 7 = — 2L HIRT 5,
[/—}]

TIEAVARNE, W=D X —T72—A2, ZIET L—2AL(in) L EE T L—L>ut)DZENLIUT 1 DT D LK
gETERR,

FEET V=2 T DT 7 AU A NI LAN/SFPHR— MIX L COREHATEETH 5.

HFFEIXLL T 0@,

ZET L= T DT 72 AU A RRERE SN2 LAN/SFP+R— MMIGRHEA v ¥ —7 = — A ZHTB TE 220,

ZETL—AMIKT BT I EAY R MIEHREA X —T = — AIZHTE LT3 LAN/SFP+R— MMoxt L CiEH X
BN, L AZ—= T w7 ar7 47 FIZHBEA v X —7 = —ZIZATE L T\ 5 LAN/SFP+iR— MIZE7 L —
DT BT IV BAV XA NREDDHDHE. ABZR— FORENTHEA VA —T7 =2— A @A SN 5,

(% EH]
LAN A R— R #1 OZ{ET7 L—LIZX LT, IPv6 727 AU X #3002 2 HT 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #access-group 3002 in

9.1.7TMAC 77t R Y 2 FDAERK
E&N|

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

35 A—%—]
mac-acl-id : <2001-3000>

MACT7 7 &AUARDID
seq_num 1 <1-65535>

V=l U AEE, BT VBRIV A MNIZBIT L = N =D EERET D,
=T U AFFEEM LIZGEIT. VA NOFRZRBICZ N —NBNEhD, Z0LE,
BFOREZEREZ R =210 2B L@/ M) —0F 5L L TCHERESND,
WO = o AR SR L TEBMLEES, = ) —0FIL 101274 5,)

action T RASGMCRT A EMEERET D
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REME A
deny A RS 5
permit N T B )
sre-info D RMEETAHEEILMAC T RUAIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
B —— %; > MAC 7" K L % (HHHH. HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T HEE MAC T LA RERET D
REME B
DAL K= FE Yk
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHA HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL A& ET5H
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4 —vgrET—FR
[

MAC 77 &RV A N&EAKT 5,

R LT 78 AU A MCE, BEMAX256 D&M E2RET D LN TE 5,

B LT 7RV R MEHEASEL581F, 4% —7 = —AF— KT access-group 2~ REFEITT 5,

no JE. T action LI 2 8 E L7280, SMETH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2~ 2881, 778 AV A MO ID BN—FHT 25 MAC 727 AU X hEHIRT S,
[/—}]

LAN/SFP+R— B L UGBS v X4 — 7 =2 — R CHEA L TWET7 78 A ) A M, no B THIBRT 2 Z Lix Tk
W, ST EMER L CODHIRT S Z &,

"W", "H"X 0-9,a-f,A-F 5705 1 XFLER 5D,

[ EH]

MAC 7 F L & 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 AU & | #2001 1B 1 5,

SWP2 (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 & A YU A | #2001 ZHIpr3 5,

SWP2 (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X I O#BAIGEN
[EX]

access-list mac-acl-id description line

no access-list mac-acl-id description
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[73F A —&—]
mac-acl-id : <2001-3000>
A SCE BN 5 MAC 772 A U A h® ID
line ©BINT AR SC, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AS1E— F]
Jsa—nnarz 4 S —varE—RK
B

ER L ThHD MAC T 7 AU A MNMIBASCEBINT 5,
o IR TEIT LS. MAC T 782U 2 FO#EACAEEIRT 5,
[/ —F]

LAN/SFPAR— FB LGRS v X —T7 2 — AT 78RV A N2EHIEE-#%L, Ko<y RTHBSCEZBINT S
ZLIEETHE, (BRAEDOTUHAIN EEEXT D)

(B EH]
MAC 7 R L A& 00-A0-DE-12-34-56 75D 7 L— A &HEHET 5 MAC 727 AU A K #2001 Z{ERk L. #HAASC [Test)
ZBINd 5,

SWP2 (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWP2 (config) #access-1ist 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[73F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R A D ID
direction D WA LA MERET D
R EM B
in ZEZLV—AHLTESES
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP+R— F B L OIS L ¥ —7 =2 — A L TMACT 7B AU 2 M E2EAT 5,

SAET V=BT VB RAY A MDORMEL —BLTSHE, 77 8AV R MDT 7 a VRN T L—AIHT 2T
¥ a M (permit, deny) & 72 5,

no B THEITLZGE. LT 72 AU X M%& LAN/SFP+R— B X UGBS ¥ — 7 = —ANLHIRT 5,
[/—}]

Fl—DA v F—T 2= A EEDOT 72 A A NEBET DI LIXTERN,

O FEEIILL T O Y,

ZIET V= DRI DT 78 AU A FDERE ST LAN/SFPHR— MEGRELA v ¥ — 7 = — A CHTB TE 720,
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ZETL—AIHTBET7ERAY X MNIHRBA v Z—T7 =2 — R |ZHEB LTV A LAN/SFP+R— MMIxf L CiEf T
RO, TR L A= T T arT 7 Bl v ¥ —7 = — AR L TV % LAN/SFP+R— MMIZfE7 L —
LT DT 7 BAY R NBRENRHDGE. ELZR— NORENREA VX —7 = —RTHEHAINS,

[RXEH]
LAN A R— M #l OZET7 L —AIZX LT, 77 RAY Xk #001 2@EHT 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #access-group 2001 in

9,110 £ LT 7R Y XA FNDOFER

(&)
show access-list [ac! id]
[NTA—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78AUYAXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT Z7E®RAY A NEFRRTH,

acl id Z#EME L7GA1E, 2 TCOT 78 AV A NEERT D,

A B —T 2—RZHEA I, o, S H o7 L —2% 1 O FSEFFITEELEEES, FOT7L—AD
FeatE(match) b FoR4 5,

[/ —h]

T 7 4 v 7 5B(QS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]

—EERTT D,

SWP2>show access-list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 D7 VT
Ex

clear access-list counters [ac! id]
[T A—=HF—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T77E8AUABMDOID

[ASTE— K]

Kt EXEC £—

[

show access-list @~ > N CHER I D HEitHE (match)z 7 U 79 %,
B!

WMEttE s VT4 5,

SWP2>clear access-1list counters
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9INR AV EZ—Tz—RFWHLET 7 ERX) X FDOFRR
[EX]

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[BA]
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZFRKRT D,
[EE B
—BmERTT D,

SWP2>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB LR VLAN 7 7 T A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE (256 LFLN)

TR AT v T

[FIEIER E]
L
[AFTE— K]
Ja—)ary7 4 Jb—yg rF—FR
[FHA]
access-map-name CIEE LI2A4BID VLAN 77 B A< v T HAER LT2DOB  VLAN 77 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LS. HBE L VLAN 7 7 B2~ v FEHIRT 5,
[/—F]
VLAN 7 7 B A~y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit a2~ R L, Hikg
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7 E— R~BITT 5,

SWP2 (config) #vlan access-map VAMOO1
SWP2 (config-vlan-access-map) #

E

e

9114 VLAN 7 7 A= v L IZXTHTI7EAV R D
(&R

match access-list /ist-id

no match access-list /ist-id

[/XF A—&F—]
list-id ;. <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY A "NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
B
KR VLAN 77 v A~y FIZ@AT 57 7 8AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 E VLAN 7 7 B A~ v T BHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v ZIZR L TREMRER T 78 AU X MM, 1 DD &,
show vlan access-map =~ > R CiRE L MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 77 B A~ v 7Z2{ERL L T, 192.168.0.1 2HD 8w haHESETLHT 78R A M
%’J}\’:‘E“j‘ 50

SWP2 (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWP2 (config) #vlan access-map VAMOOL
SWP2 (config-vlan-access-map) #match access-1list 2

9115VLAN 7 7B A~ T 4 LV Z —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I L OCEMA T H(256 SLTFLIN)
vlan access-map 2 ¥ R THEINTWDLT 7 EAY v T4

vian-id o <1-4094>
vlan =¥ > RC enable JREEIZERE 41TV 5 VLAN ID

direction WA LA LMERET S, A LEBARZET LA LTHEHASRD

BREME Bk

in ZEZ7LV—AIR L THEASED
out EEZL—HIHHLTEASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\varz4 7 b—va e — R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — AT 5,

no FERTEITLZEAIE. F8E L7 VLANIZKT 25 VLAN 7 7 v A< v 77 4 )V Z —ZHIERT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 LILTERLY,

VLAN 7 7 A~ > L, FA—DA 2 —7x—R|2, ZE7 L—2A(In) L EET7 L—L(ou)lIZENER 1 DT D
HTx 5,

72720, UFOT7 78 AV A RERE LT VLAN 77t A~ v 7 id, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o A— FEEHFFHrange X V) HE L7 IPv4 7 7 A Y X |k

[ EH]

VAMOO01 & W5 £47ii0D VLAN 7 7 B A~ » 7 a2 B LT, 192.168.0.1 226037 v NEERT 5T 78RV A M
BELT=OH, VLAN #1000 D55 7 L— 2%t LT VAMO001 Z i3 %,

SWP2 (config) #vlan database
SWP2 (config-vlan) #vlan 1000
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SWP2
SWP2
SWP2
SWP2
SWP2
SWP2

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B A~ v DK/

EEN
show vlan access-map
[AJTE— F]
FHHrHE EXEC E— R, %M EXEC E— I
[FAA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToHEANERIND,

« VLAN 77t 2~ v 7 DOXHi

o VLANT7 7 A<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7 v A~ v 7 OIERE L RT D,

SWP2>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B R~ v 7 4 VF —DER

[EX]
show vlan filter
[ASTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7t A~ v 77 4 VA —DOERFREFR T D,
IFTOBEBANFREND,
e VLAN 77 & 2~ v 7 D4
« VLAN 77 A~ v M@ 4 Tv5 VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L— ADFh)(in/out)
[EXEH]
VLAN 77 2 A< v 77 4 VW E—DIEREFRT 5,

SWP2>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAY « HEXhHIE

&

qos action
qos_disable

[XT A—F—]
action : Qos DEME
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REME il
enable Qos ZHMNZT 5
disable Qos Zshzd 5
(IR E]
no qos
[AFTE—F]
srua—)arr 4 L—vg E— R
[FFA]

QoS Z AT 5,

no TR TIAT L72HA. QoS LT 5, Z D& &, BET 5 QoS XE b [FIRFIZHIFRT 5,
[/—}I

7 u—flEOY AT NFEBANLEE. Qos wAMIZTH I LIFTERN,

QoS BHIE v > FiE, QoS A HAMMI L TENRVEETTERNVLDONEZH D D,
[BXRE )

QoS ZHNZT B

SWP2 (config) #gos enable

QoS Z N %,

SWP2 (config) #gos disable

922 F 74Uk CoS DRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[ASTE— K]

A H =Tz —AF— R

B

LAN/SFP+R— "B L OGBS v X — T =2 —ADFT 7 4+ /L~ CoS R TET 5D,

no I THAT L7=HE . FIHME(CoS=0) %X ET %,

FIT4NLFCoSIT. A EF—Txz—ADKRTARE—RFBCoSICHESNTWARETEZ 7L 7L —L%%EL
BRI SN D, (7 L—2AI2 CoS R E SN TN T2)

[/ —H]

Ko< REETTDI20E. QoS #Ac L THL T L,

EITTBA L H—T 2 —AD T A FE— KN CoS TIERWEE, Ka<wy RIZFETT—L 15,
F 7 L bk CoS 2372 D LAN/SFP+R— MIfHFIA v X —T7 =2 —R L LTHRD Z LI TE R0,

FATT oA =T == ANGwEA F—7 = —AIZHTE L TV 5 LAN/SFP+AR— F DG & Ka~» FIIETE T
— L&D, ttb x&—b7/7:/747i@ GELA X — 7 = — A TR L TV % LAN/SFP+7R— h OF%E
I, AEHZER— NOBRENREA VX —7 = —RIZHH S5,

[ EH]

T 74 b CoSfEA 2 IZRET Do

SWP2 (config-if) #gos cos 2
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7 7 v | CoS % WIHWIMEIZ T,
SWP2 (config-if) #no gos cos
923 FT7 A hE— RORE
[EF=R]

qos trust mode

no qos trust

[/$5 A—%—]
mode : RTZABRE—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp EfFF = —% DSCPHICESWTIRET S
port-priority ZAz R CRRE SNV E AT 5
[WIHIRRE]
qos trust cos
[AJ1E— K]
A HF—T 2—AF—FR
[@iA]

LAN/SFP+R— "B LOGHHA v X —T 2 —AD T A N E— REZRTT 5,
no JTEITIFAT L2 5E . FIHME(CoS R 7 A M E— MERIET D,

FT A ME— RS cos DAL, ZET7 L— LD CoS {1l A5 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?fm:\";~®ﬂ%ﬂi%?ﬁﬁ port-priority D ZIEA LV H—T 2 —AIZREESN
TBREITEESNT, FEF 2 —DIREZIT I,

CoS fEX° DSCP fE, ZAEAR— MK 2 XEF 22—, LTFTOa~y FTEET LI LNTE D,

FFRALE—F EEX 2 —RECHEATORERE | EavsF

CoS CoS-E{EF = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7 — 7/ | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDMEDOHF T, EEXFa—ZRETHELETHXA IV TIX4FHED D,

EE ¥ 2 —H 0 YT

I I Awy I KDEGEX = —FE

JIAS N E DTV~ —% U TIRE

JIAR I E D) ~—F U TIRIE

2,3,41% F 7 A FE— R"CoS"E 72IX"DSCP"DHEDHIGEFRRETH D . WTNDOLAEBAHGD F 7 A ME— FiTxt
6T 5 [EEXF2—IDEWT—T V] 2ZRTHZ LK, EEFa—2NEV Y TOHND,

[/ —1}]

Ka<o REFITTDHITIE, QoS #Ahc LT Z &,

LAN/SFP+R— F B L OGBS v X —T7 2 — AR —< v IREHAEN TV EHEAE. P A FE—ROEFEILT
ERANAN

T A bE— RN/ D LAN/SFP+R— MIGHEEA o ¥ —T7 =2 — AL LTHNAD Z LITTE 220,

FEEA v H — T = — AR LT D LAN/SFP+AR— MI R 7 A ME— ROEH I TX 72\, ZHE L AX— T v
Tar T 4 7 EOEA v H —T = — A ZFTE L T D LAN/SFPHAR — h O EIL, e R AR — b ORENiwE A
H—T7 x—RIZHWAEN S,

QoS HEAETIE, P T A PE— RICE > TEITHIRA D D b O, RFHRORIRD LONRD D,
BBl
LAN/SFP+A— B LG A v X —T =2 —AD N7 A ME— K% DSCP IZRTET 5,

Eal ol
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SWP2 (config-if) #gos trust dscp
LAN/SFP+R— F B L UGBS v 4 —T 2 —AD F T A ME— RET 7 4 /L M(CoSWIERET D,
SWP2 (config-if) #no gos trust

9.2.4 QoS HRED R ERE DR
E&
show qos
[AJ1E— ]
FIEHFHE EXEC &— R, FfHE EXEC E— K
[RFA]
QoS HHE DA %h(Enable)., fE#N(Disable)ikfEEZ FKRT 5,
[ EH]
VAT LD QoS DEREREE K RT D,

SWP2#show gos
Enable

925 A F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP+AR— b B L OGBS > ¥ —7 = — 24, BRI R — P 2dR e 45,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, kg EXEC ©— R

[FLBA]
FRELIZA v F—T7 2 —AD QoS RIEFMELRT H, RTNETILUTOLEY,

HH A

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T == R EHEHDORY > —~ v T LT
7 A=y TIEHRAE )

Port Default CoS Priority 7 7 4V & CoS fE(E 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping N7 T7 47— T (R— NHEA)

Egress Traffic Queue Shaping T T 4wy — T (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-EfF ¥ = — ID 57 — 7 /L (1% 2)

DSCP (Queue) DSCP-1%15 % = — ID B#a7 — 7 /L (7E 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND 7 L—LADEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRVIGEIEFRRINR, 7T A~y TIEHROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— KRR — MERE"OLEDOAERIND,
H4) b7 A FE— KR'DSCP"OFEDIRERIND,
[/—}]

AKa<wr REFATT 511, QoS ZHMT L T Z &,
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[BREH]
LAN R— b #1 ® QoS REZ FR~T D, (M7 A FE— R CoS)
SWP2#show gos interface portl.1l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queuel3 : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN 7R — |k #1 ® QoS i Ex #~T D, (M7 A ~E— K DSCP)
SWP2#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue) :

ard D W NP
OO ON B Oy O
~No U Wk ON
N N SN SN SN SN S~ N
ard D W NP
<Ok WwWo JokRr
~No U Wk ON
N N SN S SN SN S~ N
g o W
O O N D Oy ODN
~No U Wk ON
N N SN S SN SN S~ N
g o W
O WO Jwukr Ww
~No U Wk ON
N N SN S SN SN S~ N
O U WNDN
O NP> OYOOODN D
~No U Wk ON
N N SN S SN SN S~ N
o U WNN
R WO JOkRrE wu
~No U Wk ON
N N SN S SN SN S~ N
o U WWwWwN
NP> OYOO ODN DO
~No U Wk ON
N N SN S SN SN S~ N
oUW WwN
WOl JoOoRH Wwou Jd

~No U Wk ON

Special Queue Assignment:
Sent From CPU: Queue’

9.2.6 EEF = —([FHHRBOHRR

E&

show qos queue-counters [ifname]
[/3F A —F—]
ifname : LAN/SFP+AR— M, HWEIFIIER— P adR L+ 2,
FRT DAV H—T 2 —A
[AFTE—F]
FHFrHE EXEC £ — N, %54 EXEC £— N

B
F8E L7z LAN/SFP+AR— h DEEF 2 —BOFHEL L RT D, F2—OFHRIILLTCTHET S,
(F =2 —DIEHF) = (F2—IZENSH TSNy 778/ (F2—DREALR)
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[/—}]
Ao~ KX QoS DIRIE(H LM b LA TE 5,
[BREH]
LAN R— F #1 OF = —fFHEE2FRT D,

SWP2#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhd R O
OO WO oo

P O o O O OO
o o o° A A o o oP

W
el

9.2.7 CoS-EEX a2 — ID BT — TN D
B

qos cos-queue cos-value queue-id

no qos cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHILD CoS
queue-id . <07>
CoS EIZ G % EE ¥ = — ID
(IR E )
[/ — M=
[AJ1E— ]
Ju—nrarz 4 L—varE—R
[FL8A]

EEX2—ZRETDHOICHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THEAT L7125, $85E L7 CoS D E(E ¥ = — ID 2 IR EIZR T,

CoS-HEfEFa— ID AT — 7 iE, N7 A ME— RPN CoS IZRESNTWOIHEAIHEH NS,
[/ —}]

ARKa<wr FEFEITTHITE, QS E#AMLTHLL I &,

CoS-iEfEHF = — ID BT — 7 LV OYIHREIL TRDO LBV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoS fE"0"IZxf L TkfEF 2 —#4 ZHIV TS,
SWP2 (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWP2 (config) #no gos cos-queue 0

9.2.8 DSCP-EEX = — ID BT — T L DOHRE

[EX]

qos dscp-queue dscp-value queue-id
no qos dscp-queue dscp-value

[73T A =4 —]
dscp-value 1 <0-63>
ZE it DSCP i
queue-id 1 <0-7>
DSCP EIZHIET D E(EF = — ID
[FIEARRE]
[/ — MR
[AJTE— K]
rsa—)ary 7 40—y g F— R
[FRA]

EEX 2 —Z2RET DO AT 5 DSCP-5{5F = — ID AT — 7 IV OEERET D,

no IR CIFAT L7245A . B5E L72 DSCP EDOE(E X = — ID ZHIHEEEICH T,

DSCP-ZE¥ 2 — ID AT — 7L, FF A FE— FRDSCP IZHE SN TWARSITHET SN,
[/—H]

AKa<r REFITT 5T, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREIZTTEDO LBV,

DSCP f& EEX=—

0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N | N ]| B~ W

56-63

[BREB]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWP2 (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZHE T,
SWP2 (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED

E&

qos port-priority-queue queue-id
no qos port-priority-queue

ST A—F—]

queue-id : o <0-7>
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[FIHIERE]

qos port-priority-queue 2

[ASE— )

AH—T 2 —RAEF— K

[

LAN/SFP+R— F B L UGHERA v X —T = — R, ZEA VF— T = — AT T DBECEEF = — ID)EZRET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 2 — ID Z2UHIEQICRET,

A— MEEEIX, T A ME— RR"R— MEE"CRESN TV AL ADOREF 2 —DOWREICHEH SN S,

[/—}]

AKa~v s REFATT 51T, QoS #AMZLTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

A— MEEEN R D LAN/SFP+AR— MIGREEA V¥ —T7 =2 — A L LTHRNRD Z EIETE R0,

FATT oA 8 =T 2 — ANGEA v H—7 = —AITPUE L T D LAN/SFPHR— h D& Ko~ v RIZET T
— LB, L, AX— T v T arg 47 EowmiiA v X —7 = —RIZFTE LTV %S LAN/SFP+AR— kO E
I, BB AR — FOREDTHIEA X — T = —RAZHEA SN,

[ EH]

LAN R— h #1 OFR— MEEEL LT, EEF=2—ID#M 2H0 4 T5,

SWP2#interface portl.l
SWP2 (config-if) #gos port-priority-queue 4

9210 AA v FARENOLEEIND 7 L—LDOEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sra—m\)var7 47—y aryE—FR

[BFA]

AL FAMK(CPU) D 545 LAN/SFP+AR— b ~EE S5 7 L— LD DREF 2 — 2R ET D,

no JEACEAT LG E . FIHHE Z-RET 2.

[/—H]

Ka<xy FEFTT 51203, QoS #A#C L TH 2L,

CPUMNDLKEESNL T L—LDEREZ FT 5L, KVEEEDOSNF 2 —n0bDORENMELRINL D, mAakt
DIRAET L2MS o — 7t e EOBRENEINE L 22 < R TR B D, Z D728, ARREMITFIRERIR Y K& 72
E(EERE) L T2 2 & 2#E+ 5,

Bl

CPUMNBHIXEEND 7 L — L DMEREF 2 — & #5 ITRET D,

SWP2 (config) #gos queue sent-from-cpu 5
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9211 7 T A~ (8T 7 4 v 7 DHFRAEM) DR
[EX]

class-map name

no class-map name

[/XF A—&—]

name T ATy T4 (20 UL KT/ EXBIT D)
[AJTE— ]

Ja—N")aryz4JL—g T — R

B

I TRy T eAERRT D,

ARy R, ZMET V=& T T4 v I 7 TR THODOFRNEEZERT HHDOTHY, match 2~
RCER LIS E 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T Ay T DT 73 a  E RO LD IZ
25,
« 7271 AU A NMACL)Z&E L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT /v arBNI TR~y T DT Ivarbind,
« T8 AVUANMACL)LUAEIRTE LI-5HE
FF Al (permit) & 72 5,
Eth. TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA X, FE LT T A~y T HHIRT 5,
[/—}]
Kavy REFITTHITE, QS AL THL Z &,
BELIL Y 7 A~y IRERE OGS, BllEIOREICK L TEENMTRbID, 72120, R ¥ —~ v 778 LAN/
SFP+AR— B L UGBS » Z — 7 = — R THEHE DG E, R —~ v FICEEF TN TWE Y T A~ v 7T
e - HIBRT 5 Z LT TE 220,
[3% 2 5]
7 Z A< T class" VR T 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
37 X — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiA]

RV =~y T T A~y 7 &BEMT D,

77 A=y TOEMFICKNT DL, K=o T « 7T 2= RIIBIT D, R v—vv T+ 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV LT

s KU

e Uw—F 7

no W TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMIT ZiERT 5,
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RV —< v 7O SN 7= LAN/SFP+R— F B L OGS v X — 7 = — AT BE#MT 2 L7127 7 A~ vy T D5k
B TZET V=L B N T T 4w I 7 TR T D, 7 TAS YT DT 7 a s permit DFE, %4 b7
T4 w77 T AR L TCa—F—DFE LT QoS MLEE R Thiv s,
—ODORY —~< v FICEEMITOEND VT Ay TIE, 8 DFTLT 5,
[/—F]
RKa<wy REFEITTHITE. QoS #HAMILTHL Z &,
deny 773 arD 774y 7772 LT, QoS DOREL L THERNZR,

[BEH]

LANFR— h #1 OZ[E7 L— LI L CUTOBREEZ T 5.

¢ 10100 DRy NT—=27nBD T 7 4 v 7 ZFFA]

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X% . Red:fif3E

[NF T4 v 0T ADER

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #fexit

[RY 2 —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.13 F 7 7 4 v 7 3RS DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 EAY A KID
<2001 - 3000>
MAC 77 & AU A k ID
<3001 - 4000>
IPv6 77 &A1Y A~ ID
[AJ1E— K]
7 IAYy TE—F
B

NTT 4w 7T ADGERMCT 7 A A TS,

ZIET V=BT 7B A A MO —HLTGE, 77 RAVANDTY 72 a N NT T4y I 7 TFADT Y
T 3 (permit, deny) & 72 5,

no B TEIT LIS, 7278 AU R ML D5 EEHIRT 5,
[/—}]

Ka<wy REFATT HITIE, QoS ZAZC L THL Z &,

FI72 74 73T T 7 EAY XA MIRETE DRMIIRKRIOMFETLERD,
Bl

7T A< v T class|"DFESRMICT 78 A ) A N #1l RET D,
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SWP2 (config) #class-map classl
SWP2 (config-cmap) #match access-list 1

9.2.14 F T 7 4 v 7 3 FEHEDFE(CoS)

[EX]
match cos cos-list
no match cos

[73F A —4F—]
cos-list o <0-7>
YRR L LTHET S CoS i, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
(LA

T T 4T 7T ADSEELMIT VLAN Z 7~ Z D CoS &M+ 5,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )% T, REZHVIRTZLENTE D,

[/—}]

ARa<r REFEITTHITE, QoS A LT Z &,

[ 2B

7 72'7 /7"013881"@ iﬁ ﬁ: COS1 "1"&"2"% ﬁw&éo

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match cos 1 2

92.15 b7 7 4 v 7 5FESM DR E(TOS EHLE)

[ER
match ip-precedence fos-list
no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
DESMEE LTERT 5 1P~ ¥ O TOS 52 (precedence) 7  — /b Nl HoK 8 fll & T
ﬁf% %

[ASE— F]

7 IASy TE— R

[RLFA]

T 7 4 w7 7T ADGFESRMITIP ~ v X D TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L723GE . TOS AT K 2 & Ea HIbRT 5,

e O FIREQ ) E T, REEFMOIRTZ LN TX D,

[/ —}]

Kavr REFETT5I21E, QoS AL TR 2 L,

B!

7 F A~ 7 class1"DIYHALATIC TOS B E 3" L4 2 ET 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match ip-precedence 3 4

9.2.16 ~7 7 4 v 7 5HFRSMHE D E(DSCP)

[ER
match ip-dscp dscp-list
no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SV L LTEMT 5 IP ~ v % @ DSCP(DiffServ Code Point) 7 -t — /L N, &K 8 {HE T
BT 5,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 47 7T ADGFESRMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZFEH T %,
no X CTIFAT L7254, DSCP IC K D 5M3E & HIBRT 5,

BEED FIRGE)E T, REZXMYIRT Z LN TE D,

[/— 1]

AKa<vr RuEFATT 5121, QoS ZHMT L T Z L&,

[BEH

7 A~ v 7 class1"DAYFAZAEIC DSCP 48" L "56" &2 % ET 5.

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match ip-dscp 48 56

9.2.17 + T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type

match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN # Z & 2 HRET S

untagged D M VLAN Z 77 LA ET D

[/XT A —=HF—]

type D A=Y Ry T L —LDE A TERET S,

X EE B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IAXy TE— R

[

NT T 4T TADESIEA —F Ry T L — LD F A FEE VLAN % 7 DFELFETT 5,

no WX TIFEITLIEHE, A — PRy N7 L —20D% A 7L VLAN ¥ 7 OFBIZ X 5 &M E a2 HIbRT 5.
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 2,

[/ —1}]

Ka<xr RuEFATT HI21F QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZEH LG A E 72 D(T 7 B AR— TR T EZ 7 L— 2% bW =),
[B% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —HF Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match ethertype 0x0800
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9.2.18 87 7 4 v 7 HFRSKHE DR E(VLAN ID)

[EFX

match vlan id
no match vlan

[R5 A—&—]
id o <1-4094>

SRS E L CEM T %5 VLAN ID
[AF1E— F]
JITATy SE— R
[

7T 4w 7T ADGFERMT VLANID 27 %,

no IR TFEAT L728A. VLANID I X B 4M30E & HIFRT 5,
BEHD LIRGOE)E T, REAMY KT Z &N TE D,
[/—H]

AKa<wr REFATT HIT1E, QoS AL T Z &,

[ EH]

7T A~ 7 class]" D AR VLAN #20 X ET 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match vlan 20

9.2.19 87 7 4 v 7 5HFREHDOREVLANID L PHE)

[ER
match vlan-range id-start to id-end
[NT A —=HF—]
id-start o <1-4094>
SrHESRE & LTS VLAN ID OBRAR1E,
id-end ;<1 -4094>
SRS & LTI % VLAN ID Of& T,
[AJTE— K]
7 IAYyTE— R
(@A)

T T4 T ADLGESEMIZ VLANID 2 %,
SESMEZEIBRT 5541, nomatch vlan =~ > R&EHT 5,
matchvlan 2~ ROBRELHHTHZ EnTE D,

PAR/N G HET £ TOFEEHIPH I3 H K T 30,

BEREL D EBR(30 i) FE T, match vlan =< > KX°> match vlan-range =~ > RORELMV KT Z LN TE 3,

[/ — 1]
RKa<wy REFITTHITE, QS ZAMILTHLL Z &,
B!

75 2= Fclass1"DFESAMEIZ . VLAN #20 7> H#30 £ TEHE

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR

T2,

[EX

show class-map [name]
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[NT A —=F—]
name DT ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FEFFHE EXEC £ — I, %5 EXEC £—
(A
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 ARy THBOFTFNEITZLUTOLEY,
vI7varv IEH 2157
57 FA55 1 (match) Match Access-List 772 AY 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &%
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEDONR DL ITRRIND,

o HEEME. $HET D a2 Rmatch) 332 E S TORWIEAIEE RS2,

[/ —}]

AKa~<r REFITTHITE, QoS =AML T Z &,

[ E B

7T A= T elass1"DIF R E £RT D,
SWP2#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZfET7 L—AIZHTHRY r—~< v T DAERR
[EF=]

policy-map name

no policy-map name

[78T7 A —=HF—]

name DR =y T B2 LFUT. KXF/NF % KR %)

[ASTE— R

Ja—\)ary7 4L —yg T — R

[FRHA]

RV —<w o TEERTH, R —<o I ZETL—AICKHTAUTOLEY NF 7 4 v T 7T RAEBIZE L
DEHLDOTH B,

s FTT YT

s Tlw—F T

o A—XULT

s RV T

c Uv—F 7

RKa<wy FTHERKLERY —~< v 71, service-policy input =~ > R|{Z L > T LAN/SFP+4R— M5 L UGREEA ¥
— 72— RAIZEATLZENTED, kY, RV v—~vTHNOEI T A~y S TZET7L—L0 b
T4 w77 TACGEINDGLOICRY, BT T 4 v 7k LT —HF—DFE L7z QoS ME R Thh s L 9
2725,

%, TONEERET DR v—~v v 77— NIIBEIT 5,

no IR TEAT LIS E, HELERY U—~ v 7 EHIRT 5,
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[/—}]
AKa<wr RueFATT 51213, QoS ZHMC L T Z L&,
BELERY o=~ v IWEREAOLGE ., RIRIOREICH L TERENMTobitd, 727200, R v—v v 7N
LAN/SFP+R— FB L UOGHEEA ¥ — 7 = — RAICHEAFAOEA . W - HIBRT 5 2 L1XTE 720,
[BREH]
LAN R— h #1 DZE7 L— LI L CUTOREE T D
¢ 10100 DRy NT—InHD NT 7 4 v 7 &P
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #7i7 7 A %4348
+  Green:fizik, Yellow:DSCP fE% 10 [CEE#x . Red:AEE
[NT 74 v 0T ADER
SWP2 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #fexit

[RY > —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

92N ZET L —AIIHTHIRY —< v TFDEHA

[EX]
service-policy input name

no service-policy name

85 A —5—|

name D AT ARY —= v T4
[AJTE— K]

A HE—T 2 —AF— R

B

R —<v 7 &%NUT 5 LAN/SFP+AR— FEB X OGGHERA 4 —7 = — RIZ#EHT 5,

no B TEITLT2HE. LAN/SFP+R— B X UOGREA v X — T =2 —2ANnER ) —< v T fijrd 5,

[/—F]

ARKa<wr REFITT 5121, QS AN L THLL Z &,

BEIZAR Y v —=~ v 72 LAN/SFP+ R — F B L UGHELA v F — 7 = — R ZWAFEHOBE, =T —¢ 725D,

RY ==y FIEEMNT b7 T A< v FITONT, LAN/SFPHR— P B L OGRS > 4 —7 =—AD F T X b
E— REMGELRVEER D THHEENTWEGA, =7 —¢hkd, VIATYTOREDI L, N TARE—
RIC L BEAHIRNH D a~2 RIZBL T EED,

FF A FE—F awr K il BRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FFRFE—F a2 K IR

Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

police, remark-map U ~—% 2 I DREAEEEIMER
AR(E D)

WDV ~—F 2 IR eMAE &1, police 2~ KD yellow-action F 7213 red-action 73 remark |Z5%E ST
D, Ho, ZY% A0 remark-map N E SN TW D EAEET,

RY —= v 70 A Sz LAN/SFP+R— M, fRBlA v F— 7 = — R |ZHTE TE 72\,

R —< vy FILREA X — 7 = —AZFTE LT\ 5 LAN/SFP+AR— MIXT L Tl CE 2w, =7 L AHX—h
TS a7 47 FICHREA o — T = — R TFTE LTS LAN/SFP+R— MR Y o —< v FHRENH BHEE . &
EHBR— FORENRIEA X4 —T7 =—REHAENS,

[ EH]

LAN R— b #1 (2R U > —= v 7 policyl ZH+ 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #service-policy input policyl

LAN R— k #1 53R Y >—~ v 7 policyl &R %,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #no service-policy input policyl

9.2.23 7 L~—% L 7 DFFE(CoS)
BV

set cos value

no set cos
[78T7 A —=HF—]
value : <0-7>
T~ —F VT TRIET S CoS i
[AJIE— F]
R)v—~vv 7« 7 TAE—FK
(A

SGEULIENT T 47 7T AD CoS %, HiE L7 CoSHICAER T D, £/, FTAME— FICHIELTAFEF =
—ID T =T MIHEESE | BEX 2 —DOFED Y TEIT I,

o B TIETLIZHE, T 74 v 7 7 AT D CoSEDT L~v—=x > VB & HIFRT 5,
[/—H]

Ka<xy FEFT7T 21203, QoS #A#IC L TH 2L,

Tr=—F 7%, REF 2 —HERE SO Z s TE Ry,

[BXE B

LANR—F #l OZE7 L—LICH LU TOREET S

« 10.1.00 DRy U= INED T T 4 v T EFFA]

« LN T T4y 7T A% CoSE2"ICERT S

[T 74y 20T ADERK]

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-1list 1
SWP2 (config-cmap) #exit

[RU T —DFRE]
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SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set cos 2

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9224 7L ~v—% L F D ETOS BFLEE)

EEN
set ip-precedence value
no set ip-precedence

[/NT A—F—]
value o <0-7>
T~ —F 7 CRIET D TOS I
[AJE— ]
RV —~wvS e 7 TAE—F
[REBA]

SHEULIZNT 7 47 7T ADIP ~v X O TOS B E (precedence) 7 « —/L K%, 5E L7- TOSEICEH T 5,
F7m, PTARAME—RIZHIGLEEEXF2—ID T =T MIESE, BEF2—0OFHE Y Y TEITH,
no W THEITLIEGE, N T 74 v 27 7T RITxT 5 TOS BIRED T L~ —F% o ZWUHZHIBRT 5,
[/— ]

AKa<wr RaeFAT79 512013, QoS ZHMC L T Z L,

T~ —F 73, FEF 2 —HRERE LT D Z LIXTERY,

[BREH]

LAN R— b #1 OZET7 L— LI L TUTOREET S

¢ 10100 DRy U= B D T 7 4 v 7 &

« BELIZNT T4 v 7T A% TOS L SCETT 5

[NT 747 7T ADESR

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #fexit
[R VU —DF%E]
SWP2 (config) #policy-map policyl
SWP2 (config-pmap) #class classl
SWP2 (config-pmap-c) #set ip-precedence 5
SWP2 (config-pmap-c) #exit
SWP2 (config-pmap) #exit

(

(

SWP2 (config) #interface portl.l
SWP2 (config-if) #service-policy input policyl

9.2.25 FL<=—% 7 DFREDSCP)

[EX]

set ip-dscp value

no set dscp
[73T A =4 —]
value : <0-63>
T~ —F 7 TEIET D DSCP A
[AS1E— ]

NI o—~vv 7« 7T RAE—F
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[FHA]
ST NT 74y 77 F ADDSCP %, $5E L7 DSCPEICEE 25, Eiz. FT7 A ME— FITxHR L7kE
Xa—IDT7T—7MIEDSE, BEEF2—DOFEVYTEITI,
no R TIATLISA. NTF 7 4 w27 7 7 RITkT 5 DSCPED 7 L~ —F o Z B EHIRT 5,
[/—}]
ARKa<wy REFITTHITE, QS AN L THL Z &,
T =X 7% BEFa—REER LT Z LIXTERY,
RFC THERR S LTV R W DSCP IE~D T L~ —F 2 7)) =~ —X 2 7%, it 4 E T2 CT& %5, RFC THESE
% DSCP %, FEROLEBY,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXEH)

LAN R— M #1 OZET7 L— LXK LU T OREET S

¢ 10100 DRy NT—=7nBD T T 4 v 7 ZFFA]

« HELIZNT 74> 7T A% DSCPE"10"ICE T %

[N 74w 0T ADES

SWP2 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[RY > —DRIE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #fexit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.26 AR Y —DREE > T L1 —})
(B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—TU—F]
single-rate DU L— MR —EEHTS
[7NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
CBS : <I11-2097120>
WA h—2 Ny RDsS— R R A R (kbyte)
EBS ¢ <11-2097120>

i h—2 Ny D= N A X (kbyte)
action DR T RIS Ny R OEME
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RIEME Btk
transmit iRk
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 77 RAE—F
[RLBA]

FELIZNT 7 47 7 AR LT, fEHRARY —( T — MaERET D,
BEIZ police =~ & R TRIEDMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, TN b— b 30T —<—H—RFC29NIZFESNTITV, S LIk 7 2 ek LT, LL
TORHAIRET D5 LNTE D,
«  Green : #5150 Z(F5E AR AT)
© Yellow : #aik, fE#E, U ~—F 7 n6ER
« Red:ff3E, V~—F 2 7R
72770, V~—x%270%, Yellow,Red D EH Hn—DOBAIRETHZ LINTE B,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ w7 « 7T ZAE— R)TITH, action 73 "remark" (2 5%
EINTZDIZNbD BT, EOHIRZ 7 26T 5 U ~—F 0 7 OFMERED R o726, U ~—F 2 713D
LD, ZOBE. WIHIREE(Yellow:fi51%, Red: AHE) A% fH S5,
no W TIEIT LIS G, A= V7 - RV T - Uv—F 0 ZOWNBREHIRT 2,
KR U P —(police-aggregate =~ > R)& OHFHITTE 220,
[/ —F
Ka<wy REFATT HITIE. QoS ZHMC L THL T L,
[BREH]
LAN R— b #1 OZE7 L— LI LTUTOREET S
¢ 10.1.0.0 DRy U= HD NT 7 4 v 7 &R
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, ##~7 7 A % 43 ¥d
+  Green:#5i%, Yellow:DSCP fl% 10 ([ZE & #i %, Red:l3E
(N7 T4 w200 T ADER]
SWP2 (config) #access—-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-1list 1
SWP2 (config-cmap) #exit

[RY > —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.1l

SWP2 (config-if) #service-policy input policyl

9.2.27 fHRIR Y p—DFREC A > L— 1)

E&
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— ]
twin-rate D VA= MR =TS
[/XT A—F—]

CIR : <1-102300000>
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77 4 > 7 L— h(kbps)

PIR : <1-102300000>
v'—27 b7 7 4 v 7 L— b(kbps), CIR LW/ NSUVMEIZFEETE 220,
CBS ;o <11-2097120>
WA h—2 Ny RON—A N A X(kbyte)
PBS 1 <11-2097120>
E—2 h—=27 7y FOR—Z kYA X(Kbyte)
action DM T RSNy b O@E
B EME Btk
transmit iRk
drop T HE
remark ) <= —33 7 (CoS/TOS/DSCP)
[AJ1E— F]
R =~y 7 7 TAE—F
[BFA]

GELIENTZ 740y 77 722 LT, R —V A b— MNERET D,
BEIZ police =~ > RTREMTOINLTWDEEIL, WEZEHT 5,
A—=Z ) TE, VA b— ]« 3HT—<—H—(RFC269)ZIS\TITWV, L7 7 22 LT, LLF
DU ZIEEST D ENTE D,
«  Green : #5315 D A (F5E A AT)
o Yellow: #5325, fEFE, U ~—F 2 7N HER
o Red:f{EE, U~—F UMb ER
722l U~v—F 7L, Yellow,Red D ELOLN—HDOBRIEET HZ LN TE D,
U ~—F% 2 7 OFEMRTEIL. remark-map 2~ KR Y v —~ v 7 « 7T Z2F— R)TIT 9, action 73 "remark"|Z5%
ESNTZOIZr0b 6T, TOHRT 722675 ) ~—F 2 VT OFEMEREN e hoTohh, U ~—F 2 71385
LD, ZOBE. VIR E(Yellow:fi5k, Red: IR Nl SN 5,
no FEXTEIT LGS, A=V 7 RV 7 - V=% ZTONBEEHIERT 5,
KR U Y- —(police-aggregate =1~ > R)E OHFHITTE 22\,

[/ — ]
Ka<r ReFATT5121E, QoS AN L TR 2L,
[BE B

LAN AR— M #1 OZET7 L— LXK L TU T OREET S

« 10.1.00 DRy FU—=ZINED T T 4 v T &G

+  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte ¢, #i17 7 A % /35
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X% . Red:Af3E

[NF T 427 7T ADER]

SWP2 (config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-group 1
SWP2 (config-cmap) #exit

[R VU —DF%E]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl
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9.228 fHRIR Y —D V) ~—F U T ORE
[EX]
remark-map color type value
no remark-map
[T A—F—]
color DU —F T EITOH Y T A
REME B
W7 7 A Yellow DV ~—F% o JREHAT

yellow 5
red W7 7 A Red DV v —F LV VREHZITH

type U= TR

REME A

cos CoS U~—F 7
ip-precedence TOS ) ~—F 7
ip-dscp DSCP U ~w—% 7

value o <0-7>
CoS, TOS BHED U ~—F o /i
<0 - 63>
DSCP U ~—% o /i

[ASIE—F]

RV —<wv T« JTAE—FR

B

BRI U — T/ L= #82 F X Yellow, Red (2% % U ~—% > VBIEOREEITH, £/-. T Z bE—NIC
SIS LB EF2—ID T —T S E, BEXF2—OFED B TEITH,

U~—X%271%. CoSfl. TOS ESEE . DSCPEOWTNMNERIRT DL ENTE D,

no JERTET LSS, V~—F U FHREXHIRT 5,

V=% T 52ATH120IE, Aa~<r ROREDIED, police 2~ N(KRY —<v 7« 7T AE— R)Ti%4d
L7 7 ADT 7 a v E remark"lTERTE L CTBLS MLERDH D,

[/ —F]

AKa<wr FEFEITTHITE, QS AL THELL I &,

V=% 7%, TLe—F U IR EXF a2 —DRELIHT LI ENRTE S,

REC THERE I N TWARWDSCP E~D ' L~—F /) ~—F 7T, 4FiHE Cha—V—EH/EL L THEAT
HZ LN TED, RFC THESEX LD DSCP fEiZ., TERDOEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

Bl

LAN BR—F #1 OZ{ET7 L — A LTCUTOREET S

e 10.1.00 DRy NT—=IMBED NT T 4 v 7 &FFA]

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #7 T A % 4348
o Green:#izit, Yellow:DSCPfEZ 10 I2ExH#1x . Red:fik3E
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[NF T 4277 T ADESR

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[RY S —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.29 FEHIAR YU Y —D AR
BN

aggregate-police name

no aggregate-police name

[23T A —&—]

name O ERR YA (20 TFLL T, KT/ T E XK 5)
[AJIE— K]

Ja—r)arz 4 —y g rsE'w—R

[FHA]

LRV —% AT 5, BECEREROGEIL. ZONEERET D,

avy RRRIT 5 &, BRIR) P —ONEEZRET H2ENR Y b —8— NITEBT 5,

no WA THEATT 2 &, BNV F—%HIRT 5,

UTOHE, ERRV P —0ONREEETDHZ LI TERVERR Y —— FIZEB L),

« BRIV Y —DOBRESNTLY T Ay TE2ELRY —~ v 73 LAN/SFP+R— B L UGREA ¥ —7 = — A
I ST g

UTFOHE, BRI —2HIBRT 52 LIXTE RN,

* police-aggregate =~ NIZE VD BRIV P =N T 7 4 v 7 7 T RATHKESNTND

[/ —}]

Ka<wy REFATT HITIE, QoS ZAZC L THL T &,

[ E B

HEHIR Y P —"AGP-01"% LT D

SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #

9230 FERR Y F—DOREES VI VL — 1)

EEV
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police

[F—TU—F]

single-rate DI L— bR —E2MHT S

PRF R =5 —]

CIR : <1-102300000>

27 4 v L— b(kbps)
CBS : <11-2097120>
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WA h—2 v Ny RDS—R R A Z(kbyte)

EBS ;o <11-2097120>
i h—2 Ny D= N A X (kbyte)
action DOy T AT SN Y S OEME
REME BifE
transmit ik
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERRY Y —F—F
B

HERRY S —I2, DTN L— bR —DREEIT,

no B TIFAT LG A, A—F V7 - RV 7 - U=—% 0 FOUBEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC29TNZFESNTITV, L=k 7 22kt L <, L

TOWMHEEIRET HZ LN TED,

Green : 516D A (FEE AR H])

« Yellow: #5315, #E, U ~—F 2 7 HEIR

« Red:ff3E, V~—F> 75N
72720, V~—F270%, Yellow,Red D EHLEN—FDARIBEETDHZ LN TE D,

U ~—% 7 OFAMREIX. remark-map =~ FEEKIAR U —F— ) TIT 5. action 73"remark"} Lﬁﬁﬁéﬁ’btﬁ)

Wb b, 2O 7 AT v —F L T O EN oA, V—F v J3Emh s, Z
aer. IR E (Yellow:#i4% . Red:fAFE) N H S5,

[/ — 1]

Ka<o REFITTDHITIE, QoS #Ahc L TR Z &,

[ EHi]

EHKIR U Y — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM IZ XD A —% 1 > 7 % FfT

*  Yellow:DSCP fE#% 10 [ZE X #i x| Red: k3

LR U Y —DIERK]

SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-action

drop
SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

9231 ERNR Y S —DREIA L — 1)

E=Y
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA L= R =TS
[/3T A —F—]
CIR : <1-102300000>
FZ 7 4> 7 L— k(kbps)
PIR : <1-102300000>

v'—27 K77 4 w7 L— h(kbps), CIR £V /NSUVMEITFEETE 220,
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CBS ;o <11-2097120>
WA h—27 2y R DR—Z h YA X(kbyte)
PBS ¢ <11-2097120>
v —2 h—27 N7y RO/N—Z A X(kbyte)
action DA T AT S TN Y S OEME
REME BhfE
transmit ik
drop &S
remark < —% 7 (CoS/TOS/DSCP)
[ASIE— K]
FBRIRY p—F—F
B

FERRY Y —12, VA b— bR F—ORELTT I,
no B TIFAT LG A, A—F V7 - RV 7 U=—% 0 FOUMBEZHIRT 2,
A=AV TE, VA b— ]+ 38T —<—H—(RFC2698)IZHSWTITV, B L7-Hk 7 7 2 LT, BLF
DR ZIEEST HZ LN TE D,
+  Green : 516D A (FEE AR H])
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:fifFE, V~—F 2 7 nHiER
722l V~v—F 7%, Yellow,Red DEHEN—HDORIEET D LN TE S,
V~—%2 7O EIX, remark-map =~ > REEKR Y H—F— R)TITH, action 73 "remark"|Z5%E S L7z D
DO ZOHIY T AT L U v —F T OFFMREN R o T mE . VY —F o T3\ LD,
DY, HIIRLE(Yellow:#Ai%, Red: Al )3 H S 2,
[/— "}
RKa<wr FEFEITTHITE, QS AN L THL Z &,
[BXEH)
EHKIR U Y — "AGP-01" Z1ERLT D,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM I LD A —& U 7 % FAT
*  Yellow:DSCP ffi % 10 |[Z# & #i 2 . Red: 3
[EERIAR U H—D1ERK]
SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

ILNENRIY—D) ~v—F L FTORE
[

remark-map color type value

no remark-map

[3F A—F—]
color DU —F T ERITHOR Y T A
R EMH A
Wk 7 7 A Yellow DU ~—F% v VR IEELT
yellow 5
red Wk 7 5 2 Red DV ~—F L THREZITD

type U ~—F U JFER
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value

[AJTE— K]
HHRY —F— K
(R A

ERIRY - —THEH LI 7 X Yellow, Red 12642 U ~—F U JEMEOREZAIT I, £7o.

REME

COS

CoS V~—F2 7

ip-precedence

TOS B E Y ~—F 7

ip-dscp

DSCP V~—F 27

<0-7>

CoS, TOS B ED V ~—F 2 JfH

<0 - 63>

DSCP VU ~—F% o JH

KIS LB EF2—ID T —7 NS E, BEF2—OFEID B TEITH,
U~—x%2 713, CoSHE. TOS BIE . DSCPEOWTNNEZIRIRT L ENTEX 5,

no I TEHAT L1254
V==X T HTH DL, KRa~<r ROFEDIEN, police 2~ RENR Y —F— )T

V~—Fr7

RIEZHIBRT D,

ADT 7 a sk "remark" | E L TS LERH D,

[/— ]

RKa<y REFEITTHITE. QoS =AML THL Z &,
Ve—F T3, T —F U IROREXF2—DRELHHT I ENTE B,
RFC THERE SN TWRWDSCP E~D T L~v—F o F/) =—F 7%, 4EEF Cra2—V—FERME L THAT

DI ENT&E D, RFC THELE X415 DSCP fEIX. FFRDOLEEBV,

7 A FE—FRIZ

PN Vi

PHB DSCP f& RFC
default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding

10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597

38

Expedited Forwarding(EF)

46

2598

[ EH)

ERIARY H— "AGP-01" 2V v —F T OREEIT I,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM (2L D A —H% U v 7 %34T
*  Yellow:DSCP % 10 (ZE X #i 2. Red:Ail3E

[FERI7R Y Y — DAERL]

SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-

action drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10

SWP2 (config-agg-policer) #exit

9.2.33 2K U b —DFRR

[EX]

show aggregate-police [name]

ST A—F—]

name

[ASIE—F]

HLRIRY F—4, BIRIHIT X TOERIR Y F—035d5 L7225,

FEHFHE EXEC £ — R, F#HE EXEC E— K
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[FEBA]

LR —ONEEFRRT D, FRNEIL, show class-map =2~ > K THR/R IS police £ 7 v a > & [Alkk,
[/— k]

Ka<wr FeFT1 51203, QoS AL T Z L,

[BREH]

HERIR Y P —"AGP-01"ONE & FrT 5,
SWP2#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XAV Y —DEH
[

police-aggregate name

no police-aggregate name

[23F A —%F—]

name AT AENRY Y—
[AFTE— F]

RV —<vwT+ JTRE—F

[FREA]

N7 4y 77T AT LT, BRRY b—2RET D,

no B TIATLIEGE, T 7 4 v 7 7 7 RHTHEKR Y B —ORELZHIFRT 2,

ERIR Y —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/— 1]

Ka<wy FeFT3 51003 QoS AL THL Z L,

[BEH]

RY =~y 7 policyl"D2DOD N T T w7 7T Alclassl", "class2"lZxf LT, KR Y —"AGP-01"Z i H T 5
+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2L 5 A —& U v 7 % EAT

*  Yellow:DSCP fi % 10 ([C#E & #2x | Red:fIE

AR U T —DIER]

SWP2 (config) #aggregate-police AGP-01

SWP2 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-action
drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

[RY 2 —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police-aggregate AGP-01
SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #class class?2

SWP2 (config-pmap-c) #police-aggregate AGP-01
SWP2 (config-pmap-c) #fexit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl
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9235 A—F VU T hHO U/ Z—DFER

[EX]
show qos metering-counters [ifname]
P37 X — & —]
ifname : LAN/SFP+R— M L OGmERA v & —
[ASTE—F]
FFrHE EXEC E— N, %54 EXEC E— N
[BLFA]

FEE L7 LAN/SFP+R— M B L USRS v ¥ — 7 = — R|Z
A=Y THHERERRT B,

FRESNDHEHERIIUTO LB,

7 = — 24, AETER— b ERG LT 5,

BI L, T NTORY P —dpR Y Y —/E£KR Y $—)D

HH B

Green Bytes W7 7 A Green |2 FE S V7231 MK
Yellow Bytes ik 7 7 A Yellow (2378 S iz A MK
Red Bytes W27 7 A Red IZFEE T A MK

B FOBIEIX. LAN/SSFP+R— FB L UGS v 4 — 7 2 — AR o —~ oy 72 LIRS 2ER LT 5,

[/ — ]

Az REETTHICIE, QoS #HMCLTHL 2L,
[BXEH)

LAN R— R #1 DA =2V U TfatEm e £rd 5,

SWP2#show gos metering-counters portl.1l
Interface: portl.1l(policyl)

* Kk kKK Inleldual * Kk kKK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok Kk Kk kK Aggregate *kk Kk k kK
Aggregate- pollcer AGP-01

Class-map : class?
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—F IV THVLE—DIIT

[ER]
clear qos metering-counters [ifname]
[T A—F—]
ifname : LAN/SFP+R— P B I OGREA ¥ —
[AJ1E— F]
HitE EXEC £— R
[RLBA]

FEE L7z LAN/SFP+R— b B X UGRELA v F — 7 = — R |Z
A—H Y TREHEHRE 7 VT D,

[/—F]
Ao~y REFEITTHITE. QS EAMILTHLL Z &,

7 x— R4, BRI ER— M ERAG LTS,

BB TS TOH Y HF—(PIH Y~k ) =)D




awrRU 77 LU | NT T 4w 7 #3110
[ EH]
LAN R— h #1 DA =2V o 7HEaHE®RE 7 V735,
SWP2#clear gos metering-counter portl.l
9.2.37 315 ¥ = — DI E(CoS-Queue)
[EF=

set cos-queue value

no set cos-queue

[T A—=HF—]
value : <0-7>
R 22— ID (SR L 72 CoS i
[AJIE— F]
R)v—~vv 7« 7 T7AE—NR
B

DELIE N7 7 4w 7 7 TACKEF2—2HI0D BT,

FE1E % 2 —OREICIL CoS A L. [CoS-%{E% = — ID BT — 7 /1) 1CHESU % 2 — 23810 % T B
2o

no B TIEITLIS G, N7 4 v 7 7 T RACKT DR EF 2 —DEELENT D,

[/—H

RKa<wr REFEITTHITE. QoS Az L THL Z &,

FEEX2—EEIT. T —F T A LT TR,

CoS IZ X DEEF 2 —DHEIX, CoS T A ME—FEHERD, R —< v $27/b%a@7717
YT IM—DOTHEENDL Y \%®T)/%7/7iC®F?XF%M%HW@TMF TEHTE R,
Bl

LAN R— M #1 OZET7 L— AKX LU T OREEZT S

¢ 10.1.00 DXy NT—=INBDNT T 4 v 7 ZFFH]

s PELIEET T4 w27 T RTEEF 22— 3(CoSINTLET D

[NF T 477 T ADER

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[R VU —DF%E]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set cos-queue 3

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.38 2515 ¥ = — DFEEMSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[/3T A —HF—]
value - <0-63>

(5% = — ID (2%} L7z DSCP fi
[AS1E— ]

RN)o—~vv 7« 77 RAE—F
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[FHA]
SHELIE N T 7407 0 T ACEEF2—%EID YT,
EIEF 2 —DIFEICIL DSCP A L, [DSCP-iA{5F = — ID AT — 7 V| IZHESW =G 2 —2nE 0 4T
SY R
o ERTIITLIEHE. b T 74 v 77T ATKHTHEEF 2 —DIBEEZ TN 5,
[/—}]
Ka<wr REFATT 51 QoS ZAMC L T Z &,
EEX2—ET. TL~—F LT LITTE R,
DSCP IZ L 5 EF = —DFEEIL, DSCP N7 A ME—FREFEH LD, R v —~vv I, Kavr REE0r 74
v TN O THLEENDIHA, TORY —~ v 7 I DSCP b7 A hE— FUADR— MIIT@EH TE 220,
[BREH]
LAN R— h #1 OZ[EF7 L— LIk L CLLFOBREET D
¢ 10.1.0.0 DRy NT—IMHD NT T 4 v 7 &7
s DHELENT T4 v 7T AFTEEF 22— 3(DSCP2H)EET 5
(NZ 74707 TADERK]
SWP2 (config) #faccess—-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-1list 1
SWP2 (config-cmap) #exit

[RY > —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set ip-dscp-queue 24
SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.1

SWP2 (config-if) #service-policy input policyl

9239 R —= v FEROETR

[EF=
show policy-map [name]
[8F A—F—]
name D RNV =y T, BEEE, TRTORY v—~y SEBNERIND,
[A1E— ]
e EXEC E— R, F§#E EXEC £—
[FH]
RELLERY =~y 7OERERRT D, ZRNEITLLT,
HHE B
Policy-Map Name RY =~ 74
State RNV v—~ v 7 O HK R (attached/detached)
Class-Map Name 7 A~y TNEH, FEHIIT show class-map =2~ > K&
SO &
Match ARSI

- Match Access-List (77 £ 2 U X | ID)
- Match ethertype (Ethernet Type)

- Match vlan (VLAN ID)

- Match vlan-range (VLAN ID)

- Match CoS (CoS 1)

- Match IP precedence (TOS &4 %)

- Match IP DSCP (DSCP i)




av RU 77 Ly R T 7 4w 7 #1313

HAE

gl%

Set

T~ —F U TRIE, KEF 2 —FEE

-Set CoS (FL~—F > 7 #&IE : CoS )

- Set IP precedence (7' L~ —F » Z 3 E : TOS L)
-Set IP DSCP (F' L' ~—=F% o 7 3% : DSCP fi)

- Set CoS-Queue (355 ¥ = —f57E : CoS)

- Set IP-DSCP-Queue (iE1E ¥ = —+57E : DSCP)

Police

A—=BV TSRV TV —F THE
XEEHILLT 2 & 1R

A=V TRV T )= TREDFHMILUL T LB,

HH A

Aggregator-Police Name ERIRY =L HERE SN TND
BEDRH)

Mode A=Y T T NI X ASITCM/
TrTCM)

SITCM D A3 average rate

N 7 4 v 7 L — K (Kbits/sec)

burst size

WE b—2 vy FOSR—=R
A X(KBytes)

excess burst size

B s —2 oy FOA—Z R
4 X(KBytes)

TrTCM D A 27K average rate

N7 7 4 v 7 L — K(Kbits/sec)

peak rate

v'—7 b7 7 4 v 7 L — (Kbits/sec)

burst size

WA R—2 vy hOS—R R
4 A (KBytes)

peak burst size

v—27 =0 "y RO/ —R B
1 X (KBytes)

yellow-action

B 7 5 2 Yellow (2% 3 A EIE

(transmit/drop/remark)

red-action

#4277 A Red \Z%F9 % EhFE(drop/

remark)

+ Match & Setld, BREINTVBEHLDOR—DOEITRRIND,
« Match & Set & Police %, *itx9 % = > R(match, set, police)?)’

[/— k]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,
[FAE B

RV v—~ v 7 "policyl"DIE & KT 25,
SWP2#show policy-map policyl

Policy-Map Name: policyl
State: attached

Class-Map Name: classl
Qos—-Access-List Name: 1
Police: Mode: SrTCM
average rate (48 Kbits/sec)
burst size (12 KBytes)
excess burst size (12 KBytes)

yellow-action (Remark [DSCP:10])

red-action (Drop)

BRE SN TV RWEAIIFRREI NN,
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9240 v~ v S AT —H ZADFKR

[EX]
show qos map-status type [name]
[78T7 A= —]
type L RRT B~y TR
R EE B

policy RV =~y T ORAT—2 AERE TR
class I TGAR T DAT —H AERE TR

name D BT HRI T (FRITT TA YY) DL, AREFTITXTORY v—<v v
(FRZ7 T2~ 7) BB LD,

[AJTE— K]

FERFHE EXEC & — R, %7 EXEC £— F

[FREA]

R == TRV TAT Yy TDAT —Z AFEREFITFT D,
Ka<w Reffd52L T AR —~v 7N ED LAN/SFP+AR— B IO A v X —7 = — R ZEHA ST
B0, VTARYTINEDRY =<y FICBFEINTWENRE, R v—vv 7RI T A~y 7TOFEEICET

HIFBAEMD ZENTE D

RTRARITLUTO LB,

policy-map

HH RTRNE

input port RV v—~< v 7D STV D LAN/SFP+R— b &
RS 25— 7 = AD—

edit/erase policy-map/no policy-map 73 E1TA[EEN & 9 2

attach limitation k7 A NE— NEOE P&

class-map

HH RTNE

policy-map asociation I IAR Y T RBERSNTWDOLRY =~y 7T D—F

edit/erase class-map/no class-map 3 FE{TA[FED & H M

attach limitation k7 A NE— NMgEOwEH S

R o=~ TRI T A~y TOFRENKITL, show policy-map, show class-map =~ > K CHERT 5 Z &,
[/— k]
ARa<wr FEFETTHITE, QS E#AMILTHEL I &,
(B EH)
AU —= v 7 "policyl"D AT —H A& FKRT B,
SWP2#show gos map-status policy policyl
policyl status
input port : portl.3
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

75 2w Fclass]"D AT — F A AR RTAH,

SWP2#show gos map-status class classl
classl status
policy-map association : policyl (Detached)




edit/erase

attach limitati
CoS trust mod
DSCP trust mo

on
e
de

Disable

Port-Priority trust mode

: Enable
: Enable

Disable

9241 EEXF 2 —DARFVa—1 VU IRE

av R T77 LA | T 74w 7l 315

&N

qos wrr-weight queue-id weight

no qos wrr-weight queue-id

85 R — 5 —]
queue-id : <0-7>
EfEF2—1ID
weight T <1-32>
WRR O H A
(AR E)

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6
no qos wrr-weight 7

[ASIE—F]

Ja—x)ars 74—y g F— R

[FiA]

EEF 2 -2 LT, WRR(EATE T U Rr B )DOELST

21T 9,

A a—U 7RI, T_XTO LAN/SFPHAR— F B X OGS v X — 7 2 —RALEBORTE L 2 5,

no JERTHEAT L7ee. M5 ¥ = — I3 (SP)Y T E 22 D,

[/ —F]

Kawr FeF79 51203, QoS zAZC LT 2L,

[ A

BE 2 —#T#6 % SP 72 (7 MEYL). #5.#4#3 #2.#1,#0 %2 WRR 7K (5:5:5:2:1: 1) £ 9%,

SWP2 (config) #no gos wrr-weight 7
SWP2 (config) #no gos wrr-weight 6

( )
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos

9242 VT 7 4 v V= —¥ T (R— B DE

wrr-weight
wrr-weight
wrr-weight
wrr-weight
wrr-weight
wrr-weight

5

O DN WD

=N oo o

|
2

X

[EX

traffic-shape rate kbps CIR burst BC

no traffic-shape rate
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[T A —&—]
CIR ;. <18-1000000>

b774/7v~b&m9 HOIABDIFEAET D7D ANJMEIZHT U T HEBROE FAE DS 7
Y (WAENE %))

BC © <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BAL TORIE & 725,

(IR E

no traffic-shape rate
[AJIE— K]

B =T z—AEF— R
(@]

— hMZH LT, Y= 7 EHET D,
no B CTEIT LGS, A— b o—VE U 7 OBRE M 2D,
[/—}]
Ka< FEFITTHITIE, QoS #AhcL TR L
774y 7 b= MINDIARBFET D720, ATl iﬁb“(%f%@i@ ERERLRDGE18H 5,
[ EH]
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — BT (Fa—H)DORE

EN
traffic-shape queue gueue-id rate kbps CIR burst BC
no traffic-shape queue gueue-id rate

[/3T7 A—5F—]

queue-id : <0-7>
Pl o —

CIR : <18-1000000>

N7 74 w7 L— b(kbps), HOIALDIEAET D728, ATMEITH LT HER D B 572
LHEND D[/ — NBHR)

BC 1 <4-16000>
/N— A N A X(kbyte), 4kbyte AL TOFRE & 725,

(AR E

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AS1E— K]
A H =Tz —AF— R
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[FREA]
R—=FDEFEF2—ITH LT, Y= 7 ERET D,
no JERCTEITLIZHA, BEFa—ICT53 =— o ZVOBRTEITEN L 2D,
[/—}]
ARKa<wr FEFETTHITE, QS #AMILTHLL T &,
N7 7 4 w7 L— MIRDIABDIAET D720, ANMEICK L TEBEOBMAMNRZR 550355,
B&El
LAN 7R — [ #1 ®OF = — #0 7> O[5 % CIR:10Mbps, Be:64000byte (2 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —ifll{H

9.3.1 7 u —fHfHIEEE 802.3x PAUSE D3i%5Z(2)DREE AT L)
&

flowcontrol #ype

no flowcontrol

[/3T A—&—]
type D 7 il oBE
R EM A

enable 7 n— il E AT D
disable 7 m— (il & EhC T 5

[WIHIRRE]

flowcontrol disable

[AJ1E— K]

Jua—N\)arz 4 b—vasE— R

[@iA]

AT AR D 7 1o —HIIEI(IEEE 802.3x PAUSE 7 L — AV 2 AT 5,

no B TIAT LI, 7 v — il 2 EEhi2 95,

[/ —}]

QoS KERENE /2 L &, VAT LD 7 a—HllE BT 5 LIETEX R,

7ua—iHl#E G L-GmE. BT —/L K » 7RI 72 5,

A —T =207 — L, VAT LMEA =T == 2O 7 o —HHEE ZNENAN LIS
BOHENET D,

[BREH]

VAT LADT7a—Hl#EENT D,

SWP2 (config) #flowcontrol enable

9.3.2 7 a —#|fHI(IEEE 802.3x PAUSE Di%EZE)DERE(AL v ¥ — 7 = —2R)
EEN

flowcontrol #ype

no flowcontrol
[/NT A—F—]
type o 7 u—flEOBE
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REME il
e Tu—flEo[E R I T — g L EAR)
[ '

both Pause 7 L — L DEE/ZEEZAIZT D
disable 7 o — il & NI T D

[(WIHIRRE]

flowcontrol disable

[AFTE— ]

A HE—T 2 —AE—R

[REFA]

LAN/SFP+7R— k@ 7 v —{Hl{HI(IEEE 802.3x PAUSE 7 L — A%(3) 2 A0 5,

no X THFEAT LG, 7 v —Hilfll 2 Bahicd 5,

[/—}]

A< Rk LAN/SFP+RN— B Z DB E Al BE,

VAT LD T a—HlEN RIS EEEL 2\,

PAUSE 7 L — L DE(E L ZEIEM T v N THREORE L 2D, (RELZEDOELLN—TF OB HMIHK
ETHI LI TER)

rP BT BRI | AL 5 2326159 % PAUSE 7 L — A O IR 1%, OXFFFF(65535)& 9%,

Bl

LAN R— k #1 O 7 a—H#Ifll 2 G202 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if)#flowcontrol both

LAN R— R #1 © 7 v —§fH % 8mEhic 3 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #no flowcontrol

9.3.3 7 u—HEOBEREEDFR

EEV
show flowcontrol [inteface ifname]
[F—TU— ]
interface KR TBEA A =T 2 —RAERETD
[/XT A —F—]
ifname : LAN/SFP+R— 44, EBUGERIIRA v 4 —T7 = — R &R LT 5,
TR THA U H—T 2 —R&
AFE— K]
HHrtE EXEC £— R, %M EXEC £— I
[RLBA]
7 o —HIEN B9 5 1 A 2/ 8%, PAUSE 7 L — A DEZEE) R Rt 5,
[/— k]

PAUSE 7 L — AEZERIT. U R— b7 a0 —HINAERIE 2o TWDEAEDHRFREND,
PAUSE 7 L — LEZ{EH0L. clear frame-counters =~ > RE(THRHZ 7 V7T &N 5,

(B EHI]

LAN R— k #1 ® 7 v —#lIfE R % F£1T 5,

SWP2#show flowcontrol portl.l
Port FlowControl RxPause TxPause
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portl.1l Both 4337 0

BAR— FO7 m—iEERE TS D
SWP2#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h— AHIHEIORE
[

storm-control type [type..] level level

no storm-control

P95 A —5—|
type S N AL [ : 1 G
A b—ALHHEZ A7 B!
broadcast ZDFF%V}FXFWAﬂﬁ%ﬁﬁﬁﬁ
multicast 2 LFXpy A N2 h—AEHEZEDCTS
: SR D =F ¥ X 7 L— L Ol %
unicast e
level : <0.00-100.00>
Bl & HHE D —k T =V TRIET D
BRI/ NIURLA T 2 L E TRHETE D
(#1313 2]
no storm-control
[AS1E— K]
A HE—T 2 —AEF—FR
[F A

LAN/SFP+A— MZxf L7 r— R¥ v A2 h X h—2Adilfll, v~/ FF ¥ X bR =4l L0 s8R HO =% v
A N7 L—AOHKIEEZANM L, ZIEFREZ T D,

BIEZ A CTZE L7 L—AIFREES D, 7272 L, BIED 100% D55 132 EHIRIZ LV, FEXe7 L—2A
HBETHY ., BEINITHETE R,

[F% 2 fl]

LANAR—F#l D70 —RKF¥ A MR F—LHlH &L ~/LF v 2 b A b—LHIEHEHD LBIE 30% %2 5% ET 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #storm-control broadcast multicast level 30

9.4.2 2 b— Affilill 5218 EIRIEDORT
[E=]

show storm-control [ifname]
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[/XT7 A—=5—]
ifname . LAN/SFPAR—FDA o H—T =2— R4
FRTHA L E—T 2 — R
[FIHARR E]
L
[AJIE— K]
JERFHE EXEC ©— N, F5#E EXEC £— F
[FHA]
7 L—AbLDO%E FIREE £RT B,
B =T 2= AL B LT HA/IE, B v X —T =2 — ARSI 5,
(% EH]

A B —T 2 — ADHBERIELFTT S,
SWP2#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/ —

10.1.1 = — % L RADIUS H— N —iSRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A MERFIT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Jua—\)varyz 4 l—y g rEw—NR
[FAA]

= — 77 /L RADIUS % —/"—#§Re D F 2/ 2 2 3 ET D,

F7o, BIEH UDP R — MNEFEZEHETHI LN TE D,

no JER Ca~ > R&EFAT LG 3R EMIC R D,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 9121E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
THMEND D,

[ EH]

1 —71 /b RADIUS H— " —HRE &2 AT %,

SWP2 (config) #radius-server local enable

10127 78R VB —T 2 —ADHRE
[EX]

radius-server local interface interface

no radius-server local interface
8T A—H—]
interface : VLAN A V' Z— T = — R4,

[FIHAER E]

L

[ASE— R

Ja—\ a4l r—g s F— KR

[FAA]

7 —77 /L RADIUS Y —/N—=~DT 7 A% T 25 VLAN A VX —T = —AEZRET D,
TIRBAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> h(NASYOH DT 72 A% T[4 5,
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SWP2 (config) #radius-server local interface vlanl
SWP2 (config) #radius-server local interface v1anl00

10.1.3 )\ — FEREER 2 AR

[EX]
crypto pki generate ca [ca-name]
no crypto pki generate ca

[7XF A —H&—]

ca-name L BGIFE4
FREER4 D A S FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

[FIEIRR E]

L

[ASTE— K]

Ja—x\)ary7 4L —y g T — R

[FREA]

7747 v MNEAEEZBITT D100 — NERRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFET L3, i€ Lic/b— FNEGERZHIBRT 2,

[/—H

— RRGER & AR L TV WAL, = — /L RADIUS H— S —HREILEH T X 720,

BEIZ N — FREGERDER SN TV ORI TR R HFIRA 2R E L6, V— FMERERIL EEE Sh 5,
N— FBRERZHIREIT EEETD L BITHEHLDT T4 7 > FEAFT TN TEY) L2 D,

Jb— FEBFFRIAMFEIE LT T 1 erypto pki generate ca iX 232\ & b— REBFER & LT TE 720y,
B

PFEJA4 A "MYRADIUS" DLV — hiBFER % KT 5,

SWP2 (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =27 4 JL—Y g E— K

[E=]

radius-server local-profile
[AFTE— R]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L— g3 VF— RIIBITT A,
27— 71/ RADIUS % — N—BERE O ENVNEHAR AR ET D7D DE— R Th 5,
[ EHi]

RADIUS @27 4 L — 3 UE— RIIBITT 5,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #

RIE

(1]

10.1.5 FRFE D

[EX]
authentication mode [mode...]
no authentication
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[T A —5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #3AlE /7 =
eap-md5 EAP-MD5 5857 2
eap-tls EAP-TLS 587 5
eap-ttls EAP-TTLS #5552

(AR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— K]

RADIUS =7 4 7V Lb—va s E— N

[@i ]

1 —77 /L RADIUS $— "— T3 238G N a5 E T %,

no B Ta~y REET LGB ITMFIREMEICREY . T X TORIMLTADRGDE D,
[/—}]

PEAP, EAP-TTLS #HFEF O NHRERFESF X & LT, MSCHAPV2 & MDS &% 7R — b9 5,
MD5 #EHT 25613, BREHF AU eap-mdS ZHRET DL ENH B,

[ EH]

i 3 % 3855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 » b(NAS)DEXE
(&

nas host key secret

no nas sost
[¥F—U—F]
key : RADIUS 7 747 ¥ FMNAS) & OBERFICHEHAT 5 /XA YU — RZRET 5
[73F A —&—]
host S IPT RUVA, FE, PRy NU—2ZT RLX
REE A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . v MU =2~ A7 OFHIT 8~32 T IP 7
IPv4 %~ b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:128), T 7 AL hb— R T R L A(::/0),
=T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL Z(A:B:C::D/M) TVT 47 AKX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]"? A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A4 7> U A MZRADIUS 7 74 7 > F(NAS)Z BT 5,

BRBEAIE 100 TH D,

no B Ca~r FEETLSAIE. FEE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— 1]

Aa~ v RTERIE L RADIUS 7 7 A 7 M(NAS)E#tIX. running-config, 35 KT}, startup-config (ZIFFRR S 4172
AN

Flo, BEOREaA~YY REITRRY, Ravr REFITLERATRET —% L L TRIFSIND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > R TR TX 5,
AHERR DR — P IBREMERE T — /L RADIUS $r—A—Z5ET 25613, U TERET DLERDH D,
SWP2 (config) #radius-server host 127.0.0.1 key secret local

(B2 ]

IP7 KL A 192.168.100.101, 34 /XA T — K"abede"?® RADIUS 7 71 7 > F(NAS)Z BT 5,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid
[ZF—T— K]
vlan i #AF v 7 VLAN IO VLAN Z3RET 5
mac DRI AERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D B LT D SSID ZHRFE L7 EEIT SSID 4R ET 2
name AP RERET D
mail D I TIAT V bEHEORA A — AT VR EBRET D
auth CORRES RS A T ERET D
expire LU TAT v NEMEO AR 2 E T 2 GEAE T A 73 EAP-TLS D56 O A 7%))
T A—5—
userid ;. a2—H%—1D
(3 XFLLE 32 3L LA, "DEFAULT" X5 E A W)
FRRET AJIRTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A= R ZER< A ST AR
EI<>") ANR— < I
EAP.TLS \%L]-/%ﬁ';%a% A= R B R A S
password D XA — R
(32 LFLINL \[1" 2 A=A 2 bR A IET - ML)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN & =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &S SSID
(32 LFLINL \[1"? A= 2 BB AT - A5
name o a—Y—4
(32 LFLUAN, "2 A= R & FR AT - AT
mail-address . A—LT RLZA
(256 SCF-LIN, AR L - @)
bpe =V
REME B
PAP §BiE X (= —#—ID L XRAU— %
pap T2 41 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF 72 (=2 —
beap P—ID LAY — REMET 5 41 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D BARCERSERIT 2037/12/31 £ 97 D)

(YYYY/MM/DD BAE H £ 725 2037/12/31 £ T)
[FIHIER 2]
L
[ASE— R
RADIUS 27 4 JL—v g »rE— R
[FEEA]
RADIUS #— —TiRGET D 2 — VP — %2 Bk T 5,
B RKABERERIE 2000 TH 5,
no G Ca~vy NEFATLIESLAIR, BE L2 —F—%HIERT 5,
ZREF T EAP-TLS Z45%E L7-554 . certificate user I~ R T A 7 FEFAEORITNMNE L 72 5,
F7o, RRAT—= RV TA T2 FEHEOF IR E LT L2680, BEZ 747 2 FMEAZEORITHLE L 72
Do
7 AT v MNEHEEBITEAOL—F—ZHIRT 2546, BEIIZY 74 7 > MEHEO KRB EZIT 5,
[/ — D}
RKa<y FCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config {ZITFR/R I 720,
7. BEROREa~Y REIIRARY, Ka~ o REETLEHETRET —Z L L TIRES NS,
FE LIm 2 —H—{EF4RIZ. show radius-server local user =~ > K CHEFL T 5,
mac ¥— U — R THET D MAC 7 KL A[Z, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354
WZER S D,
ssid ¥ — U — R CRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C X =AM A S
60
[ EH]
FRREL— W —Z eI D,
SWP2 (config) #radius-server local-profile

SWP2 (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FREFERERR O E

[EFX

reauth interval time
no reauth interval

[T A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7L —3 g VE— R

B

RADIUS 7 7 A 7 > M(NASWZi@ 49 5 HidaE M@ 2 5% Ed 5,

FRAGERIRR & LT T 2 2028 22220V TliE, RADIUS 7 74 7 > F(NASYHlIZZ R B 5,
no JER Ca~ > REFAT LG SIIMEE IR T,

[ EH]

FRGEM I %2 604800 FMICF%ET 5,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #reauth interval 604800

10.1.9 17— %)L RADIUS ¥ — —~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £ — KR
B

17— )L RADIUS $— —|ZBEDRRE & Ik S 5,

RADIUS B DR EZZH LG E1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HH I H 4
ERH D,

[/—}]

ARawy REFATLIHA. B— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho b L s etk
WCHBET S

[B%EH)
17— 71/ RADIUS $r—/"—{Z, BIEORELEZ XM IE 5,

SWP2#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

[EX]
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — 2 RS,
[73F A =4 —]

userid . a—%—1ID
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(3 3CFLA k32 SCFLAN, "DEFAULT" LG EAS AT

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"? AR—=RZ R AT - AT
] \[1/:%|<>"2? AR—R &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
[FEHA]

EAP-TLS SRIF R AFEE L TWAL—H—D 7 T4 7 FEHEZRITT 5,
2= —ID 2l LI 81E, TROXFICEHT 2T~ TOa2—F =D T4 7 v Mt EEZ —fERITT 5,
« IIAT U MEAEFEE —EHRITL TV RN —Y—

o NRU—R, 7747 FMEHEORDMIR A LT Lo —HF—

FORE % EAP-TLS ~A W L7z 2 —H—

RE 0% EAP-TLS 75 EAP-TLS ISAMCAE T L —H—X, BEMICY 74 7 > FEAEZEZ RS 5,
mail ¥ — Y — REFEELZEE, user 2~ FTHREL TWVWDBA—LT RLA~NT T 4T FEHEE EMNT 5,
A=V DL & AR HOW TR, FEEEATIRFO A — )L E% E (mail send certificate =~ > N)DT 7 L— MNMIRED,
A—LT RUARHEE SN T RWIGEIT A —LEE LR,

[/—h]

7547y NEAEIT 1 2= —IZ 0 2B E TRITTE 5, 2L ERAT LEHAITE VD b O b IEEIZLL)
T %,
7;27VFﬁ%%®*%%ﬁ@ﬁﬁﬁ#ﬁét@ﬂy7ﬁﬁyFfﬁofﬁw\%ﬁ$?%ﬂ?yP£ﬁ@ﬂ%
Thb,

722, LFOa<y RIZOWTIFATTE RV L S ITHIFRZ 2 T B,

* crypto pki generate ca

* o crypto pki generate ca

* nas
e user

» certificate user

» certificate mail user
» certificate revoke

[E 2Bl
7747 v bR EZ —fRRITT D,

SWP2#certificate user

10.1.11 7 A 7 > MEEFAE DRI TH W

[EX]

certificate abort
[AFTE— F]
¥HE EXEC £— F
B

7547 v NEHEO—FERITE R S5,

T certificate user =~ KA FEITTHZ LTI IA4 7 FMEHAZB2ORITZHHATE 5,
[ EH]

7547 v NERAEO—FERITEHR S5,

SWP2#certificate abort



328| a2~ KU T 7 VLA | T T r—vay
10.1.12 7 5 A 7 FEHZED RS

[EFX

certificate revoke user userid

certificate revoke id certificate-id

[F—U— K]

user D BELEa—Y =D 74T v NEAEES R S D

id D ELEIAT U MEAEID O 74 7 2 MEREEZ K SED

[/3T A —HF—]

userid . 2—%—1D
(3 3CFLL 1 32 SCFLAN, "DEFAULT" [ ZFEEASNAT)

RIEH R AJIATRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—RZ R PATERT - AT
sk "9 R AL M Wk

EAP-TLS \%]./%ﬁﬁg;;% ? A A Z R < A IR

certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY

[AFIE—F]

Rt EXEC E— KN

[BEFA]

BELa—Y—F737 7947 MEAZEID 07 4 72 bERAELZ RSB,
7747 v MNERAENKRINTGE. EOEAEEZME S ZFRGET AT 5,

[/—}]
7 7 A 7 > bAEE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ KRNI E D,

SWP2#certificate revoke user Taro

7747 MFEBE ID "Taro-DFS98EE9B44D22CC" D7 7 A 7 2 M EZ KBh & w5,
SWP2#certificate revoke id Taro-DF598EE9B44D22CC

10113 7 A 7~ FREBAF DT 7 AR — M A —AVE[E)

EEN
certificate export mail all compress
certificate export mail user userid compress

[F—U— K]

all TR TOA—F LY TA T MERAEE A —VEET S
user D HEELEa—Y 27 AT N EEZ A —VEET D
compress 2 ZIP 7 7 A VI EHMET D

[/3T A —F—]

userid . a2—%—1D
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LS

AJIRIREICF

EAP-MDS5, EAP-TTLS, PEAP, PAP \[]

N I T e

EAP-TLS \L

.

[ <>"? AR— R EERL PEA YL
A

[AJTE— K]

et EXEC B— N

B

TIA4T v MEHELZ A — VIR L TE 2= —IZ A= VIEET D,

BT T4 T FEEARIT, Fa—HF—DORNAT— R TEMHLEZZIP 77 A L Th D,
A =T RUARREIN TN —F— I LTI, A —/LDEEITHOILRN,

A=V EEET DI, FRNIA —IVDEE LY — =LA — VDO L7 8 A— T T L— MIRTE

send certificate =2~ > N C, HEEIHICHHTIA AT 7L —FID R E L TEBLERDH D,

[/ —h]
A—NVEEEND T TAT v FEAEL, KHO 1BORTHD,
[B% 2 Hl]

Z—4—ID Yamaha D7 7 A 7 FiEHEEZ XA — VX ET D,
SWP2#certificate export mail user Yamaha

10.1.14 RADIUS 7 54 7 F(NAS)DFER

[EX]
show radius-server local nas /ost
[73F A —&—]
host IP7 LA, /2. PRy "NU—27 T KL A
R EME A
. 0.0.0.1~223.255.255.255 ® 5 + 127.0.0.1 %
IPv4 7 F L A(A.B.C.D) BT & 0
- _ . Ty hU =27~ A7 OFiPHIL 8~32 T IP T
IPv4 %~ b U —27 7 KL A(A.B.C.D/M) KL 2Ok 2 L0 & 722
2=F Y AT RLADS L RKIBET KL
IPv6 7 K L A(A:B:C::D) A(::128), T 7 AV Fb— BT R L A(::/0),
N—T Ry 7T KL A1128) & RV =6 0
IPv6 % v k7 —2 7 KL A(A:B:C::D/M) TVUT 4y ARIE 1~128
[ASE— K]
¥iHE EXEC £— K
B!
RADIUS 7 74 7 F(NAS)D—E %A F/RT 5,
[ EH]

IP 7 KL A73"192.168.100.0/24" 7 RADIUS 7 7 A 7 > h(NAS)Z F~T 5,

SWP2#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24
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10.1.15 FEFE— P —FWOER

[EX]
show radius-server local user [detail userid]

[F—T— k]

detail DORE Lo — - ORI R R T 5

[/NT A—=HF—]

userid . a—¥—1ID
(3 CFLA L 32 SCF LN, "DEFAULT" 6 E A A

RRAETT 2 AFT IR
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"2? A= R E < AT it e
EI<>S") AR — A X Y

EAP-TLS \ﬁag]-/%ﬁ',ga%' A=A R < AR

[ASIE— K]

FiHE EXEC £— R

B

a—Y—fFRzeFRT 5,

(B EH)

PO K% FR T B,

SWP2#show radius-server local user

Total 1
userid name vlan mode
00a0de001080 YamahaTaro 1 eap-md5

2 —H— 1D 23"00a0de000001" D 2 —W — [ &2 FR_T 5,
SWP2#show radius-server local user detail 00a0de000001

Total 1

userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan : 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.16 7 7 A 7 FIEBAEDORITIREER R

[EX]
show radius-server local certificate status
[AS1E— K]
¥ikE EXEC E— 1
B!
7747 v NIEHERITRBEOREZ R RT 5,

FTIREE T

done 74T NAEREORITNSE T £ I IERIIT

processing 7747 v NIEREE BT

certificate abort 2~ K72 BN K-> ToZ 747 > Mk

Tt .
aborted D IEAT B T
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[ EH]

7747 v NEHEBITRBEOREZ R RT 5,

SWP2#show radius-server local certificate status
certificate process: done.

10.1.17 7 A7~ FiEAED Y X R

[#FX]
show radius-server local certificate list [detail userid]

[F—7U—F]

detail DR —RERRE TS

/3T A—&—]

userid ;. a2—#—1ID
(3 3CFLL 1 32 SCFLAN, "DEFAULT" I ZFEEAS )

RS A AJIRIRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP \[]"? AN—RE R PRI EARL S
. o 2o o

EAP-TLS \qy./ 4:ﬁljgg% ? A A %R AR

[AF1E— F]

FHE EXEC £— N

[RLBA]

FATH 7 747~ MEEAEFEDO D A R 2T T D,

userid Z 5 7E LT2 5513, Z O —F —OFEMIERELTT 5,
[XEH]

FEE 2 —Y—DRITH 2 747 Mt EEZ R R ET 5.

SWP2#show radius-server local certificate list detail Yamaha

userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.18 7 5 A4 7> FEEHAZEDO RSN Y X bFER
[ER]

show radius-server local certificate revoke
[AJ1E— K]
¥iHE EXEC £ — F
[REA]
KM INT=2 7 FTAT > MEHEDO Y X N E2FRT D,

RZhER NE

revoked FEhC L B5E%
expired ARG & 2 K%
Bt
IIAT MEHEORNY A N eRTRET D,

SWP2#show radius-server local certificate revoke
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userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 158
aaa authentication auth-web 158
aaa authentication dotlx 157
access-group (IPv4) 275
access-group (IPv6) 277
access-group (MAC) 280
access-list (IPv4) 273

access-list (IPv6) 276

access-list (MAC) 278
access-list description (IPv4) 275
access-list description (IPv6) 277
access-list description (MAC) 279
action 126

aggregate-police 305

arp 235

arp-ageing-timeout 235
arp-ageing-timeout request 236

auth clear-state time (- > % — 7 = — A& — ) 175
auth clear-state time (7' 2 —/ )LV a7 4 7 L—1 3 »E— K) 175

auth dynamic-vlan-creation 165
auth guest-vlan 165

auth host-mode 163

auth order 164

auth radius attribute nas-identifier 171
auth reauthentication 164

auth timeout quiet-period 166
auth timeout reauth-period 166
auth timeout server-timeout 167
auth timeout supp-timeout 167
auth-mac auth-user 161
auth-mac enable 160

auth-mac static 162

auth-web enable 162

auth-web redirect-url 174
authentication 322

auto-ip 232

B

backup-config 35
banner motd 33

C

cable-diagnostics tdr execute interface 45
certificate abort 327

certificate export mail 328
certificate revoke 328

certificate user 326

channel-group mode 148

class 292

class-map 292

clear access-list counters 281

clear arp-cache 235

clear auth state 175

clear auth statistics 173

clear boot list 39

clear cable-diagnostics tdr 45

clear counters 143

clear ip dhep snooping binding 227
clear ip dhep snooping statistics 227
clear ip igmp snooping 266

clear ipv6 dhcp client 247

clear ipv6 mld snooping 272

clear ipv6 neighbors 251

g~ KU 77 LA | 35333

clear lacp counters 153

clear lldp counters 117

clear logging 58

clear mac-address-table dynamic 182
clear qos metering-counters 310

clear spanning-tree detected protocols 208
clear ssh host 95

clear ssh-server host key 92

clear system-diagnostics on-demand 45
clear test cable-diagnostics tdr 45
cli-command 127

clock set 46

clock summer-time date 48

clock summer-time recurring 47

clock timezone 47

cold start 129

copy running-config startup-config 34
crypto pki generate ca 322

D

description 132

description (schedule) 126
dns-client 253

dns-client domain-list 255
dns-client domain-name 254
dns-client name-server 254
dotlx control-direction 159
dot1x max-auth-req 160
dot1x port-control 158

E

ece 134

enable password 30

erase backup-config 38
erase startup-config 38
errdisable auto-recovery 179
exec-timeout 52

F

find switch start 130

find switch stop 130

firmware-update execute 121

firmware-update http-proxy 121

firmware-update reload-time 123

firmware-update revision-down enable 123

firmware-update timeout 122

firmware-update url 120

flowcontrol (f > % —7 = —ZAE— R) 317

flowcontrol (7 @ — )L a7 4 7 L—3 3 »E— K) 317

H

hostname 128

http-server 85

http-server access 87
http-server interface 87
http-server language 88
http-server login-timeout 89
http-server secure 86

|

instance 208
instance priority 209
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instance vlan 209

interface reset 141

ip address 229

ip address dhep 230

ip dhep snooping (A % — 7 = — AE— ) 220
ip dhcp snooping (7' 2 — v a7 ¢ 7 L—3 3 »E— K) 219
ip dhcp snooping information option 221

ip dhcp snooping information option allow-untrusted 222
ip dhcp snooping information option format remote-id 223
ip dhcp snooping information option format-type circuit-id 223
ip dhcp snooping limit rate 224

ip dhcp snooping logging 225

ip dhcp snooping subscriber-id 224

ip dhcp snooping trust 220

ip dhcp snooping verify mac-address 221

ip forwarding 236

ip igmp snooping 259

ip igmp snooping check ttl 262

ip igmp snooping fast-leave 260

ip igmp snooping mrouter interface 260

ip igmp snooping mrouter-port data-suppression 264
ip igmp snooping querier 261

ip igmp snooping query-interval 261

ip igmp snooping report-suppression 263

ip igmp snooping version 263

ip route 232

ipv6 239

ipv6 address 240

ipv6 address autoconfig 240

ipv6 address dhep 241

ipv6 address pd 242

ipv6 dhep client nd-prefix 247

ipv6 dhep client pd 243

ipv6 forwarding 251

ipv6 mld snooping 267

ipv6 mld snooping fast-leave 268

ipv6 mld snooping mrouter interface 268

ipv6 mld snooping querier 269

ipv6 mld snooping query-interval 269

ipv6 mld snooping version 270

ipv6 nd accept-ra-default-routes 244

ipv6 neighbor 250

ipv6 route 248

L

12-mcast flood 258

12-mcast snooping tcn-query 259
12-unknown-mcast (f > # —7 = — AE— ) 257
12-unknown-mcast (7' 2 — )L a 7 4 7 L—3 3 »E— R) 257
12-unknown-mcast forward link-local 258
12ms filter enable 117

lacp multi-speed 152

lacp port-priority 157

lacp system-priority 151

lacp timeout 152

led-mode default 129

line con 51

line vty 52

1ldp auto-setting 106

1ldp interface enable 113

lldp run 104

1ldp system-description 104

1ldp system-name 105

lldp-agent 105

logging facility 55

logging format 55

logging host 54

logging stdout info 57

logging trap debug 56

logging trap error 57

logging trap informational 56

loop-detect (f v &% —7 =—AE— K) 216

loop_detect(ﬁvl:"—‘/{/]/:j 74 T L— g F)ZIS

loop-detect blocking 217
loop-detect blocking interval 218
loop-detect reset 218

M

mac-address-table ageing-time 181
mac-address-table learning 181
mac-address-table static 182
mail certificate expire-notify 101
mail notify trigger 97

mail send certificate 100

mail send certificate-notify 101
mail server smtp host 96

mail server smtp name 97

mail template 98

management interface 54
match access-list (QoS) 293
match access-list (VLAN) 282
match cos 294

match ethertype 295

match ip-dscp 294

match ip-precedence 294
match vlan 296

match vlan-range 296

mdix auto 134

mirror interface 136

mru 133

mtu 237

multiple-vlan group name 196
multiple-vlan transfer ympi 196

N

nas 323

ntpdate interval 50
ntpdate oneshot 50
ntpdate server 49

P

pass-through eap 176

password-encryption 30

ping 238

ping6 252

police single-rate (R V ¥ —~ v 7"« 7 T ZE— R) 301
police single-rate (£ AR U H—F— ) 305

police twin-rate (N U ¥ —~< v 7 « 7 T ZF— ) 302
police twin-rate (|4 U ¥—F — ) 306
police-aggregate 309

policy-map 297

port-channel load-balance 154

port-security enable 177

port-security mac-address 177

port-security violation 178

private-vlan 185

private-vlan association 186

Q

qos cos 285

qos cos-queue 289

qos dscp-queue 290

qos enable 284

qos port-priority-queue 290
qos queue sent-from-cpu 291
qos trust 286

qos wrr-weight 315



R

radius-server deadtime 170
radius-server host 168
radius-server key 170
radius-server local enable 321
radius-server local interface 321
radius-server local refresh 326
radius-server local-profile 322
radius-server retransmit 169
radius-server timeout 169
reauth interval 326

region 210

reload 128

remark-map (K v —~v v 7« 77 Z2FE— ) 304
remark-map (/)R U ¥ —F— K) 307

restart 128

revision 210

rmon 68

rmon alarm 71

rmon clear counters 76
rmon event 70

rmon history 69

rmon statistics 69

S

save 35

save logging 57

schedule 124

schedule template 127

send from 99

send notify wait-time 100
send server 98

send subject 99

send to 99

service terminal-length 53
service-policy 298

set cos 299

set cos-queue 311

set ip-dscp 300

set ip-dscp-queue 311

set ip-precedence 300

set lldp 106

set management-address-tlv 107
set msg-tx-hold 111

set timer msg-fast-tx 110

set timer msg-tx-interval 110
set timer reinit-delay 111

set too-many-neighbors limit 112
set tx-fast-init 112

sflow 76

sflow agent 77

sflow collector 77

sflow collector max-datagram-size 78
sflow max-header-size 79
sflow polling-interval 79
sflow sampling-rate 78
sfp-monitor rx-power 144
show access-group 282

show access-list 281

show aggregate-police 308
show arp 234

show auth statistics 173

show auth status 171

show auth supplicant 172
show backup-config 37

show boot 38

show cable-diagnostics tdr 46
show class-map 296

show clock 49

show config(show running-config) 36
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show ddm status 144

show dhcp lease 231

show dipsw 131

show disk-usage 41

show dns-client 255

show eee capabilities interface 135
show eee status interface 135

show environment 40

show errdisable 179

show error port-led 131

show etherchannel 149

show etherchannel status 155

show firmware-update 123

show flowcontrol 318

show frame-counter 142

show http-server 86

show interface 138

show interface brief 140

show inventory 39

show ip dhcp snooping 225

show ip dhcp snooping binding 226
show ip dhcp snooping interface 226
show ip dhcp snooping statistics 227
show ip forwarding 237

show ip igmp snooping groups 265
show ip igmp snooping interface 266
show ip igmp snooping mrouter 265
show ip interface 230

show ip route 233

show ip route database 234

show ip route summary 234

show ipv6 dhcp interface 246

show ipv6 forwarding 251

show ipv6 interface 245

show ipv6 mld snooping groups 271
show ipv6 mld snooping interface 271
show ipv6 mld snooping mrouter 270
show ipv6 neighbors 250

show ipv6 route 249

show ipv6 route database 249

show ipv6 route summary 250

show 12ms 118

show lacp sys-id 151

show lacp-counter 153

show led-mode 130

show lldp interface 113

show 1ldp neighbors 116

show logging 58

show loop-detect 218

show mac-address-table 183

show mac-address-table count 184
show mail information 102

show memory 41

show mirror 137

show ntpdate 51

show policy-map 312

show port-security status 178

show process 41

show qos 287

show qos interface 287

show qos map-status 314

show qos metering-counters 310
show qos queue-counters 288

show radius-server 174

show radius-server local certificate list 331
show radius-server local certificate revoke 331
show radius-server local certificate status 330
show radius-server local nas 329
show radius-server local user 330
show rmon 73

show rmon alarm 75

show rmon event 75
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show rmon history 74 storm-control 319

show rmon statistics 74 switchport access vlan 188

show running-config 36 switchport mode access 187

show sflow 80 switchport mode private-vlan 191

show sflow sampling 80 switchport mode trunk 188

show snmp community 66 switchport multiple-vlan group 195

show snmp group 67 switchport private-vlan host-association 191
show snmp user 68 switchport private-vlan mapping 192
show snmp view 67 switchport trunk allowed vlan 189

show spanning-tree 204 switchport trunk native vlan 190

show spanning-tree mst 213 switchport voice cos 194

show spanning-tree mst config 213 switchport voice dscp 194

show spanning-tree mst instance 214 switchport voice vlan 193

show spanning-tree statistics 206 system-diagnostics on-demand execute 44
show ssh-server 90

show ssh-server host key 93 T

show startup-config 36

show static-channel-group 147 telnet 83

show storm-control 319

show system-diagnostics 44
show tech-support 42

show telnet-server 81

show test cable-diagnostics tdr 46
show tftp-server 85

show tx-queue-monitor 146

show users 33

show vlan 197

telnet-client 84

telnet-server 81

telnet-server access 82

telnet-server interface 82

terminal length 53

test cable-diagnostics tdr interface 45
tftp-server 84

tftp-server interface 85

tlv-select basic-mgmt 108

show vlan access-map 284 tlv-select ieee-8021-org-specific 108

show vlan ﬁlter.284 tlv-select ieee-8023-org-specific 109
show vlan multiple-vlan 198 tlv-select med 109

show vlan private-vlan 197
show y-unos 103

shutdown 132

snapshot delete 120
snapshot enable 119
snapshot save 120
snapshot trap terminal 119
snmp-server access 65
snmp-server community 62
snmp-server contact 61 U
snmp-server enable trap 60

traceroute 239

traceroute6 253

traffic-shape queue rate 316

traffic-shape rate 315

tx-queue-monitor usage-rate (- ¥ — 7 = —AE— ) 145

tx-queue-monitor usage-rate (7 2 — 3L 327 4 JL—3 a3 E—
R) 145

snmp-server group 63 user 324
snmp-server host 58 username 31
snmp-server location 62 username privilege 32
snmp-server startup-trap-delay 60

snmp-server user 64 Vv

snmp-server view 63

spanning-tree 200 vlan 185
spanning-tree bpdu-filter 201 vlan access-map 282
spanning-tree bpdu-guard 202 vlan database 184
spanning-tree edgeport 204 vlan filter 283
spanning-tree forward-time 199

spanning-tree instance 211 W

spanning-tree instance path-cost 212

spanning-tree instance priority 211 write 35

spanning-tree link-type 201

spanning-tree max-age 199

spanning-tree mst configuration 208 Y
spanning-tree path-cost 203

spanning-tree priority (-f % — 7 = — ZXE&— ) 203
spanning-tree priority (7 2 —/ 3V 3> 7 4 J L —3 3 VE— R)
200

spanning-tree shutdown 198

speed-duplex 133

ssh 94

ssh-client 95

ssh-server 89

ssh-server access 91

ssh-server client alive 94

ssh-server host key generate 92

ssh-server interface 90

static-channel-group 147

y-unos enable 102
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