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Fo, RET A NEETE, HERNICO AT LA2HESHSE-WESIE. LT E— 2 ZBELET, H
EBEBLTWbdar 7 o 7RG L2 0 £7,

RT7 7 ANDY ET— hRXA(HEFHEEH D)

==

X JE

%% CONFIG  [%&7 7 AL YE— kX2 FAHL(GET) |EXAARPUT) | BBEEH
CONFIG 7 7 A
reconfig - o o
HIERE LT |7V ()
% startup-config ~ S
ST ORIE reconfig-all - o o
(.zip)

éb\o
Mol 7 7 ANVERETDHEEL KM TEERA,
T 22~ FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICIEKFLET, RORITHER L TETLTLIES

Wy,

T AN EEFEZRARPUTNT S & X,

SWR2311P D IP 7 K L &
s — NS T U B — RTINS,

U E— h2RADHAHIZ"/PASSWORD" & W ) FTEX CTEH SR T — RERET AL ERH Y £9°,

BHSAT — RONOIHIEREDOIREETIX, RET 7 A VOt L/EX AL EZT L LI TEERA, BIL > THE

%42 CONFIG, BX W, {RT7 7 A LVOFRERNIE LW & 2R L TL T2

HANRY — R EETL0LENHY £,

UJE— kA"

i‘@‘o

config"# & L C PUT(E X AR T D356, BIEEHF O

E1n==4

AX A

REZBMELIIZELRNEDIZOWNWTIE, BEEH L TWAREDETE LY £,

Fo. REMIIRFINRNTCD, RIFLIZWG ST write 2~ 0 FETRAEL T ES 0,

(ZXFLT, BmEIT EEEXEZL
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o BEE(L S A7/ A U — K(password 8 X° enable password 8 © =~ > RZ0)iX, TFTP “C running-config (= PUT L
THREICKBMESNEEA,

Fim, B bEN/ AT — RFa2E&tea—P —DOF% E(username 2~ > M)k, —HF—DBEEH KRN TONLEHE
Ao

23 AV
SWR2311P DEEMNETTH L, vl A VEEERRNLET,

BRE L= —ZHLRAT—-REANTEZ LTI A THENRTEET,

THRETIE, OB~ —0HREINTEY, 2—¥—%:admin, /XA Y — N:aadmin TR /A > §5Z &N
TEET,

=gl i

Username:admin
Password:

e nlALVHEOaY Y —)LHEE

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>
MEH 2= =T 7 A LIche, HRIOANAY — RERBEHAZRSNESTOT, NAT—FE2EELT
<TEEW,

o XA — K25 [

Username:admin
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B NAU— FZ 3 EEg TRIEZ 725G, 10 74 URRIRSE T, 1 o, ELW AT —REA
JLTLIZEN,

o B A BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Il ARSIz = =0, BONRAT — NEHIER D LIRS EFR SN ET,
o HIREFRIFGEZICIELWSAT =2 ANTLHLI L TR A TEH L5100 £,

24 2~ FAJIE— FIZDOWT

241 a2~ FAJIE— FOEAK

SWR2311P DR EL TR AT AEE. Wi a~y FAHE—RIZER LD, a~vy REFETT 54
ERHVET, I ROATTE— RNILUTOL I RBERBIZOINTEY, 4 DEF—RRTANTEHa~v R
B0 FET, a—V—F, 77 E2ERTHILET, BE, EOT—RIWIDONERT LI ENTEET,




O I
(JERD— R ADEm)

Dﬁ{yﬂml

JEHEEXECE—
(I—HE—R)

—

exit, logout

enable /administrator disable

a<w R 77 LU A | avwy ROV |21

SWR2311P>

BHEEXECE—RK

exit, logout

configure terminal

2J0-)Ul
d>J10L—33>E—R

interface’d &

fElR!

d>J10L—33>E—R

SWR2311P#

SWR2311P(config)#

SWR2311P(config-if)#

o< FASTE— FOERBICEET AN 2o~ N, UFERVES, Fao— o747 1L—v 3%
— KRRy 74—y a v E— RAOBBa~ L RicoWnWTix, MERIzy 74 7 L—3a v F— R 2%

LTI,

+ exit AV R

* logout =¥ K

» enable =~ > I /administrator =~
+ disable =¥ |

+ configure terminal =~ >

e end IR

242274 TV —Y g U E— R

s> 7 4 7 L—v 3 E— REX, LAN/SFP AR — F° VLAN A V' # —7 = — A QoS 72 &', FFEDHH 2%t
HEEMIRREEATO2ODE— FORKHTYT, a7 4 /L —arB—RIZADIKIE, Fa—Lvar7 g

Jl—varEt— RCEE— NIIBHTLHZDDa~y REETLET,

SWR23LIP iRy 7 4 7L —3 a3 o F— RIIFKROLONH Y £9, a7 4 7 L— 3 0 F— ROHIC
IEBLEN TS HDLH0 £, HiziE, RVv—~yv7ET—RFR>R)v—<v 7+« 7T AE—FTT,

Bz 74 7 v—varsE—F BRa<w R

A =347

A B =T 2 —AF— RN interface =~ K

SWR2311P(config-if)#

FA - K line con =¥ | SWR2311P(config-line)#
line vty =~ > N
VLAN &£— R vlan database =< K SWR2311P(config-vlan)#

VLAN 77 E 2= FE— K

vlan access-map 2~ > N

SWR2311P(config-vlan-access-map)#

MST &— K

spanning-tree mst configuration =~
M

SWR2311P(config-mst)#

VA SE—R

class-map =~ > K

SWR2311P(config-cmap)#

KY v—v v TE—F

policy-map =~ > R

SWR2311P(config-pmap)#

R)o—vv 7« 7 TAE—R

class =< K

SWR2311P(config-pmap-c)#
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@274 7 v—vaE—F |BBav K A=

HBRRY p—F—F aggregate-police =~ > K SWR2311P(config-agg-policer)#
L2MS £— K I2ms configuration =~ > N SWR2311P(config-12ms)#
LLDP =—¥ = hE—F lldp-agent ==~ > SWR2311P(lldp-agent)#
A= T T L— hE— R mail template =~ > F SWR2311P(config-mail#

Al a—VT S L—hE—F schedule template =~ > N SWR2311P(config-schedule)#
}:\ADIUS SYTA TV ya e radius-server local-profile =~ > | SWR2311P(config-radius)#

243 a2 R T v OV T 4T A

o= R 7T OT VT 4T AT, FARMEERLTOVET, PIHNRETIIARA M4 L LT, ETAL4T
7% [SWR231IP] #FE L TWVWET, AE <L, hostname 2~ RTHRA MNMERETAHAZI L TEETX T4,
SWR2311IP Z#HEMEH L TWDEERE, F£AL v F Il 2 DARIZREL T 2 LT, FHEPALLITLS 2D F
—g—o

KA NLDER

SWR2311P (config)# hostname Switch-012
Switch-012 (config) #

244 BRI AANTTE— KD~ REFT

SWR2311P Cix, E— FZ LICHIHFRER 2~ RNRR D720, FITHRERE— NETEBL CTa~vy F&23T
LT 8%, TNEMRIET I a~2 FELT, doa~y RaERELET,
do a2~ REMEHTAHE, T R_RTOar 747 b—3 g 0F— RO LEHEEXEC BE— RDavwy REETTHZ &
MNTEET, ZNICEY, TR_RToar 747 —2 g 0F— RO EXEC E— RICBEIT S 2 &<, &E
Hoary 74 7 b—vara2BRE L0, REORENAREE 2D £,
72721, do TIXMsEmRITFIH TE oz, ZD®%ICH 2~y RE TNV AL E T ITENER TATIT 5 LEN
HYET,
o TNAAYLTANTBHES

SWR2311P (config) #do show running-config
o BB TANT D56

SWR2311P(config) #do sh ru

25 Y —NVERHEOX—3R— NEE

2.5.1 oY — )V AS D EARERE

SWR2311P TiE, =~ KT A4 BT, LTFOERENTTFETT,
o« H— )LD

R FHRME PR - fi%
— 1| XFHRIBBLET
- | X L ET

| HEEAICBEI L 3 ( — Y LB S D HiaE O Bt

Esc i F#I(Z F DILFOWRIZHBE LET)

| HEEEICHE L ET (0 — Y LB S D BHFEO SRR

Esc ffl (= B THICBE L)

Ctrl+ A TOSEEEICBEN L E1
Ctrl+E ITORRBICBEHLET

« AT OHIER
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F—R— FEE B - %

Backspace

H—=INVDECH D LT EHIBRLET

Ctrl + H

H— I NMLEO L FEHIR L ET,
Ctrl+D a2 RITRZEOIREETARBEEZ L7256 1H, exit =
<~ RERUEMEE 720 £9,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

. T
F R FHRE B - 5

H— Y WANLED LT & F DOEFO T2 Az £

Ctrl+T 7
=V VIPTORRBIZH D & &, HAIOXT L ZDH]
DT Nz F9,
JERFHE EXEC & — R L 7 EXEC £=— R TlX, A
Da< RERIEL TROITIZE D £97,

Ctrl + C MRz 747 v —3arE—RKTliE, AAFoa~

v FTZREEE L CRriE EXEC £— RICER L7,
BUEFEITHROa~ s N AZ K L E7, (ex: ping =
< R)

sy 7 4 7 L—3 3 »F— RS FikE EXEC & —
Ctrl+Z NiZER LET,
end 2~ FERIUEMESE 220 97,

252 a~vy R~ )L

aAv S RIA L ETP"EATTHIET, ETEDa~v L RERFIANATA— X —EHRBTETET.
SWR2311P#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2311P#show vlan

253 Af1a<r FofzE., ¥—V— RMeEf—EDFR R

ayY—)b ETa~vwy FABPIZ, "Tab"F—%f5 L, a~vr FaifiesnEd, £z, ¥—U—RFAN%KI
"Tab"F —Z 3 &, WICANFEERF—TU — RO —E 2R R LET, AREIEX, "Cul+I"F—Z2# L TH Ak
REMEL 720 9,

o v R4 DOHSE

SWR2311P#con"<Tab>¥ — %
l
SWR2311P#configure
o F—U— NEi—EoFRR
SWR2311P (config) #vlan "<Tab>¥F—Z ¢

access-map database filter
SWR2311P (config) #vlan
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254 < RKOEEAS

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~y REREFARIA—Z—L LT
W TCE %A, F0a~y RRFEITENET,

a2 ROEME A ) Hil(show running-config)

SWR2311P# sh run

255 2~ REAXA Y —

av Re RN —kfea T AL, WECAN LEZa~vy REHEABETHETLEZY, BEICAHLES
< RO—HALER L CHETTHZLENTEET, avr Fex M) —j3, FE— FEHROBEL L TE TSN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE ShniEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show| ThhEDBa~v K

261 FET 47747

TT 4774 TIE, show 2= RPN THHEHRE 7 4 M F—IZBL, RERFERICNEZKD Z & TR HIZ

RO <ERLET,
SWR2311P TiZ, show 2~ FDEF 4 77 A7 L LT, RO 3FEEEZREL E 4,
EFA4T7AT A
include
BE LTI EaiTR a2 45
grep
exclude BE LTI EEERTEH TS

BB, FET AT AT IIH-TORMERWRE T, BEIFET D LITTETEE A,

< (B

interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & 22 £~ 5,

< (B
SWR2311P# show spanning-t

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

nl

ree

show running-config C VLAN #1 % & el 2 FrT 5,
SWR2311P#show running-config

grep vlanl

include

Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

a7 4L —Ta v

3.1 REMEDEH
SWR231IPIZ. U TDar 7 4 VAL CREMEZEFL £,

ay7 4 7O P IR — P —HufE
Z v => 7 a7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX—T v ar7 4 7~
config) 5, DIRAT

TRAF L7@REM, Flash ROM £ 5
ODALT 47 & SDI—RED]
DDA T 4 T EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K TRET 5,
SDAA—RED1 2D 7 4 713"
swr2311p/startup-config" 7 -+ /L % CH&

ZH/HE /2 —

Y5,
T 7 /v b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) ST B, PRAFEAT

SWR2311P O A7 AfEHE, LLTFOfih & 7e v 3,
1. startup-config select =~ NREMEZ S L, EHTLAZ— T v T a7 4 7 HRET D,
startup-config select =~ > R Tsd NREINTNWT, AF— T w7 ar7 0 ZPRREINTNS SD 71— KA
FASNTWRNSTEH/E, AX— T v T ar 7 4 7 # BN END,
2. WELICAZ =T v T ary7 4 VB HET 256, %87 —F % RAM LiIZT v =27 ar7 4 7L L TR
‘a_‘éO
startup-config select =~ > REXEMIZ L= > TRE LT AX — ~7 v 727 ¢ 7} Flash ROM _EIZHFAE L
WA, TN a7 4 7% RAM EICERT 5,
SWR2PEMFIZa~ > FRETRELLETLH L, BHELIENAITSICT =T ar 7 o ZITkBEnE
T, Tr=rrary 7 4 JEER LR, write £zt copy 2~ REFEITTHILET, AX— T v Tar7gy
IWHEFHINET, RE - BRLIENELZRAFE LW THERT 5 &, RE - EENAENKRDNLET, THEELE
él/\o

325 7+ )V N EE
SWR2311P OF 7 # /b FREEIZOWT, L FOFIZRLET,

TIHHAREEOFRE L., AEICGREH IN 2L~ FOMYEREH SN bbb Tid7el . LFOT 7 4 /L % E
Bl 72> TWET,

o VAT ARIKDT 7 )L FNERE

BESHE BREHHE F 7 NREME
CONFIG ECENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
ayI—NNEA LT TR 600 sec
Uit A IE VTY %% 8
FRITEL 24
VR PR o — A — 2 —H—4 admin, /XA T —
’ R:admin
a—W =T Hh 7k AT — _
INAYT — ROKEZAL Kb L7 n




26| A~ R Ty LA |avrTI L —ray

BESE FEHEHE F 7 )V MR EE
AA DS — UTC (+0)
B 4 T NTP H#—/3— L
NTP 5518 # 1 FEREC 1 1H
RMON EE H%h
sFlow FhE HE7)
firmware-update url http://
47> vu— K URL www.rtpro.yamaha.co.jp/firmware/
o revision-up/swr2311p.bin
T N = T E P P
VEYayH U OFFA] FFR L7220
HANLT TR 300 sec
BE B2
LLDP - —
HENRE Hh
BH1E H%h
L2MS
?&"%U z—x2 b
debug L~vm 7 H ) OFF
information L ~yL v 7 H ON
SYSLOG -
error L~y a 7 H A ON
SYSLOG #—/— 2L
TELNET #— N—khE EEh3 5
TELNET % —/ =7 27 & & VLAN #1 O L 37]
SSH #—/N—IKBE EEIL 7220
7 7B A TFTP Y — X —JKHE EE LW
HTTP H—/N—fRRe EEhd 5
HTTP #—1—7 7 X VLAN #1 O L]
Y% =7 HTTP Y —/S—iRKE EEhL 7220
£R5F VLAN VLAN AV #—7 = — A VLAN #1
MAC 7 KL & {#h5%8 %N
S PESH 30N
‘ MAC 7 RLAHEfE =— ) 300 sec
L2 AL v F L R[]
ANR= Y — Hh
MBEAL—T R fEh
DNS 7 74 7 b BE %N
AV H—T = — A PoE #57%E H%h
QoS E7h
A e T - —
7 1 —#ilf#l (IEEE 802.3x) HE2h
Web GUI SRR E R

LAN/SFP 7" — N HLLDOT 7 4L b

e




a2 K

V77 LA | aryrZeZL—va|27

RIESHH REHEHE 77 /v MR EM
RIS T — NERE auto
7 a A& b L— BB A%
MRU 1,522 Byte
FEARRE A— b O L
EEE B3]
Port Mode Access
FTJ& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 L& — Ei3)
L2 AL v F o Sl ik
MEV— TR A%
QoS F T A RE—F CoS
NS5 7 4 2 I ~7 v —fil{# (IEEE 802.3x) 20
A b — Al B3]
PoE 4T o EEEE B
R &
LLDP =— = > k EEEE—NF EEB I OEAE

77 4/ b VLAN (VLAN #1) (2% 9 2 7% €

REDH

REHHE

7 7 4V FREME

Layer3 #%6E

IPv4d 7 FL- A

DHCP 7 A4 7 k

IP~/VvFFxx X |

NV F Xy A NI L—bDERE

239.192.128.250 (Y-UNOS

)
ik A
Querier HE2)
IGMP Snooping
Fast-Leave 2
Check TTL 7
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B4

PRST « IE B RE

4.1 XA TJ— K

4.1.1 SRR T— RORFE
[EX]
enable password password
5 —5—]
password OBENR AT — R
PP TEBLIO" & L > &2 EEATFER AT S (G2 LTLUN)
BN D SCFAT A ST TRRT AT T e
[WIHIRRE]
enable password admin
[ASTE— K]
sua—n\)Narsz 4l —ya 'R
[BLAA]

et EXEC B — RABAITT AT 00BN AT — RERET 5,
FTITH NIRRT —RTHD admin [ICEFETDHZ LT TERU,
[/ —F]

password-encryption =21~ > R|Z L7228 TS L S NTZ/RA T — ROEE, 2227 4 7 1 Cld"enable password 8

password"DIEA TR RSN D,

=P —Favr RIS b ary 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, BIRANA T — RRRE SN TOHRWGEIE, HIE R NZA T — F(admin) & HBIFICRET 5.
[ E 5]

B RAT— R L& LT adminl234 2 ET 5,

SWR2311P (config) #enable password adminl234

4.1.2 7RRA T — ROREEAL

[EX]
password-encryption switch
no password-encryption

$5 A =5
switch D NRAYU — RSS20 0
RIEE B
enable ISR A B
disable Bk L7
(AR 2
password-encryption disable
[AS1E— F]

Jga—)arz 4 lb—y g rEw—NR
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[FHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCASHL7Z/RAU—F%, 3
7 4 THTCIEN S SN TRET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2L L . password =~ > K enable password =~ >~ | username
TAN LI RAY—RE, ar 7 4 ZHTIREXO F FRFT D,

[/—h]

WA — ROWSbZ BN O AMIER L72GE13, BRICREFHADO/IA T — NI b S vz gz
EHEINDD, ARPLEMHIIER LI2GEE, BRIcE S Tnd ar 7 4 ZHORZAY — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWR2311P (config) #password-encryption enable
INAY — OB G2 TN T D,

SWR2311P (config) #no password-encryption

42 22— —Tho v NEHE

421 2 —YF—DH|E
[E=]

username username [privilege privilege] password password

no username username

[F—TU—F]
privilege D = —DOWHEREEET S
password D =P =D RT— RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege DR AT B DR
X EME A
FEHE EXEC E— RBATRFIIC N AT — RD A
on FIDRKD 7
Administrator #£fRC Web GUI |27 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RO A
off MRDEND
Guest #EfR T Web GUI IZT 7B ATZX %
password D a—Y—onr A RAT— R
PATHTEIO L L | &> L2 LR T ERLS PATSG2 XFUWN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AFTE— F]

Ja—\)ary7 41—y g T — R
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[@iA]
—F—ERERET D,
2P IERITIR KT I3 ETHIRTE D, 7272 L., privilege off D= —H — (T K 32 % T, privilege on O =—
P—lZ T IR LE 22D,
UUTOHGETZ—F—4 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

FIT ) "R AT— R Th D admin 1T/32A T — RE L THEATEZRU,
[/—F]

password-encryption =~ > R E SN TWeiE, WAV — R 5t =7 ¢ 7 L Tld"username
username 8 password password" DFE TR R Z 5,

A=Y= Ta~v I RIS NHar T4 TRETDHLE, ZORKNTANT L LITTER,

ECENFIZ, privilege on D —H =723 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BEENRFIZ, NAT— RBRRE SN T RN —Y =T a2—P =4 L[E CFHNE2 /AT — RICHBERRET 5,
[BREH]

Z—H— userl234 Z R ET D,

SWR2311P (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 # 3/ ET 5,

SWR2311P (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege
[¥—TU—F]
privilege D a— Y —OHEREZIEET S
[73T A =4 —]
username D a—F—4
A G (32 SUTFL)
privilege D FREERATET D0
BEE BIL
FiHE EXEC £ — NBATHRFIZ N AT — FOA
on FIDIKD BN
Administrator HEFR T Web GUI (IC 7 7 £ AT
EA)
FiMe EXEC & — FRATRFIC/SAT — RO A
off NHRO B D
Guest #E[E T Web GUILIZT 7 EAXATZ 5
[WIHIRRE]
L
[AJ1E— F]
Jsua—s\varz 4 b—va e —R
(B8]
IR HD A — Y —OHEREZEET 5,
[/ —}I]

FBERD 2 — P —TITRE T E R0,
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[ EH]
BRERFE D 22— — user1234 |ZHEHELR T 54 5,

SWR2311P (config) #username userl234 privilege on

423 0 A v a—F —FEROER

[ER]
show users
[AFTE— K]
FJEHFHE EXEC B— R, B EXEC E— R, Y m— \Lary 7 4 V' Lb—3 g VE— R
[FHA]
A O —Y—FEREFRRT D,
FOHENERIND,
| Bl
vl A RERERRT D,
. con0 (I VT Y —R— |k
Line
vty N 13 VTY H— k
http N (& Web GUI
Own H & OBEGER— N OITIZ * % RRT 5,
User 0y A4 RO —W—ZEKRT D,
Status 0 A REEERT D, 22— =BT OSE,
Login # &/~ ¥ 5%,
Login time n 7 A R R R T D,
IP address Hfi—F—D P 7 LR & ERT 5,
[ EH]

A—F—Dn 7 A AMNERERTT D,

SWR2311P>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 - - -

vty 5 - - -

vty 6 - - -

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 = = =

424 NF—DHRE
[EX]

banner motd word

no banner motd
[2XT A—F—]
word DA TR L UNEARLT(256 SCEFELIN)
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[FIHIRR 2]

no banner motd

[AS1E— K]

sa—\)arZ g L—varyE—R

BN

ayvYy—nnalA4 URICEREINDI NN —EERET D,
[ EH]

RF—FK% [Hello World! | IZERET 5,

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>enable

SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P (config) #banner motd Hello World!

SWR2311P (config) ffexit

SWR2311P#exit

Username:
Password:

Hello World!

SWR2311P>enable

SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P (config) #no banner motd

SWR2311P (config) ffexit

SWR2311P#exit

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>

43 a7 4 T OEHR

431 F =T a7 4 7 0ORE

E&
copy running-config startup-config [config num]
[NTA—=H—]
config_num DAy IR E
R P
<0-4> AZ—KNT v a7 4 7 #0-#4
sd SD 1 — FNAZ =T v Tar747
[AS1E— F]
F#HE EXEC £— N
[FBA]

BIEEHPORET =7 ar 7 4 NERBBKORERZ— T v 7Far7 4 7) & LTHRET b,
config_num ZEWE LT2GE X, BIEORBIFRHIMEH L72A X — N7 v 7ar 7 ¢ JIRFT 5,



av s R 77 LA RS - AR | 33
[/— "}
TFr=r 7 ar 7 4 ZORMEZ write a2 R save A RTHITH ZENTED,
SD 71— R~ FSITWRUVREETIX, SD #— RN® Config # Xt RIZ L TARa~v L REETTHET— L
2%,
[BXRE )
Fo=mrrarv a4 JERGET S,
SWR2311P#copy running-config startup-config

Succeeded to write configuration
SWR2311P#

43270 =07 a7 4 T DRLE
[EX)

write [config num]

save [config_num]

[/3F A —4F—]
config num LAy I rEE
REE A
<0-4> AR — T v T a7 47 #0-#4
sd SDI—RRARE =R T v TFar7 47
[AS1E— K]
FiiE EXEC E— N, 274 7 L—varE—F
[BLBA]

BUREANORE(T =7 a7 4 NERBROREARY — T v 7ar7 4 7y e UTRET 2,

config_num ZEWE LT25E 1%, BUEOERBIFRHIMEH L72A X — N7 v 7ar7 ¢ ZJITRFT 5,

[/— 1]

T =7 a7 4 7 OLRIFEIE copy running-config startup-config =~ R THITH Z LN TX 5,

SD #— R~ FSITWRUVIREETIL, SD 71— FN® Config ZxRIZL T ARa~vy REFETTHEZT—L
2%,

[ E B

Ty rarg 0 SERGET 5,

SWR2311P#write
Succeeded to write configuration.
SWR2311P#

433 =T ary 7 4 FTOER
[EX]

show running-config [section]

show config
[/NT A —=HF—]
section D R THREI U
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access-list

TI7EAY A MNEE

http-server HTTP #—/\—[H#
interface A B —T = — ABE
ip IP [

ipv6 IPv6 BHH

key FRIE X — e

12ms L2MS [

lidp LLDP (&

mail A — L BA

radius-server

RADIUS H—/3— 58

schedule A a— )V EE
sflow sFlow P&iE

snmp SNMP B8t
spanning-tree STP B

ssh-server

SSH H—/\— i

telnet-sever

TELNET H—/3— (5

[AT1E— K]

ek EXEC B— R, iRl 747 L—2 3 F—R

[FiAA]

BUEEATORE(T =T ar7 4 NeERRT D,
section T8 EBMEIF X T R COEREELR T D,

Bl
ST arT g FEERT D,

SWR2311P#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWR2311P#

434 AFZ— T v a7 4 T DRR

[EX]
show startup-config [config num]
show config [config num]

[PXT A —=F—]

config_num Do arv I 4 IEE
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R EME A

<0-4> AR —NT v T a7 47 #0-#4

sd SD #— RNAZ— KT v Tar7 47
[AS1E—F]
F¢HE EXEC E— R
B

BENFICAE T ORERZ— NT v Far7 4 Nekrt b,
config num ZEME LT GAIL. LN ERRT 5,

+ show startup-config : BUEE L T2 a7 4 VBFBBFOAXZ— T v a7 4 TR RT D

- show config : BUEEM N DT =07 ar 7 4 V&2RKRzT 5
[/ —}]

SD 1 — R~ SR TWRUVREETIX, SD #— RN® Config # Xt RIZ L TARa~v L REETTHET— L

%5,
[ EH]
WERREFEDO AT — T v Far 7 4 VT eE T 5D,

SWR2311P#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.1l

switchport

switchport mode access

no shutdown
|

|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable
|

line con 0

line vty 0 7

|

end

SWR2311P#

435 AF— T v a7 4 JDHEE

[EX]
erase startup-config [config num]
[T A—=HF—]
config num ay7 4 JE S
RUE(E 5
<0-4> AH—NT T a7 47 #0-#4
sd SD I — RNAZ = T v Tar7 47
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[AS1E— K]
F#HE EXEC E— R
[
BRI T OREAR Y — N T v 7 ar7 4 NEZNHET DEREEET D,
config_num ZBWE LI2GE X, BIEORBIFRHIMEH LA X — N7 v Tar7 4 VEHET 5,

[/—}I

SD 1— FAR~ T P SN TWRUVIREETIX, SD ' — FH® Config 0 RICL TARa~v L FEFETTH LT —&
2%,

[ EH]

AR— R NT >y Far7 4 T ExHEETSH,

SWR2311P#erase startup-config
Succeeded to erase configuration.
SWR2311P#

43.6 AZ—"NT v Tar7470ar—

&3]
copy startup-config src_config_num dst_config_num
[T A—F—]
src_config num . AE—EDaLT 4 THKE
R P
<0-4> AL — K NT v T a7 47 #0-#4
sd SD i— RANARZ— T v T ar7 4/
dst_config_num D av—oar T 4 JEE
RE B
<0-4> ABZ—NT v a7 4 T #0-#4
sd SD #— FHNRZ— K NT v Tar7 47
[AJIE— K]
¥ #He EXEC £— K
[
EEFRFORE(AX— R NT v T a7 4 e 2T 21 E 2 —7 5,
[/—}]
SD 71— FK23<= 02 F IR TWARVIRETIE, SD 1— RIN® Config X RIC L TR REFEITTH LT — L
2%,
(BB

AR =T T A T4 THEAZ = NT v a7 47 #l ~atv—35,

SWR2311P#copy startup-config 0 1
Succeeded to copy configuration
SWR2311P#

43T AB— N7 v TFar7 4 TORATOHRTE

E&

startup-config description config_num line
no startup-config description config num

ST A—F—]

config num 1 <0-4>
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ENCES
line DOCEA TS LU AR (63 SUFELAN)
RIBAL— T v T a7 ¢ ZZxbd Bt

[ASIE— K]
et EXEC B— N
B

MBAL— T v T a7 4 7k LTI ERET 5,

no TR CIAT L725A 1. L& HIFRT 5,

#HA ST show startup-config =~ > ROFE[THE RO FLIHICE RSN D,
[BE ]

AB—= T v T a7 4 7 #ICHACERET D,

SWR2311P#startup-config description 1 TEST CONFIG 1

438 AZ— T v a7 4 T DEFEIR
EEN

startup-config select config num

no startup-config select

[T A—F—]
config_num Do av 74 &R
R EE A
<0-4> AR —RNT w7 ar7 47 #0-#4
sd SD h— RNAZ— T v Tar7 47
(IR E]
startup-config select sd
[AFIE—F]
F#HE EXEC £— R
[FiA]

BT AREAL — T v a7 0 N)EZER L CHEZE#HT S,
no T CTEITLZEEIT. PIHIREIZR S,

[/ — 1]
ELENRE, config num & L Csd DEESINTWNWT, AX— R T v 7 a7 4 VPRGFESITNSD SD I— RRFHAX
T\ ST E, AF— T w7 ar 7 4 7 # @RS LD,

(B EHI]
AE— K T v a7 4 7 #] 28R L CHERT S,

SWR2311P#startup-config select 1
reboot system? (y/n): y

4.4 EBFEHROEH

4.4.1 EEMEFROFR
(&)

show boot num

show boot all
show boot list
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all D EEEROBEAZ KK TS HFETRRT D
list D EEFROBELZ RN TSHETHIS R RTD
[73F A —4&—]
num 1 <0-4>
BELIESOREZERTT S
[AS1E— R
FERFHE EXEC £ — I, %§# EXEC £—
[BLFA]
EERNFHREZRT D,
[/— 1]
cold start =~ > R clear bootlist 2~ > RZF(T73 5L, ZOEEIXZ VT Ihd,
[ E ]
BUEDEENFRERTT D,

SWR2311P>show boot 0

Running EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Previous EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Restart by reload command

EBERED B A2 R T 5,
SWR2311P>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBEFHRDO I VT

[EX]
clear boot list
[AF1E—F]
F#HE EXEC £— R
[RLBA]
EENE OB 2 HIRT 5,
[BEH]
HEEHREZ 7 V735,
SWR2311P#clear boot list

443SD 1— K7 — hDOERE

[ER
boot prioritize sd switch
no boot prioritize sd

[/3F A—&—]
switch : SD A— K7 — MEHIMZT DH0EN
X EME B!
enable SD 1— K7 — M &/ D
disable SD 1— K7 — h & 8\hiz3 5
(1A E]

boot prioritize sd enable
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[AF1E—F]

F#HE EXEC E— R

[

T7—LTU =T DSDI— R7— MERDHEL - B2t x5,

avr REITR, VAT LAOFE#BNTLD,

VAT ATHBORETH D728, EENH (startup-config #0 ~ strtup-config #4)FIZFREIL TE 720,
WM EIL SD 1 — R 7 — b REHTH D,

no 2~ REITRHIPHR EIZK D,

[/—}]
SD & — R7— MMEREDH %) - #%hiX, show boot prioritize sd =~ > K THERE 7] HE,
[ E 5]

77 —bLU T DSDA— K7 — MEREANZT D
SWR2311P#boot prioritize sd enable
reboot system? (y/n): y

4.44SD 1 — K7 — h BEIEABREORE

[EX]
boot auto-apply switch

[/35 A —5—]

switch : SD U — RF7— M HEEAEEEZ BT 20 EN
REME B
enable SD 71— R7'— | A8 sE 2 2029 %
disable SD 71— N7 — I A B F#ee & 20292

[WIHIRRE]

boot auto-apply enable

[AJ1E— K]

¥#HE EXEC E— K

[RiFA]

SD #— N7 — » HEhil e 2 A 20 £ 72 13N %,
AKEREDIRFEIL, show environment =~ K CHERTE 5,
[BREH

SD 71— RF7— b H#hii FFRE 2 22 5,
SWR2311P#boot auto-apply disable

4.45SD I — F7— MR EBHRORT

[E]
show boot prioritize sd
[AJ1E— K]
FFrHE EXEC & — R, %74 EXEC E— N
[RLBA]
SD 71— N7 — MEREREFHZ ZRT D,
[BEH]
SD 71— R7 — MERREFHRE TR D,

SWR2311P#show boot prioritize sd
SD boot configuration:
firmware : enable

139
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4.5 ERBEHRFZT

4.5.1 B FEROFR

[ER]
show inventory
[ASE— K]
FEFFHE EXEC £ — R, F#tE EXEC £— K
[
A L OVSFP ¥ = — L OB ER 5 FRT 5,
IFOmEENFERIND,

HH B

NAME £ FR

DESCR R

Vendor Ry K —4

PID a2 1D

VID N— a3 v ID, EHOBAEITO

SN YT NVES

[EEB]
L E £ T 5,

SWR2311P>show inventory
NAME: L2 PoE switch
DESCR: SWR2311P-10G
Vendor: Yamaha

PID: SWR2311P-10G

VID: 0000

SN: S00000000

SWR2311P>
452 BEMEHROET
&y
show environment
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[RAA]
AT AOBEMEHERRT D,
IFOEENRFERIND,

o« T— R NR—Tg v
Tr—AhuzT Vg
. VUTNEE
MAC 7 KL &
« CPU fliffi%
o AEVUEHARE
. 77 rOENREE
o 77 rOllEEEK
Ty —bxT 77 AL
AR —K T v Tar7 47774V
« SD 71— K7'— h H#EhiE AFRE D% E
o VUTINAR—L—F
o EBNRFZ



o BITERFZ

o EEID D ORRIERFHE

o ARIEEOIEE

o AR

[ EH]

BEhERE R TRT D,
SWR2311P>show environment

SWR2311P-10G BootROM Ver.1.00
SWR2311P Rev.2.02.06

(Tue Mar 13 08:41:39 2018)
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main=SWR2311P-10G ver=00 serial=S00000000 MAC-Address=00a0.de00.0000
Memory:

CPU: 7% (5sec)
Fan status: Normal
Fan speed:
Startup firmware: execO
Startup Configuration file:
selected file:
Boot auto-apply: Enable
Serial Baudrate: 9600
Boot time: 2018/01/01 11:13:44 +09:00
Current time: 2018/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04
Temperature status: Normal

8% (1min) 8% (5min)

configO
configO

FAN1=4444RPM FAN2=4444RPM FAN3=4444RPM

18%

used

Temperature: 28 degree C
SWR2311P>
4.5.3 7 4 A 7 fEFRBL
EEN
show disk-usage
[ASTE— K]

FHHFHE EXEC £— R, #5H#E EXEC £— K
B

VAT LATHEML TN DT 4 27 ORI ZFRT 5,

« System: AT AMEHT U 7 EREG G L)
+  Temporary : —FfT U 7

[FE B

T4 A7 ODFERRINEFRT D,

SWR2311P#show disk-usage
Category Total Used Free
System 160.6M 1.1M 154.8M
Temporary 80.0M 2.4M 77 .6M

454 ETHR DO a2 DOER

[

show process
[AJIE— ]
FiHE EXEC E— R
B
FIThDOFut 2 E—FERTT D,
[EEH]
FIThOTreAEERT D,

SWR2311P#show process
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4.5.5 A€ VAR OET

[EX]

show memory
[AF1E— K]
Bt EXEC £— K
[FEA]
TatAEO AT VEREERRT D,
UTOHEBEZERRT D,

HAE B

PID 7t X ID
NAME 7 atk 24
%MEM WELAE Y O LA
SIZE PR A £V O fif (B E)
PEAK WA E Y O HE(ZIE TORKE)
DATA B AE A £ U — I A R
STK ALy THFAR
[BREBH]

Tat AHEO AT VFHEEFRTT D,

SWR2311P#show memory

4.5.6 TP AR — MEBROFER

EN

show tech-support
[AFTE— ]
F#HE EXEC £— R
[RLBA]

B AR — MEME R T D, HIr A — MEBRIZIE, UTOa~<> FOFEITRRPGEND,

o< KR

i

|
a
|

show running-config

show startup-config

show environment

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

show interface

show frame-counter

OlO|O1O01O0[O]O1O0[O|O]1O1O0[O|0O
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a<w R

|

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show power-inline

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

M
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOQ

show sflow sampling

(B E B
B AR — MEME R D,

SWR2311P#show tech-support
#
# Information for Yamaha Technical Support

#
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*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO0O0O2

vlan 3 name VLANOOO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show environment ***
*** show disk-usage ***

*** show inventory ***

#

# End of Information for Yamaha Technical Support

#

SWR2311P#

4.5.7 Fifi v N— MEBROIRAE

[EX]
copy tech-support sd
[ASTE— F]
FikE EXEC E— R
[FLFA]
HT AR — MEHZ SD I — RIZRIET D,
SD 1 — FWNIZIZLL F O 7 7 A W4 TRIFE NS,

/swr2311lp/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS .. 2+ REITREOEH AR5 FD
[/— k]
FANZ SD U — FEHAL TESLERH D,
[BREBH]
FAfi AR — MMEHRZ SD B — RITRFT 5,

SWR2311P#copy tech-support sd

SWR2311P#
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4.6 AT AEH T2

4.6.1 VAT LHOCEZHRHRDOER

[EX]
show system-diagnostics
[AS1E— F]
FEFrHE EXEC E— N, %54 EXEC E— N
[REFA]
FTARTOYAT LAACZERER (77— b7 v TR, A7~ F2BER, ~ NV AE=2 Y 72 R
R T D,
(R 1]

VAT LHOZWERERTT D,

SWR2311P#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand

Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00

Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 o 7 8 9 10 11 12

- Health monitoring

SEFP Test:
Port 13 14 15 16

4.6.2 &7 < B DOFELT
E&y
system-diagnostics on-demand execute [no-confirm]
[F—TU—F]
no-confirm D AT R OETHRS (yorn) Z1THTRIRGEITT S

[ASE— ]

¥i#E EXEC £— K

[FHA)

FoTv s RigWz 3471 %,

ZWHIX T X TOLAN/SFP R— h & v v MU U5, Wi TRICIISSZEER LR R L, BEIICT AT
LEFEEIT D,

NRTA—=H—%fRELRWGERIE, AT~ KMz IATT 508 ) D OMRERD NS,
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BMEFATTOHOE Y 2. BT LARVEAE " 2 ANTHLEDRD D,

[/—}]
F T v R Wik RO FEHN L FE B)#£ 12 show system-diagnostics =~ > K CHERTE 5,
[BREH]

FrT<r RgWE EITT 5,

SWR2311P#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 7 = v FZWikE R DHIER

E&y

clear system-diagnostics on-demand

[AJ1E— ]

FiHE EXEC E— R

B

FoT=r P REHlbRT %,

[BXRE )

Fr T~ Rl R e NIRRT 2,

SWR2311P#clear system-diagnostics on-demand

4.7 rr—7 )Vl

471 rr—7 VWD FELT

[E=]
cable-diagnostics tdr execute interface iframe
test cable-diagnostics tdr interface ifname

[73F A —&—]
ifname . LANAR—FDA U H—T 2— R
HHREDOA B —T = — R
[AS1E— F]
F¢HE EXEC £— K
[BLFA]
=7 VW B FETT 5, HilRlOZKTE X show cable-diagnostics tdr 2~ > K CTHER TE 5,
[/—H]
DM RIXERTORERORRFF S, BES— T VBKE EZT LSRN EEX SIS,
[ E ]

portl. 1 |[ZHEGE SN TV D LAN 7 —7 VOl & E74 %,

SWR2311P#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdr"

472 r—7 N RD 7 ) T

EEN
clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[ASTE— K]
ke EXEC £— R
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[FEBA]
Hi[Al? cable-diagnostics tdr execute interface 2~ > ROFEATHIRZ 7V 735,
[BREH
BB D =T V2O FRTRRZ 7 VT4 5,

SWR2311P#clear cable-diagnostics tdr
SWR2311P#

413 r—7 VB RO FER
B

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AFTE— ]

JEHHE EXEC £— K, ## EXEC £— K

B!

Hii[F] @ cable-diagnostics tdr execute interface =~ > ROFEITHREZFK T 5,
[ EH]

Al D r—T N D TR R A TR T 5,

SWR2311P#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rzl &
4.8.1 B O FEHERE

[EFX]
clock set time month day year
[73F A —4F—]
time : hh:mm:ss
=
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H E=ix A4
day o <1-31>
H
year C o AR(TETE 4 #7)
[AJIE— F]
F¢HE EXEC £— K
B
VAT LRI ERET D,
[EXEH)

BEZ1% 20154E 1 A 1 HORFO 4y O RDICRRET B,

SWR2311P#clock set 00:00:00 Jan 1 2015



48| 2~ KU 77 Lo A RS - SEFRERE
482 A LS — 2 DRE

[EFX

clock timezone zone

clock timezone offset

no clock timezone
RFA—5—

zone

offset

(R E]

clock timezone UTC

[A1E—F]

UTC, JST
FEAERFR D T S TND & XIIRREND X A LY — 2 DA4H]
-12:00, -11:00, ..., -1:00, +1:00, ... , +13:00

UTC 75 D% A

Ja—x\)ary7 4L — g E— R

[FiAA

B A DS = HRET D,
no TEXTHEAITTH &, UTCIZ72 5,

[EE B

H ALY —2% ST

CRIET 5.

SWR2311P(config) #clock timezone JST

B A DY — % UTCH9 BEIC G ET D,
SWR2311P (config) #clock timezone +9:00

483 F~—F A LDOREGFVIKRL)

E&

clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

(55 A—F—]

name

week

wday

month

time

offset

(IR RE]
L
[ASTE—F]

Y= A DPFATSNTND & EIERT D5 A LY — 2 DA

HFBERT(T U L)

<1-4> F 721Z first, last

AoMER P EZfRET 5

Sun, Mon, Tue, ..., Sat

e H

<1-12> F 7213 Jan, Feb, Mar, ... , Dec
H ¥£7213 A4

hh:mm

1537

<1-1440>

Y~ —2 A LORIZIBIMT DIEHE, 5 THRES 2. 7 7 4 /L MiEl 60,

Ja—\)vary7 4L —y g E— R
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[FHA]
Y~ —H A DEBRET D,
HERRE LA LA CRBB XU T I L0 ~—2 1M 2 2R ET D,
BRI TH~—42 A4 2AOBGR %, 2 FBOOE G TR TR Z15ET 5,
no WA THEATT D &, HENHIBRESN D,

[/—}]

P~ = A MFEERE TE R,

B!

Y~ —H A LPEEI HOFE _ABO 2RHIAAE Y, 11 HOFE—HED 2 RO D KO IHRET 5,

SWR2311P(config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.84 ~—Z A4 LOREHMNEE)
EsV

clock summer-time name date month day year time month day year time [offset]

no clock summer-time

[/XT A —F—]
name DA A LPITSNTND EZICRRT DL A LY — DA
P FET(T CFLA)
month : <1-12> F 7213 Jan, Feb, Mar, ..., Dec
H Eix A4
day ;o <1-31>
H
year D AE(VEIE 4 4T)
time : hh:mm
1534
offset o <1-1440>
Y~ —2 A LORIZIBMT DR, D THRES 2, 7 7 4 /L ME 60,
(AR E
mL
[AJ1E—F]
Ja—nnarz 4 —ya rE'w—R
[@iHA]

Yv—2 A LERET D,

RELLEAMNTHRBB IR T T2 L0 12 ~—2 1 L aRET D,

RAOEG TH~—F A LOFIG A2, 2/FDO DS THRT At 24 ET 2,

no LA THITT 5 &, REDHIFRS LD,

[/— "}

Yv— g A DIEEBETE AR,

B

Yv—FALNR2021F3 14 HO2BHTAED 2021 F 11 H 7 HO 2B D D K D ITRET 5,
SWR2311P(config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ D For

(]
show clock [detail]
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[F—7—F]

detail DML R D
[ASIE— K]

FEFEME EXEC £ — N, F#bE EXEC E— K
[FAA)

BIEORFZ, A B ERT-T D,

detail Zf5E L7235 1E, FRHIEHREEORZ] L~ —2 4 YRR T D,

P —F A LIV K U (recurring) D5, R(E TZIFBAEMEITH) DOV~ — 2 A AHIFOFEEEO Aft 2 E£RrT 5,
[ EH

BEDOWRL % RKRT 5,

SWR2311P>show clock

Thu Jan 1 00:00:00 JST 2015

BRIEDORZ OFEME R A RTT D, (P~—F A LOREVNHDH5E)

SWR2311P>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRF A DOFEMEREFTRT D, (V~—F A LORENRVGE)

SWR2311P>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — N—DERE

&3]
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[¥F—TU— K]

ipvd : NTPH—"—%IPv4 7 RLATHET D
ipv6 : NTPH—"—%IPv6 7 RLATHRET S
name : NTP #——% KA N THRET S
[/3F A—%&—]

ipv4_addr : NTP — =D IPv4 7 KL A

ipv6_addr : NTP — =D IPv6 7 KL &

IPv6 U 7 a—V7 RLAZIRET D2HEIE, BHA V2 —T7 = — A bEETDHLENH
% (fe80::X%vlanN DJEZF)

Sfqdn : NTP —_R—DiR A b

FHE L L CHRFP(RLFI/INLT), BT (B VA R -0 7 2)HME Al
[FIEIER E]
L
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[AJTE—F]
Ja—x\)aryz 4L —y g T — R
[FRHA]
NTP B —/R—0D7 RL AL ZIIAR A MB8T5,
AKa<w R RKT2OFTHRETE 5,
no B CTHEITT D &, HENHIBRINS,
NTP $—_"—% 2 D E LIRBE CHREZI R 21T - 723554, show ntpdate ==~ > K TH/R S5 NTP server 1, NTP
server 2 DJEE TRIWEDLEEZIT 5,
NTP server 2 ~DRIWE 1L, NTPserver | & OFEHICEK LIZHEAEDHRITHOIL S,
[BX EH]
NTP ¥—/3—|Z 192.168.1.1 Z3RET 5,

SWR2311P (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z £e80::2a0:deff:fe11:2233%vlanl Z %X ET 5,

SWR2311P (config) #ntpdate server ipv6 feB80::2a0:deff:fell:2233%vlanl
NTP H—/3—{Z ntp.example.com & & ET D,

SWR2311P (config) #ntpdate server name ntp.example.com

4.8.7NTP Y — N— 2 X 2RZIRIHA >3 v FEH)
[EX]
ntpdate oneshot
[AJTE— K]
et EXEC B— N
[FEEA]
BRI TWAD NTP — =S LB RO RS 2R 5,
Ko< RETRIZ 1 EZTITY,
[B%E B
NTP H— = L LIS 2 BUS4 5,

SWR2311P#ntpdate oneshot

4.8.8 NTP H— —|Z & 2 B[R] 8 (B 3 5 5738 )
EEN

ntpdate interval interval-time

no ntpdate interval
[/3T7 A —F—]
interval-time 1 <0-24>

P& DX OB, 0 BFf] 2557 LIS aid, A B 217h 720
(IR E]

ntpdate interval 1

[AS1E— ]

sua—\varz g4 b—varsrE' =R

[@iA]

Bk STV D NTP H— 3= b IR ISR LI & BUG9~ 2 [WIR 2 1 Rpf B TRRET %,
no I THEITT 5 &, PIHIREICKED,

Ko~ RIATHRE, BIEICREZI OB 24Ty, PARE, BOE L7 CHE 217 9,
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[ EH
R O WEibd % 2 BRI B & 1247 9,

SWR2311P (config) #ntpdate interval 2
R DB AT 21T RN L 21275,

SWR2311P (config) #ntpdate interval 0

4.8.9 NTP V- — \—|Z & A FHIHR EHEROFR

E&N
show ntpdate
[ASIE— K]
FEHEHE EXEC & — N, ¥k EXEC £— R
[FA]
NTP $— /=2 £ 2 LI BT % BEN e 27T 5,
[ EH]
AR E B 2R 5. X THEM | BROEA

SWR2311P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WP RIIER E A £ d 5, X ABEHZL LOBE

SWR2311P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 SRR E

491 74 F— K@Y —)VE—IF V) ~DBAT

[EFH]

line con port
[73F A —5F—]
port 0 0

YUT AR — N EE

(IR RE
line con 0
[AF1E— ]
sua—\varz 4 b—va e —R
[@i A
DY = I FADRIERAT I DT A T~ FICBATT 5.
[/ =}

TFALE— R a—NLar 7 47— arT—RIORDICIT exit 2~ REfEH L, FHE EXEC £— RIiZ
RAICIZend 2~ REFEHT 5,

[BREH]
ALY VH=ITNVERETDIODTA = FITBTT 5,
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SWR2311P (config) #line con O
SWR2311P(config-line) #

492 VTY R— FOREB LI QT A F— R(VTY R— b)~DBAT

EEy

line vty portl [port2]
no line vty portl [port2]

[T A—5—]
portl . <0-7>
VTY A— &5
port2 : o <0-7>
HPHFEERF ORAL VTY R— b F 5
(AR E]
no line vty 0 7
[AJ1E— ]
Jsa—)vary 74—y g — R
[FiA]

FBELEVIY R—F2FIC L0, VIY R— FOREZITITZODT A F— RIIBITT D,
no JER TEIT LI AIE. FEE L VIY R— R &2 EICT 5,

port2 ZHEE LG G 8B E & 72V L port] 26 port2 ETOTXTOVIY R— b E2fELLZ LT/ D, port2
13 port] LI EDOFTEEIZ LRI IE7e B0,

[/—F]
TELNET 7 7 4 7 s O KFRIRFEGEIL, G207 VTY A— ORI 5,

FAVE—RK b a—R a7 47 b—yarE— RIRED T exit <2 REERH L, FHE EXEC £— RIiZ
AT end 2~ REfEHAT5,

[BREH]
VIY R—F #0 ZHNC LTi-Db, 74 F— RICBITT 5,

SWR2311P (config)#line vty O
SWR2311P (config-1line) #

493K A L Z A LT U NRERBDERE
(&=

exec-timeout min [sec]

no exec-timeout

ST A—F—]
min : <0-35791>
ZA LT 7 MEFE())
sec 1 <0-2147483>
ZA LT U MEFEED)
(AR E]
exec-timeout 10
[AJIE— F]
TAE—F
[LBA

A=A Z—=IFNBIOVIY T, F—ANNRLRWGEICHBINICr 77 U 725 F TORMEZRET 2,
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sec ZEME LT-GE1E, 0 BDERESIND, min, sec & HIZ0IZRE LA IL. HEMICE 77D LRV,
no JEITIFAT LGB I3 EIZ K 5,
[/ —}]
AKa<F
B!
AV —=NADEA LT T MNEEHE S FITERET D,

R, IROB T A CRENDRRENEHN S LD,

e

SWR2311P (config)#line con 0
SWR2311P (config-line) #exec—-timeout 5 0
SWR2311P (config-line) #

49A4FFHLTVAERI R—U b OFRFRITEROEE

E&

terminal length /ine
terminal no length

[T A — & —]
line . <0-512>

UK 1 =372 ) ORFRITE
[AS1E— K]
FHHrhE EXEC E— R, %M EXEC £— I
[FHA

FHLTWAER 1 X—V 7 ORTITRELETET 5,

line |\Z 0 %48 Lot ~N— VHAL CRREZ —IHEIE LR,

terminal no length =~ > NA&FE(T L72GA X, RAITEN V) 7 va sy Y — L ORAEE 24, VTY OGEIIHEERE
DAY RUYARED,

[/— 1]

Kavwr Nid, F7ik. HEBICEERRBEN DS,

service terminal-length =~ > FOFREL YD, Ka~r ROFETHEROLFBEL L CEM I b,

[BXEH]

FHLTWAEKR 1 =Y H 7 OFRTITHAE 100 TICEET 5,

SWR2311P>terminal length 100
SWR2311P>

495 MR 1 R—THT- 0 OFRRITEORE

[EFX]

service terminal-length /ine

no service terminal-length

[T A—=F—]
line : <0-512>
Bk 1 =T H 72D DERTAITH
(AR E
no service terminal-length
[AS1E—F]
Ja—nN\)arz 4 L—varyE—FR
B

AR 1 _XR—=U B2 ORRITEEERET 5,
line % 0 IZRTE LT-BE. N—VHBENTERRE —HELE L7220,
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no WA THEIT L7 AIE, BTy ) 7vay Y — L oORA1T 24, VIY OBAITERREOD 4 v Ry¥ A X
LD,
[/— 1]
Ka<wy REER, RO 7 A CRENDERENEH S5,
terminal length =~ > RV EIT I N7254 . terminal length =~ > ROFEATRER O HB B L CEH S5,
Bl
IR 1 =B T2 OFRFITEZ 100 TTICHET D,

SWR2311P (config) #service terminal-length 100
SWR2311P (config) #

4.10 57

4.10.1 {&5F VLAN O E
B

management interface interface

no management interface
[P5 A — & ]
interface : VLAN A & —T = — R4

(AR E]

management interface vlanl

[ASTE— K]

Ja—x\)aryz 4L —y g E— R

B

PREFCRIT 5D VLAN 23% €5 5,

ARa<w FERETHIET, L2MS =— Y = FCTEMET D L &, L2MS v % — U ¥ — 0 L% VLAN (2] 4
THNTEIP T RLAZZE - S Tx %,

no WX TEIT LA, b LILVLAN ZHIBR LI=85E6. Ko~y RLUIHEREICR S,

(B E R

57 VLAN % VLAN #2 [ZRET 5,

SWR2311P (config) #management interface vlan2

4.11 SYSLOG

4.11.1 1 7 O@AF(SYSLOG Y —/S—)DFRE
&N
logging host /ost
no logging host /0st
[/3T A —HF—]
host : AB.CD
SYSLOG H—/3—®D IPv4 7 KL A

X: XXX
SYSLOG H#—/3—D IPv6 7 KL A

IPv6 U > 7 m— N7 RURAZIRET 2%HE1E, Bt v =T = —ZAbRET OLER D
5 (fe80::X%vlanN D)
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[FIEIER E]
no logging host
[AJ1E— K]
rsa—)ary7 40— g F— R
B
a7 OB THD SYSLOG ——DIP 7 FLAZRET D,
R F)—#lI2 Th s,
no IR CTHAT LIS A I3 EIZRE Y | lFEI TR0,
[ EH]
SYSLOG H#—/"—D IPv4d 7 KL A% 192.168.100.1 (ZFXET 5,

SWR2311P(config) #logging host 192.168.100.1
SYSLOG $—/3—D IPv6 7 KL R % fe80::2a0:deff:fe11:2233 IZFXET D,

SWR2311P (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 0 7 DFEHT +—~ v BORE

[EFX)
logging format rype
no logging format

[NT A—=HF—]
type Dov s 07—~y MEj

RIEME Bl

N B (BA DRZ T RA M) &

1
cgacy BORVA 7 +—~ v b

(IR E]

no logging format

[AF1E— K]

Ja—n_"pyar 74— g T — R

[FBA]

SYSLOG $—/"—~lHT DA v =V DT 4 —~ v hEEHT D,

no JEATHEAT L7 E 1L SYSLOG A v B =i~y X —f (XA LAZ T RA ML) #EDD,
[ E B

SYSLOG A v =V D7 —~v v b~y X —7I2 LIZRET D,

SWR2311P(config) #logging format legacy

437 D77 VT A fEOHRE

[ER]
logging facility facility
no logging facility

[73F A —5&—]
facility S uZo7rv T 4l
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BRIEME i

0..23 facility fif
user 1
local0..local7 16..23

(AR RE]

logging facility local0

[AJ1E— F]

Jsua—varz 4 b—va e —R

[@i ]

SYSLOG #—/S—~ilHIT 5 A ve—Y D7 7 VT A EEEET D,

[/—}]

77 VT A EOFEKRSTIE, 4 SYSLOG Y— 3 —THHIZAT 9,

[FE B

SYSLOG A vy 2=V D7 7 ¥ VT 4% 10 IZRET D,
SWR2311P (config) #logging facility 10

4 v 7 OH I L~V (debug) DX E

[ER
logging trap debug
no logging trap debug

(IR E]

no logging trap debug

[AS1E— R

sa—m\)varZ 47—y arE—FR

B

debug L~ LD w7 % SYSLOG (ZH /1T %, no B THEIT LIZGAIZH I LR,
debug L XL EFHZTDHEREOR IR IND 70, RERBEDOHRAENZT S,

logging host =~ > F"C SYSYLOG #— =Tl ¥ 255, AA M0 7 0 A7 fElZ R L Tk 2 &

MEFE L, T 740 MEREIXH T L2,
[ E ]
debug L~V 7 % SYSLOG (2195,

SWR2311P (config) #logging trap debug

4.11.5 v 7 ® H 71 L~ (informational) D 3% &

E&

logging trap informational
no logging trap informational

(AR E]

logging trap informational

AT K]
ra—\narzg s b—varE—R

B

informational L' ~/L® w7 % SYSLOG (ZHi /19 %,
no I CTIAT LG EIEHITI Ly,
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[/ — 1]

logging stdout info =~ > R Ca L Y —/LIZHAESEDLZ ENAETH D,

[B%E B
informational L'~V 1 7 % SYSLOG (2 /14 5,

SWR2311P (config) #logging trap informational

4.11.6 2 7 OH S L~ (error) DERE

E!
logging trap error
no logging trap error

[FIHIER %]

logging trap error

[AS1E— K]
Jua—r\)aryz 4 lb—y g rEw—NR
B!

error L'~V O 7 % SYSLOG IZH /19 5,
no IR CEITLIZHGAIEHE I LA,
Bl

error L'~L 1 7 % SYSLOG (2 1%,

SWR2311P(config) #logging trap error

anTuarZoaryy—LVHARE

BN
logging stdout info
no logging stdout info

[FIEIER E]

no logging stdout info

[AJTE— K]

Ja—x\)ary7 4L — g — R

[FREA]

informational L' ~\)L'® SYSLOG % =1V — Wi 19 5,
no JERTEAT LA T 1 LR,

Bail|

informational L' ~L® SYSLOG % = >V — LIz /14 5%,

SWR2311P (config) #logging stdout info

4.11.8 A XV FELID v T HIIDEE

[ER]
logging event type
no logging fHype
[73F A —4F—]
type L BN ERET S A MER

R AEME

A

lan-map

LAN < v




[WIHIRRE]

no logging event lan-map

[AS1E—F]
sa—\)arZ g L—varyE—R

B

FBE LicA ~yv MER O v 7 AT %,
no TR CIAT L7z id e 1 21770720,
[BEH]

LAN v v 7 0ou 7 2 H9ZT %,

SWR2311P (config) #logging event lan-map
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4.11.

[F
save logging
[AJ1E— F]
JEHHE EXEC & — K, 54 EXEC £— K
[FLHA]
RAM hICEf &7z 2 %4 T Flash ROM (ZIRAFT 5,

o 7 OERILRAM b, EHEICHEBI TFlashROM IRy 7 7 v FLTWAR, Ko< Rk vy, FE)

TR I T T TAHIENTES,

logging backup sd enable =~ > R E I TIE Y, 232 SD I — FRFHAIN TV 54 Flash ROM IR T 5

EFFZ, SD A— FRIZHLLFD 7 7 A W4 TRAF S 1L D,
/swr2311p/log\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RZE{THIFD4EH H

[REEH]
Q7D TT T EIT,

SWR2311P#save logging

102 7DSDI— KRV I T v TORE

[ER
logging backup sd enable
logging backup sd disable
no logging backup sd

[F—U—F]

enable : BIZDSDA—= KRNI T v T BT D
disable D mZDSDA— RNy I Ty T EEHTD
(WX E]

logging backup sd disable

[AS1E—F]

Ja—N")naryz4JL— g F— R

[

27 ®SD h— KNy 77 v TOFEYME - Wb 2R ET 5,

A L7546, savelogging 2~ REFAT L2 L ZIZSD 1 — Nz v 7 Z2R{F7 5,

no WX THAT LGB ITUIMRR EIZ R 5,
SD H— RNIZIZLL T D7 7 A M TR S D,
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/swr2311p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3Z4THREDOHH H
[BEH]
127D SD H— KRy 7T v T EINT D,
SWR2311P (config) #logging backup sd enable

4.11.11 = 7 DY

[EX]
clear logging

[ASTE— K]
HetE EXEC B— N
B
o 7 EHIBRT 5,
[ EH]
0 7 x=HIERT 5,

SWR2311P#clear logging

4.11.12 m 7 0)/ N

[EX]
show logging [reverse]
[F—TU— K]
reverse Lo EWEICERT S
[AJ1E— F]
HHrHE EXEC £ — F, FrkE EXEC £— F
[RLBA]
A EOEERN AT Lo n V7 2FRmT 5, BEIIRERLOENLONE e 7 ZIAICERT D05, reverse 3 H
E SN HEITHINEIZER T T 5,
1 7 O REFHFEIT 10,000 4 TH D, ARBEZBZIZHEICIE, BERAOENEONBEHEEII TN, &K
Bl EDv 77T 58541214, logging host =~ > K TR 7 % SYSLOG H— 3—(Z#iztk LC, AA MUTHRET
LVENDH D,
H719 %8 7O L1 logging trap =~ > R CTHEFRETH 5,
[/—}]

o 7 OERIT RAM T, EHAICHEI TFlashROM IC Ny 7 7 v 7L TW5A, BIRAGIAL Ry 77 v
ST Rne ZIIMEFEENRVWDO T, B 72 RELEWSESIITFE Ty 7 7T v 7T 20 ERD D,

reload =~ FRT7 7 — AU =7 ON=Va T v TR EICE2BEREBIZToT25E81E, n 7 2EkHELTVD
[BXEH]
R TN AP

SWR2311P#show logging

4.12 SNMP

4.12.1 SNMP BHIA v E—VDEEFLF R FORE

[EA]
snmp-server host iost_address type version version community
snmp-server host rost_address type version version seclevel user
no snmp-server host host_address
no snmp-server host rost_address type version version community
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no snmp-server host sost_address type version version seclevel user

[/%5 A — 5 —]
host_address DA v — VORGPV 721 IPv6 T R LA
IPv6 U7 a—T RURAEIRET 2561, FHA v 2 —T7 = — AL HETLHLNERH
% (fe80::X%vlanN DI )
type DOEEA vy E—Y
R EME B
fraps A A ~yf~?/‘>5: ~ 7w TR R R
L) CEET D
BENA > — % inform U 7 = &2 MEA(ES
informs EHER B V) TEET D, version 132 E 7=
3D L EHFETED
version © SNMP R— 3
REME S
1 SNMPv1 % H
2¢ SNMPv2c % fifi FH
3 SNMPv3 % i Ff
community DA a=T =4G22 XFLR)
version B 1'E72132¢ D L ZHEETX 5
mieAS, " E IR THENR TV L &L WO " " IESCEFERICE Enn
seclevel DA Y= VORIV TRO LN EXF 2 VT 4 —LUL
version 33D & X DHIFETE D
R EME Bl
noauth FOREZe L - 551k 72 L(noAuthNoPriv)
auth FEEH Y - /b7 L (authNoPriv)
priv FARESD Y+ M5 k& U (authPriv)
user DA P=H(32 IUTLN)
version 33D & EDHIFETE D
MEEAS, " FEIT T THENR TV E &, Mmoo ", " IFCFERICE FR0
(IR E]
7L
[AS1E— F]
sa—\)varZ 47—y arE—FR
[BLFA]

SNMP iBE1 A v —OEELEBRET S,

Rk b —#1I8 TH 2B,

no B THAT L2413, HBERELEA NORELZHIBRT 5,

[/—}]

IPv6 Vo7 a—HNT RUATRELTWDLGEE, H—7 FRLARICK LERDERA VF—7 = — A %HEE LR
ExBIMNTHE, TRLREEHA VH—T 2 —ADOMABEDLERERINT- AL, HWVMABGDOEDOREN
TRTHBRENDIOTHEETHZ L, HlzIE, "fe80::10%vlanl" ZHEE L= ENEEH 55510, Hi-lc
"fe80::10%vlan2" DR EZBINT S L. "fe80::10%vlanl" DFETEITT X THIE 4. B L 7= "fe80::10%vlan2" D%
TEDBNEDLZ LI 5,
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[ EH]
SNMPVI R L, M7y 7T OFEEE 192.168.100.11 ITHET D, T vy 7 DaI 2 =7 ¢ —4 % snmptrapname
é: ‘d—éo

SWR2311P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c 2 L, @A v — Y DE[E % 192.168.100.12 ([ZRET D, @A A 7 % informs, @HLDO T I =
=7 4 —4 % snmpinformsname (25 E T 5,

SWR2311P (config) #snmp-server host 192.168.100.12 informs version 2c¢ snmpinformsname

SNMPv3 2 L, @A A v —DO%EEHE 192.168.10.13 IZRET D, WIF A 7% traps, KETDHEOLF 2
YT 4 — L% priv 2, =—H¥—4 % adminl I[ZFEET 5,

SWR2311P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4122 VAT LEERFIGREI A v — VR EET D E TOREREORE
[EX

snmp-server startup-trap-delay sec

(]

no snmp-server startup-trap-delay

[XT A —=HF—]
sec : <10-600>

FFHRIRE ] (7))
(AR RE]
snmp-server startup-trap-delay 10
[ASTE—F]
Ja—x)ary 74—y g F— R
B

VAT AEBIFEZ, SNMP EHIA vE—Y (M7 v ) ZFET D E COMERFRIZRET D,

VAT LEENE, IR T 5 F TICARR S U SNMP GEA A v —Ud, FRERFRREZ IS EE S D,
no IR CHEAT LG A1, sRELXHIBRT 5,

[/—}]

FEERE OFHAIBRGGE, K& TI1X, AForrZBhaniz A4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[B% e
VAT LARENRFIZ, SNMP I A v v — T 5 R(ET D F CORFERFR %2 30 IZERTET 5,

SWR2311P (config) #snmp-server startup-trap-delay 30

4123 KETHBMA v —VH A TORE

[EX]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
[/3T7 A —5F—]
trap_type D NIy T ORI
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BRIEME i
coldstart IR OFF/ON, 7 7 — A7 =7 FHiE
warmstart reload 2 RFEATHY
linkdown NS E A
linkup Voo T v 7k
authentication FORIE S
temperature T B S A T R B
fan FAN I35 28{E,FAN {5 1L IF
12ms L2MS D= — = > i /R
errdisable ErrorDisable & [/ fif FRIRE
rmon RMON 1 > kST
termmonitor Uit A AL Jen Iy
bridge i/\f’:‘/ﬁ“‘/UH/l/H ME R e Y—
A

powerethernet PoE KAEZEAL, /L5 ot s

loopdetect Jb— 7Kg AR IR

all TRTCO Ty TR, 2747 LT,
ERETRTO LT v FRENRE SN D,

(AR RE)

no snmp-server enable trap

[AFIE— K]
sa—\)vary7 47 b—g =R

[FAA]

KMET DTy T oMM A T EEET D,

no IR THEATLICHAIE. bT v T 2EMICT 5,
[ AEBI]

coldstart 7 v 7 A HENZT 5,

SWR2311P (config) #snmp-server enable trap coldstart
Ty T EBENT D,

SWR2311P (config) #no snmp-server enable trap

4124 AT LA E T D
[EX]

snmp-server contact contact

E

e

no snmp-server contact
[/3T A —=F—]
contact VAT AU T N E LTEET B4 PQ55 LFLIN)

(AR E]

no snmp-server contact

[AJTE— F]
ra—saryz 4L —v g rEF—R
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[FHA]
MIB 2%k sysContact R ET 5,
sysContact IX—fXAVIC, FEEOLRIPEKLLZTLAL TEBEHTH D,
no JEATIHAT L7213, REZHIRT 5,
[ EH]
VAT A BT N swx_admin@sample.com [ZFXET B,

SWR2311P (confiqg) #snmp-server contact swx admin@sample.com

4125 VAT Al —a VDOFRTE

[ER
snmp-server location /ocation
no snmp-server location

[/NT A—F—]
location VAT Au =T a b LTTORET B4 RQ55 SLTFELAN)

(R E]

no snmp-server location
[AFTE—F]
srua—)Narsr 4l L—va sE— R
[
MIB 245 sysLocation % &% E 7 5,
sysLocation (X —fXAYIC, HERORELTEZTAL TBL LR TH D,
no JECTHEAT LG BT, REZHIRT 2,
[BREH]
VAT hrlr—3 g % MainOffice-1F IR ET 5,

SWR2311P (config) #snmp-server location MainOffice-1F

E

W

4126 SNMP 2 X =2 =7 4 —D

[EX]
snmp-server community community ro_rw
no snmp-server community community

[/NF A —5&—]
community : R a2=7 4 —4(32 XFLN)
WdEAS, " E /T THENA TV L & MmO ", " IESCTEICE £
ro_rw DT AR
RIEME SiEH
1o FEA L
™w XA HE
[FIHIERE]
7L
[AS1E—F]
sa—s\)var7 4 b—3a sE— R
[BLFA]

SNMP 22 2= 4 —%&RET D,
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Bk TEL3I2=T 4 —DIRREIT 16 TH D,
no B THEIT LI G, HBEaAI 2 =T 4 —ZHIBRT 5,
[BEH
A LEHDO 2 I 2 =7 ¢ —4 public 5K ET D,

SWR2311P (config) #snmp-server community public ro
public = X = =7 ¢ —&HIFRT D,

SWR2311P (config) #no snmp-server community public

4.1277SNMP E =2 —DH/!E
[EX]

snmp-server view view oid type

no snmp-server view view

[78T7 A —=F—]
view B a—4(32 XTFLN)
oid : MIBA7Yx=7 ~ID
type D XA
BEE LA
include WEL-AT7 V=7 bID ZFHNRIZTSH
exclude BELIAT7 Y7 b ID 2EBENZ O
N3 5
[FIHAE% RE]
L
[AFTE— F]
Ja—x\)ary7 41— g E— R
B

SNMPMIB ¥ 2 —%HET 5,
MIB B o—&ld, 77 v REEZH AT HEICIEETHAMIBA T V=7 FOEATH D,
ek TE D MIB B = — D KT 16 ThHD,

0id 737 A —H—L type 3T A —F —D#IT FBEDA TV =7 NIDLUBEOMIB Y7 U —Z2 &R 45,/ L
W EEEWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E=2—I(Z
ML TEEOZ N —%2HETHIENTE, TORKEKITIS TH D,

BHEH O P —ZRE LI, TNENRE LA 7 V=7 FID OFTHEGERIZHD L DIX, L0 FALOM
JEETHRELILAT V7 b IDICKIET D type 3T A—F —NEHRIND,

no A Ta~y REFATLEGEAIE. MIB E2—%2HIBRT 5, =0 U —HLOHIBRIZTE /20,

[ EH]

internet / — K(1.3.6.D)LA T & E T most E = —%RET D,

SWR2311P (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F &% ¥ standard B = —Z R ET D,

SWR2311P (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7FDRIE
B

snmp-server group group seclevel read read_view [write write_view)
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snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[F—TU—F]
read ORI NIRRT D — 3 FE A L FREZR MIB B a2 — A 4R ET D
write DRI N=TIFTR T D — =S EZ AL ARE/R MIB B a2 —24EET D
[/XT A —F—]
group L T—T 4432 SCTFEI)
seclevel DRI N—TICH R T Aa—Y =l ko oAb tEX )T 4 — L
R EE Bk
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FRES V- 5 k72 L (authNoPriv)
priv FEEH Y - I L& U (authPriv)
read_view ORI N=TICR T D — P =03 Hi A LATREZR MIB B 2 — DA (32 SCFLAN)
write_view ORI NV—TICE R T D 2 — PN EE AL FEEZR MIB B o — D4 132 SCFLA)
[FIEIRE]
L
[AS1E— ]
Ja—N")naryz4JL—g F— R
[FHA]

=Y =T N—TEHET D,

ZDavwy RTCHRESNDHMIB Ea—IlEFENRVMIBA T Y=Y kD7 78R FIEEIEEN S,

MIB t = —[X snmp-server view =~ > RIZ K> CTEHZIND,

R M) =T 16 TH D,

no B Ta~y FEFETLIEGEIEL, MEINV—TORELZHIRT 5,

[BEH]

a—H— 7 L—7" admins Z{EAL L. admins 7 /L —7IZFT R T 2 —H —Imost B2 —~DTNVT I AL G 2
el

SWR2311P (config) #snmp-server group admins priv read most write most

2 — T —" users & 1ERK L. users 7V —7DFfET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL 5
2B,

SWR2311P (config) #snmp-server group users auth read standard

4.12.9 SNMP = —HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[¥F—7U—F]

auth DORRET VA Y XL ERET D
priv BT LY R AERET D
[/3T7 A —=HF—]

user D a— P 432 LTFL)
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MgEAS, " ET T THEATW & X, miswo ", " IESCFEICE £

group LT —T 432 SCTFEI)
MEAS, " E /AL CHERTWZ & & Mo ", IESCTFRICE Eh e
auth s BREET LY XA
REME B
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DGR A T — @ CFLL B 32 STFEL)
WdEAS, " E /T THENA TV L & MmO "™, " IESCTEICE £
priv AT LY XL
REME 2B
des DES-CBC
aes AES128-CFB
priv_pass D SR T — R LFEL B, 32 SLFLIN)

MRS, " E /2T THENA TV L & MmO ", " IESCTEICE 80

[WIHRRE]

L

[AFIE—F]
Ja—\)narz 4 b—varE— R
[

a—Y—EHET D,

ARa< ROZ)V—T741% snmp-server group 2~ > N CEFRLIZAREZIEL, ZV—7RECHELI-EX 2
T4 =L ULZR UT, BENAEORFEL R AL THEMT 2703 AL LARRAY— RERET D,

B, AEEITO TR BILOAREITH Z LIXTE R0,
AT MY —¥i316 TH D,
PRI B L OF ., 7TV XABLIOVIRAT — RiE, st L7222 SNMP v % — 3 ¥ — il —H —FRE & —

SETBILENRDH D,
no JEATa~r RE&FITLELEIR, fE2—P—DORELZHIRT 2,
[ AEBI]

a2—H%—& L Cadminl Z{ELT D, PR V—7ORELFIR I NV—7TEDONIZEX 2V T 4 —L-ULIZE
¥ T, AL - B BAL AT 5 7 1 k= L(SHA, AES) & /X2 U — R(passwd1234) Z 451 5,

SWR2311P(config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

2 —H—L U Tuserl ZEkT 2, TBINV—T7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
BT, A - WL THENT % 7 1 b 2 (SHA) & /R 2 U — R(passwd5678) 248 €T %,

SWR2311P(config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Y —R—~T IR TEBR7 54T +FOIP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
[%—D—F]

community Do Aala=T 4 —xEETD



68| A~ R 77 LA | fR5T - HEHIFERE

[73T7 A —=F—]
action D TR ASLBICH T AEMERTEET D
REME BT
permit N O A R )
info DML T B EETC IPVA/IIPVE T R L AR ERET S
REME Bk
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)fF & D IPvd 7 K
A.B.C.DM L A(AB.CD)ZEET 5
X:X:X:X IPv6 7 R L A(X:X:X:X) &2 ET D
N PT Ry v A7 EMbiFZ D IPv6 7 K
XXX XM L A (XXX X) AT 5
any FTRTDOIPV4A/IPV6 7 RL A ZIRET 5
community oA a=T 4 —4(32 LTLUW)
T RAGUEEAT A Al 2 =T 41—
A 2=T 4 —DREEERLESE, 778 ALMEET_RToaa=F 1 —Zx LTl
Hans
M2, "EIXTHENA TV & & mEEo", "IESCFRICE ke,
[FIHIRR E]
L
[AJ1E—F]
Ja—)aryJ 4 — g F— R
[FiAA]

SNMP H—"—=~DT 7B AT TDHT T4 7 Mk % IPv4/IPv6 7 R L A THIRT %,
AKavy NIRRKRZAETRENSARERTH Y, LICRESNTLLOPEEL TEAIND,
Kavy RERE LGS, B8 LIEREEMTE S R0WT 78 23T X THEGT 5,
72l Kavy REREL THWRWESIE, $XTO7 78 RX&2FFT 5,

no A TIAT LGB, € LIEREZHIRT 5,

no JE3. T community &g L7286, $657E L7 info DT X TOREZHIFRT 5.

no A TTRTONRT A—=F—ZHIE L7256, TXTOREZHIFRT 2,

[/ —}]

ARKa<r RTOT 7 ADOHIRIL, SNMPv], SNMPv2c D7 7 & AD i S5,
SNMPV3 D7 7 ¥ Z 235 S,

[ EH]

SNMP H—/R—~D7T 7 & A% 192.168.100.0/24 DX T A 2 "inDOHFFAIT B,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24

I a2=7 4 —%'public' C7 7 & AREEZRAR A k% 192.168.100.0/24 DT, 2 I 2 =7 ¢ —%'private’ C7 7 & A H]
RE72 AR A K% 192.168.100.12 DA IZHIBRT %,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2311P (config) #snmp-server access permit 192.168.100.12 community private
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41211 SNMP =2 X = =5 4 —DBFERDOETR

[EF=
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP 1 X = =7 — DR ERTT D,

Al a=T 4%, TV EAE—REERTD,
[BXRE )

SNMP = X = =7  — DIz £ d %,
SWR2311P#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — DR ENEDFT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £ — K, %#HE EXEC £— F
B
SNMP b = — DR ENETETRRT D,
Ba—%, A7 V=7 NID, 44 TEERT D,
[ EH
SNMP t = — DO ENEETTRT D,

SWR2311P#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7V — 7 DHRENBDFH R

[EF=
show snmp group
[AJ1E— F]
FEHEHE EXEC £ — N, ke EXEC £— R
[FL8A]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, EX2 V74—~ b, GiAAAHAE 2—, EXIALAL 2 —2FKRT B,
[B% &R

SNMP 7 —TF DFHENE & ERT D,

SWR2311P#show snmp group
SNMP Group information
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Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2 —H¥ —DRENBT DR

EEy
show snmp user
[ASTE— ]
FEHEME EXEC & — N, ke EXEC £— R

B
SNMP = —HW—DHENE & ERT D,
=P ID, a—Y—4&, iRt 500 —74%, iR, ek ixXE2FRT 5,

[ EH]
SNMP 2 —HW— DR ENETEFTRT D,

SWR2311P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON
4.13.1 RMON BREDFHRE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #HgEZ G20 T 5
disable RMON #§RE A HELNIZ T 5
[FIHIRXE]
rmon enable
[AJIE— ]
Ja—)naryz 4L — g rET— R
[RiAA]

VAT AE{RD RMON #EEDEHELZ R ET D,
no JC K CTHEAT LTS A ITHIMRR EICR 5,
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[/—}]

Aa<y RTCUAT LALRO RMON BEREN IR & LT=54A. LA FO RMON 7V —7 OEWENELR L 72 5,

o A=Yy MEHERI V—T

. BREIN—T

s TI—LITN—

s ARV ENTN—T

Aa<r Rk, 774 ~X— k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & AW Ci%ET 5 Z & M AlHE,

Bl

RMON H8EZ AT 5,

SWR2311P (config) #rmon enable
RMON HRE A HEZHIZ T 5,
SWR2311P (config) #rmon disable
4.13.2 RMON £ —#XR v MREHE®R 7 NV — T ORE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[T A —5F—]
index 1 <1-65535>
A —H % MEFHEHR T V—T DA T 7 A(etherStatsIndex)
owner D A=Yy MEEHE#R Y V— T D — ) —4 (etherStatsOwner)
127 3T LI
(B L7254 : RMON_SNMP)
(W E]
mL
[AS1E—F]
AV =Tz —AE—N
B

®GiA B —T7 2 — AT, RMON O A —H v MNEFHER I NV — T OREEZH/NNCT 5,

Ko<y RERELESE. B EROINENTTHOIL. RMON MIB @ ectherStatsTable NS T 5 L 9512725,
Fl—A H—T7 =R D, Ka~<wr FOREED ERIXIE THD,

no IR CTFEAT LI EIE, BE L WUE LI-HEHE R A HIFRT 2.

[/ —}]

RMON HRETA — 1 v MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~y R T, Y AT LAREKT
& RMON BEREZ AT 2 MEN D 5,

Kawy Re BEE LGS, 2hE CIE LREHERZHIBR LT- 9 2 T, BENELZFET S,

VAT LARRD RMON BEREA NI L7256, HaHEMOWENR RSN D, D%, ¥ AT LA4KD RMON #
RBEANZ LA, ZAvE CIE LaREHERZHIBR L7 5 2 C. BENELZFIET 5,

[ EH]

portl.] TRMON DA —H %y MREFHER 7 NV — T DOREZFANT D,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #rmon statistics 1

4.13.3 RMON BIRE I N — T DFRE
[

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[NT A—=F—]
index 1 <l -65535>

JEIE 7 v—"T"DA T 2 A(historyControllndex)
buckets 1 <l -65535>

J&IRE 7 v— 7 D Jg FE LR R # (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>
J&IE 7 N— 7 D JE LR A FR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner © BT N—T DA —F—% (historyControlOwner)
127 3L LN
(AW L7-%4 : RMON_SNMP)
[FIHR ]
7L
[AJ1E— K]
AUH =T 2—AE— N
B
XtGiA v B —7 = — AT, RMON DB )V—T DR TE & HMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable 23HUfSF C& 5 L 91272 %, Aa~r RRE#R, RT

L7-RME <, JBIEIEHROINENTTHIL, RMON MIB @ etherHistoryTable 23f3 CT& % X 512725,
Fl—A =7 ==X T D, Ka~vy FOREHD LRIZ - TH S,

no I THFAT LI EIE, BE L WUE LI BREIE R A HIFRT 2,

[/—}]

RMON #RE CBE /7 NV — 7 OREEZ AT 72D, Ka~ 2 RITA T, Y A7 AL TH RMON ez A
INCT DI D D,

AKavr e EEEZLESAG, ZNECIUELEBEEREZHIR L O 2T, HENELRGT D,

VAT LAED RMON BERE A HELNIZ L7256, BIEEMOINER T s D, TD%, ¥ A7 L4{K?D RMON ##
REA AT LI E . ZAVE CIE L2 BREE MAHIBR L2 9 2 C, MENELZHIET 2,

[BREH]

portl.1 CRMON DJERE I N—T DR EEAIT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #rmon history 1

£

e

4.13.4 RMON A Xy M T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[T A—F—]
index 1 <1-65535>
ARV N T N—T DA T v 7 A(eventIndex)

type o A X MR (eventType)
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BRIEME i
log =7 Nt & )
trap SNMP k7 v 7% &(E
log-trap 2 Z\ZFgk L. SNMP T v T & E(E
community : 3 I =2 =7 1 —%(eventCommunity)
127 3T LI
type I3 "trap" F 721X "log-trap" D L FFEETZ 5
description : A X2 kDI (eventDescription)
127 L5
(B L7=355 : RMON_SNMP)
owner AR N T N—T DA —F—% (eventOwner)
127 3L LI
(B L7=355 : RMON_SNMP)
(IR E]
7L
[AF1E— K]
rua—\varz 47 b—va e — R
[FLBA]

RMON DA Xy N T I—FDREEZEH T D,

Ka<wy REFELTZ%E. RMONMIB O eventTable NG CTE 2 L 91l b, Ka~vy ROA Xy T A—TD
FZEIL, rmon alarm =~ > R THEHT 5,

no B CTHEIT LZGEIE. REEZHIRT 5,

[/—}]

RMON EBETA Ry F NV —F DORELEZHINZT HT-0I121F. Aa<r FI2Z T, ¥ 27 52K TH RMON HERE
EEMCTBHMERD D,

RMON @ SNMP kT v 7F&#EETHHES. SNMP D F T v FIEEORENTONTWALENS S,

[ EH]
SNMP k7 v 7D EEIT>THhHH, RMON DA X2 NI I—TOREEHINT D, A2 MERIL "log-trap",
N7 v 7Daa=7 4% Tpublic] &9 %,

SWR2311P (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2311P (config) #snmp-server enable trap rmon
SWR2311P (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A7 )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
ST R —5—]
index 1 <1-65535>
T T =BT N—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

7Y o TR (D) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
RIEME B!
MERHEIC XD, B 7 e L&A
absolute T 5
delta FRRHELS K D ik, ot o 7 VAl & il
YT MEOEE L EVE & T 2

(B L7235 : absolute)
rising threshold — : <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEHT S L Z\ ME((alarmStartupAlarm)
REME S
1 BR U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner LTI — LT N—T DA —F —4% (alarmOwner)
127 3L
(B L7235 : RMON_SNMP)
[WIHIRRE]
7L
[AJTE— K]
rga—)ary 7 40— g F— R
[BLBA]

RMON D7 7 — LT N—TDREEANT D,

variable \Z1E, RMON 7 7 — A7 V—T OERMRMIB A7 V=7 NERET D, variable I3,
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 bDH b, A7 o ZMEFFOMIB 47 ¥ =7 FOAFEEAHE,
LR D 3 SOIEATHRIED 7l hg,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

i 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LFOWTHOEATHEEFH

[y
o
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A B!
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X6 6O B a i ET DR A ATRE, ZO%HE, RENAMINT
WHRT A=ZIZIE, LT OERRESN D,
s rising threshold D Ff# ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & 7] UfH
o startup : 1(ER L 2 WEO LT 5)
s falling threshold M #ff ]

s rising threshold : falling threshold & 7] U{E
*  rising event index : falling event index & i) UfH
o startup : 2( PR L ZWEO LT %)
Ko~y REHRELZEE. RMONMIB O alarmTable 23 HUfF T& 2 X 51272 %,
no JTETHFAT L2 GE 13, REMAZHIBRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEFINCT H720I121E, Ka~vy RICMz T, ¥ A7 A2fKTH RMON HiE
EHINCT DMERD D,
variable \ZfSET D MIB A7V =7 ME, A =¥y MAGFHERZV—TDOMIBA TV =7 b ThHDH, HROA >
T v I AR =Ry MEEHERZ LV — 7 DMER SN TR WA, Ra~vr RiZ=T—Le 5,
A —HF v MEFHER Z V— 71X, rmon statistics =~ > NIZTYERLATRE, Ao~ RTHEAL WS/ —%x v b
MEHEHR 7 —TRHIBRS NG E. Ao~y RLHIRESN D,
AR NDA T v 7 AL, rmonevent 2¥ L RCRE LA VT v/ AEHRET H, Aa~wr RTHEHLTNHS
AR N NA—=TRHIBRESNTZGE. Aavr RLHIBRESN D,
rising_threshold D U X\ MHEIL, falling threshold D L 2 \MELL_ EDOE T/RITF XA 5720,
Kavwy Rae FEXLESGSE, INETOV TV 7T —2%HIR L2 2T, BEY 7Y 7 E2ad 5,
VAT LAKO RMON #ieZ )2 L=, o7 ) v 7 iitilfiansg, 2ok, v A7 L2k RMON HiE
EAMNCLTESGA. TRETOH 7Y 77 —2 % IRLIC) 2T, BEY 7Y 7 E2BRET 5,
[BEH]
LLFD4AET, RMON O J— AT —T DR E & FAIT 5.
o BEIXISRMIB 47 ¥ =27 NI, etherStatsPkts.1,
o B TY TR 180 B
o B UYL TRNNL, delta,
o EFRUZUVMEIL3000, ERL VWM EElS72 & & DA R0 M,
© FERUZWEIZ 2000, FIRLEWMEZ T[S/ L & DA~ MT L

SWR2311P (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #REDIRFER
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC £=— F
BN
RMON HEHE DR ELCIRREE KT D,
ITOHEBENEREIND,
o VAT ALRD RMON BEEEDRE
« RMON HERED 7L —7 T L OFRIE
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« A—Hxy MEEHEHRIL—T
. BEIN—T
o TI—LITN—T
s ARV RITN—T

[BXEH]

SWR2311P>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %% v MREHEBR 7 L — 7 DIREFER

ESN!
show rmon statistics
[AS1E— ]
FHFFHE EXEC £ — N, %54 EXEC £— N
[@iH]
RMON A —H% x> MEiHEHR 7 L — 7 ORECKREBE R RT D,
UFOBEANERIND,

s AVUT VIR

o XMBALUH—Tz—RA
s input /X7 > b

s output /X7 v K

[ EH)

SWR2311P>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.13.8 RMON B 7 /L — 7 DIREBR T

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
B
RMON &7 N— T DR ERKREEZFR T D,
PUF OB A SRR SND,
s AT VIR
s WBAUH—T z—R
JEIENS e DPRFFEL
JE I P A T B
F—F—4
[BAEBI]

SWR2311P>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X k 7 )L—FDIREER T

[ER]
show rmon event
[AJ1E— K]
JEHEHE EXEC £ — K. 454 EXEC £— K
i
RMON A 2 k7 —7 OFGERLRIEL BT %,
LFOEANRKRSND,
AT I A

« AR hOFY]
o A RRER
Ty TEEHDAI 2 =T 4
A~ b FATHY
A—F—4

[ EH)

SWR2311P>show rmon event
event Index =1
Description RMON SNMP
Event type Log
Event community name RMON_ SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJ1E— K]
FEHEHE EXEC & — N, ke EXEC £— R
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[FiRA]
RMON 7 7 — A7 NV—T7 DR ERIRIEE KR T 5,
UTOHEANERSND,

« AVUT VI A

o T T —LDIREE

o BB MIB A7V b
o HUTU TG

« BT TR

o JEMM

o ERRL VA

« ERLEVWEDA X K
o TFIRL VM

o FERLEVWEDA X b
o BAWGT 7 — A

« F—TF—4%

B!
SWR2311P>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥% R v MEEHEBIN—T Do %—D 7 )T

EE=Y
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
[RLEA]
MRA L —T =2—AD, RMON A —H Ry MNEHEM I N—TDh o2 =227 VT T 5,
[BEH
portl.1 @ RMON O A —H Xy MRFHER I N—T DI 2 —% 7 V74 %,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #rmon clear counters

4.14 sFlow

4.14.1 sFlow BRE DR E

EEy

sflow switch
no sflow

[/3F A —&—]
switch . sFlow H&REDENE
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BRIEME i
enable sFlow #§RE 2 AN T D
disable sFlow #RE & NI 3 2
[WIEIRRE]
sflow disable
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
(A

sFlow H4BEDEMEAZ R E T D,

no B CELT LA ITVHIREIZTR 5,
[BXEHI]

sFlow #§8E&2 BT 5,

SWR2311P (config) #sflow enable

4.14.2 sFlow =—< = > N DR E
BN

sflow agent address

no sflow agent

[T A—=F—]
address : AB.CD

IPv4d 7 RL A

X: XXX

IPv6 7 K LA
(R
L
[AJ1E—F]
Ja—n_"par 747 b—vg rE— R
[FAA]

==

sFlow =—2 2 "D IP 7 L AZFRET D,

Ko< RTHRELEZIP T RL A& sFlow T —# 77 LD sFlow ~y ¥ —IZfifH &h 2,
no FER CHEIT LB ITIIREIZRE 5,

[/ —F]

AR T KEREINE IS E . IPve 7 R L RITFEETX 720,

[RXEHI]

sFlow T— x> FOIP T L A% 1192.168.100.240] (TR ET 5,

SWR2311P (config) #sflow agent 192.168.100.240

E

Ra

4.14.3 sFlow 2L 7 X —®D
BN

sflow collector address [port]

no sflow collector
[/XF A—F—]
address . AB.CD
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IPv4 7 R L %
X XXX
IPv6 7 R L %
port © <1-65535>
sFlow =1 L 7 % —®%i4E UDP K— h &5
ML, 6343

(AR RE]
L

[AJTE— K]

Ja—x\)ary7 4L —y g — R

[FREA]

sFlow I L7 Z—D IP 7 KL A L4555 UDP iR — h &S5 Z R IET D,
no FER CHEIT LB A TR EIZRE 5,

[/ — ]
A THEREINE NI E . IPve 7 KL AT ETX 720y,
[BXEH]

sFlow 2 L7 Z—® P 7 RL 2% [192.168.100.240] T ET 5,

SWR2311P(config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 75 ADF KV A XDRE

[EX]

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/NT A—F—]
size 1 <512-1452>(3A1 1)

[ E

sflow collector max-datagram-size 1400

[AJIE— F]

Jua—nm"narz4 7 b—varE —NF

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFRET D,
no G THEIT LB AR EICR 5,

[EXE )

sFlow 7 —% 7' 5O KV A X% 1000 /XA MMIEET D,

SWR2311P (config) #sflow collector max-datagram-size 1000

4145 Xy vou—Y YU TOY LY T L— FORE

[EA
sflow sampling-rate rate
no sflow sampling-rate

[R5 A—%—]
rate : <256 - 1000000000>
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[P E]

L

[AJ1E— K]

B —T 2 —AF— R

[FRHA]

SR AR— T \A#/h7m~%/7j/&%ﬁ5W@ YTV T — b ERET D,
Ka<wV RBRREINTWRWESIT, 7y h7a—3 7)) U Tbivieu,
LAN/SFP iR— MZ7Z1T 37 ET%

no FER . CHEIT LB ITWMIR EICRE 5,

[BXEH]

WKy h7a—Hr T Ty 7Y 7 L— k% 10000 IZHET 5,

SWR2311P (config-if) #sflow sampling-rate 10000

4146 Ny b7a—Y TSV T DA —Y Ry 8T L—ALDFER~NY X —H A XDOERE

[EX]
sflow max-header-size size
no sflow max-header-size

[T A—4—]
size T <14-256>(/31 )

(AR E

sflow max-header-size 128
[AJIE—F]

B =T z—AEF— R
[@iA]

HMBR—PMZIT, "y b T7a—Y TV 2T 5BO, o7V 7354 =Ry b7 L—LD~y X —

A RADEIRMERET 5,

no IR CEIT L= S 1B EICE S,
LAN/SFP 7R— M2 T3 E A RE,

[ EH]

NRry bh7ua—H%r 7)o TORRK~Ny X —H A X% 100 IZRET D,

SWR2311P(config-if) #sflow max-header-size 100

4147 BT B —Y Y o TOR—Y v SRR ORE

E&

sflow polling-interval interval
no sflow polling-interval

[T A—=HF—]

interval 1 <1 -86400>(F))
[ E]

mL

[AS1E—F]

A H =Tz —AE—K

[RLFA]

SBR—MIT, BT EZ—F TV T HITHIED, "=V v THRERET S,

| 81
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Ka<wy FRRESNTWRWEGRIE, U2 =307 ) 7 37hiian,
LAN/SFP R — MZ 72T 5% E Al e,
no R CELT LA ITVHIHREITR D,
Bl
NGB =TV T OR=Y v TREE 100 B IR ET D,

SWR2311P(config-if)#sflow polling-interval 100

4.14.8 sFlow DIRFED R IR

[ER]
show sflow
[ASTE— F]
FEHHE EXEC E— I, 45 EXEC £—
[FA]
sFlow DIREEAZ KR T D,
[BREH]
sFlow DIRFERFIRT 5,

SWR2311P#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.14.9 sFlow OV > 7Y v FIEHDER

[ER]
show sflow sampling [ifname]
[T A—F—]
ifname : LAN/SFP R— hDA v X —T = — A%,
FRTHEA L H—T 2—A
[AJ1E— K]
FERFME EXEC £ — K, 5t EXEC E— K
[AA]

ifname THRE LTeA v X —7 = —AD sFlow DYV > 7V » FIEREFRT D,
ifname B LT2GE X, BTCOA 2 F—7 = —ADEHRERRT D,

[/—}]

AH o THERENAID L &, AL U TIERNWA U NR—2, v F TR~ RFFATTE 20
2By THERENAZND & & AA | AU AN—TTRFRIZFEI S 7220,

[BREH]

sFlow OH > 7Y o JiE#R A2 FKoRT 5,

SWR2311P#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Samping:
Samping count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Samping:
Samping count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Samping:
Samping count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Samping:
(NOT SET)

4.15 TELNET % —/3—

4.15.1 TELNET Y — "\—DEEBEB L UOZAMA KR — " EFDOERE
Ev

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HGhZT 5
disable : TELNET % ——%Z #5235
[/%F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L7254 @ 23)
[WIHIRR RE]
telnet-server disable
[AJIE—F]
Ja—N"naryz4JL— g F— R
(@A

TELNET Y—_—%2FhcT 5, £z, VA=V 7 TCP R— "EBZBETHENTE D,
no JTER CTHAT L2 E 13 hic 3 %,

B!

U A= 7 iR— & 5% 1234512 L C TELNET H— —Z 84 5,
SWR2311P (config) #telnet-server enable 12345

4.15.2 TELNET ¥ — — DR EIREDOFER
[EX]
show telnet-server
[ASTE— K]
¥t EXEC B— N
B
TELNET 4 — _—DRERM 2 FRT 5, LTFOHANRFRIND,
»  TELNET Y —/N—#6E DA %h/ M%)
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e YRV ITR—NOES
o TELNET —_—~D7 7 ¥ A% $T5 VLAN A LV X —7 = — A
¢ TELNET %—R—~D7 7 v RAZHIBT 57 4 /L2 —
(B EH]
TELNET H— _— DB ER N E FRT 5,

SWR2311P#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4153 TELNET —RX—~T7 7 EZRATXBEHR A NOERE

E&

telnet-server interface inferface
no telnet-server interface interface

[T A—F—]
interface : VLAN A V' Z— T = — R4,

[P E]

L

[ASTE— F]

Ja—N\ a4l L—g s — KR

[FAA]

TELNET %——~D7 7B A% $T5 VLAN f VX —T = —AEHRET D,
no R TEITLIEEAITE, BE LA v A —T =2 — A& HIRT 2,

RKa<wy FidgKR8MHETHETE, RELLIAIZEHT 5,

Ko<y REFRELTOHRWESIL, R VLAN OART 7B ATE 5,
[/—F]

telnet-server enable 235X E SN TWAR WS, Ko< NIZHEREL 220,
Bail|

VLAN #1, VLAN #2 [Z8:5t L TV DR A 25 O TELNET Y —/"—~D 7T 7 ¥ A &34 5,

SWR2311P (config) #telnet-server interface vlanl
SWR2311P (config) #telnet-server interface vlan2

4154 TELNET V—_X—~T 7R TEXBH7 74T D IP 7 FL RH|R

[EFX]

telnet-server access action info
no telnet-server access [action info)

[NT A —F—]
action T BASRMCH T 2 EMEREET D
REM B
deny Sz G2
permit S L T R S

info DS ML T B EIETCIPVA/IPYVGE T R L ATEIRERET D,
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REE ek
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)ft & D IPvd 7 K
A.B.C.DM L A(AB.CD)EZHRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAX XX X)EHEET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Ja—m\)narz 4 —varEF— R
[FHA]

TELNET H—/N—~D7 7 B A ZFRT5H7 747 MK % IPv4/IPv6 7 R L A THIRT 5,
AKavwy NIRRKSHETREN R THY, RIIRESNTZHONELE L THA SN D,
Kavy FERELESGS, B8 LIEREEMZ S R0WT 78 23T X THEGT 5,

2L, Kavy FEREL THWRWESIE, T3 TO7 78 RX&2FFT 5,

no LA TIAT LGB, € LIEREZHIRT 5,

no FEICRT A —F —2HWE LTI-56. TXTOHRELHIRT S,

[/ —}]

telnet-server enable 5% E SN TWAR WS, Ko< RITHEE LRV,

[ EH]

192.168.1.1 & 192.168.10.0/24 O 7" A > k5 @D TELNET —/"—=~DT 7 ¥ AD I EFFA[T 5,

SWR2311P(config) #telnet-server access permit 192.168.1.1
SWR2311P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k2350 TELNET Y —_R—~DT 7 ¥ ZA DL EHEET 5,

SWR2311P(config) #telnet-server access deny 192.168.10.0/24
SWR2311P (config) #telnet-server access permit any

416 TELNET 7 74 7 . b

4.16.1 TELNET 7 A 7 > b OiLH)

[EFX
telnet Kost [port]
[78T7 A =5 —]
host D UE— AR M, 720, IPvE 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 ma—VT RURERET 2561, EHA v ¥ —T7 = — AL RETHLER S
% (fe80:X%vlanN D)

port ;. <1-65535>

A 2R — hET (B LIZES @ 23)
(R E]
L

[AJTE— K]
¥t EXEC B— N
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B
FEE L= A b~ TELNET TH#kiT 5,
(% EH]

IPv4d 7 R L% 192.168.100.1 DA A ~MZ, A— F&FEE- 12345 T TELNET #%: 1 5,
SWR2311P#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fe11:2233 D7 A hMZ, "— h& 5 12345 C TELNET #5795,
SWR2311P#telnet feB80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7 s ODFL

[EX]
telnet-client switch
no telnet-client

[/35 A—5—]
switch : TELNET 27 74 7 v M &EHFINZT D80
REME WA
enable AT 5
disable HENZT D
[WIHIRRE]
telnet-client disable
[AJ1E— F]
ra—\)var 74—y aryE—F
[FHA

TELNET 7 A4 7> h& LTtelnet a2 REFEHTX 5L 91T 5,
no B TEIT LTI AL TELNET 27 54 7 > i+ 5,
Batil|

TELNET 7 94 7 > AT 5,

SWR2311P(config) #telnet-client enable

4.17 TFTP Y —/N—

4.17.1 TFTP Y —N"—DEBB L OZ R — FBEEDOER

E&
tftp-server enable [port]
tftp-server disable
no tftp-server

[FF—TU— K]
enable © TFTP —_—%2FNT 5
disable : TFTP —_—% 2T 5
[/XT A —F—]
port : <1-65535>
TFTP Hh— =D A= 7R — " &S (BIELI-5E : 69)
[HIHIRRE]
tftp-server disable
[AT3E— F]

Ja—\)ary7 4L — g E— R
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[FEBA]
TFTP % — —%FNT 5, £, VA=V T AHR— NEEERETDHI LB TE S,
no I CTHAT LI G TFTP — —% LT 5,
[BREH]
U A= 7 R— h&ES% 123452 LT TETP —— % jiL#h7 5,
SWR2311P(config) #tftp-server enable 12345

4.17.2 TFTP Yy —_—DFREIREBOER

&3]

show tftp-server
[AFTE—F]
F#HE EXEC £— R
[FLBA]

TFTP Y ——OFRERNE R TT D, L TFTOHEAPERIND,

« TFTP % — —#&Re D H 2N/ %)

o JUR=UTR—FOEFE

o TFTP %——~DT 7 ¥ A%ZFF"[T %5 VLAN f » Z—7 =— X
[ EH]

TFTP % — — Ok &R E R T D,

SWR2311P#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface (vlan):1, 2, 3

4173 TFTP Y —R—~T 7 XA TEXAHF A NORE
(=]

tftp-server interface interface

no tftp-server interface interface
[/XT A—HF—]
interface : VLAN A V' H—7 = — A4

[FIEARR E]

L

[AJTE— K]

Ja—)arz 4 —y g rE'w—R

[FEHA]

TFTP =R —~DT7 VA% T5H VLAN A VX —T7 = —A&ZHRET D,
no R TEIT LA, BE LA v A —T =2 — A& HIRT 5,
ARa<wr N3 K8MHHETRETE, RELLIEICHEHT 2,

Ko<y REFRELTOHRWEEIL, R VLAN ORT 7B ATE 5,
[B%E R

VLAN #1., VLAN#2 T8t L CWAR A NSO TETP —R—~D T 7 A Z#H [T 5,

SWR2311P (config) #tftp-server interface wvlanl
SWR2311P (config) #tftp-server interface vlan2
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418 HTTP H—/ 3—

4.18.1 HTTP — _—DEEIRB L O R — F B BFDOER

EEN
http-server enable [port]

http-server disable
no http-server

[¥—T— K]
enable : HTTP — =% [T 2
disable : HTTP Y ——Z2EHITT 5
[/XT A —=HF—]
port : <1-65535>
HTTP ——D U A= 7 R— h&E (Bl L7854 : 80)
(WX E]
http-server disable
[AFIE—F]
Ja—N\)ary74JL—y g FT— R
(A1

HTTP h—N—%HNWT 5, £/o, VA=V T TCPR— "NEBERET DI ENTE D,
no TE K THEAT L= A 1T BRI 4 5,

[BREH]

VA=v 7 R— & 5% 8080 |2 LC HTTP H— —% L84 5,

SWR2311P (config) #http-server enable 8080

4182 X =27 HTTP —_"—DEEB LS R— B EOEE

[EFX]
http-server secure enable [port]
http-server secure disable
no http-server secure

[F—V—F]
enable ¥R 2T HTITP — =2 NI 5
disable © BE¥F =7 HTTP Y — "—Z |2
[/3T A —HF—]
port ;. <1-65535>
¥ 27 HITP H—/"—D U A= 7R — h&ES (Bl LT-854E : 443)
[WIHIRRE]
http-server secure disable
[ASTE—F]
rua—)arz 4 L—va E—R
B

¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP AR— FNEBEIEETHI LN TE S,

no JERTEIT L= 13 ERhC T 5,

¥ 27 HTTP V' — "2 HZ LIEBE. e kXY 7 b =TI L »TiThn b=, 774 v 7 BIZSET
CPU =R E L 725,



avw RN 77 LR H%? . @fﬁjf%%ﬁ‘ﬂw
EEHAREZRET B0, Xy aR—RKRLLAN < v 772 FHEITEH SN D Web X— V2= —V—TT 7
T AT LHHEITRET DONLFE L,
[ EH]
VA= 7 R— b5 % 8080 (2L T =7 HTTP — —%EHET 5,
SWR2311P (config) #http-server secure enable 8080

4.18.3 HTTP Y — "—D{ EREDOFH T

EV

show http-server
[AFIE—F]
FiHE EXEC E— R
[FiHH]

HTTP Y — =D ERNEFRT D, L TFTOHEANRERIND,
o HTTP ¥— N—H&EED A 2/ L)

o HTTP H—N"—D VU RA=2 T HR— hDOEFF

« HTTP ——~DT7 Vv A%FA[ T2 VLAN f X —T = — A
o HTTP —R_—~D7 7 v 2%ZHIRTH 7 4L 57—

s B =7 HTTP % — N—#¥RE DA 2h/fE%h

e Ol A UEA LT T NI

[EX EH]
HTTP % — — DR ERNE T RT D,

SWR2311P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —N_R—~T 7 EZATEXBHRRX FNOHRE
[EX]

http-server interface interface

no http-server interface interface
[/3T A —=HF—]
interface : VLAN A & —T = — R4

[ E]

L

[ASTE— K]

Ja—x\)aryz 4L —y g T — R

[FREA]

HTTP $r— "= ~DT 7 Z AZFHFTH VLAN AV F— T = —AZRET D,
wERTET LEEASIT. BELIEA v 2 —T =2 — A %IRRT 5,

RKa<wy FidgK8MHETHETE, RELLIEIZHEHET 5,

Ka< REFREL TWHWRWEASIL, BRF VLAN OLT 7B ATE 5,

[BX EH]

VLAN #1, VLAN#2 1285 L TWAHRA )M H O HTTP Y —/_"—~D 7T 7 B R &[T 5,

SWR2311P (config) #http-server interface vlanl
SWR2311P (config) #http-server interface wvlan?2
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4185 HTTP y—NN—~T IV RATEBRITFTAT LV FDIP T KU AH|R

[EFX]

http-server access action info

no http-server access [action info]

85 A—4—]

action

info

(IR RE]
L
[ASTE—F]

T I ALK T 2EMEERRET D

REME B
deny FEEHES"T 5
permit b N L B )
5ftk: &+ B E(E T IPVA/IPVE 7 R L AEHRERET 5.
REME B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
TRy b AT BEMbinftE D IPvd 7 R
AB.CDM L A(AB.CD)YZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XX:XXM VAX XX X)EHEET D
any FRTD IPVA/IPV6 7 KL AZ4RET D

Ja—\)vary 74— g E— R

[FAA]

HTTP Y — /"= ~DT I ¥ AL T D57 T4 T Mg K% IPv4/IPv6 7 K L A THIBE 5,
Ko<y RidK8MHFE TCHRENARETHY, LIREIN- OB L CEAIND,

Ka<wr FEHRE

L7=%E.

Bk LT Al S W T 7 AT RTHES Y 5,

72770, Ravwr RERELTWRWEAIE, T XTCOT7 78 A% T5,
no JTERTHEAT L2861, HBE LIZREEHIRRT 5,
no FERTHRTA—F =2 LI5S, TXTORELHIRT S,

[/—FI]

http-server enable % L < |3 http-server secure enable 7°

[EXE B

BRESNTWWEA, Ra~r RIIERE L 7w,

192.168.1.1 & 192.168.10.024 D& 7 A R 26D HTTP = "—~D7 7 E AD KR %EFFA[T 5,

SWR2311P (config) #http-server access permit 192.168.1.1
SWR2311P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A > "x60O HTTP —_R—~DT 7 B ADH LT 5,

SWR2311P (config) #http-server access deny 192.168.10.0/24
SWR2311P (config) #http-server access permit any

4.18.6 Web GUI D= ZE3%R

[EX]

http-server language lang

no http-server language
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[73T7 A —=F—]
lang SRZIRET D
REME B
japanese BN
english YoFE
(AR E]
http-server language japanese
[AS1E—F]
Ja—nN)naryz 4 JL— g rFT— R
B

Web GUI DEREZRET D,

no FECTHEAT LG E 1R, WIHIEREIZE S,
(B EH]

Web GUI D E5E% 35EI2 3 5,

SWR2311P (config) #http-server language english

4.18.7 HTTP ¥ —_—Dua /A A AL LT 7 MEFBORE
[

http-server login-timeout min [sec]

no http-server login-timeout

8T A—F —]
min : <0-35791>

ZA LT 7 MREE(GY)
sec 1 <0-2147483>

ZA LT MEFEED)
(AR E
http-server login-timeout 5
[AS1E—F]
Jua—n"narz4 7 b—varsE—F
B

HTTP % — "= ~D7 7 EARRWGEICHBMICe 77 U F 5 TCORMEZHRET D,
sec ZEME LA, 0 MRESND,

no JIER CHEAT LI I3 EICK 5.

[/ — ]

B E AT RE R B/ MBIV 1 43

(B2 ]

HTTP % — =D& A L7 U N % 2 57 30 FICERET 5,

SWR2311P (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy £$RE DAL

EEN
http-proxy switch
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no http-proxy

[78T7 A —=F—]
switch : HTTP Proxy BEBEZ AT 2
RIEME Bl
enable BT D
disable £ ] R )
[FIHIERE]
http-proxy disable
[AS1E—F]
sua—s\)var7 4 Lb—3a E— R
[BLFA]

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
no X CIAT L 7B I3 N9 5,

[ EH]

HTTP —/X—® HTTP Proxy #&RE A BN 5,
SWR2311P (config) #http-proxy enable

4.19.2 HTTP Proxy BRED % A 27 v MBI ORE

[EF2

http-proxy timeout time
no http-proxy timeout [fime]

[/XF A—F—]
time c <1-180>

A LT UMD ETORR (B)

[FIEIERXE]

http-proxy timeout 60

[AJ1E— F]

Ja—N\)ary7 4 JL— g rFT— R

[RiAA]

L2MS =— = > b D Web GUI Z G4 5 L & DX A LT U MR ZEET D,
no I THEAT L7241 60 BIZ9 5,

[BEH]

HTTP Proxy #8ED ¥ A4 L7 U MR % 2 53 ICRRET 5,

SWR2311P (config) #http-proxy timeout 120

4.19.3 HTTP Proxy 8888 X EIRFEDER

[FX]

show http-proxy
[AJ3E— K]
FikE EXEC E— K
[FHA]

HTTP Proxy #REDRX ERM A KA T D, L TFOHANRRIND,
« HTTP Proxy H&RE DA 2/
o XA LT U MEEH
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[ EH]
HTTP Proxy #RE D% ERIL A RRT 5,

SWR2311P#show http-proxy
Service:Enable
Timeout:60

4.20 SSH ¥ —,3—

4.20.1 SSH V— N—DEEB L OZfR— FESFOER
[EX]

ssh-server enable [porf]

ssh-server disable
no ssh-server

[F—U—F]
enable © SSH Y ——ZHNTT 5
disable : SSH ¥ —"—% T 5
[/3F A—%—]
port ;. <1-65535>
SSH h— =D Y ZA=2 7 R—  &E (B L725HE : 22)
(IR E]
ssh-server disable
[AJ1E— K]
ra—n~)var 74— g T — R
[FEA]

SSH Y — =235, £/, VA= 7 TCP R— bEFEIBETDHZ LN TE D,
SSH $—/ "—% G2 T 2LEE 1L, FRNIH A MEOIER (ssh-server host key generate)# 17> CE LE N H B,
no JETHEIT L728A1E SSH U — "— % |ihiz 4 5,

[/—}]

SSHZ A7 v bhbu A 75881, FINCa—P—4 L 32T — FOBbk(username) % L THE L LERH
60

[ EH]

A= ZR— M5 % 12345 12 LT SSH h—"—z 8§ 5,

SWR2311P#ssh-server host key generate
SWR2311P#configure terminal
SWR2311P (config) #ssh-server enable 12345

4.20.2 SSH Y — N— DR EIRBDOFER

EN
show ssh-server
[AJIE— F]
¥t EXEC £— K
[FFA]
SSH — =D ERNE R T D,
LFOBEBENRREND,

«  SSH H— —HrE DA 2/ %)

o VA=V T R—MDOFE

« SSH #—/R—iK A NEDO A

« SSHH—"N—~DT 7B A%ZFFATHVLAN A F—T =— A
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e SSHHY—NR—n~DT7 7 ERAZHIBETHT L F—
[BXEH]
SSH H— "—DERMAE R RT D,

SWR2311P#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

1)
2
i

4.20.3 SSH —N—~"T7 J LA TX LA X LD}

AxX
EEN
ssh-server interface ifname
no ssh-server interface ifname

[NT A—=HF—]
ifname : VLAN A V¥ —7 = — A4,

(#1313 2]

2L

[AJIE— K]

Ja—n\)ary7 4L —v g rET—FR

[RBH]

SSH % —/"—~DT 72 A% T 5 VLAN A X —T = —AERET D,
no WX TEIT LG, BBELEA Vv H—7 =2 — R & HIRT 5,
ARa<w FiIRK8HHETHRETE, RELLIAICEAT %,

AKav s RERELTHRWEEIL, fR5F VLAN OART 7B A TE D,
[RXEH]

VLAN #1, VLAN #2 |[Z#5i L TV DR A R B O SSH — /"= ~D 7T 7 E A EFF R 5,

SWR2311P(config) #ssh-server interface vlanl
SWR2311P(config) #ssh-server interface vlan2

4204 SSH YV —NR—~TFT IV ERATCEBRIFAT L FORE

[ER
ssh-server access action info

no ssh-server access [action info]

[T A —F—]

action T BASRMCH T 2 EMEREET D
REME B!
deny Sz G2
permit B S B R

info DS ML T B EIETC IPVA/IPVGE T R L AT ERET D,
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R EE B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)fF & D IPvd 7 K
A.B.C.DM L A(AB.CD)EHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XX:XXM VAX XX X)EHEET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Ja—m\)narz 4 —varEF— R
[FHA]

SSH THifid %7 74 7 > MR % IPv4/IPv6 7 L A THIRT %,

AKavwy NIRRKSHETRENHRTHY, RIIRESNTZHONELR L THEA SN,
Kavy RERE LGS, B8 LIEREEMT SR0WT 78 233X THGT 5,

L, Ka<wy FERELTOWRWERIE, T XTO7 7 A2/ T 5,

no B TIAT LA, i€ LIEREZHIRT 5,

no FEICRT A —F —2HWE LTI-56. T _XTOHRELHIRT S,

[/ — 1]

ssh-server enable ==~ > R3EXE STV WA, Ao~ RIFHEE LW,

[ E B

192.168.1.1 &£ 192.168.10.0/24 D& 7 A > "inB @D SSH Y —"—~DT 7B ADHEFFT 5,

SWR2311P (config) #ssh-server access permit 192.168.1.1
SWR2311P(config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A "B D SSH 1 —_"—~DT 7 B ADHEIEET 5,

SWR2311P (config) #ssh-server access deny 192.168.10.0/24
SWR2311P (config) #ssh-server access permit any

4.20.5 SSH % — "—7R 2 MEDOVERR
[ER)

ssh-server host key generate [bit bif]

[/3F A —&—]
bit : 1024, 2048
RSA#OE v M E

[ E]

L

[AJTE— K]

HetE EXEC B— RN

B

SSH #—/ N—@D 7 A s RSA ## L A b DSA #E2FHET D,

RSA $#1X bit /3T A—ZIZ L > THENMRTIHROE Yy MIEIBRTE TE 5, DSA #1024 vy FO#EEARKT D,
[/ —}]

SSH H— N—Hte 2 FI A+ 284813, FicAa~ 2 FEEITLTHRR MR AR T HLERH 5,



96| =~ FU 77 L X [R5 - ERBERE
BEIZAR A MEBERE SN TWHIRE TR~y REET LGS, 22— —ICk L TRA MEEZFEHT20E0%
s+ 2,
RA NEOAERIZIT, B RRE DR DR D56 018 6 5,
Aoy RiE, SSH ¥ — =R OLEICORFITTE D,
[ E B
2048 B RO RSA #it & | DSA AT 5,

SWR2311P#ssh-server host key generate bit 2048

4.20.6 SSH —X—FK X MO VT

[ER]
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—@D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/ — ]
Ko<y Rid, SSH = "—=REDLAITDOHFEITTE D,
[EAEBI]

RA K RSA L 7R A | DSA $#EEHIFRT 5,
SWR2311P#clear ssh-server host key

4.20.7 SSH Vr— "—/AfEEEDOFR

[EX

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERTT D

[ASTE— K]
et EXEC B— N

(@]
SSH #— =D AR Z FRT 5,
fingerprint ¥ — U — F&457E L5 a 13, AFEORR LI, 7 AXF—7— F2FRT 5,

[/ —}]
PR DNy 2T 02 XA, MD5 & SHA256 Offi )i & £ 95,

[ AEBI]
ANEARERTRT D,

SWR2311P#show ssh-server host key

ssh—dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgrdhL/0w7J1vc50eXg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1To0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUa5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJE0Jyel+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGas8
ARypDjhpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ialOn81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18jKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCIMUWHGEK/cst+PCtgnt0XV5B107 9uRUMCACS2pDXS5EWrwhPXXXXXXXXXX==
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ANFREORIENZ RTRT D,

SWR2311P#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+-—-[DSA 1024]----+

| o ¥ o |

|=*=+. o

|E+X+ fe)

| o + = +

.. ..0 X

|

|

|

5 |
|loo=.B.*.0 |
| o + S o |
|

|

| e}

| E

+————— [MD5] —————— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrjMhOfWoW0OBw7aAOXXXX
+--——[DSA 1024]----+
| . +E. |
| o o |
| o X S |
| T = F o |
| o B * . |
| + o . |
| A |
| X+.Q@ +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:0b3:24:17:XX:XX
+-——-[RSA 2048]-——-———+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
e ecoeoe [MD5]-————— +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE8iUXXXX
+-——-[RSA 2048]-——-———+
| * ==t |
| *ot+= |
| *=0. S |
| 59 |
| + B *o |
| == . |
| o |
| |
| o = |
+----[SHA256] -—-—- +

4.20.8SSH 7 5 AT v N DAEGFHERORE
EEN

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/XT A —=HF—]
interval 1 <1-2147483647>

7747 hOEFHERERE (B ANg L7258 1 100)
count 1 <1-2147483647>

T TAT v NOEFHERRKR I TV M (B LT-85E @ 3)
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(AR E]
ssh-server client alive disable
[AJ1E— ]
Ja—x)ary 74—y g F— R
B
7 T4 T N DEFHEGREAT O SN ERET D,

747 MZinterval TERE LT7-MRIE CISEEZERT A A v —U%1k5, count CTHEE L 7= 72 e L C
WNERTZ T2, TV TAT L NEDERREYY, By a B K TT 5,

no JEATIAT L7 A I3 EIC R D,

r]

421SSH 27 ZA 7~ b

4211 SSH 7 A4 7 s DiEH)

(5%
ssh [user@] host [port]
[NT A —=HF—]
user D VE—FRA MR A P LBICHEMNT 22— -4
host : UE— AR NG, F£70E, IPvd 7T R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 a—nT RLAEZRETHHAIT, HEHA LV F— T =—RALBEETHILERD
% (fe80::X%vlanN DJE)

port 1 <1-65535>
A 2R— hET (HIELIZES - 22)

[FI8IE% €|

L

[AFTE— K]

e EXEC £ — K

B

FEE L7z A b~ SSH THfi 7 5,

user w AW L1356, v /A v FOa—F -2 %A L TSSH V—"—~DT 7 v A%T 5,
X o —P—Tra 7 A I user ZEWE LI2BE T root" 245,

[/ —H]
TR —TWFEFTFAL (~) LT 5, ixﬁ~fi$iﬁﬁ’Aﬁéhk&%ﬁimﬁéM6
1THMN D T A — 7 X F% 2 [T CTASTI LIEZBAICIE, 2275 —7FERS—_"OA 1 E LT ENS,

TR =T FTHET TR Y A RN Aﬁéht . RHIEICEERE A PA L D,
T A — 7I%LﬁTT7IX?9/m#Aﬁént%D\ix#ﬁfﬂﬁ@*%ﬁﬁ%éﬂéo

[ E B
IPv4 7 R L A 192.168.100.1 DR A NI, =—H—% uname, &~— F7%E5 12345 T SSH #5#t 1%,

SWR2311P#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 D= A M2, —H—4 uname, R— FEE 12345 T SSH #5575,

SWR2311P#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4212SSH 7 4 7 b OBFZHL

[ER]
ssh-client switch
no ssh-client
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[73T7 A —=F—]

switch : SSHZ 747 v MEAIZT 035D
R EME B
enable HINZT 5
disable £ Rl )

[FIHIERE]

ssh-client disable

[AJTE— K]

sa—s\)var7 4 b—3a E— R

[BLFA]

SSHZ7 947 e L Tsshavwr REFEHATEXLL51CT5,
o FERTCHEIT LB AIESSH 7 54 7 > Mg+ %,
[EXEH]

SSHZ 947 v BT 5,

SWR2311P (config) #ssh-client enable

4213 SSH =R MEHRDZ VT
[

clear ssh host /o0st

[2XT A—&—]

host D UE—FARA ML, 720, IPvA 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[ASTE— R

ke EXEC £— R

[FREA]

SSHZ 47 k& LTH L= SSH — R— DA ZHIRT 5.
[B%E B

SSH /A A MEHRZEZ UV T3 5,

SWR2311P#clear ssh host 192.168.100.1

422 A — )L@A

4.22.1 SMTP A —/LH— "—DHE
[

mail server smtp id host /ost [port port] [encrypt method] [auth username password)|
no mail server smtp id

[¥F—T— ]

port A=Y= R—DR— " EEEEET D
encrypt D B bR EEET D

auth © SMTPRBAETHE S 7 7 v MEMERET
[/3F A —5&—]

id c<1-10>

A— L —"—1D
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host DAY= R=T R X EiE, RA M

IPv4 7 R L Z(A.B.C.D), IPv6 7 F L Z(X:X:X:X)

IPv6 V7 a—gT RUAZIRET D561%, A V2 —T7 = — AL IET HLER D
% (fe80::X%vlanN DOFE)

AR A (64 SCFLAN, SR & )

port 1 <1-65535>
A=A — =D R — N FEE(EMEIL 25, method & LT over-ssl DMEE SN TWZHATX
465)
method N X APV
R EHE B
over-ssl H{E 2553 % (over SSL)
starttls 5 #5517 5 (STARTTLS)
username © SMTP #BFETHM T 22— —%
(64 SLTFLIN, 2" > L A= 22 BR A ILT - PARLT)
password : SMTPRGETEEHT 5/ AU — |

(64 SLFLAN, 2" | > LA A=A Z R PRI - AR R)

[FIEIEE]
L
[AJ1E— F]
ra—\varz 4l b—va rEe— R
[FAA]
A—)VIREIMERT 5 — " —FRERET D,
[/— 1]
SMTP #BFEZAT 2 B, AUTH LOGIN =1~ K& > CRRREEAT D,
SSL/TLS ¢>/3—<7 = »1% TLSv1, TLSvI.1, TLSv1.2 [ZkHi LTV 5,

A=) —=_—=DT FL AL LTIPv6 7 RV RAZFRET H55E . SSL/TLS 1T K DS LRI TE 220,
[BRE 5]
A —ViEfE Y —/N—|Z, smtp-server-test.com %X ET D,
SWR2311P(config) #mail server smtp 1 host smtp-server-test.com
A= VIE(EH—/3— L LT smtp-server-test2.com Zf57E L, Bi5{b & SMTP BRE 2§ 2R EZ1T 9.

SWR2311P(config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — )L ¥ —_—& DRE

E&

mail server smtp id name server_name
no mail server smtp id

[/NT A—F—]
id : <1-10>
A =P —3—1D
server_name A=A
(64 SLFLAN, 2% bR < A TET - FATLD)
[WIHIRRE]

L
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[AF1E—F]

ra—mpvar 74— g T — R

[FHA)

A= NVEEIEHT L —"—D4FTERET D,
[ EH]

A= )VIEEY— _"—D4HiT L LT test_ mail_server ZiXET D,
SWR2311P (config) #mail server smtp 1 name test mail server
4.223 A —)VIBHOD b Y H—RE

[ER
mail notify temp-id trigger lan-map [type [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—T—F]

lan-map : LANw y FIZHET 54Xy M EdmmT 5

terminal DU AREEARBEREICEA T D A N F @ S

stack DA K y JHERRICBEIT B A X AR EAT D

[/XT7 A—=25—]

temp-id ;o <1-10>
A—NF 7 L— kD
AN MEMEFCER T 527 7L — b ERET D

type : LAN~ > 7T 514X b OFEHH
RIEHE B
hardware ENZN Y
loop J—TFR
sfp-power SFP 520t L~ L B
queue-usage E(E ¥ = — R
poe PoE ##E
snapshot AF v FTay h
12ms L2MS ¥ % — v —DEH

[FIEIRRE]

7L

[AJ1E— F]

Ja—nmNarz 4 b—va e —R

[BLFA]

FEE LIMRED A X MEHZ A — VBT 52O OREZIT I,

lan-map Z4EE L C type ZIRET H &, FHE L LAN = v FZET D4 X0 METB@EMEN S,
type ZEME LT84 13, LAN < v ZIZBET 5T _XRTOA Ry b @EmEN 5,

[/—}]

ALy JHERBICEET D4 X MlANL, A F v ZHEBRICKHE LTV D FED 7,
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[BREH]
A=NT 7 L— b #ICLAN ¥ v TERERAOA N2 b ) V=2 ET D,
SWR2311P(config) #mail notify 1 trigger lan-map

4224 A—NEEOF LT L — FEREE—F

E&

mail template temp-id
no template

[T A —&—]
temp-id : <1-10>
A—)L 77 L—KID
[FIHIRR 2]
2L
[ASE— R
Ja—\ a4 L—gF— KR
[FiEA]
A— VEERIEHT AT L— FEBRIETHE— NITBITT 5,
T — b E—RIIBITTHZETCIRLOEHEEARET DI ENTE D, 77 b— MIFEK 10 HHERK AT EE,
o A—)LIE[EDIHT KL A
o A—NVEEDOKXEILT FL A
o A—VEFEOMH4
o A= NVEEFHFLIRFRORE X NaE O EH)
[ EHi]
A—=NT U T L= b ORFEE— FICBITT 5,

SWR2311P (config) #mail template 1
SWR2311P(config-mail) #

4.22.5 A — )LEEDY— N—ID OHE

EEy

send server server-id
no send server

[/3T7 A —5F—]

server-id . <1-10>
A—=)T 7L —hKID

[FIHIERE]

no send server

[AJ3E— K]

A—=NT T L—FE— R

(@]

BT A=V — =D ID ZHEET D,

[BXE B

A =TT —hM#l THEATEZA =P —R— |2 ——ID#l ZEET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send server 1
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e
i

4.22.6 A —NVIEEDEETLA—NT KL ZAD
[

send from address

no send from address
[R5 =5 —]
address BB IEA—AT KRR
(256 SCFLIN, PEARET L -@)

(AR E

no send from

[AF1E—F]

A—=)T T L—hE—F

B

EETLA—NT RLRAEZRET 5,

[ EH]

A—=NT 7 L— K #l OEFEITLA =T R L AT sample@test.com Z 45 ET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send from sample@test.com

E

e

4.22.7 A —)VIEEDWIA—NT KL AD
[

send to address

no send to
[T A—F—]
address DS A—LT FLR
(256 SCFLIN, PEARET L -@)

(AR RE

no send to

[AJ1E— F]

A=NT T L— FE—R

[@i ]

S A—NT L RAZRET D, (K 41F)

[/— k]

RBENTA N> blFosast & L THEM S, GEFE OB ERmEAE e & LTIEH S,
Bl

A—)LT T L— k #l DFEIEA—/LT F L A user@test.com ZFEET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send to user@test.com

4.22.8 A — )V EE DI DERTE
BN

send subject subject

no send subject
[/3T7 A =5 —]
temp-id D AINVRERFOMEA
(128 LN, 2> FR< AT - AT S)
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[FIEIERE]

no send subject

[AF1E— ]

A =)7L —khE—FK

B

A= )VIRE DAL ZTRET D,

[/— 1]

KRREDTHEITLL T O & 72D,

s A XY Ni@X : Notification from SWR2311P
*  FIEIEELA ; Certification publishment
 REBHESEAD : Certification expiration

[ E 5]

A=NT T L=k # O A= VIEEREOMA I "TestMail" Zi%ET 5.

SWR2311P (config) #mail template 1
SWR2311P(config-mail) #send subject TestMail

4.22.9 A — VX ERFDREORE

EEN
send notify wait-time time
no send notify wait-time

[/3T A =4 —]
time 1 <1-86400>
AR B H (D)
(IR E
send notify wait-time 30
[AJIE—F]
A=NT T L— FE—R
(@A
A N B EFIR O A=V NEEITERE S D £ TORERRZ&RET D,
[/ — ]
KRRRETA N FBEIO A —/VEERER & LTER S LD,
(B E B

A=V T T L— h #] DA —)LEEFRF LRI 60 P E2RET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send notify wait-time 60

4.22.10 FEAAZEXATRED X — VX TE

[EFX]

mail send certificate temp-id
no mail send certificate

ST A—5—]
temp-id o <1-10>

A—NT 7 L—KID
[WIHIRRE]

no mail send certificate
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[ASE— K]
RADIUS 27 4 7 L— g »E—F
[
RADIUS % — =D 27 T4 T > MiEAEZEMT 2 & EIEHT 277 L— M D 2f8ET 5,
RADIUS H—_"—0D 27 Z A4 7 > MEWFEIX, RADIUS — S—HEEED user 2~ 2 RTHE LA —/LT KL A~k
9%,

[/ — ]

RADIUS %—/X—D 7 T A 7 > FEERAEDEF D A — )L AR S

Certification is published.

Name : [£Al]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ —H—4] % user =~ > K USERID f

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

Bl
RADIUS #—=""—=0D 7 T A7 » FEAEEZ A —/ViE T2 LS ITHMT 57 7L — M IDIC#1 ZHEET 5,
SWR2311P (config-radius) #mail send certificate 1

4.22.11 FEFAEBARED A — VR E
BN

mail send certificate-notify temp-id

no mail send certificate-notify
[73F A =4 —]
temp-id ¢ <1-10>
A—NT 7 L— 1 ID
(IR RE]
no mail send certificate-notify
[AJ1E— F]
RADIUS =7 4V Lb—v g E— N

[FiEA)
RADIUS %— "—D 7 5 4 7o FFERES A — LT 5 L X IHHT I T 7 L— F2EET 5,

[/ — P}

RADIUS %—"—D 7 F 4 7 NEAZEO A AR FRTE N O A — VARSI

Your certificate will expire in [X] days.

Name : [£fil] % user 2~ > KO NAME 47> 3 v D% EE
Account : [ —H—4] % user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS % ——D 7 T4 7 » FEIEEZ A — /Ll 5 L ZIHEHT 57 07— MR Z2HRET 5.
SWR2311P (config-radius) #mail send certificate-notify 2

4.22.12 ;EFAEO A IHIREIIEIMZ A X T DR E

E=N
mail certificate expire-notify day [day] [day]
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no mail certificate expire-notify

[NT A —=HF—]

day : <1-90>
ARG Z 18509 2 7% A7 H K

[WIHIRRE]

mail certificate expire-notify 30

[AJ1E— ]

RADIUS 2> 7 4 7 L—v 3 »E—F

B

RADIUS $—=—=0D 7 T A 7 > bFEEOAZMIREIN 2 ST @i 5 Az fEE 15,

WA BEII 3 HFETHRETE 5,

[/— "}

day ZIANNEFICED LT, BIETR RSN D,

[BEH]

RADIUS ¥ —/—=D 7 T A 7 > bt HEOAZHIRGIN O FaT@EM 2 50 HATE 10 BRNCEET 2,
SWR2311P (config-radius) #mail certificate expire-notify 50 10

42213 A — )LEEFROFETR

[EFX

show mail information [temp-id]
[7XF A—&—]
temp-id ¢ <1-10>

A—)T7 7 L— K ID

[AFT7E— ]
¥5HE EXEC £ — K
[FLEA)
FRELET 7 L— b ID DA —LEEEREERT D,
T 7 L— hID AW LA, 2 TORA—IUIEREFRT D,
[ EH]
A=NT T L= b # DA NIERELTRT D,

SWR2311P#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.23 Yamaha Unified Network Operation Service (Y-UNOS)

4.23.1 Y-UNOS #BEDRE

[EX

y-unos cnable
y-unos disable



no y-unos
[F—T—F]
enable © Y-UNOS #rEZ A0 T 5
disable © Y-UNOS ez #2245
(AR E]
y-unos enable
[AS1E—F]
sa—m\)varZ 47—y aryE—FR
B
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Y-UNOS (Yamaha Unified Network Operation Service: % > NV — 2 241 L CT /A A [Al LT 50— X) e %

ANETITENZT D,
no JEATHEAT LIS E B EICR %,
[/ — ]

Y-UNOS HEREIZIRSFE VLAN O TEIWET 5, £5F VLAN IZ IPv4 7 R L ADRE SN TV WIS, {5 VLAN

N7 HZ 7 LTWAIREETIE Y-UNOS HRE & 121Ed 5,

R5F VLAN 228 L723541E, Y-UNOS O+ A. H Bhid ke
239.192.128.250) % £&5F VLAN [Zi# H 5 Z &,

Y-UNOS #8E DA MU/ EIITR R 1 B2 56035 5,
AL VERENANLY G, Aa~r NI TE 20,
[EE B

Y-UNOS HBE 2 AT %,

SWR2311P (config) #y-unos enable

Y-UNOS HEHE 2 HE2h2 95,

SWR2311P(config) #y-unos disable

4.23.2 Y-UNOS FHRDOF R

D~ ILFF v A k7 L — LHREFR E (12-mcast flood

[EFX]

show y-unos

[ASE— K]
et EXEC E— R

[RHFA]
Y-UNOS [ZBHT 2 ESRCAT — X ADERELRRT D,
TTRNEITLTOLEEY,
+  Y-UNOS BEHRE DF% E (Y-UNOS)
*  Y-UNOS #hE Dk #E(Status)
+  Y-UNOS H#£HED IPv4 7 K L A(IPv4-Address)
« BSFVLAN O IPv4 7 KL AL ID 2 E -7 5
. Mtz —%E
s BT L4 (Model)
e U 7 (Serial)
o 7y —LAU=xT/3— 3 (Version)
+ MAC 7 KL A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
+ 7R A N4 (HostName)

Y-UNOS HEHE D IR RE(Status) TIZLL FOWT N E £ord 5,

Status

B

Active Y-UNOS #EREDSEIE L T B0k
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Status 2585

Y-UNOS FERESENE L TR UWRBE(A X » 7 BEFEN A
725 TUND) X AK 7 SHEFEFR D 7

Inactive(stack enable)

Y-UNOS HERE NS ENE L TV 72U IRRE(SESF VLAN | IPv4

Inactive(no ipv4 address) T R U ABERE STV £ 7213/ VLAN 23U >
IR LTND)

Disable Y-UNOS #§#E )3 20 72 (R A&

[BREBH]

Y-UNOS & &R 4 %,

SWR2311P>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT Z610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.24 LLDP

4.24.1 LLDP #8e 0 ANk

[EFX]
lldp run
no lldp run

(AR 2]

7L

[AJTE— ]

srua—\arsr 4 S —va TR

[@iA]

VAT LART LLDP HREE 2T D,

no R THFEIT LA 1X,. AT ALK T LLDP BRE &2 0o+ 5,

[/— k]

R— MIX LT LLDP #REZ AT DT T O a~vy RERET D2 UERH D,
set lldp enable =~ > K™ type (LLDP =— = > b — R)TME|Z)GH U T txrx, txonly, rxonly Z 5% E T 5,
« ldprun(Zu— vy 7 4 7 L—3 g F— )

e Ildp-agent (f > % —7 = —AE— R)

+ set lldp enable fype (LLDP =—3 = > hE— R)

[BXE B

LAN 7R— |k #1 @ LLDP #8REDEZA(E 2 AT D,

SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P(config) #11dp run

SWR2311P(config) #interface portl.l

(
SWR2311P(config-if) #1lldp-agent
SWR2311P (lldp-agent) #set 1lldp enable txrx

4.24.2 AT ADHHETDORE

BN
lldp system-description /ine
no lldp system-description
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[73T7 A —=F—]

line LV AT AOBAS O CTRN(255 SCFLAN)
[WIHIRRE]

no lldp system-description

[AFTE—F]

Ja—N\)ary7 4L — g rF— R

[RLBA]

LLDP EECHEMT 5. VAT LAOFPALZHET S,

no IR CHEAT L= B I3V R EIRE D,

VIR EOEIX, A+ 77— =T VeV ay] Tho,
REH

VAT AOFHA % SWITCHI_POINT A 1295,

SWR2311P (config) #11ldp system-description SWITCH1 POINT A

(1]

4243 VAT ADLFROEE
EEN

lldp system-name name

no lldp system-name
[/NT A —=HF—]
name DV AT ADOALFRO LTS5 SLFLIN)

(R E]

no 1ldp system-name

[AS1E— K]
Ja—n\)ary7 4 L—v g rET—FR

[RBH]

LLDP HRECHEHAT 5. VAT LDOLHERTET D,
no JE CEIT LG A TR EICRE 5,

WIHIERE O THfi4 ) Th D,

X EAEIE LLDP System Name TLV (Z5%/E S5,

[ EH]

VAT ADLLFRE SWITCHI (1275,

SWR2311P(config) #11dp system—-name SWITCH1

4244 LLDP =— = > F DVERR

[EF2
lldp-agent
no lldp-agent

[F1EIER E]

L

[AJIE— K]

B —Tz—AF— R

[FRHA]
LLDP =— = > F&fERK L. LLDP =— = > hE— NIZBEBT 5,
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no B CHEIT LA 1E. LLDP =—2 = > &R HIRT %,

[/ —F]
LLDP =— Y= F5EIRT AL LLDP =— Vx> hE— RTRELEZa~<y FL YRI5,
(B EH]

portl.] TLLDP =— ¥ = F&AF L, LLDP =— = ME— RIZBATT %,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #1lldp-agent
SWR2311P (lldp-agent) #

4.24.5 LLDP Z k. 5 HEVR EREREDRE

EEN!
1ldp auto-setting switch
no lldp auto-setting

[/3T7 A =4 —]
switch : LLDP 2 & % A B EMRE DR T
REMHE Gl
enable LLDP (2 & % HERREMREZ AT 5
disable LLDP |2 X % BB ERERE 2 B2 9%
[HIHIRRE]
1ldp auto-setting disable
[AJ1E— K]
Ja—N")naryz4JL—g F— R
(@]

FEDY~ MR EET D LLDP 7 L—AIZ KD | AA v FOREL BEIICEE T 282 G207 5,
F7-. power-inline disable delay =~ > NIZ X DFGFEIFIEZ A I 7 OEFBEREEZ AN D,

LLDP 7 L — A TIZLL T OFERED R E S D,

o 7 ua—iilfE

* QoS

« IGMP AX—t"

- EEE

« RADIUS #—/3—7K A

o SRR

no FENCHEAT LGS I3 WIHIREICR 5,

WA LB —T 2 — ADIRIRETE 5,

[/ — 1]

ABEREZFE ™5 72bIZ 1, set lldp enable 1~ > KC, LLDP 7 L — AZZ(E CE 2REICT HLENH D,
[ EH]

LLDP T &k % HEER EMREZ AT 5,

SWR2311P (config) #1lldp auto-setting enable

E

X

4.24.6 LLDP =25 — KD

EEN!
set lldp enable #ype

set lldp disable
no set lldp enable
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[73T7 A —=F—]
type DEEEE—F
REME B
rxonly ZEHEMICHRET D
txonly EEHEHICHRET S
txrx EEBILOZEICTRET D
[WIEARRE]
set 1ldp disable
[AS1E—F]
LLDP =—Y =¥ hE—F
B

WA H—T 2—ATOLLDP 7 L—LDEZIEE— RERET D,
set lldp disable D4 1%, LLDP 7 L — A& 5525 L7V,

no B TIAT L7256 13, PIHRREICK D,

[BREH]

LAN 7R — b #1 @ LLDP %53(5 € — F 22 EHEHICHRET D,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #set 1lldp enable rxonly

42478 H7 LU RDODFEHEDOHRTE
B

set management-address-tlv fpe

no set management-address-tlv

[/3T A —H&—]
type COEBY R Z2OREH
RIEME A
ip-address BHT FLAZIPT RLALTD
mac-address BHT RLAZMACT RLALT 5
[WIHIRRE]
set management-address-tlv ip-address
[AJ1E— ]
LLDP =— = hE— R
[FEHA]

LLDP T4 %, A— FOEHT N ADHEAHRET D,

no JEI TIFAT LGB I3 IIER EIZ K D,

X EfEIE LLDP Management Address TLV [Z5%E 415,

Bl

LAN 7R— |k #1 OFHT FL 2O % MAC 7 F L AICRET D,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set management-address mac-address

—~ e~~~
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4.24.8 FEAEE TLV OFRE

e

[EFX]

tlv-select basic-mgmt
no tlv-select basic-mgmt

[WIERRE]

7L

[AF1E—F]

LLDP =—Y = hE—F
[

BET7 L — DTHEAEH TLV 28T 5,

no BN CHEAT L7Haid, HME7 L— 20 b EAEF TLV ZFR<,
ZDOaw Y RTLLFO TLV A3 LLDP 7 L— ATEME L5,
<JEAREPE TLV>

(1) Port Description TLV : A8 — k OFiH 3L

(2) System Name TLV : 2 A7 L D4 FR

(3) System Description TLV : 3/ A7 A D@ ST

(4) Syatem Capabilities TLV : 3 A7 A DHE

(5) Management Address TLV : In— FOEBHT RL A (MAC 7 RLAETIXIP 7 RLR)
[BEH

LAN R — k #1 T#{59 % LLDP 7 L — AZEAREE TLV Z38007 5,

SWR2311P (config)#11ldp run

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV OHE

EEN
tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIRRE]

7L

[AS1E— K]

LLDP =—Y = FE—F
B

{57 L — AT TIEEE-802.1 TLV ZBMNd 5,

no B THIT LI=HBE 1%, 57 L—247 5 IEEE-802.1 TLV %<,
ZDa<y RTLLFO TLV A LLDP 7 L—AIZBIIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : K— k VLAN ID

(2) Port and Protocol VLANID : 7”& | =2/L VLAN ID

(3) Protocol Identity : R — r4 257w fha,Ld U X |

(4) Link Aggregation: U > 7 7 7'V 7 — 3 U IE#

(5) VLAN Name : " — F VLAN O£ Ff

[BREH]

LAN 7R— k #1 T%/Z4 % LLDP 7 L — A |Z [EEE-802.1 TLV % 3iBN4 %,

SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l
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SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select ieee-8021-org-specific

E

e

4.24.10 IEEE-802.3 TLV O
EN

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FHA]

{5 7 L— A2 IEEE-802.3 TLV % iBId 5,

no IR THFEAT L2/ 1E. 2415 7 L— L4205 IEEE-802.3 TLV &<,
DA<y RTLUTF®O TLV A LLDP 7 L— MBI E 5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 » OH R — ME#H
(2) Power Via MDI : PoE 1f# (PoE B&RE D & % HEAE D 1)

(3) Link Aggregation: U > 7 7 7' U ' — 3 V1R

(4) Maximum Frame Size : ix K 7 L' — LH A4 X

[BRE ]

LAN 7R— k #1 T4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWR2311P (config) #11ldp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1lldp-agent

SWR2311P(lldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV DX E
[EX

tlv-select med

no tlv-select med

[FIAE ]

mL

[AF1E— K]

LLDP =—Vx v hE— R
[BLHA]

%{§ 7 L— A2 LLDP-MED TLV % B4 5,

no FEICHFEAT L=GA X, %57 L—24205 LLDP-MED TLV % (&<,
ZOa<y RTLLFOTLV A LLDP 7 L—AIZBIIE N5,

<LLDP-MED TLV>

(1) Media Capabilities : {5 9% LLDP-MED TLV D%

(2) Network Policy : Voice VLAN {&#(Voice VLAN 235%E STV H R — kD &)
(3) Extended Power-via-MDI : §i53 PoE 1% #R(PoE ¥$RE D & 2 il o 1)

[/ — 1]

Location Identification TLV DfE | "Location" 2358 E ST\ 5,

[ E 5]

LAN AR— k #1 T&ET 5 LLDP 7 L — A2 LLDP-MED TLV %3804 %,

SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l
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SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select med

42412 LLDP 7 L — ADEEREROEBE

e

[ER
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[73F A —5F—]
tx_interval 1 <5-3600>

LLDP 7 L — L 3%[E IR (D)
[FIHIE% E]

set timer msg-tx-interval 30

[ASTE— K]

LLDP =—Y x> hE— R

B

LLDP 7 L — A DEEHREHRET 5,

no B TEIT LA T VIR EICR S,

[BRER

LAN B— k #1 TEET A LLDP 7 L — A DEERIGEE 60 FIICHRET 5,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.1l
SWR2311P(config-if)#1lldp-agent
SWR2311P(lldp-agent) #set timer msg-tx-interval 60

4.24.13 EEEEHIR O LLDP 7 L — AL EEMBDORE

&

set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[R5 A—H&—]
fast_tx : <1-3600>
EEOEE I O LLDP 7 L — L3513 IR (D)
[WIHIRRE]
set timer msg-fast-tx 1
[ABE— K]
LLDP =—Y = hE—F
[BLAA]

ELEEER O LLDP 7 L — AR ERIE AR ET 5,

no B CEIT LA IR TIZRES,

FENEEEHAR L 1TAR — OB T L Rono T EZ OB T, mEREHEHREHDOUTO o< Rt
WLLDP 7 L—AREEEI NS,

+ set timerx msg-fast-tx fast tx : =R 5 {E M O XEMRBE) 2R ET 5,
+ set tx-fast-init value : FHE (5 WIFIZX{E 35 LLDP 7 L — A OEEZZET 5.

[BEH]
LAN R— k #1 TEEXGEHMO LLDP 7 L— A% ERHIREE 2 ISR ET D,
SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l
(
(

SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #set timer msg-fast-tx 2
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)

l%l
il

4.24.14 LLDP 7 L — AXEEIE LB E TORB O
[

set timer reinit-delay reinit delay

no set timer reinit-delay
[XT A —=F—]
reinit_delay ¢ <1-10>
LLDP 7 L — ARAEEF 1L b FRIHIE E T ORI ()

[FIEIE% E]

set timer reinit-delay 2

[ASTE— R

LLIDP =— = hE— K

BN

LLDP 7 L — ARG IR0 6 b & COR 23 ET 5,

no IR CEIT LIS A IR EICE S,

[RXEHI]

LAN 7R— k #1 TLLDP 7 L — A EEELENSEYHLE TORM A 10 IR ET D,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

4.24.15 BB RO RFREFRI(TTL) 2B T 572D DRE DR E
[ER]

set msg-tx-hold value

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set timer reinit-delay 10

no set msg-tx-hold

[/$5 X —%&—]
value © <1-100>
RS T W O EFRER] (TTL) O 2 HH T 2 720 Ok
IR E
set msg-tx-hold 4
[AJ1E— ]
LLDP =—Y = hE—F
i8]

BTG MO RFFRFE (TTL) 2 BT 5 7D O R ZHET D,

no R TEIT L2 AIIWEREICERE 5,

Z OFBGEMEIX LLDP 7 L — A 2415 R (msg-tx-interval ICEE S 4L, S5+ 1 LCTTLEE) & 725,
TTL fi%. Time To Live TLV I[Z5%E X115,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(=)

LAN 7R— b #1 CHEHE RO (TTL) 25 HT 2720 D% 2 ITRET D,
SWR2311P (config)#11ldp run

SWR2311P(config) #interface portl.l

SWR2311P (config-if) #1lldp-agent

SWR2311P(lldp-agent) #set msg-tx-hold 2
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4.24.16 BHEEEHR O LLDP 7 L — AL EREBOZRE

[EX]

set tx-fast-init value
no set tx-fast-init

ST A—F—]
value o <1-8>

HIEEHIRI D LLDP 7 L — A E{E %K
(1A RE]

set tx-fast-init 4

[ASTE— R

LIDP =—2 x> hE—F

[FREA]

ESEGEEWIR O LLDP 7 L — AL EE AR ET 5,
no JER CHEIT LIRS ITWMIR EIZRE 5,

[BREH]
LAN R— k #1 TEIEXGEHIM O LLDP 7 L — A%E A 2 ICRET D,
SWR2311P (config) #11ldp run
SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1lldp-agent
SWR2311P (lldp-agent) #set tx-fast-init 2
4.24.17 A— M BN TEE T E DB ORREHR SR ORE
[EFR]

set too-many-neighbors limit max value
no set too-many-neighbors limit

55 2 — 50—
max_value : <1-1000>

AR— BN TEBLC & DG O I N 6 4K
LR

set too-many-neighbors limit 5

[AS1E— K]

LLDP =—Y = hE— R

[

N— ML TEHTE DB ORRKEREHRET D,

no IR CEIT LGB ITWHHRTICH R D,

N— N DOERREER G AR T2 %6, BT LW OR(E Sz LLDP 7 L — AN TEH S 2,

[/—}]

O REBRETHE, JIBEFR—FNTEODLLDP 7L — A5 (Z L XI0—F, U E— MERSEST — 7 LN
J7UVTEND,

(B EH]

LAN /R— b #]1 THR— FHEN CTEH TE 2B 0RKEHE 10 IZRET D,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1lldp-agent

SWR2311P (lldp-agent) #set too-many-neighbors limit 10
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[EX]
Ildp interface enable fype

1ldp interface disable

[F—T—F]

enable LLDP FEREZ A2 %

disable LLDP F&RE & #2029 %

[73T A =4 —]

type DOREfEE—FR

REE B!

rxonly ZAEHAICHET S
txonly EEHHICERET D
txrx EEBIOZEIERET D

[AF1E—F]

Ja—\ a4 L—gEF— KR

[FLAA]

LLDP HERE DA 30/ % 42T D LAN/SFP R — M —fERET 5,
HNREDHEAIT. FEE L7 LLDP 7 L — ADEZEET— NERTT 5,

[/ — P}

Ravwy RiEZme—n"rar7 g 7 b—ya B — RORFATHHE,
B, KA NEFA U F—T 2 —ADLLDP RELXT D7D HDTH Y | running-config [ZITRR IRV,

[ EH]

4C® LAN/SFP 7R — h @ LLDP #8E& A% L, LLDP 7 L — A Z 6525 n[HE/2E— RNIZERE
SWR2311P(config) #11dp interface enable txrx

4.24.19 4 V7 —7 = — ADIREFRT

1|

ERAR

[ERX
show lldp interface ifname [neighbor]

[F—T—F]

neighbor Beft L TV DR O TE A R T D,
[/XT A—F—]

ifname LAN/SFP iR— b DA H —T = — R4,

RRT DA F—T=—A

[AJ1E—F]

FEFFHE EXEC £ — N, 454 EXEC £— K
B!

ifname CTHRE LT-A X —7 =—AD LLDP & FRd 5,
neighbor Z 57 L7288 13A v 2 — 7 = — AT L CO AR O E A TR T 5,

UToOHEANERIND,
show lldp interface ifname D55
o A UHE—T 2 —ARRFDOMEER

Agent Mode

7'V » ¥ — R(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : AR, N: RH)
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Message fast transmit time

EEEEHIR O LLDP 7 L — A 213 RIFR ()

Message transmission interval

LLDP 7 L — 343 R (FD)

Reinitialisation delay

EE I 2 b BATHHYE £ T ORFH(ED)

MED Enabled

LLDP-MED TLV %18 DA %N/ %)

Device Type

FNA A X A 7 (NETWORK_CONNECTIVITY [# )

Total frames transmitted

LLDP 7 L— A DEEK

Total entries aged

TIL WU EZENR 72, BT —T7 A0 LHIBR I NI
DL

Total frames received

LLDP 7 L — A DZ{EHK

Total frames received in error

LLDP 7 L —ADZ(E= T —¥

Total frames discarded

EHES 7~ LLDP 7 L — A D%k

Total discarded TLVs

REE S 7= TLV O3

Total unrecognised TLVs

AR CTE o7 TLV O

show lldp interface ifiiame neighbor D55
o FARE PG
Interface Name ZELEAVE—T 2— A4
System Name AT LA FR
System Description AT HDEH
Port Description R— ~ O
System Capabilities VAT HADHE

Interface Numbering

AR =T 2 —ARKEDEZAT

Interface Number

AU H—T 2 —RAEF

OID Number

OID & =

Management Address

MAC7 FLRAEIXIP T FL A

Mandatory TLV O

CHASSIS ID TYPE CHASSIS ID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV O % A 7 L i
TTL (Time To Live) FERRTE RO PRFFRFH (D)

8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A— K VLAN @ ID

PP Vlan id 7’1 k=)L VLAN @ ID
VLAN ID A—F VLAN @ ID
VLAN Name A— § VLAN O£ F5

Remote Protocols Advertised

YR—rT57a harol Ak

Remote VID Usage Digestt

VID Usage Digestt &

Remote Management Vlan

ER VLAN D4 %5

Link Aggregation Status

Vo7 7= a3 v OFRNES)

Link Aggregation Port ID

Voo 77 ) =g iR— 1o ID

8023 ORIGIN SPECIFIC TLV D1
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AutoNego Support

F— b I — g UHERE DA RN/ ER)

AutoNego Capability F—hprI vz — 3 UARERIEE
Operational MAU Type BERELET 2Ly 7 AE—R

MDI power support PoE H¥BEH AR — F O F M

PSE power pair PSE /NU —~7 —

Power class

PoE #5787 7 A

Type/source/priority

PoE#EX A 7. V— A, BEE

PD requested power value

PD ## 232k 587 (0.1mW Hif7)

PSE allocated power value

PSE = 25(AFEC & 2% /7 (0.1mW HA7)

Link Aggregation Status

Vo7 7V r5—var ORMES)

Link Aggregation Port ID

Vo277 )=y g Vi R— D ID

Max Frame Size

BERK7L—AY AR

« LLDP-MED TLV Of§# (LLDP-MED TLV Z32{8 L 7= 3AICEREN D)

MED Capabilities

LLDP-MED TLV OFf&EfED 1 A b

MED Capabilities Dev Type

LLDP-MED AT 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7 O 47 4

MED L2 Priority

L2 OEE

MED DSCP Val

DSCP e DI EE

MED Location Data Format

MEHHRDO 7 +—~ v b

Latitude Res

WD REEE N2 EALE » M)

Latitude

Longitude Res

Longitude REGB4 B R)

AT RS AT
LA—4—
2:vEro7ur

Altitude Res

D REER D72 HALE >y M)

Altitude EEGBO By b)
Datum TRt L Y
0K [E ot S HI R (WGS 84)
1AL A U U ISR (NAD 83)
2:987 A U J7 IR (NAD 83) D - BE AL A AR
LCI length FEEHRT — 2 DR E
What T D S B

0:DHCP ¥ — — D

17 I9A4T7 v MkkbiliWweEEZzZbND Ry hU—F 3
FEOALE

2:7 547 v NOALE
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Country Code a— R
CA type CA (Civic Address) % A 7
MED Inventory Inventory fF# J A b

fFrETE#IZ B LTl RFC 3825 #&H

[BEH]
LAN AR— k #1 ® LLDP {F#t & £57 %,
SWR2311P#show 1lldp interface portl 1

Agent Mode : Nearest bridge
Enable (tx/rx) :Y/Y

Message fast transmit time H

Message transmission interval : 30

Reinitialisation delay : 2

MED Enabled 3 X

Device Type : NETWORK CONNECTIVITY

LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWR2311P#

OO OO OoOOoOo

42420 2 TDA VF— T = —RATBIT DGO BERFTT

EEN
show lldp neighbors
[AJIE— F]
FEFFHE EXEC & — N, %5 EXEC £— K
[RA]

BTCDA U F—7 = —RZB T DR OE A £ T 5,
(FEU X show lldp interface ifname neighbor =~ > R & 2 M)
[ EH]

Pefgi L TV DR O IF M A KT 5,

SWR2311P#show 1lldp nelghbors

Interface Name : portl.l

System Name : SWR2311P-10G

System Description : SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id L
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
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AutoNego Support

AutoNego Capability

Operational MAU Type 2

Power via MDI Capability (raw
MDI power support 3
PSE power pair
Power class
Type/source/priority
PD requested power value
PSE allocated power value

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type

MED Application Type

MED Vlan id

MED Tag/Untag

MED L2 Priority

MED DSCP Val

MED Location Data Format
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

oNoloNoloNoNololNeNoNe]

SWR2311P#

Supported Enabled
27649

30

data)

0x0

0x0

0x0

0x0

0x0

0x0

1522

End Point Class-3
Reserved

0

Untagged

0

0

ECS ELIN

42421 LLDP 7L — LU Z—D 7 VT
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E&

clear lldp counters
[ASTE—F]
FiHE EXEC E— R
[FiHA]

ETOR—FDODLLDP 7L —A BT Z—% 7 T35,

(B EH]
LLDP 7L —ALh UL A —% 7 VT 45,

SWR2311P>clear lldp counters

4.25 L2MS (Layer 2 management service) D% iE

4.25.1 L2MS &— R~O1T

E&

12ms configuration

[AJTE— ]
Ja—)ary 47—y g T — R

[FiAA]

L2MS DFRE #4T 9 729D L2MS & — RIZBATT 5,
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[/—F]
L2MS ®— Kipbra— bar 7 4 7 b—a = FICRD ST exit 2~ > RE2fEH L, KHE EXEC £— RIZ
BEAliZend 2~y RaefEAT 5,
REHI
L2MS &— RIZBATT 5.

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #

4.25.2 L2MS HEBEDORE

[EF=]
12ms enable
12ms disable
no 12ms

[F—TU—F]
enable : L2MS BéRe a9 5
disable © L2MS BERE A L 72w

(AR E]

12ms enable

[AJTE— K]

L2MS E— F

[FiEA)

L2MS #ERE A E AT 2 0 E N ERET D,
no JECTEIT LIS IIWIHIREICR 5,
[B%E B

L2MS e A3 %,

SWR2311P(config) #12ms configuration
SWR2311P(config-12ms) #12ms enable

4.25.3 L2MS BEBEDOREI DR E

EN

12ms role role
no 12ms role

[7XF A —H&—]
role © L2MS HERE D #eE|
BREE e
manager Be FicHssE L= SWR > U — XDRE - HilfH
8 2179 L2MS =~ % — % — & LCEIfET %
L2MS = (% — % — T E I N SWR >V
agent — R LIMS v 2 —Y v — & LTEIET %
Y EENLEH IS L OEMET S
[FIEARR E]
12ms role agent
[AJTE— K]
L2MS E— R
B

L2MS HREZ 3 D BR OB 2% ET 5,
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no IR CTHAT L7255 13 agent & L CTENVMET 5,
[/—}]

Fl—F%y F T =27 HNIT L2MS ¥ % — ¥ —IZ3RE S 72 SWR 2 U — XEEAFLE L2856 . L2MS BERE DN IE & 1 Bl
ELER A,

Fl—Fy T =272, L2MS v % — Vv — L DN 1 B LD X DI L TL7E &,
[ EH]
L2MS #fer ~ 32—V v — & L THEHT 5,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

4254 12MS =— 2V = v N OEHERIBB O E
E&N|

agent-watch interval time

no agent-watch interval
[T A— & —]
time . <2-10>

B AR ] Pl B (D)
(AR E]

agent-watch interval 3

[ASE— R

L2MS E— K

[RFA]

L2MS D=— = M EERTH 7 L— LD EERRMRREZ&RET 5,

no I CHEAT L= IR EIC R 5.

time % R EREICERE LT HE ., BRE 7 U— L OKREHEITHS 2, L2MS O —2 = M &4 L T 6 L2MS +

PR =T — NI D ETCORFMNEL 2D, time Z/NSBREICERE LG AITEOW LR RET7 L —L Dk
EHEEIIIZ 278, L2MS D — 2 0 MR LT D L2MS = R — V% — 0\l 5 £ CORMNEL 72 5,

[/—F]
L2MS D =— = FOBEHRIZI2ZMS R~ 32—V v — & LTEEL TWAEAEDAIT I,
(B EH]

Bt R 2 5 RICRIET D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P(config-12ms) #agent-watch interval 5

W
el

4255 1I2MS =— Y = v NDOF T U Z W B RO
ESN

agent-watch down-count count

no agent-watch down-count

[/3F A =4 —]
count o <2-10>
VAR S| - fag RPAYEIE '
(AR E]
agent-watch down-count 3
[AS1E— ]

L2MS E— R
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[FHA]
I2MS T—T = ¥ "L DA 7 L— L Z 58 TH 7 LI LT 5 £ TORER 7 L — Lk G50 &R ET 5,
no IR CHFEAT LG & I3 IR EICK b,
PRI T L — L% count TRRE LTZEHGHE L TH L2MS =— V= v I BIRE Y L— 2% %5 L WGE . Ui
L2MS =— Y = MIF U Uiz LT 5,
[/ — 1]
I2MS ==V = h &2 L CWAR— IR Y 7 X7 LEEEAIE, Ya~vr FORELD b RVWZ A I 7T
L2MS ==V = X T L2 T2 2 80 d 5,
L2MS D — =y FOBEHIZIZMS v 32— % — & LTEEL TWABEEDLITH,
[ E ]
0 R A S R 8 BICRRET D,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #agent-watch down-count 8

4.25.6 VK DEEEAE DR E

EEy

terminal-watch enable
terminal-watch disable
no terminal-watch

[F—VY—F]

enable D MmAOEEMEEE BT D

disable D IRAROEEEREE BN LN

[FIH13R 2]

terminal-watch disable

[AJ1E— K]

L2MS E— K

[RREA]

SR DE PR AT D, BT/ EEMBICR Yy N T — 7 NIAFET DImAE RO Z1T 9,
no FECHEAT L7261, MAROEIEMEN R L 725,

[/ —h]

AR DERILL2MS v 32— % — & LTENEL TW DA DT I,
[BREHI

UK DEPERERE 2 B N T D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

(
SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #terminal-watch enable

4.25.7 S AR5 e 0D BUA FRF ] TR P D B E

[F=

terminal-watch interval time

no terminal-watch interval

[/XT A =& —]

time ;. <1800-86400>
WA I I B (RD)

(IR RE]

terminal-watch interval 1800
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[AJIE— K]

L2MS E— R

[FEA)

2y MU —7 OUKRIERAZ TG DR MR ZRET D, time |ICFE LICRFRIARET 5 L. Xy MY — 7 ITfF-1E
T DU AR DR Z TG 5.

no G CTHEAT LI B3I E IR 5,

[/ — ]

IR DOE BN AR TIIRWIEE, Ra~xr FOREICHAD LT, WmAREROBEIITHRU,
[BXRE )

U R R O B FRE & 3600 FPIZFRET D,

SWR2311P(config) #12ms configuration

SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P(config-12ms) #terminal-watch enable
SWR2311P (config-12ms) #terminal-watch interval 3600

4258 L2MS HfHl 7 L — A DEZIEHRE
EEN

12ms filter enable

12ms filter disable

no 12ms filter
[Fr—7— K]
enable : L2MS O 7 L — 2 & 65
disable : L2MS Ol 7 L— A& 155

[FIH1ER E]
12ms filter disable

[AJ1E— K]

A B =T 2—AE— R

[

L2MS Ol 7 L — L& EZET 20BN ERET Do

no JTETIHAT L72GA X, L2MS Ol 7 L — A2 EZ(ETEH L 012 b,

[/—}]

Aa<w Rix, UFOA 2 —7 2 —RIETRETE R,

« VLANA v H—T z—2A

o FMEA LA =T xR TME STV OB, o H—T 2 — R

WA =T 2 — AN E SN TWAYHEA F—T7 = — AL, IWEEDOAa~ L ROREICHE> TEET 5,

BB, WA VAT 22— AEREA VA — T 2= ANE T HHEAEIC, WA X —T 2 — ZAORE T HEI
RD,

AKa<y RORECHED LT, LLFOWTNrORMEZHT L TV 55513, L2MS Ol 7 L — L3 %52 15 Shis
W2 ENHD,

o STP 7713/ — 7 HIBEREIC L > T A v % —7 = — A7) Blocking IRHEIC 72 > TV %

« switchport trunk native vlan none =~ > R iR E I T\ 5

o FMERA U H =T 2= AIZIMEINTND

[ EH]
portl.5 TL2MS OHIH 7 L — L&A EZELARNVE I T 5,

SWR2311P (config) #interface portl.5
SWR2311P (config-if) #12ms filter enable

¥

T
TE5

il

barl
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4259 12MS =— =V FOBEDO Y £ B
[EF2

12ms reset
[AF1E— K]
¥i#E EXEC £— K
[FiA)
L2MS ¥ A — V¥ —NEFHL TN LIETOLMS =— V= FEEH 04 LT, L2MS =— Y = & FOREEZ L
VIET,
[/—}]
L2MS N~v R —V v —& L TEHIEL TWDIEEDHRFETTE 5,
AKawr REFTT5E FHEINLTWEZL2ZMS =— V= > b HH % L2MS < % — ¥ v — OHEHIRRE) 5 444,
AKavy REFATLICRICHVPLIMS =— Y = > FERET 5% A I 713, agent-watch interval =~ > N TRE
LRI AE T 5,
[BREH]
L2MS =—Y = v hOEHE V> b5,
SWR2311P#12ms reset

4.25.10 L2MS OFHDFER
[EX]

show 12ms [detail]
[¥—U—F]
detail ORI b FORT D

[AS1E— K]
FEHFHE EXEC &— R, FftE EXEC E— K

[FiEA]
L2MS OEEREEIZIE U T, LT OEHmE R RT 5,
o L2MS A~ —V ¥ —L LTEMEL TV DEEE
o BHLTWVWALIMS =—V =2 h D%
e BHLTWS L2MS =— = FOfE#R
c MACT7 FL XA
o R4
. A
T
o T 7Y IHR—F
o WHEINTWDHRE
e L2MS v R—V % —& LTENEL TWT, detail Zf5E L7256
o L2MS v 3 — T v —DOiE#
« L2MS v F—V ¥ —IC ENTWBHIRRDOEK
o L2MS ¥ 3 — ¥ ¥ —ITHER S LTV DR O FF
e MACT7 FL A
o BERESRTWAHR— b
o UMARZFE LIZREL
e BEHLTWSL2MS =—Y = FO¥K
e BHLTWSL2MS =— = FOfE#R
e MACT KL XA
. R4
. R4
o R
s VI T v LTWVAR—




s TR —F
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o L2MS =— V= v MIEHR STV DR DE
o IDMS T—Vx )y MIBEMENTWDHKRDOBER (A v FDOEE)

e MAC7 KL XA

s HEFENTWVWAR—F

« IR ZFER LR

o I2MS T— U x MIBEHR SN TWAERDOIEHR (AP DFE)
. HEFEEN TS SSID
Bagt STV B JE

« IR Z IR LICRA

o IZMSHATZ—Y v hELTEHEL TV AES

« L2MS ¥ F*—

—ITEH STV D0 E D

¢« L2MS ¥ F—Y ¥ —D MAC 7 RL A(EFLEN TV HIEE)

[/— ]

L2MS 2EHE L CTWARRWEE, BHIEE R S 7e0,

detail DFFEIL, L2MS 2~ % —

(B EH]
L2MS 3~ % —

Role : Manager
[Manager]
Number of Terminals

[Agent]
Number of Agents
[ac44.£230.00a5]
Model name
Device name
Route
LinkUp
Uplink
Downlink

Config

Appear time

Number of Terminals
[bcae.cbad.7fb3]
Port
Appear time

[00a0.deae.b8bf]
Model name
Device name
Route
LinkUp
Uplink
Downlink
Config
Appear time
Number of Terminals

Ty —¢ LTEEL CTH%HE

DIREHTH D,

Yy — & LTHIEL TV 5A 0 LaMS RO % 27T 5,
SWR2311P>show 12ms detail

2

SWR2311P-10G
SWR2311P-10G_%5301050WX

: port2.1

1, 3, 9
1
3

: None

Tue Mar 13 18:43:18 2018
1

9

: Wed Mar 14 14:01:18 2018

SWR2311P-10G
SWR2311P-10G _S41.000401

: port2.1-3

1
1

: None
: None

Tue Mar 13 18:43:18 2018
0

4.25.11 %E#R AP BT D8R FH O RISH R DR E

&

wireless-terminal-watch interval time

no wireless-terminal-watch interval

(%5 A —5—]

time 1 <10-86400>
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I A5 Re F] I B (FD)

[FIIER E]
wireless-terminal-watch interval 60
[AFTE— F]
L2MS E— K
B!
R AP BL T O RE M2 BUG T 2RIEZ R IET D, time |Z5%E LT-REM N RET 5 & 5 AP B FIC/FEET D
ROFRE TGS 5,
no JER TIAT L 72 H B I3HIHIR EICR D,
[/ —1}]
AR DEMNENEL TWARWES, Aa~vy FOREICEDL LT, mABEHROBUFIXITHR0,
[ EH
S AN WO B H kR A 3600 PR ET D
SWR2311P(config) #12ms configuration
SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

(

(

)
SWR2311P(config-12ms) #terminal-watch enable
SWR2311P(config-12ms) #wireless-terminal-watch interval 3600

42512 A R FNEERREDO R E
EEN

event-watch enable

event-watch disable
no event-watch

[F—7—F]

enable ANy NEHEEEZANCT D
disable DoAY MEHBEREA A L
[WIHIRRE]

event-watch enable

[AFIE— F]

L2MS E— K

[

A X2 MR AN T 2B ERIET D, AROLEIZEMRII R Yy b U =7 NITHFET D L2MS =—
= hOA N MEROEGEZIT I,
no JEATHEAT LG BIE, A~ MEREREN AL E 2D,

[/ —F]
AR FOEHUIL2MS N~ 32—V v — L LTEIEL TWAIHBAEDRIT I,
[B%E R

A R NESRE A NICT 5,

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable
SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch disable

u

BE

4.25.13 A X MER O BUSRR R b D
E&N|

event-watch interval time

no event-watch interval
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[73T7 A —=F—]
time : <60-1800>
HRAS ] P B (R

[WIHIRRE]
event-watch interval 300
[AJIE— ]

L2MS E— R

B

Fv NI —=JIHFETDHIL2MS =—V = > b DA X MERZESGT D RFRIMR 2% E T 5, time [ZFE L 7-HFH
DB T AL, 2y NT—ZIZHFETALMS =— 2 x> hOA Xy MEREZEET 5,

no I CTHEAT L= GBI EIC R 5,

[/ — ]

A Xy MEHEEENADTIE WSS, Ao~y FOREICHED LT, A X2 MEROTGIITOR Y,
[BXE B

B BLRFRIRTRR 22 60 FVICRRET 5.

SWR2311P (config)#12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch interval 60

42514 I2MS =—V = b OBv a7 4 JREEPERT 2 0ENORE
[FX

config-auto-set cnable

config-auto-set disable
no config-auto-set

[F—T— K]

enable D LMS =Yz hoV¥uar T ¢ SHEEEAEHT S
disable D LMS T—V = bV a7 g FSEREAET LR
[WIHIRRE]

config-auto-set enable

[AJIE—F]

L2MS &— R

B!

L2MS =— Y = ¥ MESRKEDOEr a7 4 JHEEHERAT I E N EHRET 5,

Yuar 7 g FTHERENE IO, uMSI~yI/h®%vmx4/%iti%ﬁAmD3&2/74ﬁmﬁ%i
NTWBDOEA, THHHHRED L2MS =— Y = > bR v b T WCHERE SRS, (RAFSIVTWVIDRRE(=
T4 NEBETRET D,

no JE CHEAT LG IFMHIREICR 5,

[/ —F]

T— = b SWR2311P-10G 12X 2R ED R, ARRE L I1IERR <IThbi 5,

(B EH]

I2MS =™ x> hO¥uar 7 4 ViR FERT 5,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #config-auto-set enable
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426 AF v T a v b

4261 2} v ay MEREDHRTE
[

snapshot enable

snapshot disable
no snapshot

[F—TU—F]

enable D ATy vay MEREAENICTS
disable D AT vay MERBREARDIZ LW
(#1338 2]

snapshot disable

[AJTE— ]

Ja—\)ary7 4L —v g rET—FR

B

AF v Fay MEREANZT S,
no B TEITLIZGEIE. ATy 7 Vg y MERENE LD,
[/ — ]
AKav s RiE, LMS B3 —V % —L LTEEL TWAGAEDOHRETH 5.
[ EH]
AF v Fay MERERNZT S,
SWR2311P (config) #snapshot enable
4262 2} v a v FORBKHBIIHEREZZHODDNEPDRE
[EFX

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—TU— ]
except-wireless  : HEREEG SNICIRIGWME 2T v T a v OB EN LRIV D,
[FIEARE]

no snapshot trap terminal

[AJTE— ]

Ja—)ars 74— g — R

[FLAA]

ARG E ZA Ty 7 gy FOHBRRIZED 5,

except-wireless 47> = U EAIRE L2 A 1E, W7 7 8 AR A M PSR SN2 R IFHIE, XAy 7
a2 v FOHESKEN RIS LD,

no I THEAT L= HGA L, MREHIZA T v 7> a v hOBHRI LD,

[/ — ]

RKa=wr Rix, =3%—Y¥—& LTEMEL, > terminal-watch enable ==~ >~ K & snapshot enable =~ > K733
SNTVDLHEDHAENTH 2,

[BREH]

ARG EZ ATy 7 a vy FOHBKRRIZED 5,

SWR2311P (config) #snapshot trap terminal

e
it
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4263 2 F v 7V a v FDOVER
[EX]
snapshot save [after-update]
[F—U—F]
after-update DRy MU ORI EER L%, ATy ray bELTRETD

[AS1E— F]

F¢HE EXEC E— R

[FEFA]

LAN Yy 7 DR F T v ay MERRTR—RERDAT v T v ay N7 7 A NVERGFET D,

after-update 47> a2 U N EENRWIGE, BUEYR—Y v —DMREL TSRy NI —7 OEeiREEZ 2 v 7
avy 7740 E LTRET D,

after-update 7L a UREENDIHE. Ry VT — 7 OFEFIREOHERE RN EH Liztk, Ay 7 vavy b7
7ANE L TIRIET 5,

[/— 1]

after-update 7L a U EENDLHE. Ky MU — 7 OEFRREEOIEREZ SN EHT 201y U —7 ORI
Ko TIEHDE T T 5 F TICKFHDB DN BEE 1B 5,

[BEH]

Xy MU =7 OERREEFHF L%, ATy T ay b7 7 AV ERFT D,

SWR2311P#snapshot save after-update

4264 A v 7 a v OBEIER

[ER]
snapshot delete

[AJ1E— K]
Kt EXEC £—
[HA]
AF T ay N7y ANERIRT b,
[BREH]
AFyTvay b7 ANERIRT D,
SWR2311P#snapshot delete

427 77— AU =T EH

4271 77— LY = T EHY A FORE
[EF=R]

firmware-update url ur/

no firmware-update url

[/3T7 A—=F—]
url DA R KU AR (255 SUTLA)
77 —LT =T INENN TV D URL
(IR E
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311p.bin
[AF%E— K]
Jsua—m"narz4 s b—varsE —NF
[@i ]

WEB — R—|CE PN TCNWDE T 7 — AT =T 77 A NI ST T 77— =2T7 BFHTHEEOX T u— KD
URL Zi%XET 5,



132| 2~ RU 77 LU A | RSF - EARRE
ANFERIT “http:// P —S—=D P T RLAHDHWIERA /N AL” L) e e D,
IPv6 7 KL ZADEAIE[IPv6 7 KL A]"D X 512" CTH 5 BEND 5,
IPv6 V7 a—JIn T RUAZRET D501, A v —7 = — AL IRET D HLED B 5 (fe80:X%vlanN DI
2o
=R —D R — FEFH 80 LIS DOLEIE, “http:// P —/S—D P 7 FLABHDH WL R A MMy — MEE//SAL” L
WO TERT, URL OFIZHRET D ME R H D,
[BREH]
Ty =AU =T DX a— R URL % http://192.168.100.1/swr2311p.bin (25X ET 5,

SWR2311P (config) #firmware-update url http://192.168.100.1/swr2311lp.bin
SWR2311P (config) #

4272 77— LU= T RBHFTHEHTS HTTP 70 % —HP—R—DRE
EEN|

firmware-update http-proxy server port

no firmware-update http-proxy

85 A —5—]
server : AB.CD

HTTP 7 a3 —H%— =D Pvd 7 KL R
server o [Xe X XX]

HTTP 7' m ¥ v —H%— =D IPv6 7 KL A
[X:X:X:X]D L D IZ[ITH S BE R H D

IPv6 U7 a—Hh T RUARAEZEBET LA, B2HA V¥ —T7 = —ALBETLHHERD
5 (fe80::X%vlanN D)

Hf AT IS KON RL 5255 SCFERAN)
HTTP 7 & % 3 —#—/3—® FQDN
port : <1-65535>
HTTP 7%y —H—N—DJ 2= 7V R— EKR

(IR RE]

no firmware-update http-proxy

[AFIE— ]

rua—s\varz 47 b—va e — R

[FLHA]

WEB =" —ZEIPNTND T 7 =L =T 77 A NEES>TT7 77— 0 =7 EHT5LEDOHTTP 7'r ¥ —

P——% &Eﬁ“é

Hﬂ?7m#/~%~ﬂ~# RE SN TV RWEGS, HTTP 7o o — 3 — =2 RBETIC 7 7 — L7 = 7 TR
T,

A= FEZ LI TRIICRET DLENH D,

no IR TIAT L728A1E, HTTP 7' 3 —H— _R—DREZHIHRT 5,

[ EH]

HTTP 7' & & ¥ —H—/3—% 192.168.100.1(AF — hFE 5 8080)IZi%ET D,

SWR2311P (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2311P (config) #

4273 77— U = T BB DELT
E=y

firmware-update execute [no-confirm] [no-reboot]




A R 77 LA RSE - EHBEEE | 133

[F—T—F]

no-confirm 7 AU = T HHOMEGERE L
no-reboot S St WENEE I Jtakicy L7 N DA
[AJTE— K]

F¢HE EXEC £— K

B

WEB #—N—ClEPNTND 77— LT =T 7 7 ANVEBHEEGFTO 77— A0 =27 DY EVa bk F v/ L,
HEXRMZFETOHNE 7 7 =20 =2T7 D) BV a7 v F2ETT 5,

BEXRI TR ET a0 DT 7 — AT = T RN FET D L. HERERDONLDT, THTLHEAIT Y . T
L2RAWGEIE " Z AT D 0END 5,

no-confirm 5 ET 5 &, MRAETICI Y a T v 7 E2ETT D,

no-reboot ZfREET H L, VBT a U7 v FETHRICHER L2V, RIEEEIRICEFREDO 7 77— L7 =7 TEET
2

[/—}

firmware-update url =~ > K CH¥ 7> r— R URL ZEHETX 5,

firmware-update revision-down enable =~ > FZHETH L HWVWI BV a L ~D I BV a VAU URTA5E 91

25,
no-reboot 5 EHFIL, firmware-update revision-time =~ > F3ERE SN TCWZHATYH, fEERZNCHEEE) L7220,
[ EH]

WEB —  R—ZEPNLTWA T 77— AT 2T 77 ANT T 77— AT =T BT 5,

SWR2311P#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.02.01
New Revision: Rev.2.02.03
Downloading...

Update to this firmware? (y/n)y
Updating. ..

Finish

SWR2311P#

e
i

4274 77— LU T EF oy rua—RKEZA LT U NER O
[

firmware-update timeout time

no firmware-update timeout

[NT A —=HF—]
time 1 <100-86400>

ZA LT U NEERHEI(FD)
(AR E
firmware-update timeout 300
[AJIE— F]
Jsua—n"narz4 7 b—va e —NF
B

WEB == 067 7 — AU =T Xy ra— RT5LE0OX A4 LT 0 MNEHZRET 5,
no XA THAT LI B IR E IR D,

[ EH]

Tr—AhU =T AU ru—ROSA LT Y MEEZ 120 BICRET D,

SWR2311P(config) #firmware-update timeout 120
SWR2311P (confiqg) #
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4275 )V g U E 7D
(&=

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down
[AJ1E— ]
Ja—r\)arz 4 —y g rE'w—R
B

WEB == ZEINTWDE T 77— 2T 77 A NEFESC T 77— U T EHFTHEE, BIEOY EYa &
DHEENWIEY v ~D 77— AT 2T DY a AT EFAT 5,

no B THAT LGB B a v ¥ U U 23 LR,
[EXE B
VeV a2y zeifnd %,

SWR2311P (config) #firmware-update revision-down enable
SWR2311P (config) #

427.6 7 7 — b0 = T BEHHERERED IR

[
show firmware-update
[AJ3E— ]
kiHE EXEC E— K
[RLBA]
77—y = T EETEREIC B D BAEOR TR LR T D,
UTOHEANEREND,

« X7l u— Ko URL

« ZmFy—H%——0D URL

s Xyru—RKOXALT T MHE

« VBV a XU UOFFE

o KREEBRFEOT 77—y =T ) EVa v

o HHZOFEBRFZ

[BREBH]

Ty =AU 7 EHEREORERNE RTRT D,
SWR2311P#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311lp.bin
http-proxy: -

timeout: 300 (seconds)
revision-down: Disable

firmware revision for next boot: -

reload-time: -
SWR2311P#

4277SD I— Ko DT 7—b 0 = T BEHDOEST

(BRI
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—Y— k]
no-confirm D 77— AU =T HFE SD I — RO~ U Mk OMERE L7z
no-reboot D 77— AU =T R EEER LR

sd-unmount D Ty — AU T BHRNCEREE T SDA—RET v TS
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[AF1E— K]

¥i#E EXEC £— K

[

SD 71— FRNIZHMENTND 77— LU =T 77 A VTT 77— =T B F474 5,

NG AL —FfEE LW RIE, SD U — FNICESHMX MR T 7 — L7 = 7 BHES D L EH & SD I — KD
~ U v MNREEZKET 50O 2 R b b,

Ty =T EEHTAEEIE Y 2. EH LRSI M AT OMNERD D,

SD 1 — RO~ v v MREBEAET 25813y &, 7o~v U MT258IE M 2 AT 20ERH 5,
no-confirm #8795 &, MREZETIZSD I— RO~ T MREEZMKGEL 7 77— U = 7 BH &2 FIT7T 5,
no-reboot ZFEETH L. VBV a 7 v FIETRICHER L2V, REEERICERZDO Y 7 —LA0 =7 TERENT
Do

sd-unmount Z¥EETH &, HEREZETICSD I—ROT >~ &7,

[/ —}]

Ty =L =T 77 A%, SD I— FD"/swr2311p/firmware/swr2311p.bin" 7 7 A L& HBHRT+ 5,

SDA—FADT 77— =T 77 A NEBEFITHIO 77— =2T7 DY EYarF =y 77BN,

SD 71— R &Y 4 & 7aniAE, BRI boot prioritize sd =~ > FOFREIZHENSD H— KNDO 7 7 — AT =
T CHEEIIND,

T FLTSDA—RERVALTHL 7 77— A0 =7 BRI T 5,

no-reboot 5 EHFIL, firmware-update revision-time =~ > RV E SN CWZHATYH, FREERZNICHEEE L2,

[EE Bl
SDI—FRANDTZ7 7 =207 77 ANTT 7 =0T THT 5,

SWR2311P#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.02.01

New Revision: Rev.2.02.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

SWR2311P#

4278 7 7 — LU =T BH OFRERL DORE
Ey

firmware-update reload-time hour [min]

no firmware-update reload-time

[R5 A—5—]
hour ;o <0-23>

77— = 7 EE O E R (F)
min : o <0-59>

77— = 7 B O EIRZI(5))
[AJTE— K]
Jga—)aryz 4 Jl—y g rEw— R
(@A

Tr—A U =T EHEOFESNCL LY v — AU = T AL AR ET D,

n R TEITLELGER 7 7 — AU 27 HHEZICHESH L CH 7y —2 v =T @M 5,
[ E R

T —AhU =T EHOBFERIELE AM 1:30 IZRET 5,

SWR2311P (config) #firmware-update reload-time 1 30
SWR2311P (config) #
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4281 A7V a2 —)LDRE

[EX]

schedule id time date time template_id
schedule id event event template_id

no schedule id
[78T7 A —=F—]
id

date

time

<1-10>

A a4 — )V

<1-12> £ 721% */<1-12> £ 713 sun, mon, ... , sat F 7= *

A/H

R OREH] RENE

1 1A

1,2 1A&2A

2- 2AMB 12 AET
2-7 2HAHMBTHET

-7 1AM THET

* (235

H DR EH RENE

1 1 H

1,2 1pE2H

2- 2HMPB 12 HET
2-7 2HMBTHET

-7 IAMBLTHET
mon HWER

sat,sun +HEH & HIEH
mon-fri AWERMNGEMEH ET
-fri HIEALO&MEH £ T
* 1 H

<0-23> F721F * : <0-59> F 7213 * : <0-59>




Ip: 03 R (B DFRE 1AM AT RE

Ay R 77 LA RSE - EHBERE | 137

R DR EH] RENE
12 12 W
12,13 12 Kp & 13 FF
12- 12 F§ 6 23 £ T
10-20 10 K205 20 B ©
-20 0B/ D 20 FEE T
* i
53 DR EB RENE
30 30 47
15,45 1555 & 4543
30- 3036 59 3 ET
15-45 1553735 4553 % T
-45 0005 453 T
* (=%5)
event A~ b
R EE B
startup EE L7z L&
sd-attached microSD 1— R&T7 Z v F LIz & &
template_id <1-10>
AP a— VT T L— RS
(IR E]
7L
[AF1E— F]
sra—m\)varZ 47—y arE—FR
[BLFA]

time ZHEA L CTAF P a— NV ERE LGS, HELLHAIZR s L XIHESNTZAF Y 2a— LT 7 L—F
IR ENTWAET 7 v a v aFT9 5,

event ¥ H L TR Va— L ERELTELGAE. HELTEA XY MR BELXIBESNTEAF VY a— VT 7 L—
MIFERENTWBET 7 v a v &237T 5,

no IR TIAT L7HAIE, FHE LT ID DAY Y 2 — L &2HIBRT 2,

[/—}]

IO A ¥ 2 — VIRFEIRFZNCFAT SN D56, ID /NS W EBIRICE TSNS,

AOEECHT LA ZRAESETEET S Z LT TE R,

BOREZEM LIZGE. 00 REEELZGA LR UREICZR D,

A B LR O E TS0 2 AW #HEEC LD 2IEEE2T 5 LN TE S, 72 LRS-, % A
W HEIPHIEE" " LD RHREE T2 Z &I TE R0,

[ EH]

AR D 0,12,1221,2223 6 & 9 PICAF P a— LT o L— M 2FTTHA Va2 — L #l ZRET 5,

SWR2311P (config) #schedule time */mon -2,12-14,21-:0 1
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4282 AV a— AT L— FOFHBEAXORE

[EFX

description /ine
no description

[/XT A—F—]
line DB TR L UVEATL (64 SUTFHN)
ALY a—)VT T L— N ORI SC
[FIAER E]
no description
[AJIE— K]
A a—NT T L—hE—F
[REA]
AR a—)VT T L— FOMBXEFRET D,
no R THEITLIHEAIE,. A7 Y a—NLT o7 L— O EEIRT 5,

[ EH]
AP a—)LT 7 L— N # ISR ET D,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #description Get tech-support

4283 A7V a—NT UL — N OFREHORE
[EX]
action switch
no action
[T A—F—]
switch DAY a— AT T L— N ORE
RIEE B
enable AT a— VT T L— NI T S
disable AT a— VT T L— N EEHCT D
[WIHARRE]
action enable
[AS1E—F]
A a—NT T —hE—R
[BLAA]

R a— VT v — N EFNE I T B,

Ko< RTdisable ¥ 8ET A2 LT, NV A—DEENZLAT 73  OE[TEZIEDDHILENTE D,
o B TEITLEGESIT. Ay a—T7 7L — e A%hiC

[ EH]

A a— )T T L— N # RN T A,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #action disable
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4284 AV a— )T L — FNORE
[EX]

schedule template template id

no schedule template
(/85 A—%—]
template_id ¢ <1-10>
Al a—)vT T L— N
[FIHIER E]
L
[AJ1E— K]
Ja—r)aryz 47—y g =R
B
AR a—T T — NERET HE— NIIBITT 5,
no JERTEITLIERAIE. HBELEAF Y a— LT FL— N 2HIRT 5,
[ EH]
AT a—nT T = M ERET HE— FIIBITT S,
SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #
4285 A7V a— VT T L—hDa<w RETOHRE
[EX]

cli-command id command

no cli-command id

[NT A—F—]

id o <1-20>
a~wy KERE

command o o< R

[WIHARRE ]

mL

[AJ1E— ]

A a—NT T b—hE—R

[RLFA]

AT a—/WERED U =P L7 & EIFATEIN S a vy RERET D,

no B TIAT LG A ., FBELEEFOa~y REHIBRT 5,

[/— 1]

RICAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2~ 2 RO T NERE STV LA, seript 2+
v RINEETE ., cli-command =< > RIZEIEL 720>,

B D a~ RERELESA, a~vy RESH/INSWENBIAICETS NS,

BEOa~ FEELESGS, 2~ RRBRPTETZ I =l kol LTHEY Oa~y NIFETEN D,
USRS LR T, FRE EXEC E— R Ta~vy FRFITENL oD, a~vy FIZ& > TR#ETZRE— NI
BT L0 av s bbby TRETDILERD D,

REERAGFT DHE KB D write 2~ > REEITTHLEND D,

ML T~y RERETHZ L3 TERY, BlZIEA 4 —T7x2—2 L LT Portl.] DAJJE— RIZALEE, int
portl.1 Ti%72 <. interface portl.1 L iR T HMENRH 5,

UIFoa~y RIZFTTE2R,



140 | =2~ > RU 77 LU A | {R5F - EAREHE

backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock Tl E 5 =~ > K, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update execute, firmware-
update sd execute, logout, ntpdate TihE 5 =2~ > K, no ntpdate ThhE 5 =2+ > K, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,
show T FE D 2~ K, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ EH]
AR a—)v T L— K~ #l O3~ REE #1 T copy tech-support sd =~ > R&EEKT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #cli-command 1 copy tech-support sd

4286 AV a—NT T V=t DR ) T EEITORE
(&=
script ref

no script
[/3T7 A —5F—]

ref AT VT N T A NVOSRRY

K EE B
sd microSD /71— K

(R

no script

[AS1E— ]

AT a—)VT S — =R

[@iA]

Y A—EBEEREDR 7 YT N EATOF RN R ET D,
no B THAT LG AIX. A2 VT FEITZHEHIZLET,
[/— k]

A 2 —)VHERED N U T —NEE) L= & & microSD I — RN D/HFE4 /schedule/script.txt [ ZFOal &AL TV 2 SCF
& SEEHN D 100/ TE Ca~vy Fe LTHEITT D,

FIUA”Y 2—/T 7 L— FMZ cli-command 2~ > K& script 2~ ROW T ARE SN TWDHEE . script 2~
v RMMFELT S, cli-command =2~ > RIZEME L 72200,

cli-command 2=~ R CETNZEIEINTWSa~vwy RIETTLHZLIXTERN,
[BXEH]
Al a—=)T T L—h#l TR VT NETEZHDICT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #script sd

4.29 RFEH—K

4.29.1 A D
[EX

hostname hostname

E

e

no hostname [hostname]
[/3T A —F—]
hostname DA TS L UMM ELE(63 SCFRA)
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A MM
(AR E]
hostname SWR2311P
[AJ1E— ]
sa—m\)varZ 4 S L—varE'— R
B

RANGERET D,
RKa<w RCTHRELEFA MMilda~vr R7er 7 e LTHERAT S, SNMP 7 7 & X A[REZ2GATE. MIB 24
sysName Offi & L CHEMT 5,

no B CHEAIT LB A IR E 2 W HEICR T,
[ EH]
RA N4 % "yamaha" | 2R ET D,

SWR2311P (config) #hostname yamaha
yamaha (config) #

4.29.2 VA7 LADHIES)
E&

reload
restart

[AF1E— K]

FiHE EXEC E— R

[BAA)

VAT LEBREHT D,

[/—H]

FITHFORE(T =7 a7 4 DYPEREBFREOREAXY — N T v 7 a7 4 ) hoERIN T H5E, BiELH)
WX O EFENENZ /2 D720, HEIZSCT, reload 2~ 2 R restart =2~ > KEITHIIZ, copy running-config
startup-config =~ > F<C write =2~ R, F£7idsave 2~ REFETTH T L,

B!

VAT LEHEET 5,

SWR2311P#reload
reboot system? (y/n): y

4.29.3 R EDFIHAL
BN

cold start
[AFTE— ]
¥i#E EXEC £— K
[FHA]
TR O E CHEENT 5, SYSLOG & ##lkd %,
[/—}]
avy REATIRFICEE AR T — RE AT LHHERD D,
BHANAT — RBHHEREDIREETIT, Ra~v FEETTLIENTEEYA, Aibo TEHEARAY — REEH
TOHVERDY T,
[ EH]
BE 2 T 5,

SWR2311P#cold start
Password:
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4.29.4SD 1— KD~y K
[ER]
mount sd
[ASE— K]
JEHEHE EXEC B — R, K7k EXEC E— R
[FHFA]
SD 1— KD~ MLELZEITT 5,

SD 71— RIFARHZIZAEMIC~Y TV F SN DT DFETT HMEIL/, unmountsd =2~ RTT > ~U Y i
TWAHHBRIZETT OV ENRD D,

[/ —F]
SD #— RiEZ7 >~ r MREDLE, HHTE 220,
(B EH]

SD 71— &~ > 35,
SWR2311P>mount sd

4295SD HI— FDT7 ~U k
&

unmount sd
[AJ1E— K]
JEHHE EXEC £ — R, 554 EXEC £— R
[FiAA]
SD 1 — FDT =0y MLUBLZFTT 5,

Ko< REETLRo720, Web GUL Enb 7 or~or MU AZETLARWTSD 1— K% SD A2y bovbik
WG, 0SS ETREOESNHLBEDRH D,

[/ — ]
SD 1 — RiZ7 »~v v MREEOSGE., HTE 20,
[BREH]

SD—RK&ET~U 8T 5,
SWR2311P>unmount sd

4.29.6 #1H] LED E— FO®RE
B

led-mode default mode

no led-mode default

[/XT A—F—]
mode : Y LED £— K
B EME LA
link-act LINK/ACT &— K
poe PoE E— K
vlan VLAN £— K
off OFF £— K
[FIEARR E]

led-mode default link-act
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[ASTE— R
Ja—x\)aryz 4L —y g T — R
[FRHA]
YW LED E— RAEBRET 5,
ARa<wr FEFETTHE RELEE— RTLED WAk T 5, £/, =7 —723%4E L STATUS £— RIZBIT L7
ATH, =7 —fRH%ILERE L7- LED E— RIZR 5,
no WX TEITT D L, WIHEREIZRD,
[RXEH]
W LED £ — K% OFF E— FICHRET 5,
SWR2311P (config) #led-mode default off

4.29.7 LED — ROFER

[EFR]

show led-mode
[AS1E— K]
FERFHE EXEC *£— N, F#tE EXEC £— K
B!
LED E— FORERIREBEZRRT 5,
DTOHEBZRRT D,

« WM LED E— FORE

o HIED LED F— FOJIRHE

[ EH]

LED E— ROREIKEEERTT D,
SWR2311P>show led-mode

default mode : off
current mode : link-act

4.29.8 IR— b5 — LED JREEDOFE R

[ER]
show error port-led
[AFTE—F]
FEFFHE EXEC £ — N, %5 EXEC £— N
[FEHA]
TT—NRELTHDER—FDID LUTOT T —HEHRNE2FKRT 5D,
HH B
loop-detected (blocking) N—TRH LT ey s
loop-detected (shutdown) JL—"7fg i L T shutdown H
sfp rx-power error (low) SFP Z LUV IE & L VKT
sfp rx-power error (high) SFP Z e L~ LN IER R L 0 E5F
poe error (port limit) PoE R— U 2 v Mok v igEEI
oe error (system limit) REVX%A):/k DIGREFLE Redd A B
P 4 v Rz & DAL
poe error (PD error) PD =7 — i L THAELF 1L

[BREH
A—hrDOxT T —REEZFKRT D,

SWR2311P>show error port-led
ID error
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portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
4299 TZ DAL v F RS | HEaERRLR
[EX]
find switch start sec method
[NT A —=HF—]
sec 1 <5-3600>
[ZDAA v F 2 fd ) BEHE)
method D HlE
INTA—=H— B!
led fECAR— N LED & MRS EE T,
[AJIE— F]
FitE EXEC £— R
[@i ]
FRELIEREE FIET TZORL v F 52T HiEE FEITT 2,
[/— ]
HIFED LED £— 2% OFF £— FiZ72 > TV 256, LED Z Rk TE £ A,
[EE B

LEDIZ XV 10 RIS TZoDAAL v F 2T MEEABET 5,

SWR2311P#find switch start 10 led

42910 TZDAA v FEHT | HEeElk

[F=
find switch stop
[AJ1E— F]
FiHE EXEC £— R
B
(DAL v F2PRT ) ez iFlbd 2,
[EXRE )

[ZDAAL T T HELEIET S,

SWR2311P#find switch stop

4.29.11 VAT LEBDONN I T 0

[F=

backup system
[AFIE—F]
F#HE EXEC £— R
(@]

AIKDOLL % EL SD I — R~z —4 5,
o« A= KT wTarT 4 JH0-#4 L TNOITABET 2
startup-config select =~ > N DX EH
boot prioritize sd =~ > K D% EfH
==

» boot auto-apply =~ > ROEREFH
SD 71— R® "/swr2311p/firmware" 7 4 /L 2|2 "swr2311p.bin" BWHFIELTZHE, Ny 7 7 v P74V FZlZa—45%,
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SD 1 — R~ SN TWDHLEICIRY T TE 5,

[/ —F]
SD 1 — RN I T v 7 ENTET 7 A WVITREL LOHIBREZITHRWnWZ &,
(B EH]

VAT DEFRON Y I T v T EFETT D,

SWR2311P#backup system
Succeeded to backup system files and firmware file.

4.29.12 VAT LERD Y A T

(&=

restore system
[ASTE—F]
FikE EXEC E— R
[@iHA]

SDH— RHRIZA Y 7T v F LIV AT AMEREARIE~T X ST T 5,

SD H— ROy I T o T T HNVEWLT 77— xT 77 ANBPEFEE LTSRS, 077 A VEANTCT 7y —20 7
=T DEFHHITI,

VA NT#H%, BEBN TOND,

SDH— KR~ FENTVWELHAICIRY FEITTE D,

[ E B

VAT DMEREREASY X NT T D,

SWR2311P# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.02.01

New Revision: 2.02.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWR2311P#
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5=

A B —7 x—AH|H

il

5.1.1 AT DX

&3]
description /ine
no description

[73T A =4 —]
line DA ST UMM R (80 SLFLI)
KRA B —T = — AT DA
(AR RE
no description
[AF1E— K]
A H =T =2—AF—F
B
WHRA 2 —7 == AT L TR EZRET D, no JEARTIIT LGEIR, S CZHIRT 5,
B!

LAN /R— R #1 [ZEBACERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #description Connected to rtxl21l0-router

512V %y hE TV

[EX]
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy MU L TER LWL 1295,

RKavw RRREINTA U F—T 2 — A%, #ESnTb I 77 v Lelked,
no B CTEIT LG AIE, HBA LV —T 2 —RAEFEHTE DL 15D,

[/—}]

A~ RIX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO B iE FhE,

FREEA VA — T 2= ARG L L TR RERELTESGAIEX, TOA X —T7 =R BT HETO
LAN/SFP /R — h DR ENEHE I D,

[ E B

LANFR—F#Hl Z3 vy b7 L TER LWL S IZT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #shutdown
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5.1.3 BEHE - BEET— NORE
[ER
speed-duplex type
no speed-duplex
[XT A —=F—]
ype DOBEHE - BmEE—-RAA T
BERE - BfEE—FN&4A4 7 B!
auto F— I m— 9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E]
speed-duplex auto
IASE— K]
A HF =T z—AEF—F
B

BEHE L BET— RERET D,
no R TEIT L2 AIIWEIR EICERE 5,
[/—}]

RAv U FICROREEELZIT) &, YA =T == AR—FFIIC) 7 X0 T 5,

ARz~ R LAN/SFP 7R — 2D &% 7E FIHE,
LAN R— ~Z typel0000-full (5% E T 7200,

AR — MIRRIETE D ppe 1T auto & 1000-full DHTH %,

[BEH]
LAN R— | #1 O(5 /185 E— N % 100Mbps/Full (25X E

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #speed-duplex 100-full

5.1.4 MRU & E

&

mru mru

no mru
ST A—5—]
mru T <64-10240>

ZAETRER N T L — LY A A(RET HEITHEETH D Z &)

[FIEIERE]

mru 1522

[ASIE—F]

A B =Tz —AFE— N

[RLFA]

ZAZFRER IR N 7 L— LY A XEHET D,
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no JER THEIT LSBT EITR S,

[/ —F]
AKza< 2 R LAN/SFP AR — MMI DB 3% E Al HE,
(B EH]

LAN &"— b #1 @ mru % 9000 /XA MIFRET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #mru 9000

51570 R/ Ak L— HERHIBIERE

[EF2

mdix auto action
no mdix auto

[/XT A —=HF—]
type : rzr A AR L—  BEPHRO#EE
REME S
enable 7 mA/A b L— b HEPHRIZ AT D
disable 7 m A/ A b L— b HEPAE 2 BT 5
(AR E]
mdix auto enable
[AS1E— F]
A B =T =2—AE—F
[@i ]

7 A A L— FEEERZ AT D, AT D L BEIRICLER T —T VR X A T (A b L— M ET2i3s

B 2Rt L, Bk 2 EUICRET D,

no G THEAT LG G 1R, BEVHBIAEZIZ/Z2 D MDI & 725,

[/—h]

A< Fid LAN R — M2 OB E T HE,

AKa<w NICEDRELEFEZITI & SgA v A —T = — AN v 7 X 45,
[BREH]

LANAR—h#1 ®Z7 m A X F L— h O HEPHIBIRR E & BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mdix auto disable

5.1.6 EEE g% &
[EF=]
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
RIEME iEA
enable EEE ZHZT 5%
disable EEE Z 0235
(IR )

eee disable



[AFTE— F]
A H =T 2 —AF— K
B

4485 JI¥%HE Energy Efficient Ethernet(EEE) % G ZhiZ 3 5,

no I THEAT L7284 1%, EEE NELZ/2 5,
[/ —H]
K< FIZLAN &— MIOLETEAHE,
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KAavwy FICRORELEZITO & HigA v A —T == AN B 7 X0 T %,

[ EH]
LAN R— b #1 @ EEE BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #eee enable

5.1.7 EEE XL AR & RRT D

[#FX]
show eee capabilities interface ifname
[73T A —F—]
ifname LAN A R— hDA U H—T =— R4
FHRTHA LA —Tx—A
[AJ1E— K]
FEFFHE EXEC E— N, F#kE EXEC £— R
[RLFA]
FRELIEA VA —T 2= AN EEE WG L TV DENE I hERRT D,
UTOHEANERIND,
HH A
interface A B =T 2— A%

EEE(efficient-ethernet)

H & 73 EEE [Z% s L TV B 050>

Link Partner

$HEHEDS BEE (255 L TUN B asHn

[/— ]

SRS N B ST W AR WAL, EEE IZRSE L TWARWE EREINS,

[BREBH]
LAN 7R— b #1 @ EEE %Al &2 Frd 5,
e[ 2% EEE (2%t L TV 235450
SWR2311P#show eee capabilities interface
interface:portl.l
EEE (efficient-ethernet) :
Link Partner

(1000-T,
(1000-T,

yes
yes

[ E#% 23 EEE \ZRHE L TR0 GA]

SWR2311P#show eee capabilities interface
interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T,
not enabled

51.8 EEE 27— & R [EREFTRT S

portl.l
100-TX)
100-TX)
portl.1l

100-TX)

[

show eee status interface ifname
P85 A —&—]

ifname

LANAR— DA v HZ—T = — A4
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BRTAA B —T 2 —RA

[AJ1E—F]
FEFHE EXEC £— N, Kb EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FK Rt 5,
UToHEANERIND,

HH B!
interface AU H—T x—R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEESE— FOIREE
Tx LPI Status ERMOEET— FOIREE
Wake Error Count TT7—AU b
[BRE ]

LAN /R— h #1 ® BEEE A7 — X A& £KRT D,

[EEE 2N D 55]

SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE 3520 DH54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE N BN 2>EES)E— R~BATHDOGA
SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE AN OB EIIE— RABITL TV D54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TORE

[EX]
mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—T— K]
direction D NI T4 v OER R ERET D
[/NT A—F—]

ifname : LAN/SFP R— b DA v H—T = — R4

NG T 4 I HIT=V T HA =T 2 — A
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direct D NI T 4w OB T
rNF 74 v 7 DEHRFIN B
both ZAFM & FEF MO ST
receive A
transmit EAE A
(18I E]
L
[AFTE— F]
A H =T 2 —RAF— K
[FRHA]
RWRA LV H—T 2—RAEA=T 7—7R— b ifname T =% —R— & LT, direct CRREINTZ T T 47 %
=V T35,
no B TEITLIZEEIE. 27—V 7 oRELZHIRT 5,
[/—F]

AKza< 2 RiZ LAN/SFP R — F O L3 E T HE,
AT 7—HR—PMNIBRETEDA L H—T =T 1 DD,

(B EH]
LANR—F#l #RA=T77—R—FL LT LANR—F#4 OFEZET L —LE LANAR— M #5 OFEETL—L0 %3
F—=V I35,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mirror interface portl.4 direction both
SWR2311P (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREEER

[ER
show mirror [interface ifname]
[F—7—F]
interface DO RRTLERA— N ERET D
[/XT A—&—]
ifname : LAN/SFP R— hDA vV H—T = — A4,
KT DA — b
[AFIE—F]
FHrHE EXEC E— N, %M EXEC E— N
B

R—=hrIT7—=V VT ORELFR T D, interface ZEHME L72BEIL. B TOERR— MIHTIRERRRIND,
1 OOBEMRFR— T L2, LTFOHEERERRIND,

HE B
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port A=T 7 —R— DA H—T = — R4
Direction N7 74y 7 OBERTTM

B!

IT—V IR NDOEREEFETRT D,
SWR2311P#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5011 A V' F—7 = —ADIREFER

(BRI
show interface [ fype [ index ] |
[/NT A—F—]
type LA HE =T 2 — AT
AV E—T2—RAEALT B!
port ML A —T 2 — R
vlan VLAN f ' HZ—T = — A
sa ABT 4 Vi o H—T = — A
po LACP#mBiA v 2 —T7 = — X
index AT I AR
fvHE—7x—R1ID S
WA B —T = —ADAK v 7 ID(S), &
S.X KICHIFENTFE X ERET 5, X
SWR2311P X, A% v 7 ID=1 [EE,
<1—4094> VLAN ID Z457E9 %,
B ABRT 4 ViGEA LV —T 2 — A EE
<1796 e 5.
<l—127> zmmﬁﬁ4y&~7l—x§%%%ﬁﬁ
[AS1E— F]
FFrHE EXEC £ — N, F#kE EXEC £— R
[FLAA]
ifname THE LA V¥ —7 = —ADWREEZEXRT D, ifname B LTZGEX, 2TOA ¥ —7 = —ADIREE
BRTT D,
UTOHEANRERSND,
H BB
Interface AU HF =T 2— R
U AT —H A %2 (shutdown H
IFEREZFRT D)
Link is « shutdown g% &K : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H—7 = — AFEH(Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL A %1
Description A H =T = — ADFHIL
iflndex A B —T 2 —AA LT v 7 AEE
MRU Maximum Receive Unit %4
L ARP % A L7 7 ME[#(ARP = |
ARP ageing timeout U — (R %3
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EHH B
BEHEE, BET— NORTEHEE®)
-Dupl s e

Speed-Duplex TEIREE X1

Auto MDI/MDIX Auto MDI/MDIX 44 %h/8%h 1
IP7 RLRA/~AZ R %3(IP7 FL

IPv4 add e _

v4 address ARTEREOHRFRIIND)

IP7u—R Xy AT RLA %3P

broadcast

T RUVARERFDAHFRIND)

A v FHR—FDE—F
Switchport mode s access: X7 L
« trunk: ¥ 7 fF&

ANZ 4BV 7 DiRRE
Ingress filter * enable : A%
+ disable : %)

ZAEFREIR 7 L— LB AT
e Al RTHDTL—LEZFE Y
Acceptable frame types AIEEAMR7Z L)

+ vlan-tagged only : VLAN % 77 Off
W27 L= LD REE

B 77 L7 L—L%H D VLANID

« BT LF—FORE:
switchport access vlan =~ > N T
f7E L7z VLAN

Default Vlan . HUNER— N OBE AT 4
7 VLAN

o ZIUTfER—DNTEITFEANTY
kD HZAGERE D56 - None

o RIEER : vlanl

WA H—T 2 — AREE LT

Configured Vlans % VLANID ®—W&
packets ZENT Y MIx2
bytes ZAF A MK %2
input multicast packets ZEZNT XX A MXy M %2
ZAEN Y 7 7RIV LTy M %
drop packets
2,%5
packets EIENRTy MR o%2
bytes EEANA MEox2
multicast packets EE~LVT I v A MRy ME%2
output
EETr—RFx 2 3Ty M
broadcast packets 5
T Ray T UIEE T Y MK
drop packets %2,%5

X1 WMEA 2 —T 2 — ADIHFR

X2WMBEA LV F—T = — A @B U — T 2 — ADIHEIR

%3 VLAN A ¥ — 7 = — AD B FEKR

AHBA A —T 2 —ABLORVLAN A VX — T =2 —AZADEEIT. FOA L H—T2—RAZBLTWAYEA
H—"T7 = — A D g/ IMBE & Fe

X5 7=V Ra vy TRENRGEICEREOER, BRI EOFROARRTINET,



154| 2= RU 77 LU A | A & —T =— A
[ EH
LAN R— k #1 OIREEZ FRT D,

SWR2311P# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 3 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 DIRBEZ R RT D,
SWR2311P#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.S8(u)

5112 4 V' H—7 = — ZADIREOE FFR

[EX]
show interface brief
[AFTE— F]
FEHRFME EXEC *E— K, §5# EXEC E— K, f@pl=a> 74 7L —ra v E—FK
B
A B =T 2 —ZADIRBEHGRRT 5,
TFoOmEENERIND,

EHH BH

gl%

Interface A VH—T x— R4

Type A B =T = —AFERI| %2

PVID i; 2L 7L —2u%4%% 5 VLANID

AA v FR—=FDE—F %2
Mode e access: X7
o trunk: ¥ 7/t &

Status Vo RAT—H4 A
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B
Vo X2y OER

» AD: shutdown 5% &

« ED: R— =T —H
« PD: EFELISH

g&li

HAE

Reason

Speed BE I OEEREE %2

BT A3BA 4 —T7 2 —ADF

Bl %1

© (8): AXT A v T S —T
= — A

« (P):LACPBilf v H#—T x—X

BT 5BEA v 2 —7 =—AD ID

Description A B —T = —ADFAL

Port Ch

X1 WA LB —T 2 — ADBFR

X2WPRA LV H—T 2 — A GBSV H — T = — ADHFIR
(B EH]

A B =T 2 — ADRELTHHFERT D,
SWR2311P#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up == 1lg == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up -— -—

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1g ==

5013 A F—Txz—AD Vv I

&y
interface reset ifname
P85 A —&—]
ifname : LAN/SFP R— M ELiTimEA v ¥ —T = — X
Uty hH4 02 —7x2—R
[AJ3E— ]

HrfE EXEC £— R
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[FAA]
EELTA X —T7x2—R %y b5,
[/—H

WHRA L Z =T =2—ADY 7 REEZ VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T URRET D,

FRERA o — T = — A ZFTE LTV % LAN/SFP AR — R

[ EH
LANAR—F#1 2ty FT 5
SWR2311P#interface reset portl.l

5114 7V —AL A U F—FRKR

IFATTE 2R,

EN

show frame-counter [ifname]
[/NT A—F—]
ifname LAN/SFP R— DA > X —T = — A%

BT DAL H—Tx—RA
[AS1E— ]
JFrHE EXEC £ — N, F#HE EXEC £— R
[RLBA]
ifname CIRELTcA V=T 2 —ADT L—L N0 Z—IFWRELRTT D, ifname ZEM LIZHEIX, £2TOA
B —T7 2= ADIERERRT D,
DITOEANRFRREND,
HH A

Packets EE/ZENT Y MK
Octets HBME/ZEF 7T > MR

Broadcast packets

Fa— kF X by bR R

Multicast packets

A FF A RSy R EIER RIERK

Unicast packets

2=F v A MNTy MEERZEK

Undersize packets

T U= A RNy NEAEE(64 AT Ty MR DR
7 R)

Oversize packets

Fr—= =Y ARy AEA523 A7 T v R ED
Sy B

77 A "Ry NEAEH(64 A7 T > MR T CRC

Fragments MWHERETHL/7 v )

Jabbers Py Ny RRAEH(1523 A7 T PLLET CRC
DR TH Dy R %)

FCS errors FCS =7 — 7w M2fEH

RX errors T 5 — ¥

TX errors EETT—H

Collisions 2 Vg LA

Drop packets 7N 1\ "2y Lffii:%/\"#:/ ML /Sy 7 7 B &
DWZAETE LMo Ty M2

64octet packets 64 F 7T FEOS Y FEZEK

65-1270octet packets

65~127 47T v ROy FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MESEE
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HH A
256-511octet packets 256~511 A7 T v FRO/NRT v FMEZER
512-10230ctet packets 512~1023 &7 7 v NREDO/RT > MEZERK
1024-MAXoctet packets 1024~ KA 27 7 v MR DD/ > MEZER

1 KA EZ—7 2 —AD MRU T L TEEIT A,

X2 7T —)v Fay IRENLGAICEROFR, BHALRGEICIEZEOEROAFRREINET,
(B EH]

LIANR—F#1 D7 L —A BT X —%FqmT 5,

SWR2311P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets 0
Oversize packets : 0
Fragments 0
Jabbers : 0
FCS errors 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors : 0
Collisions : 0
Drop packets 3 0

Received and Transmitted:
6doctet packets : 1
65-127octet packets 1
128-2550ctet packets : 7
256-511loctet packets : 1
512-1023octet packets : 0
1024-MAXoctet packets 0

50157 V=LA Z—DI7 )T
E&

clear counters ifname

clear counters all
[F—T—F]
all DI RTDOA =T 2= ADT L — LI E =27 VTTH
[R5 A—5—]
ifname : LAN/SFP R— ML idGwBlA v X —T = —ADA VB —T = — A4

RO H—T 2 — A

[AFTE—F]
F#E EXEC E— K

[FBA]
AHE—T 2 —ADT VL —AH T X —% T VT T 5,
ifname ZIEE LT2GEIE. TDOA L H—T =2—ADTL—L IO X —% 7 VT T 5,
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ifname \ZFHERA X — T 2= AEARE LT2H AL, TDOA F—T = —AZFTET 54 TD LAN/SFP R— h D7 L

— LI E—F T VT T 5,

[BEH]

LANAR—bM#l DT L—L A2 —% 7 VT T 5,
SWR2311P#clear counters portl.l

5.1.16 SFP & = — /L DIREER R

[EFX]
show ddm status
[AJ1E— K]
FEFFHE EXEC £— R, FiHE EXEC £— K
B

SFP % ¥ 2 — L ORIEZFTT 5.,

1 SOOI E X LT SFP AR — b Z & ICHEE, EIRBIE, TIREIENF R SN D,

HE B
Temperature E Y 2 — LINERIREE(°C)
Voltage TEIEAE(V)
Current L E(mA)
TX-Power 7 D5 L (dBm)
RX-Power =D R E (dBm)

[ E B
SFP & ¥ = — /L DWREERFRT B,

SWR2311P#show ddm status
Temperature High Alarm High Warning

Interface (Celsius) Threshold Threshold
portl.9 34.6 90.0 85.0
portl.10 35.2 90.0 85.0

Voltage High Alarm High Warning

Interface (V) Threshold Threshold
portl.9 3.28 3.60 3.50
portl.10 3.28 3.60 3.50

Current High Alarm High Warning

Interface (mA) Threshold Threshold
portl.9 6.0 25.0 20.0
portl.10 7.0 25.0 20.0

TX-Power High Alarm High Warning

Interface (dBm) Threshold Threshold
portl.9 -6.4570 -3.0008 -4.0001
portl.10 -6.0102 -3.0008 -4.0001

RX-Power High Alarm High Warning

Interface (dBm) Threshold Threshold
portl.9 -40.0000 -2.0004 -3.0008
portl.10 -40.0000 -2.0004 -3.0008

51.17SFP E2 22— /L DZ WLV~ )VEHORE

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

=17 ,0115
-17.0115

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

-10.5012
-10.5012

Low Alarm
Threshold

-18.0134
-18.0134

[ER]
sfp-monitor rx-power action
no sfp-monitor rx-power
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[73T7 A —=F—]
action : SFP &Y 2 — /LD LU O ENE
REME ek
SFP & 2 — /LD L~ULBER % A 402
enable
15
di SFP & ¥ = — /LD L~ LEE A 20T
isable
15
[FI813% 2]
sfp-monitor rx-power enable
[AF1E— ]
Jgua—)aryz 4 l—yarsETw—NR
B
SFP E ¥ 2 — /L O L~IVEER AR ET D,
[ EHi]

SFP & ¥ 2 —/L DR L ~VEARL A ST D

SWR2311P (config) #sfp-monitor rx-power disable
5.1.18 #(E % = —OFEAREROBEC AT L)

[ER]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

85 A —5—]
action D VAT AEEROEEF 2 — O RERORE
REE Bl
VAT ABROREE X 2 — O RGN
enable BT B
. VAT DRIKRDFEEF 2 — O REH &
disable e
(IR RE]
tx-queue-monitor usage-rate enable
[AJ1E—F]
rua—s\varz 4 b—va e —R
[

VAT DEEROFEF 2 — O HREHZ AR E TN T D,

no JEATHEAT L e Bl 3IRE I =T,

[/ =}

EEX 2 —DOEHFREREZFENCTH7201I00F, Ka~vr Rz T, A ¥ —72—ATHLEEF 2 —OFH%E
BEREZANCT D0ENH D,

[BREH]

VAT DR TEE R 2 — O REAR A2 N4 5,

SWR2311P (config) #tx—queue-monitor usage-rate disable

5.1.19 EEF 2 —DERAREROREA v F—T = —X)
(&=

tx-queue-monitor usage-rate action
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no tx-queue-monitor usage-rate

[73T7 A —=F—]
action OB U H— T 2= ADEEF 2 — O HRER O E
RIEE B
enable WRA L H—T 2 — ADEEF 2 — D]
REHZANT D
. KB A —T 2 — ADFEEFXF 2 —DfFH
disable SEHH AT 5
[WIHIRRE]
tx-queue-monitor usage-rate enable
[AS1E—F]
A B =Tz —AE—R
B

RIGA B —T 2= ADEEX 2 — DO HREREZ TN E 3BT D,

no IR CHAT LG & I3 IR E IR T,

[/—}]

A~ RiX LAN/SFP 7R — NI D AR E AlHE,

PEX 2 —OFHAREREZAINCT H72000F, Ka<r FIOMA T, VAT ARIKTEHEEF 2 —Off IR
EHINCT DVERH D,

[ EH]

LAN R— | #1 O%[F ¥ = — O AREHR L2 BT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #tx-queue-monitor usage-rate disable

5.1.20 /5 % = — DA RER DR ERT
[EX]
show tx-queue-monitor
[ASTE—F]
HHrtE EXEC £ — R, %5 EXEC £— I
[REA]

EEF 2 — O ARERORTE 2 ZTT D,
FTFRNEFUTO LB,
o VAT LABKROKEF 2 — O RGO E
+ LAN/SFP R— kT & DFRE
o AU H—T = — A4 (port)
* LAN/SFP 7R— h O[5 F 2 — O il =SB O 7E (usage-rate),
[BE B
EEF 2 — O ARERORELFTT D,

SWR2311P>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
7

disable
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port2.1 enable

S22V 0770V —ayv

e
i

S22 AEZT 4 v 7imEBA LV F—T =2 —AD
(&R

static-channel-group link-id

no static-channel-group

[73F A —%&—]
link-id : <1-96>
ABT 4 Vi o H—T = — AFH
[AF1E— F]
A F—T 2 —AE—F
[BLFA]

Kt A B —T 2 — A% link-id CHEELTEAX T 4 v VEHBEA VX —T 2 — A IB S5,

o R TET LSS, B A L E—T 2 —REART 4 v VA A —T 2 —ANLHIBREE 5,

[/ —}]

A= FIZ LAN/SFP 78— R 2D B3R E T HE,

ART A4 THBA o —T = — ADFLE LR link-id \2%F LT, LAN/SFP "R— FZFE S A5EAIT. Hi-icA
BT A4 VBB —T 2 —ADRERESND,

ABT 4y iAo F— T 2 — AN GRS E IR R, TR T %5 LAN/SFP AR — FBNELS 72 o 7235801, A¥ T+
v IEHRBEA A — T o — ANYIBREN A,

1 DDAZT 4 TR A v X —T = — AR K8 DD LAN/SFP RA— h A2 B S A2 LN TX 5,
BEICTFELTWDARE T v Vil v X —T7 = — R L CATR S ¥ 5541%, LAN/SSFPAR— M ERAXT 47
MEA U H—T z2— AT, UTOREEET—HIHDHI L, BREVRRILGEIIZT L7725,

« VLAN O E

« QSDFTAPME—RRET 74/ bk CoS EH., R— MEKEZET)

o —THRHEOFRELV—TREOA/ES, RN— T v v % T OF /L)

TN AST 4 VA Vo H— T = — ADRER END5EETE. LAN/SFP R— h D EFREN A Y T 1 v 7 il A
VHE—T 2 — ADOHWERE LR D,

LAN/SFP B — N B AKX T 4 v V3L L X —T7 2 — A ZFTB S5 L. MSTP ORENVIHIREWEIZES, T,
ABT 4 ViAo H =T 2= ADBPLE L2 A S MSTP Of%E RS HIHRR EEICR D,

1 >® LAN/SFP "R — s OIS v X — 7 2 — RZFTR S5 Z LTk, no B THIBXETHH R
IRAREA LA —T 2 — AR EIED L,

[B%EH1)

LAN R — M #1 ZRAEZT 4 v Vgl VX —T = — R #5 IZATR S/ 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #static-channel-group 5

522 AT 4 v ViREA LV F —T = — ZADIREFRR
BN
show static-channel-group
[AJTE— K]
JEHFHE EXEC £ — K, ##E EXEC £— K
B
ART A4 VBl A —T = — ZADIREER TR T B,
FHETAHAAZT 4 v VA v A — T 2 — A LICLLFOIEENEREN S,
o« RET A4 v IEEA LV H—T = — A
e m— RARF U AEED L — )L
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« FIBLTW2S LAN/SFP AR— h DA X —T = — A4
17— RNT 2 ZAFEEED L— L2 DN TlE, port-channel load-balance =1~ > RD type /X7 A —X —ZBDO T L,

[BEH]

AT 4y ViAo H—T = — ADKEE R TT D,

SWR2311P#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

S wWwN

523LACPSHBEA L X —T = —ADHRTE
[EF=]

channel-group /ink-id mode mode

no channel-group

[2XT A —%&—]
link-id . <1-127>
LACP A v Z— T = — A &K=
mode L EMEE—NR
mode e
LACP % ACTIVE &£ — R CHSRES ¥ 5,
active ACTIVE &— R Tl *fmg2sioxt L CTHRE
MJIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE F— R CHRESH 5,
assive PASSIVE &— K Ci, Xfmasm o LACP
P TL— A EZE LTSAIC DR LACP 7 L
— AL EEET D,
[AJTE— K]
A H—T2—AET— R
[RRHA]

RGA B —T = — A% link-id THEE L72 LACP #aBilA v % —7 = — RIS/ 5,

no JERTEITLIERAIE. I8 A v —T7 2 — A% LACP#HiFRA v 2 —T7 = —AMb B S5,

[/— "}

A2~ RIE LAN/SFP 7R — MZ D B2 E FHE,

LACP @A % —7 = —A|Z LAN/SFP AR — F Z 1@ & 723551%, 2% LAN/SFP AR — 1T lacp timeout long 735%

EEND,
F72. LACP#@#liA v ¥ — 7 = — AL PR S E 728518, %% LAN/SFP /R — h @ lacp timeout =~ > KDFXE N
HikRE N 5,

LACP f A % —7 = — ADMFAE LR\ link-id (2% LT, LAN/SFP A" — F ZFTJ& S W 2 5a 13, #7212 LACP G
BA =T 2= ANEREN D,

LACP faHiA v X — 7 = — AN S BB S W72k 5, B 5 LAN/SFP iR — R L 7 o 7235413, LACP G 1( o
H—T 2 —ANHIEZND,

1 D LACP i@ A & —7 = — A |TH K 12 O LAN/SFP AR — M2 B SHEDH 2 LN TEX 5,

HTJE 9 5 LAN/SFP 78— &A%, 8 O F TIX LACP gl A ¥ — 7 = — A ICRIBfIC KA LI, 8 D&l 721z o0
TIEEERAEICMZ COMFER— N5,

HEE— R HD LAN/SFP AR— MI LACP UV > 7 7 7 U 7 —v 3 st Lew, (FT@IXRIRE7Z 2% LACP U
YT V=g LTEEIZ L2,

WEHE N2 % LAN/SFP AR — F23[F— LACP #@#i A v % — 7 = — R ZFTE L TV D 8-A OEMEIZREE Y 7
TV = a yORENEFT D, iEAMIE lacp multi-speed 2~ 2 REZZHDZ &,
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BEIZAFE L T D LACP f B A > # — 7 = — AZ% L C LAN/SFP iR — R Z T S8 585 81%. LAN/SFP AR— | &
LACP A v ¥ —T7 =2 — AT, UFOBREEZETHIEDH L, RENBRDIGHITI=T— LD,
« VLAN O#FE
© QSDFTAFE—RREGT 74/ b CoS ., HN— MEFEEET)
o NV—TRHOBREV—TRIEOAZNIEL), R— 7w v 7 ORZN/EL)
BT LACP f@dll A v & — 7 = — AN ER SN DA X, LAN/SFP A8 — F O LFLEXE DS LACP il A v ¥ —7 = —
ADYERE & 72D,
LAN/SFP R— % LACP iAo % —7 = — RIS ¥ 5 & . MSTP O EN VMR EEIZHE S,
F72. LACP Bl A v ¥ — 7 = —ANG PR L7254A S MSTP Os%EN WM EMIZR S,
1 ©>® LAN/SFP AR— N 2 OFmIBA L F— 7 = —AITFTE S E 5 2 &1Lk,
no A CHIRSHTHD BAL5mBA V¥ —T7 = —RIFTRS L L,
[ EH]
LAN 7"— K #1 % ACTIVE £— R CLACP A v % —7 = — A #10 ICHTIR S ® 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #channel-group 10 mode active

52.4 LACP 3a¥ A v ¥ — 7 = — ADIRER R

[

show etherchannel [ifname)
[T A—=HF—]
ifname : LAN/SFP R— F DA V HX—T = — A4

LACP ii#iAf v F — 7 = — A&l L TWHA v F—T =— X

[AJIE— K]
HHrHE EXEC £ — R, Fr#E EXEC £— F
[FFA]

ifname %AW LT-54 . LACP faBliA ¥ —7 = — ADREEERTRT D,
TEET A LACP#FiA v ¥ — 7 = — AL IZU FTOHEARE RSN,

« LACP#FiA v X —T 2 — R4

s B— RNRT U AEEED/L—L

« FIBLTWS LAN/SFP AR— F DA X —T = — A4

12— RXZ 2 ZAERED L— LT DT, port-channel load-balance =1~ > KD fype /NT A —X —SMD = L

ifname Z¥EE L1236, LACP faBlA ¥ —7 = — A &M LT 5, LAN/SFP R— F DIRFEEZ FRT 5,

UToOHEANERIND,
HE B
Etherchannel portN.N LAN/SFP 7"— 44
Physical admin key ig ﬁi’]} 7;26 i}i )75’ %519 % $(bandwidth,duplex,mru, VLAN
LACP 7’1 b =1/l Receive machine @&/ 2 £ DIk HE
* "Invalid"

e "Initialize"

e "Port disabled"

* "LACP disabled"
+ "Expired"

e "Defaulted"

e "Current"

Receive machine state
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HAE

B

Periodic Transmission machine state

LACP 7'& |k =2/l Periodic Transmission i2f5 24 DIk e
e "Invalid"

*  "No periodic"

+  "Fast periodic" (1 FP @ CT413)

+  "Slow periodic" (30 B[l CT41E)

e "Periodic"

LACP 7' & b =1/l Receive machine B 25 D4R RE

* "Detached"
Mux machine state +  "Waiting"
+ "Attached"
* "Collecting/Distributing"
filt AR RE
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LT D#FK %M (Actor H 43 HE | Partner xt[A1FH F)
Aggregator ID LACP LoO##5 1D

Information TIZLA FOIEE RNFKRI D,

HH L

LAG LACP VAT LID(ZFT7A A VT 4, MACT KL R)
Admin Key LACP $#DJC & 72 % IDGRERAR — M &)
Port priority LACP R— MEJEEE

Ifindex A —T 2 — A

Timeout Timeout fE("Long"=90 >, "Short"=3 )
Active LACP E){EE — N ("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[BEH]

LACP §@¥iA v X — 7 =2 — ADRBEEZ TR T 5,

SWR2311P#show etherchannel
% Lacp Aggregator: polO0
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

LACP 331 v Z— 7 = — A% HERR LTV 5, LAN/SFP 7R— F DIREER RRT 5,

SWR2311P#show etherchannel portl.1l
Etherchannel portl.1l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection

Information Actor

3

Current

Slow periodic
Collecting/Distributing
Selected

Partner
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LAG 0x8000, 00-a0-de-e0-e0-e0 0x8000, 00-al0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP 27 MELEEDHRE
[EFX]

lacp system-priority priority

no lacp system-priority

[T A—HF—]
priority 1 <1-65535>
LACP ¥ AT LS
INE W EEEE D E
[WIHIRRE]
lacp system-priority 32768
[AS1E— ]
Ja—\)arz 4 b—varE— R
(@]

LACP v AT MENE#RET D,
no TR CTEIT LG A TR EZ IR T,

[/—H

LACP i@l A > ¥ —7 = — A3 g L R SN 6 . AT MBS 2 i U T IR RED @O J5 ISl EHE DS
Gzbhs,

[ AEBI]

LACP ¥ A7 LMESEE Z 100 IZRET D,
SWR2311P(config) #lacp system-priority 100

5.2.6 LACP ' 27 AMBEEDFRR
[

show lacp sys-id
[ASTE— K]
FEFFHE EXEC & — I, 54 EXEC E— K
B
LACP v AT AMEHE L LACP VAT AL ID 2FRT 5,
UToHEENRRREIND,
« LACP ¥ 27 LEJERE(0x THaE 5 16 HEHD)
« LACP A5 A 1D
[/—F]
LACP ¥ A7 LESEEIT, lacp system-priority =~ > R CRETE 5,
LACP 27 A ID I, MAC 7 RLAMBARKREN S,
[ EH]
LACP O AT MEREAEFRT D,

SWR2311P>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0
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52.7LACP BEEV L /7 7Y F— a VORE
[EX]

lacp multi-speed switch

no lacp multi-speed

[/XT A—F—]
switch DO BGEEY LT =g UHEREDARR) - BRI E
BEME B!
enable REE) 77 7) 7= 2V RRIT
disable % WEY T 7= a B EICT
[FIH1ER 2]
lacp multi-speed disable
[AFTE— F]
Jua—nyar7 4 J—yarET—FK
[ﬁ%]

LACP ICBJ A EEEY 77 7V F— a VIEREDASR) « B Z2HRET D,
no TR TEAT L7286 135 E 2 WIHIMEIC R T,
[/ — D}
BREY o T 7 = a URNERIOSA OEME
KRB A —F) ETOTRTOFEA— NE@REEEICELLT T 7T 4 72T 5,
0— RN 23T _RTCOFBR— &2 REICH S .
KRR N e HE(E T A T AN WS, Bies & xfmiges & CHTREAR — FO—BEAFAIZRE L, W5
METTRER BN — v 2T 7T 4 7 LT 5,

W) o T )= g UINESIOEA OEE
FiEA— NNTRINZY > 7 7 v 7 LicAR— N ERICBEREDOR— NDOLET 7T 4 72T 5,
WEHREN R R DMOR— MNIAZ A DFEFE LTS,
F—=hX T2 g VIZRESNNTWAGEE FTER— MNTEAICRI=— g o LIEfRER &R ClfE
Ef@f~b@#%77747 75,
BN T v LR —=MEERETY 7 X7 L&, LACP WA v A —T =2—A b ) o A d
2,
[ EHI]
BEEY o T 7 = a v EAMCRET S,
SWR2311P(config) #lacp multi-speed enable

528 LACP ¥ A4 AT U FDFRE

E&
lacp timeout duration
[NTA—=H—]
duration D AALT Y NERET D
duration S

short ZALT U N3 ETD
long ZALT T R0 ETD

[AS1E— F]

A HE—=Tz—AE—F
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B

LACP ¥ A4 AT 7 M ERET 5,

[/—}]

AKa< o RiZ LACP iAo v % —7 = — A 2R L T\ 5 LAN/SFP AR — M2 D B 5% T e,

LACP i@ A % —7 = — A2 LAN/SFP AR — F Z @ S 785513, 24#% LAN/SFP /R — K IZ lacp timeout long 737%
EEN5b,

F7-. LACP##liA v ¥ — 7 = — AL PLE S H 728551, %4i% LAN/SFP 7R — h @ lacp timeout =~ > K D% E N
HIBr S5,

LACP Z A L7 w7 k&1E. SN S D LACP 7 L — A5 S ETCEX o BT L R+ Ol
F'Eﬁ%ﬁ—a—o

F7-. LACP # A A7 7 FOEREILLACP 7 L — AITKAN S L CTRIAEERIZIE DL, 218 Lo s MR I S
7Z-LACP ZA L7 7 FD 13 DB TLACP 7L — L2 EETH LR D,

HEH®LACP 7 L— A DEERIIEIL, SR H %L TL 5 LACP 7 L—ANIZEEM STV D LACP % A1 A
T MRS D,

[ EH]

LAN R— k #1 ® LACP # A A7 7 % short IR ET 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A—=HF—]
link-id ¢ <1-127>

LACP A v 5 — 7 = — A&

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACP D7 L—A A —% 07 )T 5,

link-id B LTI2581F., FETDHIECOLACPHBEA LV H—T 2—ADT L —L I F—% 7 VT T 5,
[ EH]

ETOLACPE#HBEA L X —T 2 —AD T L —L BT X —% 7 U TT 5,

SWR2311P#clear lacp counters

5210 LACP 7 L — A B U L X — DR

[EF

show lacp-counter [/ink-id]
S5 A —&—
link-id 1 <1-127>

LACP iAo 24— 7 = —AFK 5

AHE— K]
FEREHE EXEC £ — I, #7#E EXEC £— N
B

LACP D7 L—AL N7 2 —%FRT 5,
link-id AW LT-356813, FETHETCOLACP Rl A vV ¥ —T 2 —AD T L—L A7 U ¥ —%FmT 5,
FTE L CW5 LAN/SFP AR— h T L2, I FTOHEERERIND,

o EZ[F SN2 LACP 7 L— A4

o EEZ EENTZMarker 71 Fa)L T L—A
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. EZEEINTETT—TL—A
[ EH]
ETOLACPHEA v B —T 2 —ADT L —L N T B —5FKRT 5,

SWR2311P#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

(1

5.2.11 72— KXT o AEEED NV — VDR E
[

port-channel load-balance type

no port-channel load-balance

[/XT A —F—]
type COHEEEA VH— T 2= A BRI BT D L — )L
type AL
dst-ip 5.5 IPv4/IPV6 7 K L A
dst-mac L MAC 7 R LA
dst-port %65 TCP/UDP 7" — h &5
src-dst-ip E(E It L O%ESE IPv4/IPv6 7 R LA
src-dst-mac EE Ik L U%EE MAC 7 R L&
sre-dst-port FE L L U%ESE TCP/UDP AR — R & 75
src-ip {5 T IPV4/IPv6 7 R L A
src-mac HEEITLMAC T FL &
src-port 1%6{5 7t TCP/UDP R — K &5
(AR E
port-channel load-balance src-dst-mac
[AS1E— F]
Ja—\)arz 4 —y g rE'—R
[RLAA]

0— RRF L ZERE DAL A VX — T 2 — A B RO DT DN— IV ERET D,

ZAE L7 L— AN L2/L3/LA @R EMH L, ke REIND,

no FENCEAT LGS I3WIHIREICR 5,

[/ —}]

Ko< RIIV AT LAEBIRORE L 75,

IPV4/IPV6 /377 R TIE7R2 N7 L—ADEAIE, HESN TV D L—ZBEb LT, EErk 0%k MAC 7 KL
A% JUITHRE G A v H— T = — ABRTET D,

[EXEH]
g— RNANT U ZHERE T, BE LB L USESE IPVA/IPV6 7 R L A% TLITHAE A Vv — T = — AR BRET A L HITHRE
T3,

SWR2311P (config) #port-channel load-balance src-dst-ip
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5212 LACP i@ A v #—T7 = —AD 71 b a ) LREFRR

LACP A v 2 — T = — 2 &K=

[EX]
show etherchannel status [/ink-id] [summary | detail
[Fr—v— k|
summary D MRS R OR
detail L EEMSRR
ST A—F—]
link-id o <1-127>
[AJTE— K]

JEHFHE EXEC &— R, ## EXEC E— K
[RERA]

link-id THEE L7 LACP ig¥iA v 4 — 7 = — ADIRBEEZ FK T 5,

link-id =8W L= & 1%, £7T?D LACP

BB LB — T = — AARIEE FRT B,

summary & & L7285 13 R R L, detail Z157E L7235 B 135K~ T 5,
summary &, detail HEME L7- & X, summary NFRESNTZHDET 5,

UTOHEENRERIND,
HH A
Aggregator LACP @A v F—7 = — XA
ID LACP ##liA v & —7 = — A OB 1D
Actor LAG %5&5)&0) LACP VAT L ID(F'7A AV T 4, MAC T
Admin Key B4y H & D LACP #0D7t & 72 5 IDGREER — M E7)
Status Vo7 70— ardDAT—HX Z("Not
ready"/"Ready")
Partner LAG igrii;ﬁ)iw LACP AT AID(FF7AF VT 4, MACT
Partner Key sEFITO LACP 88t L 725 ID
Link count T — X B(E AR — NME/AEE ATRE e AR — Mk
Link #8795 LAN/SFP 7R — b —EGEIIZLL T D %)

Link (ZIZLLFOHEANFRSN D,

fEARRR A
"Unselected" LACP |~ a2 k = V(g .,
"Selected" LACP 28 %h72, LAN/SFP AA— bk & LTI L7z,
"Standby” I;ACP DAEZN72, LAN/SSFP R—h & L, FpfAR—h &L
Synchronization 7 7 #EA
"no" Synchronization 7 7 2 2335 TUNR U,
"yes" Synchronization 7 7 27 7335 TV 5,

flEFAdREE & . Synchronization 77 7226, U 7 7 w7 L7z LAN/SFP " — kN DIREENR DB,
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(RN

Synchronization

V2277 <7 L7 LAN/SFP &~— b
DIREE

Unselected

no

LACP #lf 7" 2 ~ =)Lid@{E 1,

Selected

no

LACP 23E%h72 . LAN/SFP AR— | &
LTC&ERLE, Vo277 U=
gy L THERLEZDD, xdv =T
— g o,

Standby

no

LACP 23 E%h72, LAN/SFP R— hk &
L CBIRL ., AR — N ERE LT,

Selected

yes

LACP 28E%h72, LAN/SFP 7/R— |k &
LCEBIR L, Voo T 7=
aryE L THRRLNTT —XEE
HEE o7,

(BB

LACP B v # — 7 = — ADWREEE R TRT 5,

SWR2311P#show etherchannel status summary

Aggregator pol

ID 4601

Status Ready

Partner LAG 0x8000, 00-

Partner Key 0001

Link count 1/ 1
Aggregator po?2

ID 4602

Status Not ready

Partner LAG 0x8000, 00-

Partner Key 0001

Link count 0/ 1
Aggregator pol27

ID 4727

Status Not ready

Partner LAG 0x8000, 00-

Partner Key 0001

Link count 0o/ 1

a0=cle=11=11=11

a0=cle=11=11=11

a0=cle=11=11=11

SWR2311P#show etherchannel status detail

Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-
Admin Key 0001
Partner LAG 0x8000, 00-
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected
Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-
Admin Key 0002
Partner LAG 0x8000, 00-
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected

portl.3 Unselected
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-

Admin Key 0127

Partner LAG 0x8000, 00-

Partner Key 0001
Link count 0/ 1

al0-de-e0-e0-e0

al0-de-11-11-11

Synchronized vyes

al0-de-e0-e0-e0

al0-de-11-11-11

Synchronized no
Synchronized no

al0-de-e0-e0-e0

al-de-11-11-11




Link

portl.4 Selected

5.2.13 LACP R"— MEXEE DR E

Synchronized
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no

[ER
lacp port-priority priority
no lacp port-priority

S5 A— B

priority <1-65535>
LACP 7~ — MEBSEE
INEVIE S m

(AR RE]

lacp port-priority 32768

[AF1E— ]

A HF—Tz—AEF— R

[FAA]

LM}T—%F%V%%E#

no JTEITHEAT L1256 13akE %*ﬂﬂ;ﬁf R,

[/— ]

LACP

IR G, 8 DEEX /= DUV T LEfE

WELA X — T = — | %2@62:%@LAN/SFP‘J‘»*I\iﬁUﬁWOiTiLACP

MELA v H— 7 = — AN

BRI A TIHER— F &2 D,

Z DX 9 72KE, LAN/SFP AR — kI CELIBA 2S5 ST, #ERIEM. OB DB R LD,

EESRNEA OFHI LT, LR ol ThH D,

1) LACP AR — MESEEE D/ NS WRRESE SN D,
2)LACP R— MERENRFE U THNIE, A X —T 2 —AFEIN/NSWREREIND,

SFP "R — M 2B S8 541, LACP R—

(B2 EHI]
LACP R— MEEE % 1024 (238 E

\asr
O

MESE A MO F— b L0 /NS < BRET D UER B B,

SWR2311P(config-if) #channel-group 1 mode active
SWR2311P(config-if)#lacp port-priority 1024

5.3 AN— 5B

5.3.1 2T ALK TO IEEE 802.1X SRIFEBEDRE

[EX]
aaa authentication dotlx
no aaa authentication dotlx

[FIEARRE]

no aaa authentication dotlx

[AS1E— K]
Jgua—)arz 4 l—yarEw—NR
B

v AT LAR T IEEE 802.1X §

no ﬂi/JC’C %ﬁi Lﬁ_
PRENE.

AicMA

[N uﬁ%ﬁ%j ﬁ‘ 5
HlE. AT AR T IEEE 802.1X A2 4N+ 5,

radius-server host =~ . K C&RE

L 7= RADIUS V— _R—%{#H3 5,
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[/ — 1]

EFRZ [EEE 802X BAF AT A 7-0I12i%, A v X —7 = — A T% [EEE 802.1X iF & ANz T 2 MLE N H
%, (dotlx port-control =~ > IN)

[ EH
AT 54K T IEEE 802.1X #RiE & A b1 %,
SWR2311P (config) #aaa authentication dotlx

532 VAT LR TD MAC REFEBEDR E
[EF=]

aaa authentication auth-mac

no aaa authentication auth-mac

(IR E]

no aaa authentication auth-mac

[AFIE— K]
Jua—\)arz4 g —varsE— R
[FHA]

VAT AAERT MAC BEEEZ H RN

no TR TIAT L 725 A 13, /XTAi{ZIST MAC F8FEZ LT 5,

FOAEIL. radius-server host =~ > K CiE L 7= RADIUS H— \—%FEHT 2%,

[/—}]

FERIZ MAC FRREE T2 72D121%, MHRA v X —T7 =2 —ATH MAC BiEZ AN T HLENH 5, (auth-mac
enable =~ > )

[BREBH]

VAT AR T MAC BAEE AT 5,

SWR2311P (config) #aaa authentication auth-mac

5.3.3 AT LARKTO Web RIFHERED R E
[

aaa authentication auth-web
no aaa authentication auth-web

(AR E

no aaa authentication auth-web
ASE— K]
Ja—n"narz4 7 b—va e —F
[@iA]

‘:/25:.5\/\{$¢C Web Fo nﬁ%;ﬁfjj —quDo
IlO ﬁ/‘t(%ﬁ’? 1/7"; i /ZT-ZA {Zl:*(‘\ Web HALDLE%ﬂ)(jJ j—éo
FREEIL. radius-server host =~ K Ci% & L7z RADIUS — _—&{FHT 5,

[/ — ]

%I‘%\ﬂ: Web #BiE &3 5720 EW XNEA LV HF—T 2 —ATH Web & nﬁ%ﬁ)‘j] T HRENRDH D, (auth-web
enable =~ > R)

(B E B

VAT LR T Web iBREE AT 5,

SWR2311P (config) #aaa authentication auth-web
5.3.4 IEEE 802.1X FiEMBEOBIET — NIRE

E&

dotlx port-control mode
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no dotlx port-control

[23T A —%—]
mode : IEEE 802.1X FBREOEMEE— F
B{EE— K 24 B
IEEE 802.1X #2ZF ™ Authenticator & L CEfE
auto
35
}'h
force-authorized IEEE 802.1X FERIEDFRFEHT 7 R — M E
ET D
— MNCEEDRE
force-unauthorized IEEE 802.1X GRGIEDAFEFEA — M ERE
ERA)
[FIEIER E]
no dotlx port-control
[AFTE— ]
A B =T 2 —AF— R
B

st v % —7 = — A% LT, IEEE 802.1X SRS REDEIEE— RERTET 5,

o BERTa~vy REEITLEEAIL, Jd% A v #—7 =—AD [EEE 802.1X FHAFHEREIXER & 72 5,
[/—F]

A< RIZLAN/SFP R — F B L OGHEEA v X — 7 = — AT D HR EFHE,

[B%E B

LAN 7R— b #1 . IEEE 802.1X FXFFEREDENMET — K% auto [T ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FRFEDARFRIER— b TOERERIE ORE
[

dotlx control-direction direction

no dotlx control-direction

[T A —F—]
direction DORGER— N TORT y NREENMEAE R E
EEEIE B!

both ERAE & bMEET D,
in ZAB DIHEET D,

[WIHIRRE]

dotlx control-direction both

[AS1E—F]

A H—T 2—AE—FK

B

RRA A —T = — ATk LT, IEEE 802.1X iRFEDRIRFERF D7 v NIREENEEZEE T 5,

no JERCTEIT LA, FIHIREIZRE S,

both ZHEEL TWABHE., V7 U B MO ZELEZ Ny FEEEL, thoR— b 37U b bofER S
TNSHA U H =Tz —A~DT7 B — RF ¥ A NTLFXx ATy FHIEET S,

nZEEL TGS, TV I OZELEANTY Yy FORZEIEL, MOKR— 0D 77U B2 b O S
NTCNWABAL L H—Tz2—A~DT 01— RKFy A MNILFXYr ATy MIERET D,
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[/—}]
ARza< > RIXLAN/SFP A"— FEB X OGBS ¥ — 7 = — AT D A E P HE,
MBPA L H—T 2— AT, KA RNE—REwLFTH TV H L hE— NIRELZLEAS MAC §8GE L OFH L7255
X, BEIMICIn &2 5,
KGA V H—T 2— AT A N VLAN D% TE % LTb\éiE'A ;t\ AKa~ s FOREHERPENE D,
AKawy ROBREXERT L &, BIRIREBIZIHRAE
Ka< o REEHT 720121, 5 A /5’*—71*—?(“6‘71?“— NRREHEREZ AN T DN B D, (dotlx port-
control =~ > R)
[ EH]
LAN N — b #1 ORGBFER— F TONRT v MEEBIEZ 25 OAHUFEICT D

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v F OXERIF DR E

[EFX]

dotlx max-auth-req count
no dotlx max-auth-req

[/NT A —=HF—]
count o <1-10>

EAPOL /37 v b Dl Kik{E A%
[ RE]

dotlx max-auth-req 2

[ASTE— R

A H—T 2 —AE— R

[FRHA]

(B A B —T = — 2% LT, EAPOL /%7 v F OEERIOE B HET 5,
no JERTa~r REET LA, FIEREICED,

[/—F]

AKza< > RKIZLAN/SFP iR — F B L OGHEEA v X — 7 = — AT D HiR E W HE,
Ka<wy REMERTH0120E, B, v F—T 2 —ATHR— MliHEEZ AT 2 HENH 5, (dotlx port-
control =~ > R)

[ EH

LAN 7R— k #1 T, EAPOL /X% v b DOEEREE 3 IR ET D,

SWR2311P(config) #interface portl.l
SWR2311P(config-if) #dotlx max-auth-req 3

5.3.7 MAC FFFEERE DR E

[EF=
auth-mac enable
auth-mac disable
no auth-mac enable

[F—U—F]

enable : MAC BiEBE A BT 5
disable © MAC FBREHERE 2 N c 3%
(IR E]

auth-mac disable
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

WRA LV H—T =— AT LT, MAC BFEE2 AT 5,

no FERCHEAT L7=HA . F72id, disable 28 € L7258 15, MAC BREZ2 2T 5

[/—}]

Ko< RIZLAN/SFP R — F B LI OGHHA v X — 7 = — RO AR E T HE,

FEFRZ MAC FEREA T 2720121, v AT AR TH MAC BREE2 AN T 2483 % 5, (aaa authentication
auth-mac =~ > R)

[ EH]

LAN 7R— b #1 ® MAC #8ilre 2 A2z T 5

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth-mac enable

5.3.8 MAC D MAC 7 RL AFERDOERE
[EX]

auth-mac auth-user fype case

no auth-mac auth-user

[/XF A—F—]
type B ERE
R IEME V=N
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case ORXT - NFEREE
BREME B
lower-case /NI (a~ 1)
upper-case KILF(A~F)
[FIHIRR 2]
auth-mac auth-user hyphen lower-case
[AJ1E— K]
Ja—N\)arz 4 b—varsET— R
[RHA]

MAC FBIEIC BN T, AR 22— =4« ART = FORRELET 2,

MAC FBRETIE, ¥ 7 U A PO MACT RL Rz a—H—4 « NZATU— F L& LT L RADIUS ¥ —/"—~GRGE %
BRI 5,

no B TIHAT LA X, WIHIREICR 5,

AN

Kawy REFEHT H7-0I2iE, HEA ¥ —7 2 — AT MAC B RE L AT 20N H D, (auth-mac
enable =~ > )

[ E B

MAC FBFEAE T 25 MAC 7 FL AR EZ A 7 7 L, RLFHUTEET D,

SWR2311P (config) #auth-mac auth-user unformatted upper-case
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539 MAC SREED A X T 4 v 7 BEFDORE
[EX]

auth-mac static enable

auth-mac static disable
no auth-mac static

[F—U— F]

enable LR T 4 DB EANCT S
disable ORET 4w IR EENCT D
[F1EIER E]

auth-mac static disable

[ASE— K]

A B —T 2 —AF— R

[FHA]

MAC nunEEi% N nunE%/\xL/ﬁ_'}j‘7)7:7/}‘@MAC7]‘[/X75_’FDB X&?/l’ /7I\/]“U*‘k L“C%i‘ﬁ‘?‘
5,

no B TEIT LA, £7213. disable 235 E L7ZE1X. AX T 4 v 7 BEEE2 BN+ 5,

[/ —F]

Ko< RKIZLAN/SFP AR— B L OGHELA v ¥ — 7 = — AT DA E T HE,

Ka< FOBREEEETH &, FRFEREIZIHNIRGE

SN Mmhwliﬁmé&4%:yﬁi/b)ﬁ&bfﬁﬁfék@l%?yﬁ§4A77%@ﬁ%&&éﬁ\
RKa<wy FEDRFFIAZYT 472 R —L LTHRET H-Ox8 E7eD,

clear auth state =~ > K, F72/%. auth clear-state time =~ > R C, A¥ T 4 v 7 BGFGRAEER)Z 7 V7 +52 &
MNTXD,

Ko< REFHAT 720100, 681 % —7 = — AT MAC RiHEREZ AN T 20BN H 5, (auth-mac
enable =~ > )

[ EH]

LAN R— h #1 O MAC BBFED A X T 1 v 7 Bek % AT

SWR2311P(config) #interface portl.l

SWR2311P(config-if) #auth-mac static enable
5.3.10 Web FEFEBERE DR E
[EX]

auth-web enable
auth-web disable
no auth-web enable

[F—U— K]
enable © Web iR RE X BT D
disable © Web iSRERSHE & 295

(#1813 €]

auth-web disable

[AS1E— K]

A H =Tz —AF— R

[R A

ﬂg%/l’ \/&_‘7:12_2 7;(_1—1/(\ Web uunm%ﬁfj ﬁ‘é

no B CTELIT L2, F721%, disable 25T L7=5A 15, Web iRGEE LI+ 5
[/—F]

ARz~ RiZ LAN/SFP R — h B X OGREEA v ¥ — 7 = — RO B iE 7 HE,
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FEFRIZ Web BREA T 5720121, AT LA RIKTH Web iliEZ AT M E N H 5, (aaa authentication
auth-web =~ > )
~ T YT Y A b — RLSTIE Web RAEHEREZ AN T 5 Z LITTE E£H A,
A N VLAN & OfFIZTE £8 A,
[BREH]
LAN 7R— b #1 @ Web BRHEREZ AT D

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #auth-web enable

53.11 m A hE— ROFEE
&

auth host-mode mode

no auth host-mode

[/XT7 A—=5—]
mode ¢ AN— FNEREOEEE— R
BEE—F B
1 R—=FHZ 197V 7'7/ ~ D Fr 5 &
single-host FFAT2E— FT, ROICHRAEZ /S A LTz
YTV NOBETAT D
I = HEVEEY 7Y h > Fo@EExE
AT HE— T, PO TY I R
multi-host PREZR NA T D L A UAR— M T 7
U7y MIFSREZ1TH72 < THIB(E 2 e
L%
VA= b0 @Y7 ) e P Ol &
multi-supplicant AT H5E—RTHTU I MEITHED
P RSB IRET D
[WIEIRRE]
auth host-mode single-host
[AJ1E—F]
A H =T 2 —AF— K
B

KRA L HE—T 2—AZX LT, R— FEIEOEEE— RE2EHE T 5,

no B, CTEAT LI-E1%. FIHIEREICRE D,

[/—F]

Az~ RIZLAN/SFP R— B L OGHIEEA v &% — 71—xa@ﬁﬁﬁﬂ%o

ARa< FOREEZELTDH & FRABREIT PR AE
7»?#7)%/%%%PT&4T\V7WAN%ﬂ%?é%é\ﬁfUﬁVﬁ%ﬁfWAN%%ﬁ?é:kﬁﬂ
=8

VIVFHRANE— RTHAFI v 7 VLAN ZFHT 5856, 2EFBUBEOY U > MIEYIOT 7Y 1 kv
A L7z VLANID 23 FH &b,

RKa<wy REMFHATLHDI2F, HRA L H—T =2— A TH— NEGEEREEZ AN T H2XLE N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[RXEH]

LANKR—h#l Z~AFV 7V o b E— RIIETT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth host-mode multi-supplicant
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5.3.12 SREHIEF DEE

[ER]
auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[ZF—U— K]

dotlx : IEEE 802.1X &k 53
auth-mac © MAC RGES =
(IR RE]

auth order dotlx auth-mac

[AS1E— ]

AH =Tz —RAE—F

[@ ]

— NRREHRE T, BRREF R A L2GE. RREE1TOIEE 2R ET 5,

no R CHEAT u’: BliE. WIHEREICR 5,

[/—h]

Az~ RiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg% iE W HE,

Web #BaEIE. AFRTEIZEIFR7: < Web FREEHEE C ID/Password 2 A ) L7z & EIZFBFEETT ),
IEEE 802.1X 58ilE. MAC F8GE, Web BiE DX ENEN 26, £ OGS RULFEM S 720,

Ko<y REFEHT L2020, SR A v F—7 2 —ATHR— MRS AN T 20N H D, (dotlx port-

control =~ > R, auth-mac enable =~ > [, auth-web enable =~ > R)
Bl
LAN 7R — |} #1 OFEFES NONEF %, MAC F8FE -> IEEE 802.1X FRFEDNEER T17 5 L 9 ITRET 5.

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth order auth-mac dotlx

5.3.13 FHEREEDRIE

[EFH]

auth reauthentication
no auth reauthentication

(R E]

no auth reauthentication

[AS1E— K]

A H =Tz —AF— R

[REA]

ﬂ%/f‘/5’~7::—7< Zxt L ¢, %7)77/%@%111“&?%%‘)%
no ﬂ%iﬁ:(%?? Lf: j: ﬁ:wu uﬁ%ﬁyj Té

AKREEAMZ LIS FRREICRREI L7297 U v b & @RI ERRGET D,
FFRBREDMEIL, auth timeout reauth-period =~ > RCTEHE TX 5,
[/—}]

ARza< RKIZ LAN/SFP R — b B L OGGHELA v ¥ — 7 = — R IZDO AR EFTHE,

IEEE 802.1X ZRaFMF I, ﬁmﬁw54 YTk B e, Y B MITEAPOL N7y FAREL T aa—H—
FHS L. RADIUS H— N\—|ZRFEER 24T 9,

MAC ZEEERIY. FEREEDZ A I v Wb e, YU B FOMAC T RL Ak a—H—4 BLO, RZATU—F

& R72 LT RADIUS H— N—{ZFRREER 1T 9,
Web FULAI?J‘.EH# j: ﬁmunﬁ@y/l) /7 73?5 & —6-7 ) jj/ ]\@BALAD (Ij_\AH_?A j%wuu :%%éﬁéo
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RKa<wy REMFHATHDI20F, MRA L H—T =2— A TH— NEGEHEREEZ AN T HXLE R H D, (dotlx port-
control =~ > N, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]

LAN R— b #1 OB A4

SWR2311P(conf1g)#1nterface portl.l
SWR2311P(config-if) #auth reauthentication

53.14 A} v 7 VLAN DORE
EE

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(AR E

no auth dynamic-vlan-creation
[AJIE— F]

A HF—Tz—AF— R
B

RGA B —T 2 —AZX LT, ¥4 F v 7 VLAN 260275

no IR TEAT LA 1%, ¥4 7 v 7 VLAN 2 BZhi23 5,

XA+ v VLAN BNE® /e A > ¥ —7 =— AT, RADIUS Y— =5 5E &7z B MEAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN ZEhiICER T 5,

[/—}]

A~ RiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg% iE W HE,

AKa<wy ROBEZERT D&, BibREBIZYIIREICR S,

~NTFHTV A NE— RTHAFT Iy 7 VLAN ZFIHT 256, 77U B FHALT VLAN Z38ET 5 2 L3 F]
=8

~YAFHRAME—RNTHAF I v 7 VLAN 25T 556, 2ZBUEOY 7Y U MIEYIOY 7Y 1 F AN
L7 VLANID 2 S v b,

Kawy REFERTH70120F, HEA ¥ —7 2 — A THR— MR EEEZ AT HHERH S, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ EH]

LAN AR— ks #1 TH¥ A F I v 7 VLAN Z BT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
EE]

auth guest-vlan vian-id

no auth guest-vlan
[/3F A =4 —]
vian-id - <1-4094>
7" Z I VLAN H1? VLAN ID

(AR RE]

no auth guest-vlan
[AJ1E— F]

A H =Tz —AF— R
[@i ]

RIRA VA —T 2= AR INTWDE T T U B DOREEGE, 25 WIE, REERR O & X I(ZATET 57 A b VLAN
FIRET D,
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no IR CIAT L7=8HA X, 7 A b VLAN O EZHIFRT D,
[/—}]
A< RIXLAN/SFP R — M B L OGRERA ¥ — 7 = — AT DO HF%E " e,
Ka<wy ROBREEZERT L L, RERRIETWIHIREE
ARKa<wr FEFERT L2013, 51 //}75*7::5*2'673** NRREHEREZ BN T DN H D, (dotlx port-

control =~ > N auth-mac enable =~ > I)

AKavr RliE, Web BREBNARe L ERETEEEA,
(R H]

LAN 7R— b #1 T4 Z ;s VLAN #10 Z45ET %,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth guest-vlan 10

5.3.16 SRILREE OMIEHAR DR E

[EX]

auth timeout quiet-period time
no auth timeout quiet-period

[R5 A— 4 —]
time 1 <1-65535>
RAERHE, 7V B b EOBEEES T 5 G
(AR RE]
auth timeout quiet-period 60
[AF1E— F]
A HE—=Tz—AE—F
[@ A

KRA o H—7 = — AT LT, Rk RE OFRGEILE IR 25 E T 5,

no IERCTHEAT LA 1, W EIZR S,

FRREANIE IR IS SZAR LT Xy MR THEET 5,

[/—}]

Az~ FILLAN/SFP R— M B X UGHELA o # —7 = — AT D HG8 7E Al hES

ARa<r REFEHAT 7201203, (A v H—7 2 —ATHR— MNBIHEREE AN T D2HENH S, (dotlx port-
control =~ > R, auth-mac enable =~ > [, auth-web enable =~ > R)

[BREH]

LAN R — b #1 OIIEHIH O E S 300 IZRET D,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #auth timeout quiet-period 300

5 3 17 ﬁ L,\p_EEFFﬁIg_‘@—m'_H

EEy

auth timeout reauth-period time
no auth timeout reauth-period

[/XT A—HF—]
time : <300-86400>
TV A N OFRAEFRED)
(WX E]
auth timeout reauth-period 3600
[AJ1E— ]

Ay s =Tz —AE—F
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[FEBA]
MNRA L F =T 2= AR LT, 7V D b OFBGRERMRZRET 5,
no A THEAT LI a1, WM EICR 5,
[/ — 1]
AKa< > RILLAN/SFP R — M B L OGREA ¥ — 7 = — AT D HGHE TRE,
Rawy REERTL7200E, R A ¥ —7 2 — X THR— MRAHERE. 7D, FRIHEIEZ AT 2 BN
5%, (dotlx port-control =~ > K, auth-mac enable =~ > N auth-web enable =+ . auth reauthentication =
<2 F)
[ E ]
LAN 7R— b #1 OHGEREMRORE 2 1200 (Z52ET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth timeout reauth-period 1200

E

e

5.3.18 RADIUS ¥ — \—2{k DB HREE DF
BN

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A =4 —]
time 1 <1-65535>
PRREEL R 2 RERE T — /3= & D IRE R B IR (7))
(IR E]
auth timeout server-timeout 30
[AJIE— F]
B =T z—AE— R
Bl

WBRA A —T 2 — A TR— FRIAEZATH & & D, RADIUS Y — —2{K) 5 OIS ERF HIEM 2 3% 2T 5,
no B THEIT LIZHAIE, PIIREICHS,

[/ —}]

A< RILLAN/SFP R — FB L OGREA v ¥ — 7 = — AT DO BG% E "l HE,

ENS LN

(radius-server timeout =~ KD

PLEICT 2RSS,
ARa<r REFEHT L2003, SR A v ¥ —7 2 —ATHR— MRIHEREEZH T 2 0E N H D, (dotlx port-

control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > |)
[ E 5]
LAN 7R — b #1 OFEREERIZH T D RADIUS H— N — (KD ISEFF B £ 180 FMICERET %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout server-timeout 180

5319 %7 U B NGB LREBORE
EsN

auth timeout supp-timeout time

:J'h

H

FEAE) x (radius-server retransmit =~ > N DX ESE + 1) x (RADIUS H—/3—4)

no auth timeout supp-timeout
P85 A — & —]
time 1 <1-65535>
BV B RS OINEREHRE(RD)
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(AR E]

auth timeout supp-timeout 30
[AJ1E— ]

A HF =T z—AE—F
B

KRA B —T 2 —RZHK LT, A= RFEEATO L 2DV TV I M b DISEFRF LR 25X ET D,

no B CHEAT LI=HA 1R, WHIREIZR D,

[/—}]

K=~ FiLLAN/SFP AR — b B L OGREEA » # — 7 = — AT D AR IE FIHE,

Ko<y REHHATH720120F, HH8A v F—7 2 — A THR— NRIHEREEZ AN T 20BN H S, (dotlx port-
control =~ > N auth-mac enable =~ > | auth-web enable =~ > )

[ E 5]

LAN R— M #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—/K X s DFE

[EX]
radius-server host rost [auth-port port] [timeout time] [retransmit count] [key secret]
no radius-server host

[F—T—F]
auth-port : RADIUS $— N—OF8iEH UDP A — hEEARET D
timeout : RADIUS $— 3=~ DERIT S 5 BRI 2 3E 2
retransmit : RADIUS $— "—~DERFREE AR ET D
key : RADIUS —_— L OBERFIEHT 532U — 2R ET 5
[73F A —&—]
host i IPvd 7 FLZ(AB.C.D) £721X IPv6 7 R L A(X:X::X:X)
IPv6 U > 7 a—RNT RUAZBET DHEIE, EHA VX =T 2= ABRET 2ME R D
% (fe80::X%vlanN D)
port 1 <0-65535>
FSAEM UDP K — 3 5 (G IR ITAE D 1812 2653 2)
time : <1-1000>
B FERSIRE [ (FD) (48 WS IF 1 radius-server timeout =1~ > R E(FIHIME 5 FONZHE D)
count : <0-100>
TR P4 (4 WS BRI X radius-server retransmit =~ > Ra% & (FIHIME 3 [0)29E H)
secret DOCPARBETERE IO . A=A ERREATE S (128 XTLIN)
HAGRA T — RGBSR radius-server key =2~ > R%EICHE D)
[FIHIERE]
7L
[AJIE— K]
Ja—nm"narz4 7 b—va e —F
[BLFA]

FREY— =1 A MY — =% BN 5,
AT R =58 TH D,
no R Ta~r FEETLESEAIR. BE LY —R—2FGE——1U 2 b B HIRT 5,
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[/ — b
FREMIL. (radius-server timeout =~ > N DF% FEfH) x (radius-server retransmit =~ > KO EME + 1) x (RADIUS
~/\~§5{) DAEAS, auth timeout server-timeout =~ > O EMNIZR D KO ICHET HIVLENH D,

LLDP H #7% EREHE TR E S N7 radius-server host =~ ROKEIZIL, —HMRHRETHDL Z L 2%

I "dynamic"4 7Y 3 UAMTE &S, "dynamic"A 7Y g UM E STV A A, write 2~ REFEITLTH R
A=K T v Tar7 4 JITRFES R,

[BEH]

IP 7 R LA 192.168.100.100, & FFHERFR] 10 B, BEOREEREELS Al & U TRRREY— 3 — U X MZIBIMT 5,
SWR2311P (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 R L2 192.168.100.101, FAFEM] UDP 7R — |k 1645, A /S U — Rabede" ZFalE ¥ —/3— U X MZIBMNT %,
SWR2311P (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

7 —77 b RADIUS % —/"—ZRGE — 3 — U X MBI 2,

SWR2311P (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS —X— 1 EH 7= DILEHFLEB ORE
[EF=R]

radius-server timeout time

no radius-server timeout

[/NT A—=F—]
time : <1-1000>

SERIGE AR (7))
(AR E
radius-server timeout 5
[AS1E—F]
Ja—r)arz 4 —yarE'w—NR
B

RADIUS ¥ —/R— 1 EH 720 OIGEH BN Z R ET 5,

no JEX Ca~r REFEITLEEGAIR. PIHIREICRES,

[/ —F]

radius-server host =~ > RN CH — —[EH OERISEFHFF AR E IN TV HEA. radius-server host =< 2
DEENHED

BREEI
(radlus server timeout =~ > N D E(H) x (radius-server retransmit =~ > RO EME + 1) x (RADIUS ¥ —/3—%0)
DOFEZAS, auth timeout server-timeout =~ > KO EMENIZ/2 D X 5 IZHHET 2L NH D,

[ EH]
RADIUS H—_— 1 B5H 72 DISEFRF LR A 10 FICERIET D,
SWR2311P (config) #radius-server timeout 10

5.3.22 RADIUS ¥ — —~DERFEE DR E
[E=]

radius-server retransmit count

W

no radius-server retransmit

[/3T7 A —=HF—]

count : <0-100>
FOR A

(IR E]

radius-server retransmit 3
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[ASTE— R
Ja—x\)aryz 4L —y g T — R
[FRHA]
RADIUS H—/N—~DERE LA ZHET D,
no FEXTavy REFTLEESIE. UIHEREICES,
[/—}]
radius-server host =~ o R TH — S—[EfG DO ERFEEBARE STV 535G, radius-server host 2~ > ROk
EZHED
[ EH]
RADIUS H—/N—~DHERFEEEZ 5 FIIRET D,

SWR2311P(config) #radius-server retransmit 5

5.3.23 RADIUS ¥ — R_—3HF R T — RORE
E&N|

radius-server key secret

no radius-server key

[NTA—=F—]
secret A RRAT— R
FABHT B LT, 7 A= ZER<EMARLT(128 SUTFLIR)
(AR E]
no radius-server key
[AJ3E— ]
Jsa—x)ars 74—y g — R
B

RADIUS #—"— & O@ERFICHERT A IR T — REFRET 5,

no B Ca~r REEITLELAIE. PHRTEIIED,

[/—F]

radius-server host =~ > R CH—N"—FEHDOLF NNAT — RRBREIN TV AHEE. radius-server host =< > KD
BRIEIZHED

[ E B

RADIUS #—/"— & DA /XX T — K& L Tabede" 2% ET D,

SWR2311P (config) #radius-server key abcde

5.3.24 RADIUS ¥ — X —fi Fi il RE ] D g% E
E&V

radius-server deadtime time

no radius-server deadtime
T A—F—
time 1 <0-1440>
RADIUS - —/S— o I R (45)

(#1313 2]

radius-server deadtime 0

[AS1E— K]
Jua—)aryz 4 lb—y g rEw—NR

B
RADIUS —/R—~DERN X A LT U b LIz &, SV —_"—DHZ T 2R E2RET D,
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no JERTa~r REFATLIEGEIE. WIRREICK D,
[BREH]

RADIUS H—/X— i FIMGIRFE 2 1 2012 ET D,
SWR2311P(config) #radius-server deadtime 1

5.3.25 RADIUS % — —|Zi@%H19 5 NAS-Identifier DR E
[EX]

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

[73T A —%—]
line DORRBISCT (253 SUFELLN)
NAS-Identifier )&t & L CERE T HEE D LFEF|
[F1H1R 2]
no auth radius attribute nas-identifier
[AJTE— K]
Ja—naryr7 4 Jlb—y g rF—NR
[FHA]
AN— FFEFFHEREIZ BT, RADIUS Y—/3—|Z NAS-Identifier JEM: & U CRENT LB DO LTI Z R ET D,
ARE % LI24E 1%, RADIUS ¥ —/3—(Z NAS-Identifier B & U CHEE L, s EZHIR LIS i@ma s+
al
no B Ca~r REETLELAIE. PHRTEICED,
[BXEH

RADIUS Y—/3N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] 2+ > Fd 5,
SWR2311P (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 " — FRIHEWRDOF R

[EFX]
show auth status [interface ifname]
[F—TU—F]
interface CEBEDA L E—T 2 — ADEROBRERRT S
[/NT A—F—]
ifname LA —T 2 — AL
FRTHEA L H—T 2—A
[AS1E— K]
FEFFHE EXEC £ — R, F#E EXEC E— K
[ﬁ%]
N RREMSBE DR TEREE, B L OBIEORFEREEZ TR T 5,
[ﬁﬁ%]

A— R rﬁi&%ﬁﬁj—é

SWR2311P#show auth status

[System information]
802.1X Port-Based Authentication : Enabled
MAC-Based Authentication : Disabled
WEB-Based Authentication : Enabled

Clear-state time : Not configured

Redirect URL :
Not configured
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Auth-web custom-file

There is no custom-file

RADIUS server address
192.168.100.101 (port:1812)

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode

Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode

Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout

Quiet period
Controlled directions
Protocol version
Clear-state time

5327 37U B MEBRODER

Auto (configured:auto)

Disabled (configured:disable)
Disabled (configured:disable)

Single-host
Disabled
Disabled
Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2
Authorized
Not configured

Force Authorized
Disabled (configured:disable)

Enabled (configured:enable)
Multi-supplicant

Disabled
Disabled
Disabled
3600 sec
2 times
30 sec
30 sec
60 sec

In (configured:

2
Not configured

both)

(configured:-)

[EFX]

show auth supplicant [interface ifname]

%

interface

[73F

ifname

AT

U— K]

A—p—|

B —T 2 — R

BRTAHAA L E—T =2 —R

T— F]

ke EXEC £— R

B
e

B

|

NEREICBIT A7 U v MEWREERRT 5,

]

LAN R—F #1l OV 7V v MEREERT D,

e A v 2 —T 2 — ADEWRO LA FRmT 5

SWR2311P#show auth supplicant interface portl.l
MAC address User name

1.1 0011.2233.4455 user

Port

port

Status

Authenticated

VLAN Method

1 802.1X
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5.3.28 MEMEWMDOE T

[EX]
show auth statistics [interface ifname]
[F—U—F]
interface COBEDA VA —T 2 — ADMEHER O A FT D
[/XT A—F—]
ifname DA BR—T = — R4
BRTHA o H—T =2 —R
[AJTE— R
FEHFHE EXEC £— R, FiHE EXEC £— K
B
A— RERREIZ BT 537 v NOMEHERE R TRT 5,
[ EHI]

LAN /R— b #]1 O#EFERE L RT D,

SWR2311P#show auth statistics interface portl.l
Interface portl.l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames : 11
EAP Request ID 1
EAP Request C
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge : 9
Access Accept 1
Access Reject 3 0

Transmitted packets : 10
Access Request : 10

5.3.29 HEtE#MD 7 Y T
[ER]
clear auth statistics [interface ifname]
[F—U—F]
interface D REDA v H =T 2= ADIHFERORE T VT T D
P85 A —%—]
ifname DA UHE—T 2 — R
FRTDHA VA —T 2 —R
[AJ1E— K]
F§HE EXEC £— K
[BLFA]

R— FREREIZE T 237 v b OKEHERZ 7 VT3 %,
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[BREH]
LAN R— bk #1 OfatiEe 7 V7§ 5%,
SWR2311P#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — NN—REBFBDOET

[EFX]

show radius-server
[AFTE— ]
¥iHE EXEC £ — K
B

RADIUS H——IZHT 2R EHME LT D,

FREY— /N —1U 2 MK L Toh 5D RADIUS Y —"— D EF (Y —/S—AR A b §3EH UDP A — hEH, HLF
RAT— R BERISEFHERER ., BORFEREE, I — N—EHIHIRE) 2 RrT 5,

[ EH]

RADIUS #— " —ZBT DRER#HE R T 5,

SWR2311P#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.31 Web FRFERRIhE DU ¥4 L7 b4 URL ORE
EEN|

auth-web redirect-url ur/

no auth-web redirect-url

[/XF A—&Z—]

url DOCPARET B XONEATRE (BK 256 X
U XA L7 D URL

[FIEAER E]

no auth-web redirect-url

[AJTE— K]

Ja—\)ary7 4L —ya T — R

[FRHA]

Web FRFERIZICU ¥ A L2 b3 5 URL 2R ET 5,

no JE X CTHEAIT LT ARG DO Y X4 L 7 MEREZ BRI 5,

[/—}]

"EGATEURL ZIEETHZ LIXTEEHA,

(B EH]

Web F8RERREIR D U XA L7 NHEIT http://192.168.100.200 Z F57ET 5,

SWR2311P (config) #auth-web redirect-url http://192.168.100.200
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5.3.32 FBEERRED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—T—F]
all D ATOH TV Ay NORFEREEZ 2 VTS
interface D BREDA A —T 2 — R EIN T WA YU b FORGRREER 7 U T T 5
supplicant D BREOY T b FOFRERIREE 7 U T TS
[T A= —]
ifname LA UE—T 2 — A4
TIVTTHA L H—T = —R
mac-addr : hhhh.hhhh.hhhh (h 13 16 #E%%)
XD MAC 7 R LA
[AS1E—F]
FiHE EXEC £ — R
(@]
Y7V b OBIEREEZ 7 VT 5,
[FE B

LAN A— b #1 IZEHE SN T\ L7 U o FOFEGEREERZ 7 U 7§ 5,
SWR2311Pf#clear auth state interface portl.l

5.3.33 FBALIREED 7 V) T4 B RZ DOREE AT H)

[EX]

auth clear-state time time

no auth clear-state time
[/NT A—F—]
time o <0-23>

FAEIRRER 7 U 79 5 R

[F1H1R 2]
no auth clear-state time
[AS1E— K]
Jua—n~pparz 4 J—yarE—NK
[RREA]

VAT AERIZY T 1 S OFRGEIREE 7 ) T AR R ET D,

no JETIAT L2 GA 1, REEREE 7 VU 7 3 2O E 2 HIBRT 5,

[/ — ]

AH—T 2 —RIFBREREE R 7 ) T T ARLANRRESNTWDLE, A V¥ —7 = — RITRE SN RLCREGE
RREDZ VT AT D,

B HI]

VAT LRIRTY T FORGEREE 7 U T LR & 12 FRCRET D,

SWR2311P (config) #auth clear-state time 12

5.3.34 BREEIRFED 7 U T AL DR E(A v H—T7 = —R)
[ER]

auth clear-state time time

no auth clear-state time
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[$F A—%—]

time <0-23>
bRz 7 U T D R

[WIHIRRE]

no auth clear-state time

[AJ1E— ]

A HE—T 2 —RE—F

[FAA]

SHBA VA —T A ATV bOFRERIREE 7 U T4 A% &
no IR CHEAT LI=HA

[/—H

I, RREIREEE 7 U 7 HHEZ D

Hﬂiﬂ‘é—éo

REZHIFRT 2,

ARza<>2 RKIZLAN/SFP A — B L OGGELA v Z— 7 = — RIZDO AR E T HE,

MBEA L HF—T 2 ATIIV AT LAERICGGRGEIREEZ 7 UV T T AN BRESNLTNTE, Kavw 2 RTRESIN
7':_ %E*'J“an 'H( 5@7 )7{/??50

[ EH]

LAN R— b #1

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #auth clear-state time 12

5.3.35 Web

RRELEIE # A 5~ A X7 7 A VOB

R EINTZY T Y B NORBIEREEER 7 U T AL & 12 RFIZERTET B,

[EFX]

copy auth-web custom-file all src_config num dst_config num
copy auth-web custom-file filename src_config num dst_config_num

[—U—

all

35

filename

src_config num

dst_config_num

N

TO Web iRFEREH I A~ A A7 7 A VEaE—3 5

—5—

PSR LU EARL S

Web SREFHEEH I A X~ A ZAHAT 7 A NDT 7 A V4

abt—ghar 7 4 T&KE

R P

0-4 AR—= R T v a7 4 I&Ks
sd SD 1— K
av—Senar T 4 V&S

X EE A

04 AE—=RNT v Tar7z 4 rEs
sd SD 71— KR

[AJTE— K]
et EXEC B— R

[ﬁ%]
Web 78

[/ — P}

B AR A RO T 7 ANV at —F 5%,

SD 71— RMNBAA »F~ Web sHGEBIE N A X~ A A7 7 A Va2 —F 55515, SD I— RO RS/

startup-config/web-auth/ |

KT ANERB LTI,
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SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZXRICL TARa~vy REETTHE T —L
75,

[BXEH]
TO Web JRFFEE A A ~A A7 7 A NVESD H—FKNBAX— T v a7 4 7 # ~ab—3 5%,

SWR2311P#copy auth-web startup-config all sd 0

5.3.36 Web SREFEIE N A X~ A A7 7 A )V OHIK
(&)

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[F—TU— K]

all © ATO Web @BREHEII A A X~ A A7 7 A VEHIRT 5

[R5 A—5—]

filename DA R L ONEARE S
Web FBREEI[ 7 A X~ A AHT7 7 A VDT 7 A N4

config num Do arv I 4 IEE
B lad
0-4 AR = T v Tar7 4 J&KE
sd SD /71— K

[AJ1E— K]

¥i#E EXEC £— K

B!

Web FRAEBE N A X~ A ZAHD T 7 A4 L &2HIERT 5,

[/ — 1]

SD 71— R~ S TWARVIREETIE, SD #— FIN® Config ZXRIZL TARa~vy REETTHE T —L

b,

[3XE B

logopng # A X — N7 v a7 4 J#H O HIBRT 5
SWR2311P#erase auth-web startup-config logo.png 0

5.3.37 EAP /X2 A L —DERE
[EX]

pass-through eap switch
no pass-through eap

ST A—F—]
switch : EAP A2 L—DEME
REE B!
enable EAP /XA Z)L—ZHNZT 5
disable EAP /R A Z )L — &2 %
(AR 2
pass-through eap enable
[AF1E— F]

Ja—x\ a7 4L — g E— R
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[FHA]
EAP /N A A )V—DHE /%2 Y) 0 X2, EAPOL 7 L — A DRE R[S 2R ET D,
disable Z f8E L7236 1%, BAP 7 L — A& HET 5,
no B CEIT L7=HHE. F721L. enable Z45TF L7=A 1%, EAPOL 7 L — A& 55T D,

[/ —F]
802.1X FRFEMSRENH N 72 A v H— T = — AT DOW TGS RE Z BE L, EAP /XA X)L — D EIT#EH S,
[RXEHI]

EAP /XA Z )L — % T 5,
SWR2311P (config) #pass-through eap disable

54 R—hEXF2UT 10—

541 R— X =V T 1 —BEORE
E&
port-security enable

port-security disable
no port-security

[F—TU—F]

enable DR —= X2V T —BEREEAICT D
disable DR —= X2V T R EICT D
[(WIHIRRE]

port-security disable

[AS1E—F]

A H—T 2—AFE—F

(@A

RBA B —T 2—AZX LT, A—bEXx=2VT 0 —iEEZHHT 5,

no B TEITLTZEE. £721d. disable ZF8E L7255/ IE. MRSV H—T =2—ATHR—bEX=2 T ¢ —HFEE
L35 [ RSN

[/ —}]

AK=a< RILLAN/SFP R— M B L OGREA ¥ — 7 = — AT D HGHE AT RE,

A= hEXa U7 0 =BT ANT LIERER T, BE I TV R WEmRITEIEI N D,

[ EH]

LAN R— b #1 OFR—+ X2V 7 o —HiE2 AT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security enable

5.4.2 ZFF] MAC 7 R L R &b
[EF=R]

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—T—F]

vlan : VLANID #45/E

[NT A—F—]

mac-addr : hhhh.hhhh.hhhh (h (T 16 #E%0)

RO MAC 7 R LA
action : mac-addr 58D 7 L — LITxIT HEME
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RIEE B!
forward 21T 5

ifname : LAN/SFP A"— M E 70Tl f v 4 —T = — X
XMEDA B —T = — A%,

vilan-id c <1-4094>
X420 VLAN ID

(IR E]

L

[AJIE— F]

Jua—nm"Nnarz4 7 b—va e —NF

B

R—bhEFa T —52FNNILI2AR— N THREEZTF AT 5 MACT RLRAEZRET D,

no FETIAT L2 GA X, BEREHIRT 5,

[BRE ]

MAC 7 F 1 00:A0:DE:00:00:01 %, LAN /R— k #1 OFF A7 KL A &L L TEET 5,
SWR2311P (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

E

e

543 %2 VT 4 —EXEEOEHED
[EF=R]

port-security violation action

no port-security violation
85 =5 —]
action D R—bhEX2 T o —EREOEE

B{EE— K 24 B
discard Xy Ml
shutdown R—rETYy N T

[F1H1R 2]

port-security violation discard

[AFTE— F]

A H—T2—AE— R

[REA]

RGA A —T 2 — R ZH LT, R—bF2 VT 4 —EXEOBMET 7 v a Y ERIET D,
no IR TEIT L2 E 1. IIHIREIZRES,

[/ —h]

shutdown E— R Ty ¥ v N T EN7-A— F&EIHIE 584581, noshutdown =~ REHWD
AKa< > RiZLAN/SFP R— b B L OGREEA ¥ — 7 = — A DA E I HE,

Bl

LAN R— b #1 OERFEOBEMEZ R — N T EET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security violation shutdown

544 FR— X2V T 4 —EHOER
[

show port-security status
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[ASE— K]

¥i#E EXEC £— K

[FHEA]
H—bt¥a )7 —tEHERTT 5,
[ E B

R—hEX=2 T 4 —FRERTT D,
SWR2311P#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
5.5 = 7 —HRiikEee
5.5.1 errdisable JREED> & D B B)E IHEEBE DEXE
[EFX]

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—7—F]

interval © BEE AR O E

[73T7 A —5F—]

function . errdisable DJRK & 72 5 i#RE

REME S

bpduguard BPDU # — RE&RE
loop-detect Jb— 7 R RE

interval : <10-1000000>
HEhEIH 2 & TORFHEIED)

(IR E]

no errdisable auto-recovery bpduguard (BPDU 7' — FHiiE)

errdisable auto-recovery loop-detect interval 300 (/L — 7k i HE)

[ASIE— K]

sa—\)varZ 4 S L—varE'— R

BN

=T — R HEAEREIC L o C errdisable IREEIZ /R~ 72 & S ICHBEIWIIZIEIH T 2H6REZ BNC LT, BEMEIHT 5 £ TOR
MERET D,

interval Z4 M L7561, 300 B3GR EIND,
no IR CTHEAT LG4 13, BEMEIRMREN TR & 72 5,
[/—F]

Ko~ R&2EITT S0 BPDU ' — FHHEIZ X - T errdisable MR AEEIZ 72 - 7= LAN/SFP &"— k Tli. k[l BPDU %
BHE L IR EDLEENKREND,
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[BXEH)
BPDU 7 — R C errdisable IRBEIC 72 o 7= & & D HENVEIHAZ AN L. #IHERI % 600 #2725
SWR2311P (config) #errdisable auto-recovery bpduguard interval 600
Jb— 7R C errdisable IRREIZ 72 o 72 & O BENEIH &2 HENICT 5,
SWR2311P (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHEEDBEHRRER
EEN
show errdisable
[AS1E— K]
FERFHE EXEC B — R, %7 EXEC £— F
(R EA]
T —RHEREDIFREERT D,
UToHEENRRREIND,
 errdisable JRAED & D BEWE [H ARG D>
o errdisable JREED A v # —T = —ZAB LT T —Z M L7-f46E
[ EHi]
=T — SRR E R AP R T D,
SWR2311P>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect

5.6 PoE

5.6.1 PoE ¥R EBHERE DR E( AT D)
E&N|

power-inline switch

no power-inline

[T A—F—]
switch o VAT AARIRO PoE MR DR E
RIEE B!
enable VAT LAIKD PoE K EMEREZ AN T D
disable VAT KAAERD PoE K HEMERE A AN T D
(IR RE]
power-inline enable
[AJ1E— F]
sua—narz4 7 b—va e —R
B

VAT NERTO PoB MAEMEEDFH R - M ERET D,
no IR CEIT LIS IR EICRE S,
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[/ — 1]

S AT BAIKD PoE MBMIEN AT o TOTH, EHOR— b L ITHERES B SNTODHA, 20
A= MBI B,

Batl]
VAT AERTO PoE #SEAEREEZ AT D,

SWR2311P (config) #fpower-inline enable
VAT KR TO PoE #GEIHRE &2 HENIZ T D,

SWR2311P (config) #power-inline disable

5.6.2 PoE #5EBMEREDREAM vV H — T = —R)

[EX]
power-inline enable
power-inline disable [delay time]
no power-inline

[—7— K]
enable DORBA B —T = — AD PoE #AEMEEA AT D
disable DR A U H—T = —AD PoE #AEHERE R T D
[/XT A —F—]
time ;. <1-3600>
FRFEE IR F T OERLERE (D)
[#IEIEXE]
power-inline enable
[AF1E— ]
A —T 2= RE— R
[AA]

KIGA X —T = —AD PoE e EMREDH L) - TN ERET D,

no FECHEAT LGS I3 WHIREICR 5,

fadEls Ik CORERM A FEE L7cHma. 2~ v FETH LIRERFFEZ IZ power-inline disable 735% & S5,
F7-. LLDP |Z X % HEEEHRE(Idp auto-setting) 3 H 2N 70856, A mE S (LB IE H I IHRFE O v~ N EERR AP 123 LT
WEEIEOZ A I T RNBHIND,

[/ —}]

PoE R— "SR Clda~y REfTZF— L5,

A B —T 2 —RAF— FTHREBENANCR>THThH, UTORSITHRE SN,

o VAT LAEIKD PoE FEERENEN o TV D LG

XAR— bR vy MU KRBT HAEITAG T 2,

BB T IR E ARSI L T\ D720, T =7 a7 4 7 ETld power-inline enable & L Tl 5,
[ EH]

portl.1 T® PoE #aEEMEREL AN T 5.

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #power-inline enable

portl.1 T® PoE #a fEFKARE & MEMNIZ T 5.

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #power-inline disable
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[EFX]

power-inline description /ine

no power-inline description

[$F A—%—]
line D64 SUFLAN DT
[FIHIRRE]

L

[AS1E— K]

Ao B =T 2 —RAE—F

[

PoE 7R — Mt %5 PD HZR OB L 2R ET D,
[/— ]

% E U727t 3CId show power-inline ==~ > K CF/R S b,

[ EH

portl.1 (8T 5 PD #ar DA & L CT"API" 25X ET 5,

SWR2311P (config) #interface portl.1

SWR2311P(config-if) #power-inline description AP1

5.6.4 POE IR — N DIGEBELEDOHRTE

E&
power-inline priority priority
no power-inline priority

[T A—=HF—]

priovity S e e
B EE BL
critical e
high =
low {15

(AR E

power-inline priority low

[AJ1E— F]

A HF—Tz—AEF— R

B

KBA B —T 2 — ADIEEIELRET D,

R — b ORBERE 2 tHE TRERE ) LR & B[RS 725513, BEIRMLO b 5 & B IRV — b ~OfgEZEIET 5,

no A THFEAT L7 A I3 EICR D,

[/—}]

FRFEMESLE 1L show power-inline =~ > R CH/REN 5,
[BEH

portl.5 D EMEESCE % high(F)IZT 5,

SWR2311P (config) #interface portl.5

SWR2311P (config-if) #power-inline priority high
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5.6.5 H— Ky ROZE

[EFX

power-inline guardband watts
no power-inline guardband

[XT A —=F—]
watts ¢ <0-30>

H— R ROME(W)
(AR E
power-inline guardband 7
[AJIE— F]
Jua—nm"narz4 s b—va e —NF
B

H— R REHRET D,

T — R Rk, REOKERIEZ T2OICRET DG FTREE ) ERIZH L ToO~—Y 0 Th 5.
AR ATRETE N3 — KX RELF & 225 72854, PoE 7R— MIHTT-IC PD BESR 2 Bt L CHE SN2,
OW ZH8E LT=GA . H— R0 RIFEME L Z2uy,

no I THEAT LI B IIHIIRRE IR 5,

[/—H]

[ EH]

H— RN RE30W 12T 5,

SWR2311P (config) #power-inline guardband 30
H— Ry REBNT 5,

SWR2311P (config) #power-inline guardband 0
H— RN RagIREICRT,

SWR2311P (config) #no power-inline guardband

5.6.6 PoE #a BB IE MO TR

EEN
show power-inline
show power-inline interface ifname

[T A =5 —]

ifname : PoE AR— b
[AJ1E— K]

e EXEC E— R, %M EXEC £—
[RLBA]

PoE R— h Dl & 21 5,

ifname 8T T 5 &, $FED PoE R — h OiFMEREFRT 5,
[/— ]

[BREH]

PoE R AR+ 5,

SWR2311P#show power-inline

PoE Status
Available Power : 124000mwW
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Used Power : 20500mw
Remaining Power : 99500mW
Guard Band g 7000mW

Operation Status: Enable

PoE Interface

Interface Admin Pri Oper Class Power Max Description
(mW) (mW)
portl.1l Enable High* Powered 4 12000 29536* AP1
portl.2 Enable Low Standby n/a 0 30000 n/a
portl.3 Enable Low Powered 4 6800 30000 n/a
portl.4 Enable Cri Powered 2 1700 7000 n/a
portl.5 Enable Low Standby n/a 0 30000 n/a
portl.6 Enable Low Standby n/a 0 30000 n/a
portl.7 Enable Low Standby n/a 0 30000 n/a
portl.8 Enable Low Standby n/a 0 30000 n/a

* - Assigned by LLDP.
portl.1 DfFEMEHRZ KR T D,
SWR2311P#show power—-inline interface portl.l

PoE Status
Available Power : 124000mW

Used Power : 20500mw
Remaining Power : 99500mW
Guard Band 2 7000mwW

Operation Status: Enable

PoE Interface portl.l

Powered device type : n/a

PoE admin : Enable

Priority : High*

Powering status : 2-pair

Detection status : Powered

Current power consumption : 12000 mW

Powered device class g 4

Powered allocated : 29536 mw*

Powered pairs : Signal (Alternative A)

* - Assigned by LLDP.
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Layer 2 $%5E

6.1FDB(Z + UV —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 2 ZEERED
[

mac-address-table learning enable
mac-address-table learning disable

no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZ AT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—s\varz 47—y a e — R

[FAA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT B L. MAC 7 R L R FEEERSREN R & 72 5,

[/ —F]

MAC 7 N U A ZEEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 /WA A F Iy 7z b —
DGR S LR,

(BB

MAC 7 N L R EEEREZ AT D,

SWR2311P (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

[EA

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—&—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Ja—nm"Nvarz 4 b—va e —NF
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no IERCHEAT LI A I3 EICK b,

[/—F]

Ko<y RTRELERRE & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND . TORHE
EDOMT, BENELDEAEND D,
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[BREH]
HAFIv Iy M) —DZ—T T2 A L% 400 HIZT 5,
SWR2311P (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR
[ER]

clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id

clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T7 FLAZIRET D
vlan : VLANID #f5E7 %
interface DA E—T 2 —AERET S
instance : MST AV AF L AZFRETD
[/XT7 A—=5—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA ¥ — 7 = — ADAH]
KROA R —T x— A
vilan-id o <1-4094>
%42 VLAN ID
inst o <1-63>
KD MST A A% A ID
[AJIE—F]
¥#HE EXEC E— K
[BLFA]

MAC 7 RLVAT =T Ninb B A F Iy 7w M) —&HIRT 25,

F—U— RFEBEELLHEE. HERMHC B Lz P =R ZHIRT 5,
F—U—RZREELRVWGEEIE, 2ToX AT Iy 7 M) —%HIBRT 5,
[EAEBI]

MAC 7 R L Z7300a0.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWR2311P#clear mac-address-table dynamic address 00a0.dell.2233

614 REZT 4 v 7 N —DRE
[

mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET 5%

[/3F A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

XHERDO MAC 7 KL A
action : mac-addr 56D 7 L — A% A EME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5:0 VLAN ID

(IR E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

MAC 7 VAT —TNWVIZAXT 4 v 72 b)) —%5E5kT 5,

action |2 forward R E L HE1T. RELEMACT FLABIORVLANID IC—H LEZET7L—2o% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—HKL7-ZE 7L — L%, fFIES
Do

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7281, VLAN#l DR ES NS,

[/—F]

action \Z discard Z3RE LT, mac-addr [~V F X ¥ A K MAC T RLRZIBETLHZ LIXTE R0,
mac-addr \ZLLTF O MAC 7 RL A BET 52 LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.¢200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.£EFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 5 & 9 Békd 5,
SWR2311P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, % EXEC £— R
B
MAC 7 RL AT —T NV E2HE T 5,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e MACT FL X

o T L—AIZxT 2 EME
o TV MY —FE

. T—VUITHAN
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2311P>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L AEDER
[EX]

show mac-address-table count
show mac-address-table count interface ifname

show mac-address-table count vlan vian-id

[F—U—F]
interface D EDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAEKRT 5
[R5 A—&—]
ifname DRI DA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaH A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9 % VLAN ID
[AJ1E— K]
FFeME EXEC & — R, %74 EXEC E— N
[FHA

FDB = F VIZHFHFHINTWAS MAC 7 RL A A FTRT D,

HEIPEIC L VBRSNS AT Iy 77 FL A, BEO, FBIRBRESNIEALT 4 v 7 T FLADOBRBIENSRT
S,

[B%E B

FDB = F V2B SN TWS MAC 7 RL A A FRT 5D,

SWR2311P>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN E— R~DOB1T
[EFX]
vlan database
[AS1E— K]
Ja—n)ary 47—y g — R
[
VLAN A % —7 = — ZADFEFEZIT 9 128D VLAN E— RIZHITT 2,
[/ —}]

VLAN £— b7 a—n\ a7 4 7 b—va T — NICRED I exit 2~ RafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT5,

[B%E B
VLAN £— RIZBIT9 5,
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SWR2311P (config) #vlan database
SWR2311P (config-vlan) #

6.22 VLAN A V' Z—7 = — A DX E
EN

vlan vian-id [name name] [state state]

no vlan vian-id

[F—TU—F]
name : VLAN O4HIZRET S
state © VLAN OIREEZFRET D
[/XT A —HF—]
vian-id 1 <2-4094>
VLAN ID
name DA L ONEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REME B
enable T U— LERET D
disable 7 L— A EEEE LW
[FIHIERE]
mL
[AJTE— K]
VLAN &— K
B

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT L2 EIL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BEREIN D,

disable Z45E L7285 A%, Mi% VLAN A V¥ — 7 = — A~OREIXETHIBRE L E T,
[/—}]

BEIZ name iR E I TS VLANID IZ%F LT, name ZAME L TR~ RERELT-HEIE. BRICERESI LT
5 name DE FEE IR,

vian-id |23 D VLAN ID Z#$8E e, 7277 L., #H3?® VLANID 2T L7-5451%. name ZFEETH N TE 2
AN

BERRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7»5 VLAN #4 £ TZIEIRT 5585 2-4

+ VLAN#2 & VLAN#4 Z38iR3 B546: 24

[ EHi]

VLAN #1000 % Sales &\ 9 AR CiXET 5,
SWR2311P(config-vlan) #vlan 1000 name Sales

6.2.3 77 4 _X— | VLAN OF&KE
B

private-vlan vian-id type

no private-vlan vian-id type
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55 A — 5]
vian-id o <2-4094>

vlan =~ R CRE S 41TV % VLAN ID
type : 7J A4 ~— | VLAN DOFdj]

REME A

primary 774~ Y — VLAN

communit EHH Y — VLAN(Z S 2 =F ¢ —

Y VLAN)

isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRR E]
L
[ASE— R
VLAN &— K
[

vian-id % 77 A4 ~X— s VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 4 X— bk VLAN ORENHIFEIN T, 8% DO VLAN & LT+ 5,

[/ —H]

3227 4—VLAN ¢ LCRETDHE, 774~V —=VLAND 7B I ABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o F—T 2 — R LIFWRETE AN, o=zl a2=7 41— VLANEB LT A Y L — k VLAN
BT AL v ¥ —T7 2— R LITBETX 2L A,

TAYL—RFVLAN L LTERETHE, 7I9A4A~U—VLAND T EI AT AR— M EDHBETLHIENTES
N, AI2=F A —VLANBLORT A YL —F VLANIZFTBTAMDA v Z—T = — AL ITBETE L5,

B!

UFD7Z A4 ~X— K VLAN Z&ET D,

s VLAN#100: 77 A~ U — VLAN

« VLAN#101:&® 4> % U —VLAN(Z 2 = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(7 4 Y L— b VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101
SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEHZ U — VLAN OFERE
N

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vlan-id association

[F—U—F]

add © fEE L7 VLAN % B#iAHT %

remove © fRE L7 VLAN OBS#EH T & HIBR$ 5
[/3T A —F—]

vilan-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEFRET HHAE. UTo Loz, """ aiATsZ &
« VLAN#2 705 VLAN #4 £ THIBIRT 255 2-4

« VLAN#2 & VLAN#4 &R 554524

(R E]
mL

[AS1E— ]
VLAN E— K

[FEA]

FFIAX—=FVLAN D7 T A<V —VLANIZXH LT, B XU —=VLAN(TA YL —hK VLAN, 23 =2=7 (—
VLAN)D BEAF 1T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESH#AHT ZHIBRT 5,

no FECHEAIT LG EIX. 774 ~ U — VLAN ~O BT & 3 X THIBRT 2,

(B 2B
UFDOTF7 4 _R—=KVLAN ZRELT=DOB, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
s VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101

SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

SWR2311P (config-vlan) #private-vlan 100 association add 101
SWR2311P(config-vlan) #private-vlan 100 association add 102
SWR2311P (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNETRLA— NDFRE

[ER
switchport mode access
[ E]
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
HWHEA o Z =T 2= ZAOR— MEEZT 7 E AR — MIRET 2,
[/— ]

K=z~ FILLAN/SFP R— M B X UGHELA » ¥ —7 = — AT D HGEE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N — M DRRENER SN D,

— MNiERAE T R — I T 7 AR — MIEE LA 1L, switchport trunk allowed vlan =~ > KD E
k & O switchport trunk native vlan =~ > K D% E S #I IR E L )j:< D,

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LANR— M #1 27 7B AR— MNMCERET S,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #switchport mode access

6.2.6 7 7 AR— MNH 72 LAR— bM)DFTE VLAN DORE
[

switchport access vlan vian-id

no switchport access vlan

[/NTA—=HF—]
vian-id o <1-4094>
A& 9% VLAN ID
(AR E]
switchport access vlan 1
[AJ1E— ]
A HF =T z—AE—F
B

KRAH—T 2 —ANT IV EAR—KME LTHIET S VLANID 2% ET 5,

no G CTHEIT LB AITIREICR 5,

[/—}]

Az~ R switchport mode access =~ > R23FRE S 4L TV 5 LAN/SFP AR — B L OGRELA ¥ —7 = — R 2D
IR E W] e,

REEA VA — T 2= ARG L L TR RERE LTSI, TOA ¥ —T7 =R BT HETO
LAN/SFP 7R — RN OBRENEL D,

N— b ERZ b7 7 R— MIEF LIZEAIF, Ao~y ROREDNUHIRTITED,

[ EH]

LAN R—hF #1 37 78 AR — 1 & LTHET S VLAN & VLAN #10 I[Z3RET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport access vlan 10

627 b7 I R— MNETFER— MNDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter SN T 4 —OEMEERET D

[73T7 A —=F—]

action D AT v —0EE
BEME B
enable AT AN =TT D
disable AN T 4 NE—ZWINT D

[WIHIRRE]

mL

[AS1E—F]

A H—T2—AE— R
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[FEBA]

ingress-filter 2% L 7283818, enable 2NERE SN D,

ADT 4 V2 =BG, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\W5 VLANID & —F L
LLEDRH, TL— AT 5,

ANTZ 4 B —=DNERGEIE, TTOT L—AZiRET 5,

[/— 1]

A~ FIXLAN/SFP A" — B X OGREEA ¥ — 7 = — AT D B iE I hE,

WA H =T 2= AR E LTRAY Y FERELILGAIE, O F =T 2= RAICFBRT22TO
LAN/SFP R — M DR ENEHE I D,

R— MNP ZET 78 AR — 5 b7 7 A — MIERE L7z5ATL., switchport access vlan == > K O3 E 23 A%
EIZR D,

FZ > 7R — k& LTHET S VLANID I, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[BRE ]

LANKR—hF#1 % b7 7 KR— MIRET 5,

SWR2311P(config) #interface portl.l
SWR2311P(config-if) #switchport mode trunk

628 NTF U AR— MNE THHER— M)DPTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all : ovlan 2w FTHREIINLTWATNTO VLAN IZATE S5
none : 2TOVLAN LS5
add : FBEL VLAN IZFTE S H 5
except © HEE L VLAN LSO, vian 22> RTREINTNDHTXTO VLAN IZFTE S5
remove : FBE L7 VLAN O iEXE5
[SF A—F—]
vlan-ids o <1-4094>
vlan =~ R CRE STV % VLAN ID
BEIEET %6, UTFOXHZ, """ 2EHTHZ &
+ VLAN#2 7»5 VLAN #4 £ CTHRIRT 554 2-4
+ VLAN#2 & VLAN #4 % RIR9 5355 2,4
[FIEIEXE]
L
[AF1E— F]
Ao B =T 2 —RAE—F
[RLBA]

HNBA LV E—T 2—AN T IR—FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID N X CHIBR SV CAR— MNERINT 7 B AR — MIEFEIND,



< R 757 L A | Layer 2 BERE | 209
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A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU D LAN/SFP AR — B L UGREEA ¥ —7 = — X (TD
FRE W] e,
WA BT 2= AERRE LTRaAT Yy RERE LEGAIE. TOA ¥ —T7 =— AR TH52TO
LAN/SFP 7R— F DRENEL S5,
RN— MERl 2T 7 2 AR — MIER LEEEIE, Ra~y FOBRESYIHIREICR D,
all £721% except #FHE L TRE LIZGAIL, ZORICEE Lz vlan 2 v RONENFICKBEN D,
all £7213 except ZH57E L TikiE L7 A 13, LLTOREEITI &, %0 OFfE L T\ % VLANID % add THEL
TEREICEHEEIND,
* remove ZFHE L CHT/E L T\ 2% VLANID ZHIfk L7 %E
« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L =556
except ZHHE L TRk E & 1T > 7%, add 257 L THRAE L Cu 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE LTEREICEE S LD,
remove & F5E L72&IZHTE L TV R VLANID Z48E T 5 &L =7 —I1272 2,
Az~ R & switchport trunk native vlan =~ > RO EIL, BEEL L 2D,
+ ARa<r FTHTE I ®7 VLANID ##5E L T switchport trunk native vlan =~ > K& E L7254&. fHE L
VLANID /6B S 655,
« switchport trunk native vlan =~ > R CEE I T\ 5 VLANID Z457& L CHTIR S ¥ 72354, switchport trunk
native vlan none 23i%E S 115,
switchport trunk allowed vlan add =~ > RC, vian-ids |Z"-"°"," & fAEDOETHRE LIZGE, W —Ya v
(Rev.2.00.08 LAFNIC R & a~ v REREICKIT 2, fiRE L CUEFICHEETER R ATRENRH D, FEH]:
switchport trunk allowed vlan add 101,103-105)
[BXE B
LAN R—h#1 & F 7 7 A— MIFRE LT VLAN# [ZFTE S H 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk allowed vlan add 2

629 FT IR — MNFTHRER— M)DRAT 47 VLAN ORIE
B

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[F¥F—TU—F]
none : A7 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLANID
(AR E]
switchport trunk native vlan 1
[AJIE— F]
A HF =T z—AEF— R
B

KRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZfEE L72HAIE. XA T 4 7 VLAN BENT/2 5, ZHICK VR A 2 —T =2—2ATIE, ZIELIZX V7%
L7 L —A5TET 5,

no IR CHAT L7258 I3 IRR EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU D LAN/SFP AR — B L UGREEA ¥ —7 = — X (TD
FRE W] e,
WA BT 2= AERRE LTRaAT Yy RERE LEGAIE. TOA ¥ —T7 =— AR TH52TO
LAN/SFP 7R— F DRENEL S5,
N— MEREZT 7 2 AR — MIER LIELGEIE, Ao~y FOREPVIHIREICR S,
Az~ R & switchport trunk allowed vlan =2~ > ROREIL, BEEIIL LD,

+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #fiE L CARa~ > RERE LHE, BELL
VLANID 726 S ¥ 615,

« ARa~ RTEE L VLANID % switchport trunk allowed vlan =~ > K CHE X ¥ 7244, switchport trunk
native vlan none 235X S5,

[ E ]

LANAR—bF#1 % T 7R — MIEELTRAT 47 VLAN IZ VLAN 2 2% ET H.

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk native vlan 2

6.2.10 77 A4 X—  VLAN O 7R— R DR E

(1

[ER]
switchport mode private-vlan port-type
no switchport mode private-vlan port-type

[/3T A—HF—]
port-type ¢ AR— hOEME
R B
promiscuous 7'a I AHAR— |
host RARR—
[WIHARRE]
L
[AJ1E— K]
A HE—T2—RAE— R
(@]

MRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZRET D,

no R TEITLIZGE ., MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN ORTEEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z DA E Al e,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e IV IR—PELTEIEL TS U F—T =2 — A

[B%E B

LANR—F#l 270 I 2D AR —F, LANR— K #2 ZHR A FAR— MIRET D,

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #switchport mode private-vlan promiscuous
SWR2311P(config-if) #exit

SWR2311P (config) #interface portl.2

SWR2311P (config-if) #switchport mode private-vlan host

E&

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7U—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN & ETH
[73T7 A —=HF—]
pri-vian-id o <2-4094>
774~ Y —VLAN & L TREIN TS VLAN ID
2nd-vlan-id o <2-4094>
Tt H ¥ Y —VLAN & L TRESN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE— R
[FLEA]

HNBEA LV HE—T 2 —ANT T A _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
VAU — VLAN % Bl T 5,

no WK TEIT LGS, HBA L H—T 2—ANKRAFR—=F L LTHIBT S 774~ — VLAN OREB LNk
H & — VLAN OB HEAT T 2 BBk 5,

[/— 1]
A 2= > R switchport mode private-vlan =~ > R CH A hAR— b & L TERE STV 5 LAN/SFP 7R — Mz D &
B E P HE.

pri-vian-id & 2nd-vian-id 1%, private-vlan association =~ > R CEHEfT T LN TV DHMERH 5,

switchport mode private-vlan =~ > K CR— hDOREBINAR A hAR— FLPSMIERE S8 E. Ao~y ROREIX
HiFRE N D,

[BREB]

HA L HE =T 2= AL FDOT T A _— | VLAN ZRET %,

o LANKR—h#1: 771 ~1U—VLAN#100, &5 > % VU — VLAN #101

s LANFR—bF#2:7714~VU—VLAN#100, & % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWR2311P(config)# interface portl.l

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 101
SWR2311P(config-if)# interface portl.2

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 102
SWR2311P(config-if)# interface portl.3

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A R— FDEE
BN

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add . 774~V —VLANIZXT D EH &Y — VLAN 2% ET 5
remove : 774~ U —VLANIZxT 58l &Y — VLAN ZHIBRT %
[T A—=HF—]

pri-vian-id . <2-4094>

774~ VY —VLAN & L Tix/E 3 TW% VLAN ID
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2nd-vlan-ids : <2-4094>
v &Y — VLAN IZEEE STV 5 VLAN ID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZEIRT 554 2-4
« VLAN#2 & VLAN #4 Z 8R4 254 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR— N LTHET S 74~V —VLAN Z%E LT, EH % VU— VLAN
% BT B,

R TCET LRSS, MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
YO &Y — VLAN OBBEN T 28R 5,

[/ —H]

Az~ FiX switchport mode private-vlan =~ > RC7 R I AN AR — & L THEIN TS LAN/SFP A — h
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, 7aIABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 22— ATHRETE D,

o "IV IFR—FELTEMELTCWAAS L H—T =—R

s mEA A —Tz—R

pri-vlan-id & 2nd-vlan-ids %, private-vlan association =~ > K CRIH (T SN TWDHIMENRH 5,

B v H— T 2 — AR E L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TDH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > R CR— hOFERIN 7 1 I AN AR — MUAMIRE S NTHE, Ka<wr RO
BEITHIBRE D,

2Ia2=7 4—VLANIZ, B 7 I 2B AR— MU THEEMNITAZ ENTE S,

1 OD7 7 A4~V —VLANIZx LT, D70 IADAR— 2R ETE D,

TA YL —FVLANHNDOA L X —T 2—ZF. 1 OO0 I AHAR—FEDBBENTRERT-D. 1 ODT A VL
— k VLAN ICHEST B D7 e 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—=F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. ©H % — VLAN
#101, #102, #103 % BHEAT T 2,

SWR2311P(config) # interface portl.l

SWR2311P(config-if)# switchport mode private-vlan promiscuous
SWR2311P(config-if)# switchport private-vlan mapping 100 add 101
SWR2311P(config-if)# switchport private-vlan mapping 100 add 102
SWR2311P (config-if)# switchport private-vlan mapping 100 add 103

H

6.2.13 " A A VLAN D& E
[E=]

switchport voice vlan #ype

no switchport voice vlan

[NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged ZTIR LT L—LEMHT S
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[FIEIERE]
L
[AJIE— F]
A H =Tz —AE—K
[
RAAVLAN OREET D, 77 EAR— MIRE LA L F—T 2= ADHFETE D,
VLANID Z48E L725A. fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF T 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 77944V T 4 X7 7L —ANLANID (20 T, CoS ENEE M7= 802.1p ¥ /)% 35/ b
T774v 7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— b #1 27”4 A2 VLAN & LT VLAN #100 [Z%ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDHE
EEN

switchport voice cos value

no switchport voice cos
T R =5
value ;o <0-7>

BRI R ET D CoS fiE

(R E]

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CEAR b T 7 4 v 71T RE CoS EHEZRET D,

LIF® & &2 LLDP-MED CHEEGias 1 Z5% & & 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o F4WR— T LLDP-MED %E52{E M A fE,

[ EH]

LAN 7R— k #1 THA A VLAN & L CHHTXE CoSE%E 6 (TR ET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #switchport voice cos 6

6.2.15 ;" A{ A VLAN @ DSCP fED & E
(&R

switchport voice dscp value

no switchport voice dscp

[T A—=HF—]
value ¢ <0-63>

HEGEHAR IZRE T % DSCP i
[FIHIRRE]

switchport voice dscp 0
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[AFTE— F]
A H—T 2 —AE— R
B

PG AR CE R N7 7 ¢ v Z IR T & DSCP XX ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E & WMad 5,

o MR — FTRARAVLAN BRESH TV D,

o #%Y7R— T LLDP-MED 263213 23 Al i,

[ E B

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/VF 7L VLAN 7 /L—7 1D
BEEEET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 2-4
« TN—TH#ETN—T #4 BEIRT D524

[FIEARE]

7L

[AS1E— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AV H—=T 2= AR LTI N—TEEE LIGE, #%%A ¥ —T =— AT, v/VF 7L VLAN 7 )L—7 3 H
CA v H—T 2= AMORTEETE S, [M L VLAN ThH, w/ILF 7L VLAN 7 L—T7R3E S 45, @ T/
|

MBS LS =T 2= A VI TN —va Vi LS — T = — ADRIEETE B,

MHPREE TIXE A v ¥ — T = — AT~ /L F 7L VLAN 7 /L—7 1R L7\,

no IR TIAT L7 A . VIMIREIZK D,

[/—H]

77 A4 ~— K VLAN & OfFHIZTE 20,

Voo 77—y Vil v A —T = — AR S DR — DO~/ F 7L VLAN 7 )b—T (X[ — 2T D3
Nd 5,

~NWVF TV VLAN ZV—TREAEN501%, R— NOT7+ T —F 4 7 OFH, BIFEO/NT > NI~ ALFTv
VLAN V' )V— T RIE DB Z T IR0,

~VIVF TV VLAN ZHEL TN TH, LTFTORBETELLHBETERNI DD S,

o A=V ITVY—DOT a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkfE

o —TRHoT ey 7iREE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7L —7 #10 \IZ3&ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport multiple-vlan group 10
SWR2311P(config-if) #exit



a2 KU 77 LA | Layer 2 #&HE | 215
6.2.17 <)L F 7 )L VLAN 7 )L — 7 DL BT DERE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7' ID
name PR AEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v — 7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 7D 7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 N— T4 E R ET D,

no JZTIHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHICHRET S,
SWR2311P (config) #fmultiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
[EX]
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : ¥VF TV VLAN ZERED YMPI 7 L — A RE DO B
REE B!
enable IR EEZ AN T D
disable TEIEEE 2 3 5
[(WIHIRRE]
multiple-vlan transfer ympi enable
[ASTE—F]
rua—Narsr 4 L—va R
[FLBA]
~NF TV VLAN RERFIZ, T~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ N NERT 72 ARA v NBREL DL F TV VLAN Z—FICFTR L TWT, 7T AKX — SR E 7~
ITHHRLAN = b — T — B A2FIH L7-WEA, ANCT o208 R’"H 5,

no I CTHFAT LI B IR EICR 5.

[FRE B

~/LF 7L VLAN @ ERF O YMPL 7 L — NGB HE 2 5hic 5,
SWR2311P (config) #fmultiple-vlan transfer ympi disable
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6.2.19 VLAN fE# D FE R

[EFX]

show vlan vian-id
show vlan brief

[F—U—F]
brief : A& TOVLAN [E# & #1725
[73F A —4—]
vian-id - <1-4094>

#7~¥4 % VLAN ID
[AJ1E— K]
FFrHE EXEC E— R, F§#E EXEC £—
[RLBA]
fEE L7 VLAN ID DIEHM A R7T 5,
UTOHEBENRERESND,

HAE B

VLAN ID VLAN ID
Name VLAN D4, i

VLAN OIRFE (7 L — LA EEET 5 0B )
State « ACTIVE: #5157 %
« SUSPEND : fizit L 72\

VLANID IZFTE L TWH A » H—T = — %
Member ports © ():TZEBEAR—MNETIRLAE—])
« ): hTUIHR—NEIHFER—])

[B%E B
2 VLAN 1§ &2 £ T 5,

SWR2311P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=
show vlan private-vlan
[AJ1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLEA]
7'Z A ~X— k VLAN O &RrT 5,
UTOEBANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID

SECONDARY &4 %Y — VLAN @ VLAN ID
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HAH GL]
th 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARR—=FELTHBLTWDAS VH—T 2 —R
[BEH]

7'Z A X— k VLAN O % &Rr7T 5,
SWR2311P>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 w/VF 7 )L VLAN 7 /L—FREBROFET

[EA]

show vlan multiple-vlan [group group-id]
[F—T— K]
group D RFEDSVF TV VLAN Z NV —T DI E AT 5
[/3T A =4 —]
group-id 1 <1-256>

~/VF 7V VLAN 7 /v —7 ID

[AFTE— K]
FERFHE EXEC £ — | %5 EXEC £—
(@]

~/LF 7L VLAN 7L — 7 DR ERER FTT D,

group FEE A B L7200, EBRICA v 4 — 7 = — X ZED B THERTWD VA —T T RTEFRFT D
YMPI 7 L — AEBBEEE DR EIRRE b R T 5,

[ EH]

~)LF 7 )V VLAN 7 )L — T DR EIREE F T D,

SWR2311P>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =272V —7u1 Fa)l)

E

e

631 AT LDANN=U T —D
BN

spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASIE— F]
Ja—x\)ary7 4L —g T — R
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[FEBA]
AT ANEERO AR T ) — BT S,
no B TEIT LG AR, VAT LAEBEKOANRN= TV Y —2G90MZT 5
[/—h]
ANRZ TV V=% FGNIT D7D, Ka~wr RZMATA v ¥ =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E B
VAT AR TAR= I ) —E ST D,
SWR2311P (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E

E&

spanning-tree forward-time time
no spanning-tree forward-time

[T A —F—]
time D <4-30>
RIS AERF I (D)
(MR E]
spanning-tree forward-time 15
[AF1E—F]
Ja—\ a4 L—gF— K
[

ARG BIERF M 2 R ET 5,
no JE CEIT LIZEA TR EICRE S,

[/— k]
Ko~y ROREZL T ORMEMIZ T VBN D D,
2x(NE—H A L+]) S RRT— VU TR = 2 x (IRRIRERFRH] - 1)
AT — 7 WX, spanning-tree max-age =~ R CHETX b,
A=A LI 2HT, BES LI LIFTER,
[FAEBI]
HR IR AR 2 10 IICERET D,
SWR2311P (config) #spanning-tree forward-time 10

633 KT — VT DORE

[EFX
spanning-tree max-age time
no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

BRT— v 7 HH)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Jua—mnarz 4 b—va e —R
B

RRT—V U TRHEZRET D,
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no TR CEIT LB ITWIREICRE S,
[/—}]
BRT—V U 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—UhEZEETIRHET 2R TH D,
Kavr ROBREFTUTORMEERIZTLERH D,
2x(MNE—=H A h+1) = RRT— 2 ZHEEE] = 2 x (EREEERE - 1)

A=

HRGEAERF ] 1X, spanning-tree forward-time =~ K CEHETZ 35,
NS A NI 2T, BRI L LI TERNY,

[BREH]

WRT—V U VR % 25 ISR ET D,

SWR2311P(config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 41

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—FR

[FHA

TV VT ITAF VT 4 ZRET Do BAEN/NSWIE EEREDN G,
no I CTHFAT LGB IR EICR 5.

[/—}I]

MSTP DAL CIST(A > A X v A #OWIK T HRE & 72D,

Bl

TV TTTAFVT 4 & 4096 (ZKET D
SWR2311P (config) #spanning-tree priority 4096

635 AV E—T 2 —ADAR=V TV Y —DORE

[F=
spanning-tree switch

[T A—F—]

switch D AR= 7YY —OEE
BREE BL
enable ANR= T Y —EH [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AS1E—F]

AU H—T2—AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHEERRET
no JE . CEIT LT H A TR EICE 5.
[/ —F]
Ko< RIiZLAN/SFP R — B L OGHELA v ¥ — 7 = — AT DA E I HE,
PR L H — T 2 — AZHTE LTS LAN/SFP R — MIxt L TAI~w L RERETH I LIZTTEX 0,
[EXEH]
LAN R— k #] TARX= 7Y U —HEHTT D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #spanning-tree disable

636 A F—Tx—ADY I EATORE

[EX]
spanning-tree link-type type
no spanning-tree link-type

[T A—=F—]

type NS
BRENE B!
point-to-point RAV NV —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— K]

B =T z—AEF— R

B

WHBEA LB =T 2= ADY) I B A TEHET Do

no TR THAT L 723 AI3HIIRR EIC R 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AZDO AR E HE,

FELA X — 7 = — AT LTS LAN/SFP AR — MIXf L TR~ RERET D Z LIETE 220,
LAN/SFP R — M &GaBli A ¥ — 7 = — R S E 11X, M5% LAN/SFP AR — MIXfT 2K~ RORED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree link-type shared

3|

637 A v EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX

spanning-tree bpdu-filter filter
no spanning-tree bpdu-filter

[3F A—F—]
filter : BPDU 7 4 V& U > 7 OEME
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REHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2—ADBPDU 7 4 VAU U T ERET 5,

no JEATIAT L7 A I3 EIZ R D,

[/—}]

A~ RIX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D H% iE I HE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— F ZiaBlA o # —7 = — AIZHTE S E72 8613, 5% LAN/SFP AR — MIx$ oK a~ 2 ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[73T7 A —=F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU 4 — N ZHZT 5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T=2—AF—F
[FiBA]

WA VA —T = —AD BPDU H— RERET D,

no FECHAT LG A IFWIHIRR EITR 5,

[/ —F]

AKa< 2 RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T 2 —AIZHTB LTV A LAN/SFP iIR— MIF L TARa~ > RERETH Z LT TE R,

LAN/SFP R — N ZigBlA ¥ — 7 = — R |ZHTR S ¥ 725613, Hi% LAN/SFP A — NIt 2R~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & o> T shutdown S 17285E1E, HUi% A o ¥ — 7 =—R|{Z%F L T no shutdown =
<~ REFE[TT L L THIATE 5,

S ¥ — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% LT shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,
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[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #spanning-tree bpdu-guard enable

639 AL F—T 2 —AD/INAITA NDERE

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[T A—F—]
path-cost ;. <1-200000000>

RA A ME
[FIEIEXE]
AUH—=T2—ADY 7 HEIEU T, LTOEEFEHT 5,
YINYS:J: 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 2 — AL, B LTWA LAN/SFP A— hD U v 7 i EEZ G5 L7 EE tic, /N2 32 MEMPRE
D,
[AJ1E— K]
Ao B =T 2 —RAE— R
[BHA)

WHRA LA —T =— ADNRAAR N ERET D,

no TR THEAT L= A IR EIC R 5,

[/—}]

MSTP D513 CIST(A > A X > A #OIWIHKIT DR TE & 72 D,

A~ RIXLAN/SFP R — M X OGREEA ¥ — 7 = — RO Hf% E W HE,

FEA X — 7 = — R LT D LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,

LAN/SFP R — b Ziw#l A o ¥ —7 = — Z|ZFTE S ¥ 81%. 7% LAN/SFP R — MIXtT 2K a3~ RORED,
PR EITR D,

R EH]

LAN R— b #1 O3 2 21 2 F % 100000 [ZRET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree path-cost 100000

RRE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX]
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 D4R
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R



o~ KU 77 LA | Layer 2 FEHE | 223
[FHA]
MBA B =T 2—=ADTITAF VT 4 ZRET D,
no TR THFEAT L =B I3HIMIR CICRE S,
BAEDN/ NSV EERENEL . A v F—T 2 — AW )b— hR— M5 AREEREL 72D,
[/—}]
MSTP DOHE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
A~ FIZLAN/SFP A" — b3 K OGREEA ¥ — 7 = — AT D Bk iE P HE,
FRHELA X — T = —RZFTE LT D LAN/SFP AR — MIXf L TARa~ YV RERET L Z LIETE 2R,
LAN/SFP R — b ZiglA % —7 = — Z|ZFTE S ¥ E1E. 5% LAN/SFP R— MIXT 2K a3~ RORED,
IR EIZR D,
REBH]
LAN K= #l DT TAF VT 4% 64 1ZRET H

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree priority 64

6311 f V2 —Tx—ADT vy R— FDEE
[EX]

spanning-tree edgeport

no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@iH]

MHBA VA =T 2 —ADT Yy VR— NEFEET D,

no TR THEAT L= A IR EICRE 5,

[/—}]

A~ R LAN/SFP R — MBS X OGREEA ¥ — 7 = — RO Hg% iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktd AR a~ > ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l v UR— MIT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DR TAHAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M 72 idGmBl A v ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[AF1E—F]

FEHHE EXEC B — ., 45 EXEC £— N
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[FEBA]
AN=Z I ) =D FIRT D,
interface Z M L725H1E. 2TCHOA X —T7 2—ADIRERERIND,
MSTP DAL CIST(A > AKX v A #O)DIEH A TR D,

LT OHEBENRFRREND,
HH G|

Bridge up AR= 7Y ) —Ta k3 )vof /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—F TV TPDLEF0LERREIND, A ¥
— 7 = — ADGEEITMEA L F =T 2= ADA L F—
T2 —AA T v I AFFTRRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERFE R ] R EE

Hello Time N— TV v PDra—F A NEREM

Max Age =TV VORRT— T 7R RIEREE

Root Id N—+ DTV v VA, V= DTV T TAF
U T ¢ (16 #EECHE 4 M) & MAC 7 FL AT S D

Bridee Id TV VT, TV T T4 AT ¢ (16 EEEICEA

8 447 MAC 7 FL 2 Tl Sh %

FRBO—F = UNRRA L RIBEEICIEITC 7

topology change(s)

7 Offu 2 BPDU Otz =)

last topology change

BRIC I R —F = o UNRE LT B

Ifindex AR =T 2= AL T v I AEKE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%E|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A Z—7 x=—ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 417>

Designated Path Cost INA A |

Configured Path Cost A HF =T x2—AD/NA A FMREE

Add type Explicit ref count

AE—T 2 —ANFET D STP KA A DO

Designated Port Id Designated 7~— k @ 1D

Priority AE—=T2—ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EEETE 4 M) & MAC 7 RL A TR S D

Designated Bridge 7‘? v VR ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL ATk S D

Message Age Ay — Ui

Hello Time Na—Z A NFEE

Forward Delay i O AL PR [ R E i

Forward Timer

FEBROFRERIE & A ~—

Msg Age Timer

A A —T x— AN BPDU DIFRAWIEST H X A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—=OFFIHEAT D24~ —, 012722 T2Ff T/
2=y NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KET5HBPDU DX A
Ty VR — N O EM & BIFEDIREE, portfast off,
portfast configured N
portfast on, edgeport on DV F A7)
N - - “\__‘ N *4 P = i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU W — FHEREDBUEN & HifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V THEREDRE
il & BIEDIRAE
root guard configured Jb— I — REERE DR B & BiAE DR AR
. A H=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOREE
Bl

LAN R— K #1 O A= 7 ) —DOIREER FoRT 5,
SWR2311P>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.1l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27 ) —® BPDU DOFEHEHR D ER
[

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH
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[T A —F—]

ifname : LAN/SFP AR— M E72IF5RFEA v ¥ — 7 = — ADATH(
FRTDHA LV H—T = —RA

[AJ1E— K]

FERFME EXEC £ — N, b EXEC E— K

[# 8]

A= 7Y U —0 BPDU OFEFHERDFRT 5,

interface ZH M L723A1E, £ TCHOA L F—T 2 —ADIRERFREND,
[BREH]

LAN 7R— |k #1 ® BPDU O#EHE MR Z FRT 5,

SWR2311P>show spanning-tree statistics interface portl.1l
Port number = 905 Interface = portl.l

o

BPDU Related Parameters

o\°

% Port Spanning Tree : Enable

% Spanning Tree Type : Multiple Spanning Tree Protocol
% Current Port State : Forwarding

% Port ID : 8389

% Port Number : 389

% Path Cost : 20000

% Message Age : 0

% Designated Root : ac:44:£2:30:01:10
% Designated Cost : 0

% Designated Bridge : ac:44:£2:30:01:10
% Designated Port Id : 0x8389

% Top Change Ack : FALSE

% Config Pending : FALSE

PORT Based Information & Statistics

o o o

Config Bpdu's xmitted 3
% Config Bpdu's received 0
% TCN Bpdu's xmitted 2
% TCN Bpdu's received 3
% Forward Trans Count 1
% STATUS of Port Timers
% Hello Time Configured 3 2
% Hello timer : ACTIVE
% Hello Time Value : 0
% Forward Delay Timer : INACTIVE
% Forward Delay Timer Value 3 0
% Message Age Timer : INACTIVE
% Message Age Timer Value : 0
% Topology Change Timer : INACTIVE
% Topology Change Timer Value : 0
% Hold Timer : INACTIVE
% Hold Timer Value : 0
% Other Port-Specific Info
% Max Age Transitions 1
% Msg Age Expiry 0
% Similar BPDUS Rcvd 0
% Src Mac Count 0
% Total Src Mac Rcvd 3
% Next State Discard/Blocking
% Topology Change Time 0

Other Bridge information & Statistics

o

% STP Multicast Address : 01:80:¢c2:00:00:00
% Bridge Priority : 32768
% Bridge Mac Address : ac:44:£f2:30:01:10

Bridge Hello Time 2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRAE—T o —AERETD

[78T7 A —=HF—]
ifname : LAN/SFP AA— M E 72 iEGmBilaf v ¥ — 7 = — A D4
IVTTHA A —T 2 —R
[AS1E— F]
F#E EXEC E— K
[
STP AT — RTCTEIEL T\ A v ¥ — 7 = —A&lET— F~RT,
interface ZEME L7=5A1E. @ CHOA X —T7 =—ADRENRZ VT Shb,
[/ —F
STP ® BPDU % %15 L7, ZA5LIcA v ¥ —7 = — AL STP HME— FTEIET D5 L 51245, LaL, 20
#% STP @ BPDU 2% (5 LK 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 REE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE 5,
[BREBH]
LAN R— b #1 % STP H#a Ll E— R ~R T,
SWR2311P#clear spanning-tree detected protocols interface portl.1l

6.3.15 MST E— K~DHB{T
EEN
spanning-tree mst configuration
[AJ1E— F]
sa—n\)arZ 47—y arE—FR
[BA)
MST A A Z U ZRMST U —2 a VY ORGEEIT 5 128D MST £ — RIZBITT 5,
[/ —}]

MST E— R bl a—o)Lary 74 7 b— g 0 — RIORAICIT exit 2~ RE2fEH L., ¥ H#E EXEC E— FIZE
HliciTend =< REFEHT 5,

[RXEH]
MST &— RIZBITT D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #

6.3.16 MST A ' A X ADAERR
[

instance instance-id

no instance
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[2XT A—&—]
instance-id ¢ <1-15>

A AL A ID

[FIHARR E]

L

[AFTE— K]

MST E— R

[FHA]

MST A > AZ V ABERT A,

o X TEIT LA IT. MSTA v A X L A5 HIBRT 5,
[/ —F]

MST A AKX o ADARLE VLAN & ORFHEfFFIL, instance vlan =~ R TRET D,
[ EH]

MST AV AZ A #]1 T 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

35 A—5—]
instance-id ¢ <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJIE— ]
MST &E— R
B

MST A A X A 2% LT VLAN % BEfHT 5,

no JERTEIT L=HE1E. MST A v A& A2k % VLAN OREEA T 2 BT 5, BIRL7-fEE, MST A > %
AR xﬂ/flf)% VLAN 23 BEAT T HTWARWEA L, MST A v 2 &% v 2 &Rt 5,

ERENTWRWMST A v AZ AR ELESEAIE. MST A VA XV ADAERKRBITHON D,
[/ —F]

o> MST A > A X o AZBAEEAHT S CD VLANID 25 E T 5 Z LT TE R0,

[ EH]

MST A > A Z o Z #1 12 VLAN #2 % BIEfFT 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTFAF VT 4D

E&

instance instance-id priority priority
no instance instance-id priority
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[73T7 A —=F—]
instance-id ¢ <1-15>
A VAL A ID
priority D <0-61440> (4096 DIE%)
TIAF VT 4 H
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &£— R
B

MST A LV AZ L ADTZAF VT 4 HRET D,

BAED /NS WZEERERE LS, MST AV AX U ARNONL— R T Y v DI272 5 alietE 3 m < 72 5,
no TERCIAT LT AI3IIR EITE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 [T ET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 2
SWR2311P (config-mst) #instance 2 priority 4096

63.19MST UV —T 3 VADRE
[EFX

region region-name

no region
[/3T A =5 —]
region-name DO ATIEUT R L OVEMA RS (32 SUFEEAN)
V—Ta U4
(AR E]
region Default
[AJIE— K]
MST £— I
[@ ]
MST V=Y a VA ERET Do
no FECTHAT LG IFWIHIR EIZR 5,
[EE B

MST U — 3 4 % Testl IR TET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #region Testl

6320MST V—T a3 DY BV a U BEESDORE
EEN
revision revision
[R5 A—%—]
revision 1 <0-65535>
Veva  &E
(AR E]

revision 0
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[AJTE— K]
MST £— K

[FAA]

MST VUV —a3 DV EY gV HBEFERET D,

no B CEAT L7285

[EE B

BIIHHIREIZR 5,

MSTY —2 a3V &SR 21ICKTET S,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #revision 2

6321 f VH—T7 =2 —RIZKkT D MST A v AZ LV ADFRE

[EX]

spanning-tree instance instance-id

no spanning-tree instance

[PNT A —=F—]

instance-id

(AR RE]
L
[AFTE—F]

<1-15>
AERENTWS MST A VA Z 2 AP ID

A H =Tz —AF— R

[FiFA

RGA A =T 2= AZKH L TCMST AV AZ LV AERET D,

no ﬂBJC’C %ﬁi Lﬁ_

[/ — D}

BT, MSTA Vv AZ L ADBEFYIRT 5,

Ko< RIiZLAN/SFP R — B L OGHELA v ¥ — 7 = — AT DA E Al HE,

FEEA v H — 7 = — AZFTE LT\ D LAN/SFP AR — MIxt L TRz~ K&

LAN/SFP iR— h Z e A v X — 7 = — R I &8 735
’Jﬁ)jﬁﬁuX/E )J:"Tz)o

BEH
LAN R— | #1 (2

CMST A VAR AW BHRET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #spanning-tree instance 2

6322MST A VALV RIZBITBAALA L EZ—T2—RADTF5AF VT £ DRE

E&

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[%5 A —5 —]

instance-id

priority

[ E

<1-15>
RIBA LV H—T 2= ATRESNTND MST A LV AX 2 AD ID
<0-240> (16 DfE%5)
TIAFV T 1 fH

spanning-tree instance instance-id priority 128

ERETDHIEITTE 20,
A, %% LAN/SFP AR— MMZxtd o AR~ RDF
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[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

MST A VARV AZBITDRNRA L B —T =2—ADTTAF VT 4 ZHET D,

no JER TFEAT LB A I3 HR EICE S,

[/—}]

Az~ RiX LAN/SFP R — M X OGREEA ¥ — 7 = — AT D B iE FHE,

A v H— 7 = — AR LTS LAN/SFP AR — MIxt L TARa < RERET H Z LIETE 720,

LAN/SFP R— M & aBli A % — 7 = — RZFT@ S 725613, M47% LAN/SFP AR — MIKT 24K 3~ ROBRED,
R EITR D,

Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT % 16 IZRTET D,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #spanning-tree instance 2
SWR2311P (config-if) #spanning-tree instance 2 priority 16

R
i

63.23MST A VAFZ LV ARIZBITAAVE—T =2—AD/NAIARA D
EEN|

spanning-tree instance instance-id path-cost path-cost

no spanning-tree instance instance-id path-cost

[T A —%&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost 1 <1-200000000>
IRA 3 A ME
[FIHIERE]
A E—=Tx2—ADY I HEEIZE T T, LTFOEEFEHT 5,
Y7 HRE NA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
A X —T7 = — A, FTB LTS LAN/SFP AA— h DU v 7 HEEZ G5 LT A JtIc, S22 X MESRE
Do
[AS1E— ]
A4 —Tx—AF— R
B

MST A Y AH LV AIBITDHHMBA VA —T 2 —AD/NAT A NERET D,

no IR CELIT LGS ITHNHRTIIRE D,

[/ —}]

Az~ FIXLAN/SFP A" — M B X OGRBEA o F — 7 = — AT D HG&E I hE,

BB X — 7 = — ZICHTE LTV D LAN/SFP AR— Mt L TR~ RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o # —7 = — AIZFTE SE72 8613, H5% LAN/SFP AR — MIx$ o AR a~ 2 ROBREN,
IR EIZR D,

[ EH]

LAN R—k #1 D MST A > A X > Z#2 D/8ZA 3 Z k% 100000 [ZRET 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #spanning-tree instance 2
SWR2311P (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — 3 VEBOFR R

[ER
show spanning-tree mst config
[AJIE— F]
FERFHE EXEC E— K, S EXECE— K, f v #—T =2 —RAE—F
[RBA]
MST V —2 a v O#BIE®REFRTT D,
[F B
MST U — a v OBEREZ R =T 5,
SWR2311P>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERETD
[/NT A—F—]
ifname : LAN/SFP AR — M E72iEiml A ¥ — 7 = — ADA R
RRT DA H—Tx—RA
[AF1E— ]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T = —AE—F
(@]

MSTP OIE#R %= FKrT 5,

HWHFITIMST A v AX AL VLAN BE S V¥ —7 = — ZAOBEMTIE#RE R RT 5,
detail ZHRTE L7251, AV H—T 2 —ABLOMST A VA X ADOFEMIERE FrT 5,
interface ZEBME L7-BE1T. T R_RTOA v X —T7 = —ZADERRFRREINS,

[/—F]

ifname |2, A L H —7 = —ZZFTE LTS LAN/SFP AR — R 245 ET 5 Z LixTE 0,
B&l]

MSTP OIE#H = FK T 5,

SWR2311P>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£f2300110
Default: CIST Reg Root Id 8000ac44f£2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ™ MSTP DFEMIE %z £Rxd 5

SWR2311P>show spanning-tree mst detail interface portl.S8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer O - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDFIR

EEy
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2—AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2D ID
ifname : LAN/SFP AR — b E721E5mBA ¥ — 7 = — ZADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $HE EXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L= MST A VARV ADIEREERT S,
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interface M L72H A 1L, FEELTZMST A LV AZ U ARREINTNDTRTOA V¥ —T = — ZADIERP LR
Sho,
[/—H]
ifname |2, FHERA X — 7 = —AIZFTE LTV D LAN/SFP AR — R & HEET 5 Z LT TE 20,
[BXE B
MST A VA X R #1 OIF#HRELRRT D,
SWR2311P>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0 - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 RHBEREDRER AT L)
E&N|

loop-detect switch

no loop-detect

[/NT A —=HF—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?A3W®W~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[AS1E—F]
Jya—nnarz 4 —y g rE'w—NR
B

VAT ARERON— T REERE A A D E TN T D,

no JEITIFAT L2 G A I3 IIER EIZ R T,

[/ —}]

VAT ABIRTANR= 7Y ) —iReE L L — TR RE R D T & B,

N—TRHRHEEREE AN T H7201I20F, Ka~r RIga T, £ v ¥ —7 =—ATHL—7 e A+ 2

VENH D,

N—THRHERRENE DR BETH, LTDA V¥ —7 =2 — AT — TR REIZEME L 220,

o ANR=27Y U —HERENENME L TV 5 LAN/SFP AR — R B X OGREEA > ¥ —7 = — A, 7272 L, Forwarding /" — b
TIX LDF OEZEEIT O 120, BRI L 0 L— 7 N84 L8, v—7RIHEEENEIET 5,

e X7V UIUHREDI T —AR— h& LTEMEL TUW5 LAN/SFP AR— k
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[BREH]
VAT AR TA— T RS AT D,
SWR2311P (config) #loop-detect enable
VAT LARR T — TR RE A T D,
SWR2311P (config) #loop-detect disable

6.4.2 )\ —TIRHEREDREAL V' X — T =—R)
Ev

loop-detect switch

no loop-detect

[/XT A—F—]
switch DX A —T 2 — ADN— TR HRE DR E
BEME B
KA KB —T 2 — AD L — TG
enable N5
. KB A B —T = — ZAD ) — T H G
disable T
[FIH1ER 2]
loop-detect enable
[ASIE— K]
A H =Tz —RAF— K
B

RGA VB —T 2 — A —T SRR E AR £ T X T 5,

no I TIAT LGB I3 IER EIZ R T,

[/ —1}]

N—TRRHBEREZ BT H7-DI2F, AKa~<wr Rigxa T, Y AT AR THV—THmHEREZ BT 208

N 5D,

RKa<y RORENTR/2D LAN/SFP AR — MIGHEHA LV F —T7 =2— AL LTHRD Z EIITE R, 7272, AH—

Ny 7arr 4 7 EOEA X —7 =2 —AIZFTE L TV 5D LAN/SFP AR — F OFRE L, &R — b DR EI i

AL — T 2— R ZHEAINAS,

FRERA X — 7 = — AZFTR LTS LAN/SFP AR — MR I~ ROFATIXTE 220,

N—TRHEBERENAG 2 GETH, LT ¥ —7 = — ATV — 7 BHEREITENME L 72\,

o ANR=2 7YY —HREDENIEL TV 5 LAN/SFP AR — b K OGRS ¥ —7 = — A, 7272 L Forwarding 7" — b
TIXLDF OEZEEITO 120, BBEHEIC LV L— 70N A L, v—7RIEEENEIET 5,

e X7V VTHREDI T —R— & L TEMEL T\ D LAN/SFP R — h

A= 7 U —REHE(STP)E L UL — 7 R HASHE(LPD) DR EARREIZ KT LT, EB L OEEN AN D ELLT

DFRITRT,
A H =Tz —RA&
LPD %) LPD A%
STP 47 STP %) STP #%) STP H%h
STP %) - - - -
LPD %)
STP A% - STP - STP
AT I
STP 4% - - LPD LPD
LPD A%
STP %) - STP LPD STP
[BXEHI]

LAN AR— |k #1 O —T &R Z A2 5.
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SWR2311P (config) #interface portl.l
SWR2311P (config-if) #loop-detect enable

ART 4 VAV H—T = — R #] ON— TR SRE A H T 5,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect enable

LACP 3R A v — 7 = — A #1 O/ — R T 4,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect enable

LAN 7R— b #1 O)L— 7 HHSRE 2 NI+ 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #loop-detect disable

6.4.3 )L — 7 HRHEFD Port Blocking DEXE

E&
loop-detect blocking switch

no loop-detect blocking

[T A—=HF—]
switch DB A v H—T = — AD Port Blocking D% E
RUEfE B
XfGA v B —T = — A D Port Blocking % H
1
enable Ele
L. N . - . M
disabl iﬁ%% > #—7 = —AD Port Blocking %
B I
[(WIEIRRE]
loop-detect blocking enable
[AFTE— ]
A H =T 2 —AF— R
[REFA]

KRA U H—T 2= AT, —TEMH L84 O Blocking A8 F 72130245,

no FECHEAT LG A& I3WIHIREICRE T,

[/ —}]

Ka< o ROFENR LD LAN/SFP AR— MIGHBIA V4 —T 2 —R L LTHRDBZ LITTE R, 7272 L, AX—
NT T a7 4 LA v Z—T = —ZIZFTE LTS LAN/SFP iR — F DR EIL, IEHER— N OREND T
B —T =R ZHEAEND,

FRERA X — 7 = — RZFTE LTV D LAN/SFP iR — MR~ ROFATIZTE 220,

[ EH]
LAN 7R— k #1 T/L—7 %M L728A12 Blocking 32 X 5127 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #loop-detect blocking enable

ABT 4 TiRBA v H—T = — A #1 TA—T7 % L7254512 Blocking 75 L 5127 5,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect blocking enable

LACP f@BiA % —7 = — A #1 T/L—7 % L7255 12 Blocking 5 X 9127 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect blocking enable

LAN A"— | #1 TL—7 %8 L7284 12 Blocking L72W &L 512§ 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #loop-detect blocking disable



a2 KU 77 LA | Layer 2 F&AE | 237
6.4.4 Port Blocking D)\ — 7 f#{H % —EH R CHER T 5
[ER]

loop-detect blocking interval interval

no loop-detect blocking interval
[R5 X —5—]
interval : <10-3600>

I — T RERERR O TR (FD)

(AR E
L
[ASTE—F]
sa—\)arsr 4l —va 'R
B
W, 7 DRE S VD & JIELC Blocking I EfEBR S 415,
oavy RERETDHE, —EMBETL—7BEIN T D0 MHRET DL D125,
Jv—T M AU TOFUE Blocking Z fRERT 223, L— 7 BRE STV R ITIUE, FEZORFMARRT 5 E T
Blocking ZifkfEd 5,
no B THAT LI a I, AIHIRREICHE T,

[/—}]
Port Blocking JREED AR — kAR U > 7 #vo Lizi54 . Port Blocking (FRIFHZfEER S5,
[BREBH]

Port Blocking ¢ /L — 7 fi# 1S HER D FIFEIFE 2 300 FHICEET 5,
SWR2311P (config) #loop-detect blocking interval 300

6.4.5 V—7HRHREDO Y £~ |
[ER]
loop-detect reset
[AS1E— K]
¥5#E EXEC £— K
[
BETDOA LV E—T 2—ADN—THREEZ )y F 45,
[/—HI]
Kawry RiE, VAT LABERONL—TIREEREDERIGEICORIATTH I LN TE D,
[ E ]
N—TRRREEZ Y By T 5,
SWR2311P#loop-detect reset

6.4.6 /L — 7R R EE D IRREZR N

(&

show loop-detect
[ASTE—F]
FEFFHE EXEC &— R, Rt EXEC £— K
[FiAA]
=T RHERBE DR ERIREB 2 R T 5,
FTRRRIIUTOLED,

o VAT AEEKRDON— TR EE DR E
+  Port Blocking @ /L — 7 i 1R D [ FREFRE ("auto” F 7213 "N seconds")
« LAN/SFP A— FBLUGHEA v 4 —7 = — A T L O —T ROk EE
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o AU H—T x—AL(port, sa, po)
« LAN/SFP R"— R B X OGHEEA % — 7 = — ADb— 7 fr HEERE D 3% E (loop-detect), /L— 7 TR HHFSRE S ENE L
TWL5EIE. (PGSR %
«  Port Blocking ® % i K RE(port-blocking)
o Jb— 7 O K RE(status)
[/— ]
FELA v H—T = — ZZHTR LT D LAN/SFP 7R — MME#ER L,
Bl
N—TRHIRE ORI 2 RR T 5,
SWR2311P>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = 0—---—-—-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5 DHCP AX—t° >

6.5.1 DHCP A X — ¥’ L J DERESRE (VAT H)

E&
ip dhcp snooping switch
no ip dhcp snooping

[T A —&—]
switch © VAT ALIRD DHCP A X — b VHEBE DR E
BIEE FiEA
enable AT AAED DHCP A2 X — v FHERED
REEHMITD
disable VAT LEROD DHCP A X — ¥ JHERED
B & N T B
[FIEIRR E]
ip dhcp snooping disable
[AF1E— F]
Ja—x\)ary7 4 JL—y g T — R
[FREA]

VAT LERD DHCP A X — Y v JHBEDRR T & A0 F 113 BRI T 5,

no FEX CTHAT LG A I3HIHIER EICE T,

[/ — B

DHCP A X — b FHERE 2 AN+ 5= 01213, Az~ RIZAZ T, VLAN A > #—7 =—AT% DHCP A X —
v IR E AN T AMER D D,

Z 512, ip dhep snooping trust 7~ > K C DHCP H— _—3 i SNV TWHHR— R ERET HLENH 5,
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[BREH]
VAT AAKTDHCP A X — ' ZHREE T 5,
SWR2311P (config) #ip dhcp snooping enable
VAT AA{RTDHCP A X — > 7 Hfe & e+ 5,
SWR2311P (config) #ip dhcp snooping disable

6.5.2 DHCP & X — v 7 DA R/ERE (VLAN)

[ER]
ip dhep snooping switch

no ip dhcp snooping

[XF A—&—]
switch DR A L H—T = —A0D DHCP A X — B JHE DR E
R P
enable WA H—T = —AD DHCP A X —t
THEREDREZ A NTT D
disable MBA B —T 2 —AD DHCP A X —t
7 HEREDRRE & BN T 5
[ E]
ip dhep snooping disable
[AF1E— K]
Ao HF—T 2 —AF—FR
[RLBA]

KA X —T7 = —AD DHCP A X — b Ve DR EZ AL E 1213 EHIT 5,

no I TIFAT L7125 A I3 IER EIZ R T,

[/ — 1]

RKa<w KIZVLAN £ VX —7 2 — A ZDOIHRETE B,

DHCP 2 X — b JHREZ AN T H1-0DI21E, Ao~ Rz T, Y A7 ALK TH DHCP 2 X — b ZHfe
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ K CDHCP ¥ — "—EFH SN TWNWDHR— NERETHILERD D,
[ EH]

VLANI T DHCP A X — b JHBEZ H N T D,

SWR2311P(config) #interface vlanl

SWR2311P (config-if)#ip dhcp snooping enable

VLANI T DHCP A X — b JHSRE & 5029 5

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#ip dhcp snooping disable

6.5.3 DHCP A X—tE° L FDR— FNERIRE

BN
ip dhcp snooping trust

no ip dhcp snooping trust
(IR RE]
L

[AJTE— K]
A HE—T 2 —AEF— R
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[FHA]
WRA 2 H—T = —A% DHCP A X —E > 7 D Trusted R — MMIZET 5,
no FECEAT LG & I3WIHIREICR T,
PR EE TIZ T X TOR— F2 Untrusted " — MIRESHL TV 5,
[/—}]
A< RILLAN/SFP R — b L OGHEEA v ¥ — T = — AIZDOHRFFKETE D,
FRERA X — T = — RAZFTE LT D LAN/SFP AR — MMIFRE TE 220,
Trusted 78— N TIZ DHCP /X7 > b D7 4 V&2 U 73 ThoivT | (B I 4172 DHCP — =034 S LTV H AR —

ICRET Do

Untrusted R— b TliX, ARO DHCP X7 v b7 4 )V Z ) THBEINEITIND,

B3

DHCP $— 3=/ 5% &5 DHCP X7 v F &2 E3ET 5,

NAVT AT T—=HR=AIMAC 7 RUARBFEINTNT, DOBERA v X —T 2 — AL [F R D4 %
— T 2 —ANBZIE LI IP 7 KL A fif 2k (DHCP RELEASE) B X OVIP 7 F L A &K H@% (DHCP
DECLINE) Zf¢3ET 5,

MAC 7 RV ARRIENFZIOEA . DHCP N7 v FDIRFEILEMAC T RLVAE I TA T bN—RU =77 KL XA
(chaddr) ZLb#EZ L., —E L72RWIGAIE Y% DHCP X7 > N & EET 5,

Option 82 NHZN DA, DHCP 7 74 7> k65245 L= DHCP #¥% » MZBEIZ Option 82 fE#HAMS 5 1T
L&, YU DHCP N7y hEMEET 5,

TEB]

portl.5 % Trusted A" — MIFEET 5,

SWR2311P (config) #interface portl.5
SWR2311P(config-if) #ip dhcp snooping trust

6.5.4 MAC 7 KU R REEDHLh/EENHRE

[EX)

ip dhcp snooping verify mac-address switch
no ip dhcp snooping verify mac-address

[73F A =4 —]
switch : MAC 7 KU ARFEDORE
REHE B
enable MAC 7 R U ARREDRREZ AT 5
disable MAC 7 R L A MRFEDR E & T2 35
[WIHIRRE]
ip dhep snooping verify mac-address enable
[AFTE—F]
sa—\)varZ g S L—arE'— R
[

Untrusted "— k TZA{5 L7 DHCP X7 v FDEETLMACT RLAE I FA T hox— R 277 KL A (chaddr)
L, —E L 2W5A 13 DHCP N7 v h & iEH#ET 5,

no JEATHEAT L7256 BAHIHIRE ISR T,

[

TEHB]

MAC 7 R L ARRRED R E & T2 3 5,
SWR2311P (config) #ip dhcp snooping verify mac-address disable

6.5.5 Option 82 DA%/ TR E

[EFX]

ip dhcp snooping information option switch
no ip dhcp snooping information option
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[73T7 A —=F—]
switch : Option 82 DFXE
BENE 53
enable Option 82 DR E X AN T %
disable Option 82 DFEXE Z MHZT 5
(AR RE]
ip dhcp snooping information option enable
[AJ1E— F]
Jsua—m\varz4 7 b—va e —R
[@i ]

DHCP /37 v @ Option 82 1FHRDOAHIN, i, HIBROA RN/ DR EZIT o
no JZ: N TIAT LI B I 3AIRREIC R T,
Option 82 23 AN D54A . Untrusted 78— " CDHCP 27 7 A4 7 > k2B 38 L7 DHCP #3% » hZ Option 82 f&# & +f
5L,
DHCP #—/3—/»5 DHCP 7 74 7 FETDR Y 73~ k@ Option 82 fE#H & HIkk L Tk T 5,
Option 82 IHFHITLLA T D LB,
* Remote-ID
« T 74N BNTIE, KD MAC T RLARFEIND,
* ip dhcp snooping information option format remote-id =~ >~ K C, Remote-ID (ZALE D75 CHA T
FOEATLE) 25T 5 LRTE S,
* Circuit-ID
« 7 7%/ FTIE DHCP 7 74 7 > it DHCP /N7 v F&%f5 L72 VLANID & A v ¥ —7 = — AF S )M
HFanzs,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
2747 "3 DHCP 37w b &%ZfE L7 VLANID & AR — FESICALT L2 ENTE D,
» Subscriber-ID
o T 7V ETIEfHE SRR,
« ip dhcp snooping subscriber-id =~ > N T, XI5RAK— L ® Subscriber-ID I[TEEDLFHN AR ET H 2 & TG
o,
F 72, Untrusted 78— bk TREIZ Option 82 {23 5- S 4172 DHCP /X7 v b & %5 L7c¥4&. £ DHCP X7 v b &
WS 5,
ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F(Z331F % Option 82 % & e DHCP /¥
7y NORRERATFA T HZLINTE D,
[ E B
Option 82 DR IE Z TN T 5,
SWR2311P (config) #ip dhcp snooping information option disable

6.5.6 Option 82 £} & /3% > k@ Untrusted 38— N ZAZFHF IR E
EEN

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIIRRE]

7L

[AS1E— R

ra—r\vari 4 b—yarE—F

[BLAA]

Untrusted 78— I "C Option 82 [H# 23 5- S 4172 DHCP /X7 v DRk Z H T 5,
no JEA THEAT Le S B3R E I =T,
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[BREH]
Untrusted 78— I T Option 82 {f#23F 5- S 4172 DHCP /X7 v b DREAZ AT 5,
SWR2311P (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 D Remote-ID DEXE

[

ip dhcp snooping information option format remote-id string remoteid
ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZ4EET 5

hostname : REMOTEID (2K A " 2 RET D

[/NT A—F—]

remoteid D ATREOSCFY CEARETR L OVCEATE S 63 SUFLAN)

[FIEAER E]

L

[AJTE— K]

A H—T2—AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LTI 25925 Z LN TE 5,
272 L, EEOLFIN" M EED D Z LIXTE R,

no JTE, TEAT L7855 1%. Remote-ID IZAED MAC 7 KL AR EN %,
[/—}]

RKa<w RIZVLAN £ VX —7 =2 — A ZDOIHRETE B,

[BXE B

Remote-ID (ZAEE DO LFH % 595,

SWR2311P (config) #interface vlanl
SWR2311P (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E

EEy
ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string
ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[F—T— K]
vlan-port : Circuit-ID type 0 VLAN ID, Module(A % 7 ID), R— h &S &2+ 5
string ¢ Circuit-ID type 1 fEE O CFHNZHEHT 5

vlan-ifindex . Circuit-ID type 2 VLAN ID, ifindex % 4%

[/XT A= —]

string D ATRE O CEA ST K OCEA RS 63 SUFELIN)

[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex



o~ KU 77 LA | Layer 2 FEHE | 243

[AS1E— F]
LB =T 2= RAE— ]
[FiAA]

Option 82 @ Circuit-ID TEEMT 2 FHAIEET D,

vlan-port Z 45 E L723A 1%, DHCP 7 74 7> k76 DHCP /N7 » b &5 5 L7 VLANID &, A% v 7 &FH, K—
NESEMN 5T 5,

string 45 7E L7256 13, AEEOXTFHNE N ET 5, 12720, REDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%81L, DHCP 7 7 A 7> k5 DHCP /37 v & %{5 L7 VLANID &, f V¥4 —7 = — A
FEEMHT 5,

no JTEITIAT L2 GA 13, WIHIREITR D,

[/—}]

ARa<2 RIZVLAN A VX — 7 2 — A ZOHRFKETE 5,

[ E B

Circuit ID (Z DHCP 7 7 A 7 > k736 DHCP /"7 v b & %f5 L72 VLANID &R — FE S 535,

SWR2311P (config) #interface vlanl
SWR2311P(config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DFXE

&
ip dhcp snooping subscriber-id subid
no ip dhcp snooping subscriber-id

[XF A—5—]
subid D ATE O CE A T L OEAEE S 50 SCTLAN)
(W E]

7L

[AF1E— K]

A B =T 2 —AF— R

[FHA]

KGR — D Subscriber-ID (ZAEE DO SCFFN(1~50 L) & /X ET D, 722 L, LFHNI"MEEHDH T LILTERU,
no I TFAT L 7235513, Option 82 15 # (T Subscriber-ID 23 5- S 41720,

[/—}]

Kz~ FILLAN/SFP R— FB X UGBS 7 —7 = — ATDHRETE D,

A v F— 7 = — TR LTV D LAN/SFP AR — MIERE TE R,

[ E 5]

portl.1 @ Suscriber-ID & ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #ip dhcp snooping subscriber-id a room

3

6.5.10 DHCP /X% v b {5 L — MHIRDFRE
E&N

ip dhcp snooping limit rate /imit

no ip dhep snooping limit rate
[/3T7 A—5F—]
limit : 10-125
1 B & 72V 1255 A BE72 DHCP 347 v M (pps)
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[WIHIRRE]
L
[AS1E—F]
ra—r\var 747 b—va rE— R
B
VAT LER T 1SV ITZIETEEZ DHCP /N7 v M A RET %,
ZELV— o ERAZEE LZGE, ZfELV— FE#EA7%(E DHCP N7 v MIBEET 5,
no A TIHAT L7245 1%. DHCP X7 > h DX L — MHIRZATHO 220,
[BEH]
AT LAERO DHCP /7 v h32{5 L— b & 100pps (ICBET Do
SWR2311P(config) #ip dhcp snooping limit rate 100

6.5.11 DHCP ¥/ v NEZERF SYSLOG /1 DE L/ EEERE

[EX]
ip dhcp snooping logging switch
no ip dhcp snooping logging

[2XF A—&—]
switch : DHCP /3% v MEFHERF SYSLOG Hi ) D% E
R EE A
DHCP /X7 v MEFERFIZ SYSLOG (2 /)7
enable %
di DHCP /3% v MEFEREIZ SYSLOG (ZHH 77 L
isable
VAR
[FIHIER 2]
ip dhcp snooping logging enable
[AFTE— R
Ja—\)aryz 4l r—g % — R
B

DHCP /37 v MREERFICREERL 2 SYSLOG (ZH /)4 %,

no JEATHEAT LIe B3R E IR T,

[BXRE )

DHCP /% v Mig#ER#IZ SYSLOG (ICHI /)T 5%,

SWR2311P (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— ' 7 DY AT AR EFHRD IR

(]
show ip dhcp snooping
[AJ1E— K]
FEHFHE EXEC E— N, FrkE EXEC £— R
B
DHCP AX—E U T DV AT AREFREFTRT D,
[BREH]
DHCP AX—V T DV AT AREEREFTRT D,
SWR2311P>show ip dhcp snooping

DHCP Snooping Information for system:
DHCP Snooping service ............. Enabled



Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ................ Enabled
Rate limit .......iiiiiiiineeennnnn 100 pps
LOGINg & e e e i e et ettt et ettt e e e Enabled

6513 DHCP AX—Y 7T DA v F—T7 =z —AREBTHRDOERR
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[EF
show ip dhcp snooping interface
[AJ1E— ]
FEHFHE EXEC E— N, ik EXEC £— R
B
DHCP AX—¥ T DA v H—T 2 — AREFEHRETZRT D,
[EXE B
DHCP AX—VE T DA U H—T 2 — AREFHRERTT D,

SWR2311P>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex

Interface Type Subscriber-ID

portl.1l Trusted

portl.2 Untrusted a_room

portl.10 Untrusted b room
DHCP Snooping information for vlan2:

DHCP snooping ... Enabled

Remote-ID ....... yamaha

Circuit-ID ...... vlan-port

Interface Type Subscriber-ID

portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping Disabled

DHCP Snooping information for vlané4:

DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu

Interface Type Subscriber-ID

portl.8 Untrusted e room
portl.9 Trusted

6514 XA VT 4 T T —FR— ZADFKR

[ER]

show ip dhcp snooping binding
[AJ1E— K]
FEHFHE EXEC £— N, F#E EXEC E— I
[FHA]

NA VT A TT—=HAR=REFEEINTWDZ Y b —EFlaERRT 5,

M) —ERIILLTO LB T,
« DHCP 7 547> k5 DHCP A v v —3T %52 L7~ VLAN ID

e« DHCP 7 547 FHDHCP A v —V%ZE LA v ¥ —7 = —ATHR

« DHCPZ 747~ FDMACT KL A
« DHCPZ A7 FDIPT RLA
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o U —RIRffH]
[ EH]
NA VT AT T —=ER=AONREFRT D,
SWR2311P>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP A X —t° 7 D HERFE T

[ER

show ip dhcp snooping statistics
[A1E— ]
JEEFHE EXEC E— K. ## EXEC £— K
[FAA]

DHCP A X — ¥ v 7V OfieHE R Z=FrT D,

A VB =T 2= AT L2, %5 L= DHCP /37 v bk LEES 7 DHCP /X7 v N OB A RRT 5,
[/ —H]

DHCP % v FEZEL— MHROREIZ L > THRESNT- Sy MIT T FERZRN,
Bail|

DHCP 2 X — V' VO EHE M A2 ForT 5,

SWR2311P>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4 VT T —=ERXR—=ZADI VT

[ER
clear ip dhcp snooping binding
[AJ1E— ]
FiHE EXEC £— R
B
NA LT AT T=ER=2 %7 VTT 5,
[EXRE )
AT 4T T—=ER=2A% 7 VT T 5,
SWR2311P#clear ip dhcp snooping binding

6.5.17 DHCP A X— b V' DiFzHEHD 7 V7

&

clear ip dhcp snooping statistics
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[ASTE— R

¥t EXEC B— R

B

DHCP A X—Y¥ v 7 OfeH&E#RE 7 UV 795,
Bl

DHCP A X — V> 7 OfgiHEsma 7 VU 74 %,
SWR2311P#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 N L 2 EH

71.11Pv4d 7 RL ADHE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A5 —]
ip_address : AB.CD
IPv4d 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AFTE—F]
AE =T =2—AE—NF
[

VLAN A 2 —T7 2 —RAIZX LTCIPVE 7T RL A LRy AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > X —T =2— A2, T34V —T KL REZ1fHlé, B F)—T KL 2% 44
FTRETE D,

VAT LR TE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETDHEDICIE, HONTDT T4~ =T RLAZRETHVLENRD D,

m%ﬁ?%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%m%féoWM7FVX%? ELRDST-HEI1T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 774~V —T7 RLAZHIBRTDHZ LITTERN,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HICE RIS,

[/ —}]

WEDOA B —T 2 —ACE— T %y hOIPVAT RLAZEIN Y THZ LITTEXR,

(B EHI]

VLAN#1 IZIPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWR2311P (config) #interface vlanl
SWR2311P (config-if) #ip address 192.168.1.100/24
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712 IPv4 7 F L 2 DFR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[ASTE—F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 RL A& KRT D,
FRNEITLTDO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ X > TEIRJIZIPv4 7 R L& MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 5,
 ip address dhep =~ > RABKERIZ IPv4 7 R L ADFRIE SILTWRWGEE (T — S 5E) 13, "searching” &
FoRT D,

+ ip address =¥ RETE S TWRWIGE TS "unassigned" & FRd 5,
o g OIREE
« T2 TEOIRRE
A H—T 2 —AEEELFEEAIIFOAL X —T7 2 —ADIEREY . BWLTE5HSIZIPVA T RLAZRETX L4
TOA »F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT FLZZED B TONRNEDTHLILEITTT =T D,
B!
ETHOVLANA VA —T 2—ADIPv4d 7 KL A B R RT 5,
SWR2311P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A H—T2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP % — _—bft5E X7 1Pvd 7 KL A% VLAN A » Z—7 = — R LT
BRET D,
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DHCP H—/X—% 574 5 &, Discover/Request A v —3 |2 HostName 47> 3> (A7 v g a—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFETT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/"—(Z3£ %,
DHCP 7 A7V EREEENTNDHA LV H—T 2 —AIZ, BH L Z V=T FLAIRETER,
no JERCHEAT LA IL. DHCP 7 74 7 FOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Zxf L CERT 2 U — 2 MIRIE 72 BRI CREE &+ 5, 72720, EBEIZY — 2 Sh 5 HifHI% DHCP %
—N—DRENNEATT D,
KAz FZEY DHCP == b 7 74V 7=V A DNS Y —/— FT /L b RAL A EZEAF LT
%A TH, ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I D,

AKa<r RERELTH DHCP — 3=/ 5 IPv4 7 R U AR TE 72054, Auto IP FEREDN %) 72 VLAN A >
B —T 2 —AZRY  IPv4d ) 7 a0 —H T L A(169.254.xxx.xxx/16)75 HEIRIZEI D 4 CTHR 5,

(B EH]
VLAN#100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A& ft59 5,

SWR2311P (config) #interface vlanl00
SWR2311P (config-if) #ip address dhcp

714 DHCP 27 A4 T F DIREBDORTR
E&

show dhcp lease
[AFIE—F]
FERFHE EXEC — R, %M EXEC ©— K

B
DHCP 7 74 7> FOWREEZRRTH, UTOHEBRERIND,
e« DHCPZ A7V FELTHMELTWVWAA X —T =2 — R
BB THNTZIPVE T RLA
. U—ZHIR
o U —RIERZERHIR
o U —ZAHIUSHIR
¢ DHCP #—1—%
« DHCP A7 a3 & L CHALFBR
« Ry bhwRY
« FIFNI— T A
o U — IR
+ DNS H—s3—
« DHCP #—/3—1D
e KAAUA
[/— 1]

[EX EH]
DHCP 7 74 7 v FOIRBEE TR T 5,

SWR2311P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200

domain-name-servers 192.168.100.1
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dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BEE DR E
[ER]
auto-ip switch
no auto-ip
[T A—F—]
switch : Auto IP HEREDEIE
RUEME id
enable Auto IP HEEEZ A NZT D
disable Auto IP #EREZ EZNIZ T 5
[FIEIERE]
auto-ip disable
[AJIE— F]
AL H =T z2—AF—F
[RiAA]

VLAN A > % —7 = —Z |2 LT, IPv4 U v 7 i —J L7 R L A(169.254 xxx.xxx/16) % H #4532 Auto IP #EHE
HMMZT %,

Auto IP ¥$AEIZ., ip address dhep =2~ > RZFRERIZ, DHCP H— 3=/ 5 IPv4 7 R L ADRESG TE WA IZO A
BeRES 2,

Auto IP BEREIZ. 1 DD VLAN A LV H — 7 = — A IZDOBENMITHZ ENTE 5,

no FECHEAT LG & I3WIHIRR EICR T,

[/ —}]

IPvd V> 7 a—NT RLUAPRE LT-14IZ DHCP H— /3= 5 IPvd 7 R L AREG CE 72854 IPvd UV > 7 1 —
HNT RUAZMHEEL T, DHCP — "—LHEG L7 IPvd 7 KL A ZEHT 5,

[RXEH]
VLAN #2 @ Auto IP ¥ERE & 202§ 5,

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #auto-ip enable

7.2 TPv4 % B 4

7.2.1 IPv4 FHR R E
[ER]

ip route ip _address/mask gateway [number]

ip route ip_address/mask null [number|

ip route ip_address netmask gateway [number]

ip route ip_address netmask null [number|

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—TU—F]

null Ny MEBEETIRET S
[/3T A —HF—]

ip_address : AB.CD
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IPv4d 7 R LA

T AN T U oA ZHET D L 130000 £T5
mask ¢ <1-31>

A7y MK

TIHNVIT == A ZIRETHLEIT0LTD
netmask : AB.CD

7 RLABROR Yy b~

TIHNVIT = U= A ZHRETH L E130.0.00 &5

gateway : AB.CD
JF—h 7 =ADIPv4 T RKLA
number o <1-255>

EELEREE (RSP OBERE) ERLIESE D
ANV S VT EBEEED &,

[FIEIER E]

L

[ASE—F]

Ja—x\)ary7 4L — g T — R

[FHA]

IPv4 OFFRJRRIE 2B INT 5,

no B CTHEITL7ZGEIE. BE LIRELZHIRT 5,

[EXEH]

FTITFINVIITF— T A% 192.168.1.1 £ 5,

SWR2311P (config) #ip route 0.0.0.0/0 192.168.1.1

EV D3 172.16.0.0/16 DIFED S — N7 = A % 192.1682.1 L35,
SWR2311P (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
[EFX]
show ip route [ip_address[/mask]]
[73F A —4F—]
ip_address : AB.CD
IPvd 7 R LA
mask 1 <0-32>

v A7y ML (B LTESE : 32)

[AF1E—F]
FERFME EXEC & — K, F5fE EXEC E— K
[

IPv4 #5313 (FIB: Forwarding Information Base) % /9 %,

IPv4 7 R L A ZEME L2581, FIB ONELE T X TERRT D,

IPv4 7 RLAETIRy NU—2 7 FURZIEE LS E, SiENEND & —ET DT b Y —OFEE %
RKRT D,

[BREH]

IPv4 AR AT X THRRT D,

SWR2311P>show ip route
Codes: C - connected, S - static
* - candidate default
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Gateway of last resort is 192.168.100.1 to network 0.0.0.0

Sk 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, vlanl0O

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 8 CD /X7y Fakd & JIHEH SN LHREEFRTRT D,

SWR2311P>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R R DR
[E=
show ip route database
[AJIE— F]
FFekE EXEC & — R, %74 EXEC E— N
[RLEA]
IPv4 #2#% 3 (RIB: Routing Information Base) % &/~ %,
[BEH]
IPv4 R R 2 R T D,
SWR2311P>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
S *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
© *> 192.168.200.0/24 is directly connected, vl1anl00

Gateway of last resort is not set

7.2.4 IPv4 BEFICBREINTVARKEZY N —DY~< U —DFER

[EX]
show ip route summary
[AJ1E— K]
FEFFHE EXEC £ — N, %5 EXEC £— N
[
IPv4 #% 3% (RIB: Routing Information Base) (2B SN TWVARET N —D¥ < —%2FKRT 5,
[ERE B

IPv4d R ICEFZ SN TWIRKET Y N —DH~ U —%F KT 5,

SWR2311P>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5
7.3 ARP

7.3.1 ARP T —7 VDR
[E=X]

show arp
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[AF1E—F]

FERFME EXEC £ — N, b EXEC E— K
[FEA]

ARP ¥ v v a2 RRT 5,

[BREH]

ARP ¥ v v ¥ 2 2R T 5D,

SWR2311P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T— 7 )V DiHE

[EF=
clear arp-cache
[ASIE—F]
FHE EXEC £— N
[BLAA]
ARP X v v a2 VT T 5,
[BREH]
ARP X ¥ v a7 UT T 5,
SWR2311P#clear arp-cache

733 ARP = Y —DORE

E&

arp ip_address mac_address interface

no arp ip_address

[NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
(AR RE]
L
[AS1E— ]
su—r\var7 4 b—varE—R
[@i ]

By 7 —7 ARP = b U —&2{ERLT 5,
no B TEITLIZEEIE, BE L= MY —%2HIRT 5,

[ E B
portl. 1 |{ZEERE X472 IP 7 R LA 192.168.100.100, MAC 7 K LA 00a0.de00.0000 D ##) ARP =2 K U — & Epk 3
2o
SWR2311P (config) #farp 192.168.100.100 00a0.de00.0000 portl.l
734 ARP ¥ A LT 7 hDFE

[EFX

arp-ageing-timeout time
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no arp-ageing-timeout [time]
[NT A—=F—]
time : <1-3000>
ARP = b U —{RFrIFH] (7))
(AR E]
arp-ageing-timeout 300
[AS1E—F]
AP =T 2 —AF— N
B
K VLAN A 2 —7 = — A2 5 ARP = b U —{RFFH 2 £ 95, Z ORFRINICZAE S 72> 72 ARP
= M) —FHIBRS LD,
no A THAT L7 HEId, ARP = [ U —Ifi] & 300 B2 ¥ 2,
[BXRE )

VLAN #1 ® ARP =3 [ U —{REFRERT % 10 2 ICEET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout 600

735ARP #A LT 7 hEED ARP UV 7 = X hEEFRDORTE
[ERX

arp-ageing-timeout request mode

no arp-ageing-timeout request

(35 A —5—]
mode : ARP U 7 =R hXE =
RIEE B
imicast ARP % A L7 7 FRFIZIA(ET S ARP U 7 =
Abra=F%y A FTEETD
broadcast ARP % A L7 7 MRFIZIA(ET % ARP U 7 =
ARETR—R¥x A NCTEETD
(AR E]
arp-ageing-timeout request unicast
[AF1E— F]
A H—T 2 —AF— R
B
G VLAN A > Z—7 = — Z|ZEWT ARP =2 b U —OLRFFIFRHI NN T L7z & SICEFET%5 ARP U 7 =X h D)5
KERET 5,
no JZ: N TIAT L 12 B IR E IR T,
[EEBI]
VLAN #1 @ ARP = | U —DOLRFFFFEAN T L2 & SICHETDHARP Y /T A R &7 m— F¥y A P TEET
Do

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH 4

7.4.1 IPv4 B53%5ERE
[

ip forwarding switch
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no ip forwarding [switch]

[XT A —=F—]
switch © IPv4 N7y N DERERRE
RIEE B
enable IPv4 /X7 N ODEREZFNCT D
disable 1Pv4 /377 b ORRk & 9%
(AR E]
ip forwarding disable
[AF1E— ]
srua—arsr 4 S L—va R
[

IPv4 /™7y b ORREZ G E T IT DT 5,
no JE A THEAT LIS & BHIHIBE ISR T,

7.4.2 IPv4 B535E% FE DRI
EN|
show ip forwarding
[ASTE— R
JERFHE EXEC & — N, % EXEC £— F
B
IPv4 /X N DEGRERTE & RonT 5,
[ EH

IPv4 /37y S DRRIERE X R T D,
SWR2311P>show ip forwarding
IP forwarding is on

7.43 MTU OERE

[F=

mtu mtu

no mtu
[/XF A—&—]
mitu . <68-9216>

PAEFREAR R X A X

(IR E]
mtu 1500
[ASIE—F]
A B =T z—AE—F
[FHA]
VLAN A & —7 == AN LIREFTRER N7 v b YA AOFHEKIEMTU B) & 3% ET 5.,
AREREET 257 v b BRORRED L3 BEOLV—T 4 > 7)) T 587 v RB5GE R | ARG L2 3k
(AA v F U NTDHA =Y T L—LhiFxgs L e B,
IPv4 ~ v % — Total Length 78 MTU [E&# 2. % /3% v R & L3EGEET 254, IP 75 7 A F SN TEESNL.

IPv6 ~~ % — @ Payload Length 78 MTUEZ B X 2 /37 v b % L3 85T 256, ICMPve = 7 — 3Rk S LT3 7
v MIBFEI LD,
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mru 2v Y RCEEINTEA =TT L —LRIZNEDLTA XD Ty EBV—TFT 4 T OMGe L7270, Vv
RIT VL —LEN—T 4 7T 5550 mu a~ > RCZEMRERA —F 7 L —LAE2RBEIIVLERD D,
no JETHEAT LI G I3 E IR T,
[/—}]
A< RIXZVLAN A X —7 = — A 2D % E i HE,
MTU 1%, WIHMEZBRONTRRKTT DL TRRDEEZRETDH I LN TE D,
ipv6 enable R E S 4172 VLAN A V¥ —7 = — ATk, MTU OF%E A GEFLPHIX <1280-9216> & 725,
MTU 73 1280 £V &/ S RE SN TS VLAN A ¥ —7 = — A 2% L Cipv6 enable 2~ RAHRET D Z
EIXTER,
[ EH]

VLAN A V' Z =T = —A#1IZFTETH LANAR—F#1 &, VLAN A X —7 =—ZA #ZHTET %5 LAN " — K #2
1 C. 10240 NA FETOTV Y A7 L—2%EFAEL, MTU % 2000 /31 ~ZT 5,

SWR2311P(config) #interface portl.1-2

SWR2311P (config-if) #mru 10240

SWR2311P (config-if)#interface vlanl-2

SWR2311P (config-if) #mtu 2000

7.5 1Pv4 BB

7.5.1 IPv4 BiEFESR

(BRI
ping Kost [repeat count] [size datalen] [timeout timeout] [source ip_address]

[F—T— K]
repeat DO FETEHEARET D
size i ICMP 77— 2 DR S (A MRAD)ZRET S
timeout © o SATIEERST D Echo U 7 T A M &R EE LB DOINER LM 2R ET 5
source : ICMP "7y FOREITLT FLAZRET D
[/3T A—HF—]
host : ICMP Echo # %57 %5155

RA NG, £70E, 56850 1P 7 KL A(A.B.C.D)
count DT (B LTESE 0 S)

RUEME B

<1-2147483647> AR L7 BIERAT 5

continuous Ctrl+C WSS D E TFEATZAMR Y KT

datalen 1 <36-18024>

ICMP 7 — X E5 DR S(N ) (Bl L7255 56)
timeout 1 <1-65535>

INERFDRFH] (B LS8 1 2)

FEATEI% % continuous (2 L7z G I3 I ND
ip_address : AB.CD

IPv4 7 RL- X
[AFTE—F]
FiHE EXEC £— R
B

ICMP Echo Z#57E L7278 A MMZiEH L, ICMP Echo Reply DIt % 150,
ISERHIIE., FOERFERTH, a~vr ROKTRICHKEEREETT S,
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(B E B

SWR2311P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254
128 bytes from 192.168.100.254:
128 bytes from 192.168.100.254:
128 bytes from 192.168.100.254:

(192.168.100.254) :

120 data bytes

seg=0 ttl=255 time=8.368 ms
seg=1l ttl=255 time=9.946 ms
seg=2 ttl=255 time=10.069 ms

-——-192.168.100.254 ping statistics —---

3 packets transmitted,
round-trip min/avg/max

3 packets received,
8.368/9.461/10.069 ms

0% packet loss

IP 7 N1 A 192.168.100.254 55 CIZT —HF A X 120 /34 b, FEIT[EIET 3 [0 CTEHE MR

[

%

4

‘T‘

9

o

7.5.2 IPv4 1% BEHERD
[EX]
traceroute /ost
[/$5 A —&—]
host TR 2 HERS 9™ D 5E 5t
RA ML, F720F, 58560 IPvd 7 KL A(A.B.C.D)
[AJIE— F]
FiHE EXEC E— R
(@]

fEE LA A DX CTORBIFRERRT D,

(B EHI]
192.168.100.1 F TORKIEREIT S .

SWR2311P#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1), 30 hops max
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms
7.6 1Pv6 7 R L R EH
7.6.1 IPv6 DFRE
[EX]
ipv6 switch
no ipvé
ST A—F —]
switch IPv6 DENE
RIEE B
enable IPv6 & BN T 5
disable IPv6 % M2 %
[WIHIRRE]
ipv6 disable
[AS1E— ]
A H =Tz —AF— R
B

VLAN A X —7 = —RIZKLTIPv6 AN L Y 7 a—h LT LA HERRET D,
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IPV6 3R 8HE THO VLAN A VX4 —T7 = — A THMITHZ LN TE D,
IPv6 Z N L7256, B HR%E & [FARFICHIBR S 115,
no JER TEAT LS IR EICR 5,
[/—}]
HEREYE S 7 a—A7 KLU AL, show ipvé interface brief =~ > N CHERTX %,
[ E ]
VLAN #1 @ IPv6 ZH#h2T 5

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 enable

7.6.2IPv6 7 K L A DFRE

[ER
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipv6 address

[73F A —F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPv6 L7 4 v A
[AJ1E— ]
A BF—Tz—AE—F
B

VLAN A U # =T 2 —AZX LTIPV6 7 RLA LT VLT 4w 7 ZARERET D,
IPv6 7 KL 1% ipv6 enable =~ > RARESN TS VLAN A V¥ — 7 = — A CRETH LM TE B,
K=< RiL, ipv6 address autoconfig, ipv6 address dhep, ipv6 addresspd =~ > REfFHTX 5,

IPv6 7 RLAX 12D VLAN A ¥ —7 = — AT, 70 —sL7 KU ARA EE. DHCPv6 7 7 A 7 > . DHCPvé6-
PD ZfH L7=IPv6 7 KL AD§ E’%aiﬁ)%ﬂ@if& Vo7nma—ANT RLA%Z I HRETE 5,

VAT LRRTRETE D IPv6 7 L RAITHEKSEETTHLO(HBIZHI D Y Tond Y 7 e—L7 RLA
ZFR<),

no LA TIAT LA FEE LI IPv6 7 RL A ZHIERT 5, IPv6 7 R L AZRE LR oo mald, 2 To IPv6
7 R ARA BEE. DHCPV6 2747 ., DHCPv6-PD ] L7= IPv6 7 K L' Z D7 E%ﬁaﬁ’)%ﬁﬁ' brd 2,

[/ —}]
BHDOA L 2 —T 2 —AZF—H T3y FOIPV6 7 RLAZE Y B THZ LITTER,
(B EH]

VLAN#1 [ZIPv6 7 R LA & LT 2001:db8:1::2 & ET 5.,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL A D RA &RIE
[EFX)

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—Y— k]
stateless : A7— bk L A DHCPv6 ZEESH D
[WIEIRRE]
mL
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[AFTE— F]
A H—T 2 —AE— R
B

RA ZH LT, VLAN A v Z—7 =—R|ZIPv6 7 L AZHRET %,

RA [T ipv6 enable =~ RRE SN TWD VLAN A U H — 7 = — R ZRETH I ENTE B,

Az~ RiL, ipv6 address, ipv6 addresspd =~ REGHHTE 5,

ipv6 address dhep. dhepvé-server (DHCPV6 — S =5t ET LD A) 2~ 2 KT TIZERE STV 5D VLAN A >
H—T 2 — AIRETE 20,

Ko< REFNT L=, Router Lifetime S HFZ)72 RA 2ZE LT=5HA. RAZERE LIHEEROT RLAN, 57
LAl NV G NET=Y) | F=F IS

% 72, Router Lifetime 730 ® RA #%E LB EIE. T 74V b7 — b= A05 RA Z&E LIHEOT FL AN
HIBR S5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 G%E SN TV DAL, RAICHESS T 740 o — b
U = A OBINIATHOILR,

stateless # 5 7& L7284 . DHCPv6 @ Inoformation-request % 55 L C. DHCPv6 A7 — k L A&— R CTEIfET %,
stateless Z+57E L7284 (X, ipv6 dhep client pd =~ > R TIZEHE SN TV D VLAN A > ¥ —7 = — R TITFHE
T&E720,

1 D® VLAN A ' #—7 =—A(Z, DHCPv6 A7 — h L R L 1 DIZIFRETE D,

stateless ZF5E L7oAR T~ R KT8 D VLAN £ V¥ —T7 = — AR ETX D,

ipv6 address autoconfig stateless =~ > R & 57 L 7-1%. ipv6 address autoconfig =~ > K C_LE X L7244 DHCPv6
AT — b L AE— NIFET 25,

no I CTHEAT L= HE1E. RA O EEHIBRT 5,

[/— 1]

ZIELIZRAD O T T ITNA L ThHHNAT ThDHMIERZR L stateless 259 % &, DHCPv6 D AT — L' X
BENANT 2D,

AT — N L AEERE, DHCPv6 H— 3—|Z%F LT, [OPTION DNS SERVERS| (A 7'v 3 v =2— K23)&,
TOPTION_DOMAIN LIST| (4 7'v a3 a— R 24) #8RKT 5,

DHCPv6 H— =S84 T v a VPR ->TEE &, DNS = _—(I 34, RAA U A MI6MFETHE
TE 5,

AT — NV ABHERFOERIZ L > THASE L72 DNS —/3— KA1 U X I, show ipv6 dhcp interface =~ >
THER TE 5,
BFRLIERAAL YR ND RAL AORBIZ ) BR0gEIE T BMYEIins,

ARz~ FIZX Y DHCPv6 — 3=/ 5 DNS H— 3— R KA A U A & Hf5F L7284 T, dns-client name-
server. dns-client domain-list =~ > ROHEDIT I DELEEINSD,

VAT MMIBREESNT DNS —_— KA AU Z ~Z., show dns-client =~ R TR Tx 5,
[ E R
VLAN#1 |2, RAZEHALTCIPV6 7 RL AZRET D,

SWR2311P (config) #interface vlanl
SWR2311P (config-if) #ipv6 address autoconfig

7.6.4DHCPv6 7 5 A 7> MZ X8R IPV6 7 KL ADRTE

[EFX]
ipv6 address dhcp
no ipv6 address dhcp

(AR 2]
L

[AS1E— K]
A H =Tz —AF— R
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[FEBA]
DHCPv6 7 74 7 > FZffEH LT, DHCPv6 — "= OAT 5 SH72 IPv6 7 R L A% VLAN A & — 7 = — Z|Txf
TRET D,
Az~ RiL, ipv6 enable =~ RRFHE I TS VLAN A V¥ — 7 = — R TEETE D,
1 OO VLAN A V' Z—T =— |2, Ka<wr NI 1 SFEITRETE 5,
ARz~ FiL, ipv6 address, ipv6 address pd =~ > K& TE %,
Aawr RiE, iRKT8DVLAN A > ¥ —7 2 —AIIRETE D,
ipv6 dhcp client pd, ipv6 address autoconfig, dhcpvé-server(DHCPv6 h— N—XFEET /L DRH) 2~ 2 KT TITEE
ESNTND VLAN A V¥ —7 = — R TIIHETE 20,
IPv6 7 K L A Z Hf% L 72 JREE T no ipv6 address dhep =~ > REZFITT 5 L, B L CTWZIPV6 7 K L A DR A
vt — % DHCPV6 H—/ "—{Zi%k 5,
no A CIAT L7245 iDmmm7747/b® RE & HIBRT D,
ipv6 =1~ > N73 disable IR E S NT-HE . Ra~r FHHlfREN D,
[/—}]
AKa<w RTIPv6 7 RLAZABRET G, TV 74 v 7 ARIE 1128) L7ed,
ZIELIERADM 77 7INF L ThHNAE 7 ThHLOMNIERRL, Ka~vy RERET H L. DHCPv6 D AT — |
ZIVEIE(IA NA)RNENNZ 725,

DHCPv6 7 7 A 7 > &, DHCPv6 ¥ — 3—{Z%f L C, TOPTION DNS SERVERS| (47 = a— R23)&,
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K 5,

DHCPv6 H— =SB A T a B> TE7ZE &, DNS Y — =T34, RAA VA MI6MHFE T
T& 5,

DHCPv6 7 7 A 7 h DFERIZ L > THfG L7z DNS #— 38— KA A > U Z K&, show ipv6 dhep interface =~ >
R THER TE D,
BAFLIERAAL DR MDD RAL AOREIT ) Bngaid, L) BMIhsind,

A~ RIZE D DHCPv6 H—/3—725 DNS Hh— N— R KA A U XA N ZEfS L7254 CTH . dns-client name-
server. dns-client domain-list =~ > KOREDITE I MBI D,

VAT MIRE SN DNS = 3—_ KA AU A X, show dns-client =~ K CHER T 5,

Ka<wr REFENIZ L7-#%. Router Lifetime A2 RA 2 E LT84, RAZEE LIEAEOT RLAN, 57
FIV M= R = A ITBMENS,

*7-. Router Lifetime 73 0 ® RA ZZE L7581, T 74NV P = 72405 RA ZEELIHMEROT RL AR
HIEEEN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 X E SN TV DAL, RAIZESS T 74V 7 — b
U = A OIBIATOIIRN,

[BREBH]

VLAN #100 {Z DHCPv6 27 74 7 MZ XL > TIPV6 7 R L A&l 57 %,

SWR2311P (config) #interface v1anl00
SWR2311P (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{Ef L7~ IPV6 7 KL R DR E

&3]
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len
ST A—g—
pd_prefixname : DHCPv6-PD 77 7 A 7> bk (ipv6 dhep clientpd =2~ R) TRE LT VT 0 v 7 A4
PREHT . By M) A T2 T o F—3—() (32 LFLIN)
pd_ipv6_address . X:X:X:X
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DHCPv6-PD 7 5 A4 7> FTHAEA LT L7 4 v 7 ZZh &S5 IPv6 7 R L&
DHCPv6-PD 77 7 A 7> R CHAF L= L7 4 v 7 AZX LT, TOL(BRYD) OE AR ET

)
DHCPv6-PD 7 A4 7> N CHEUG L7 V7 4 v 7 ATk LT, 10) ZHET D080
»H5H

prefix_len ¢ <0-127>

IPv6 L7 4 v 7 AR

(IR E ]

7L

[AJTE— F]

A B =T 2 —AFE— N

[REFA]

VLAN A v Z =7 == A LTIPV6 7 RL AL T LT 4 v 7 AREHRET Do

IPv6 7 K L A (X ipv6 enable =~ > RAFHE SN TWND VLAN A VX —7 = —RA|ZRETHIENTX D,
DHCPV6-PD 7 74 72 MEREICE o THB L7 L7 4 v 7 RAZHESEIPv6 7 R AE AR T 5,
R E N7 IPv6 7 R L A%, show ipv6 interface =~ > N CHE T 5,

A=< RiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > FEFHTE 5,

IPv6 7 KL A1 DD VLAN A V' H—T = — A2, Za—sLT RLARARE, DHCPV6 7 74 7 > b &&Te)
ZSEETE, Vo —nT FLAZ LEERETE D,

VAT AR THERETEDLIPv6 7 KL A IR K SHETTHAH(HEMIZEH VY ToNDY 7 e—HLT KL A

ZFR<),
no IR TEIT LI AIX, FEELZIPVE 7 R L 2 ZHIRT 5,
[/ —}]

DHCPv6-PD 7 4 7 > MERET, L7 ¢ v 7 AFEREIBIFTE TORWEAIE, IPv6 7 F LA TAER I,
U7 4w 7 AMERE TALT FLRAOMAGOENELL RNGER, A VX —T7 2 — AT 7Ry hBREHL
=8HE0, IPve 7 R L RTAER S AN,

Bl

VLAN #100 © DHCPV6-PD 7 7 A 7> MZ X > TIPV6 7'V 7 4 v 7 AR EFT 5,

Bffs L7717 v 27 A4 [PD_VLAN100J %M\ "C, VLAN#200 (2, IPv6 7 KL AZZHET 5,

Z ZCiE. TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] % Hf5 L7z L RET D,

PLF OF%E T VLAN #200 (2., 12001:db8:1:aaf2::1/64] DNREIN 5,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

7.6.6 DHCPV6-PD 7 5 A4 7 v N DHRTE

EEN
ipv6 dhcp client pd prefixname
no ipv6 dhcp client pd

[R5 A—&—]
prefixname D BB TONEET VT 4y 7 RIS D NER 224 il
EATHT. Ry MO A T2 T H—3—() (32 ILFLAW)
[WIEIRRE]
L
[AFTE—F]

A H =T 2 —AF— R
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[FEBA]
KfGA o H—7 = —ATDHCPV6-PD 7 747 o MERZEIL L. TV 7 4 v 7 ZADFN M TEERT H L9 ITEK
}H:E’—é‘éo
ARza< 2 RiL, ipv6enable 2~ FPRE I TS VLAN A V¥ —7 = —R|IHETE D,
Ka< RO prefixname THRAG L7V 7 v 7 AE, LT THEHTX %,
« ipv6addresspd =~ FIZC, BGLZT VL7 4 v 7 A&MHA LT, IPv6 7 RLAZERET 5,
« DHCPv6 E— K® range 2~ > NIZ T, G L= L7 ¢ v 7 A% LT, DHCPv6 H— N—TENIZHE] D Y
T2 IPv6 7 R L ADHEIFAZRET D, (DHCPV6 — X=X E T /LD Ir)
« DHCPv6 &— RO prefix-delegation =~ > FIZT, BfF L7277 4 v 7 A& LT, DHCPv6 #—/3—T7
L7 4y 7 ZAOFEIN U TERET D, (DHCPV6 ¥ —/S—5 G E T /L D)
1 OO VLAN A v F—T = — A2, Kavwy Rix 1 SFFHETX 5,
Aa<wy RIFHERKT8DVLAN A U H—T = — A ZHRETE D,
ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 Y — N —X%fIGE T /L D) a2~ RHRT
TICHE SN TV D VLAN A V¥ — 7 = — A ERETE 20,
IPv6 7'V 7 ¢ v 7 A% MG L7 JRBE T no ipv6 dhep clientpd =~ > FZ2EITT5 L, L TW=T L7 4 v 7 A
DL A > — % DHCPv6 Y —/3—|Zk 5,
no IR TIFEAT L 728413 DHCPV6-PD 7 7 A 7 > b DR IEZHIRT 5,
ipv6 =~ > K73 disable IZFRE SN -GE, Aa~wr RLHIREND,
[/—}]
ZELIERADOM 77V NA L ThHHINA T ThOINICEFRR Ra~vr RERET 5 &, DHCPv6-PD D AT —
k7 VEIMEIA PDYRHENC /2D,
DHCPv6-PD 77 7 4 7 > ~i&, DHCPv6 ¥— 3—{Zxt L C, TOPTION DNS SERVERS| (47 32— K23)&,
TOPTION _DOMAIN LIST| (A 7'v 3> a— K 24) #F:RT 5,
DHCPv6 Hr— = OO AT g V3R> TETz L & DNS —_"—F 3, RAA U X MNI6HE TG
-C“% 50

DHCPv6-PD 27 A4 7 > s TH# L7 DNS #—/N—_ KA A U X kI, DHCPv6 E— K@ dns-server, domain-
name 2~ R THIHT 22 LN TE D, (DHCPV6 Hr— N—5tJiE T /L D)

DHCPv6-PD 77 74 7 > R OERIZ I » THSSF L7z DNS #—/3—_ KA A > U X K&, show ipv6 dhep interface =
< RCHERTZ 5,
BELIZRAAL Y RAND RAAL UAOKRBIZ [ BeWGEIE, T BMthshd,

A~ RIZE Y DHCPv6-PD #—/3—713 5 DNS r— 3— B R A A U 2 &2 HfG L7256 CH, dns-client
name-server. dns-client domain-list =~ > FOERTEDIE ) NMELIN D,

VAT BITRTE I NI DNS = 38— KA A U A MZ, show dns-client =~ K CHERTE 5,
Ka<wr REENZ L7=%. Router Lifetime NA %172 RA {5 L1-154. RAZEE LIEHIOT FLAN, 57
IV R TF— R U oA IZEBMES D,

% 72, Router Lifetime 730 O RA %% LB EIE. T 741V "7 —bhU=A05 RA Z&E LTIHas0T FL AN
HIRENn5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I N TV DAL, RAIZESS T 74V 7 — b
T = A OBINI TR,

[BREH]

VLAN #100 C DHCPv6-PD 7 74 7 MZ L > TIPV6 7'V 7 4 v 7 A& BGFT 5,

Bffs L7717 4 v 27 A4 [PD VLAN100) % M\ "C, VLAN#200 12, IPv6 7 KL AZFHET 5,

Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:2af0::/60] % Hif5 L7z L RET D,

PUF D% E T VLAN #200 12, [2001:db8:1:aaf2::1/64 | 23FEE S5,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76 7TRAICE DT 74/ b7 — b U A DHBNBREKRE
BV

ipv6 nd accept-ra-default-routes switch
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no ipvé nd accept-ra-default-routes

87 2 —5—]
switch : RAICKDT 74V M7 — U = A BEVRERRE
BRIEME il
enable RAICE DT 74N b7 — U =A BB
ROEEADCT B
disable RAIZE DT 74V b7 — U = A BB
RIE & WS D
(AR RE]
ipv6 nd accept-ra-default-routes enable
[AJ1E— F]
A H =T 2 —AF— R
[@i ]

KBDA 2B —T 2= ATZIE LI — X —ERA) DA T FLRIZH &S, IPV6 DF 74V b7 — R = A
D HEVEEROF RN/ AR ET D,

ARza< 2 RiL, ipv6enable 2~ RPRE I TS VLAN A V¥ —7 = —R|IHRETE D,

no JEA THEAT L7568 13 E & A1 HIE L )j:'tTo

ipv6 =~ > K73 disable [ZRXE S NT2HmE, Ka~vr RuHllRESN D,

[/—}]

ipv6 address dhep. ipv6 dhep client pd, ipv6 address autoconfig =~ > RFZERFRA %5 L& &2, Aa~<v R
DOBENEA S5,

INb0avy RRREINTWARWESIE, Aa~vry RBRECERESN TN THL, 774V P —h7 A D

EEDESoIEC R oY aWAIAN

[ EH]

VLAN #100 TRAIZX DT 7 4 /V M7 — b U =4 HEVRERE 2 BN T 5,

SWR2311P (config) #interface v1lanl00
SWR2311P(config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 N L A DFEIR

EEv
show ipv6 interface [interface] brief

[/XT A—F—]

interface © VLAN A V' #— T = — R4,
TR T DA H—T =2 —R&

[AJ1E— F]

FFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

A HE =T 2= ABDIPV6 T KL A& FERT D,
e IPV6 7 KL R
 ipv6 address dhep =~ 2 RIZ L > TEIIIZ IPv6 7 R L AMERIE ZINLTWAH AL, IPv6 7 K L ADR{IZ "*"

EANLCERT 5,

* ipv6 address dhep =~ > RZFLERIC IPV6 7 R L ADRERE STV WA (P — ¥ 1%8)1d, "searching"
LFIRT D,

* ipv6 address pd =~ > KT pd_prefixname % H\NTEE L7127 KL ADOEEIX, IPv6 7 KL ADH{IZ "*" & fF
ML THRRT D,

o IPv6 7 RLUANEE SN TWVARWIGA TS "unassigned" & 725,
o WEEOWRE
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« THUIEORE

A VB =T 2= RAERELEHEIZOA 4 —T 2 — 2O WE, AW LIZHAITIPV6 7 R L ARRE Shi-4
TOA B —7 = —ADEREFRT D,

[/ —h]

FBELIA L E =T =—ANRIPVv6 7 FLZZEID Y THNRNEDTHLIGEITT T —IT 5,

[FE B
ETDOVLAN A VX —T =2 —ADIPV6 T R L A& ERT 5,
SWR2311P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 7 A 7 v b DIRBED KRR

E&
show ipv6 dhcp interface [ifname]
ST A=
ifname © VLAN A % —7 = — A4,
[ASTE—F]
FHERPHE EXEC ©— R, F#HE EXEC £— K
[@iA]

DHCPv6 7 7 A 7 v FOREEEZFRRT D,

ifname ZRE Lo T28E8. T_XTHO VLAN A VX —7 = —ADIEREFRT D,
[/—}]

[ EH]

TRTHOVLAN A X —T7 =—AD DHCPV6 7 T4 7 > FOREEERZFR~T 5,

SWR2311P#show ipv6 dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal0::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44£f284efdd
DNS Server : 2001:db8:1:bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD _VLANI1O0O

prefix : 2001:db8:1:aaf0::/60

IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04

DNS Server : 2001:db8:2::100
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DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 ZA T DV kY b
EN

clear ipv6 dhcp client ifname
[/NT A—F—]
ifname i VLAN A & —T = — R4

[AS1E— )

¥i#E EXEC £— K

[FHA]

RBDA v H—T 2 —ATEWELTCWD DHCPV6 7 7 A T > v &7 VT4 5,

Ka<wr REFITTHE, [MBDA % —7 =—ATHIE L= DHCPv6 DIE SN —ElME SN D,
ZTO L X, B LTWZIPVG 7 R L ADfiEfE A v &— % DHCPv6 Y —/N—~i% %,

% D%, DHCPv6 H—/N—~OE RN FEE(E 4, DHCPv6 7 74 7 NOFFEEIT I,

DHCPv6- PD T4 T bEFERALTWEEHE, ipv6addresspd 2~ KT, BEGELZ7 V7 0 v 7 ZA&FEHLTH
RN ﬁbfwt4/ﬁ 71%x®7%vx%ﬁ RIESID,

DHCPv6 ‘5“—/\*—1%% 2T, DHCPv6 E— R® range 2~ N, prefix-delegation =~ > | dns-server 2~ " |
domain-name =~ > N “C BUSG L7 A A LTz & &, DHCPv6 — S —HEE & FIa% & S5, (DHCPv6
— R HSE T LD F)

[/ —}
[EE B

VLAN #100 ® DHCPv6 7 A4 7 v 227 VT35,
SWR2311P#clear ipv6 dhcp client vl1anl00

7.6.11 DHCPv6 7 7 A 7V "REFRIICZIETAND DS VT 4 v 7 ADFRE

E&

ipv6 dhcp client nd-prefix prefix_len
no ipv6 dhcep client nd-prefix

[T A—=HF—]
prefix_len 1 <1-127>
ZETHNDOT VT 4 v I AR

(IR E]

L

[AF1E— K]

A EF =Tz —AE—F
[

ipv6 address dhep =~ > RIZE > TIPv6 7 RLA(F L7 4 v 7 A /128) N HENERE S/ VLAN A ¥ —T7 = — R
TIE, BEEICIPV6 7 R LRI 57 3T ND(Neighbor Discovery)/ 37~ N & %59 %,

RKa<wy REFRETHEND ATy NZERICULTOMEEZ, RELIZT VT 4 v 7 AO#FBTHIERL, Fl—&7
A FOBWAITIZFDND Ry F2ZET S, Fl—8 27 AL FTEHABAVESIZIE., ZOND AXF vy 2T S,

* ipv6 address dhep =~ > RIZ L > CTHEERE S/ IPv6 7 R LA

« ZfELIEND T v FOR[EITIPVE 7 R LA

AR~ R, ipv6enable 2~ FRFREIINLTND VLAN A V¥ — 7 = —RAIIHET H I ENTE D,
RKa<wr FOXG LD ND 237 > R, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D & T&H %,
no JEATHAT LA, DHCPv6 7 7 A 7 > MiRERICZIETHND DT V7 o v 7 A&HIERT %,
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[/—}]
ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 v 7 A 128) BN HEEEE S 4L/ VLAN A V' F— T = — R
TOHLEET 2,
[ E B
ipv6 address dhep =~ > FIZ X > TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, 7 %> K /64 725D ND /37 v
NOBZETEDL LT D,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % Bl 4

7.7.1 IPv6 FHIR X TE
Ey

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—VU—F]
null Ty MEBEETICHIET S
[73F A—%&—]
ipv6_address D XeXeXeX
IPv6 7 R L A
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &35
prefix_len o <1-127>

IPv6 'L 7 4 w7 A
TI7FNMT— U= ZRETHEEIT0ETD
gateway D X XXX
F—=hJxADIPv6 7 LA
IPv6 U7 m—)VT FURAZIRET D L &1F, EHA v =7 = — AL HRET DHLLER D
5 (fe80::X%vlanN D)
number o <1-255>
EHERE (RERIREFOEEE) (B LIZSE 1)
EAV NS VIE EESEE A E,
[AJ1E— ]
Ja—\)arz 4 b—varE— R
B
IPv6 DFFAIREES 21BN 5,
no I THAT LG EIE, F57E LR 2 HIBRT 5,

[/ —}]
FIHINV =R 2 OREIZ. RAICEDZHRELD b, HHIRBICL IR ENRKESLEIND,
(B EH]

5D SED 2001:db8:2::/64 DIGE D — b = A % 2001:db8:1:1 & T 5,
SWR2311P(config) #ipv6e route 2001:db8:2::/64 2001:db8:1::1
T 74V P — U = A &% VLAN #1 L0 fe80::2a0:defffe:1 & 9%,
SWR2311P(config) #ipve route ::/0 fe80::2al0:deff:fe:1%vlanl
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7.7.2 IPv6 xR DEIR
[
show ipvé route [ipv6_address|/prefix_len]]
[XT A—=HF—]
ipv6_address D XeXeXeX
IPv6 7 R LA
mask ;o <0-128>

IPv6 7'V 7 4 v 7 AR (B LI=%4E 0 128)

[AJ1E— K]

FEHFHE EXEC E— N, F#E EXEC E— I

[FHA]

IPv6 #i51%5%  (FIB: Forwarding Information Base) % /"3 5,

IPv6 7 R L 224 LTI-5A X, FIB ONEE TR THERT D,

IPv6 7 RLAEIR Yy U =27 RLAZIRE LTZGE, ENRENDL & —ET R KT M) —OFEMiEHR %

FRT D,

[/—H]

[ E ]

IPv6 HRIER 2T X TRRT D,
SWR2311P>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr w haED & XA SN RKE2FR T D,

SWR2311P>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

Qnwn

7.7.3 IPv6 R IEE DFEIR

[ER]
show ipv6 route database
[AJIE— K]
HHrtE EXEC £ — R, %5 EXEC £— I

[FLEA
IPv6 #%#3% (RIB: Routing Information Base) % #&/~x7 %,

[/—H

(B2 EHI]
IPv6 #RIEFK &2 FnT 5,

SWR2311P>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2al0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QnQwn
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7.7.4 IPv6 BERICEBIN TV IRET N —DH <V —DRR
[EF=X]
show ipv6 route summary
[AJTE— K]
FFpME EXEC E— N, F#bE EXEC E— K
B!
IPv6 ##%3 (RIB: Routing Information Base) I[ZBGEKINTWAIRKE = N ) —DY <) —2FRT D,
[/ — 1]

(B EH]
IPv6 RIEE DT~ —%F T 5D,

SWR2311P>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > 3 =

7.8.1 #M) Neighbor ¥ ¥ v =2 b —DRE
[ER]

ipv6 neighbor ipv6 _address interface mac_address interface

no ipv6 neighbor ipv6_address interface

[/3T A —HF—]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > 2 —7 = A 24
mac_address . HHHH.HHHH.HHHH
MAC 77 KL A
interface : portN.M
WBA B —T = A A
[AJ1E— F]
Ja—n_par 74— g rE— R
[@ ]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 23814 %,

no I TIHAT LG AL, FE LRI b Y —ZHIFR 2,

[/ — ]

(B E B

VLAN #1 @ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFKET D,
SWR2311P (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.l

7.8.2 Neighbor ¥ ¥ v ¥ 27— )V DFIR
[ER

show ipv6 neighbors
[ASTE—F]
FEFFHE EXEC £ — K, 454 EXEC £— K




270 | =~ N U 77 L s A | Layer 3 B&#6E
[@iA]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
[/— ]
[FE B
Neighbor ¥ ¥ v ¥ =27 —T7 NV EEXRT D,
SWR2311P>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bcd:1a23 0011.2233.4455 vlanl dynamic
2001 :db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:£fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 /VDHE

[EX]

clear ipv6 neighbors
[AS1E—F]
FiHE EXEC E— R
(@]
Neighbor ¥ ¥ v > 2% 27 U T4 5,
[/ — D}
(BB

Neighbor ¥ ¥ v > 2% 27 U T 5%,
SWR2311P#clear ipv6 neighbors

7.9 TPv6 Bkl

7.9.1 IPv6 BE3EERE

[EFX

ipv6 forwarding switch
no ipvé forwarding [switch]

[/3T A —HF—]
switch © IPV6 N7y N DERIERRAE
BREE A
enable IPv6 /X7y N DEREZ N T D
disable IPv6 /377 v b ik Zz N4 5
[ RE]
ipv6 forwarding disable
[AFTE—F]
sa—s\)var7 4 b—3a sE— R
B

IPv6 /37 v N DERR 2N E TINS5,
no JE A THEAT LICH A I MHIBOEIT R,

7.9.2 IPv6 BEIEFR € DR

[EX]

show ipv6 forwarding
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[AF1E—F]

FERFME EXEC £ — N, b EXEC E— K
[FEA]

IPv6 /37 N DERIERE 2 Rn T 5,
[BREH]

IPv6 /X7 v F DIRERE & T D,
SWR2311P>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BiiEHERR

7.10.1 IPv6 Bi@HESE

[EA
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address|
[F—T— K]
repeat DT AR ET D
size © ICMPv6 7 —Z R DR S(N NN AR ET D
timeout D FHTIEHUY D Echo U 7 = A R & X(E LR DISERF DR 2R ET D
source : ICMPv6 /X7y RDIRETLT RV AEZRET D
[73T A =4 —]
host AR A RN FEL IPV6 T R L A(X:X:X:X)
ICMPv6 Echo % 457 % 565%
IPv6 U > 7 v—RNT RURAZBET 25E1E, BHA V=7 = — 2B BET 2L ERDH
% (fe80::X%vlanN DI =)
count COSATIE (B LTESE 0 S)
RIEE B
<1-2147483647> AR L7 mIERAT 5
continuous Cr+C MANT SN D ETHFEITZH Y KT
datalen 1 <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>
ISERF DR (FW LSS 1 2)
FATEI¥ % continuous (2 L= AR EH SN D
ipv6_address DX XXX
IPv6 7 R LA
IAF1E— K]
¥t EXEC E— I
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2D &,
EOLNTEEL, TOEA2FETRT D, A~y R T4 5 LHEARFKEEREFTT D,
[/ — ]

[B%E )
fe80::2a0:deff:fe11:2233 %6 CIZBIAMERR 21T D o
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SWR2311P#ping6 feB80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
64 bytes from fe80::2a0:deff:fell1:2233: seg=1 ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

—-—— feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IR

[EFX]

traceroute6 /ost
[/XT A—F—]
host DR A MR T D56

RA NG, E£T20E, 585D IPv6 7 K L A(X:X:X:X)

[ASTE— R

et EXEC B— RN

[REEA)

FRELIEAA FETORBERERRT D,
[/—F]

(B EH]

2001:db8:1::2 F TCORBHEREZIT O,
SWR2311P#traceroute6 2001:db8:1::2

traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms O
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms O
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms O
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms O
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10

711DNS 7 A4 T~ b

.412 ms 0.428 ms
.485 ms 0.476 ms
.693 ms 21.104 ms
.783 ms 0.673 ms
.527 ms 7.168 ms
.413 ms 7.681 ms

7.11.1 DNS ~O\W\W& b e DRE

[ER]
dns-client switch
no dns-client

[/NT A—=HF—]
switch : DNSZZA4 7 FO#E
R EE Bk
enable DNS 7 747 v NaBMZT D
disable DNS 7 A4 7 v b &N T 5
[WIERRE]
dns-client disable
[AFIE—F]
sua—s\)var7 4 Lb—3a E— R
[BLFA]

DNS ~D W& DOERRE L A2 £ 1213 T 5,
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no FETEIT LA ELhIC T 5,

[ EH]

DNS ~D W& b HEREE AT 5,
SWR2311P(config) #dns-client enable

7.11.2 DNS —X—1U 2 N DORE

[EF2

dns-client name-server server

no dns-client name-server server

[/XT A—=HF—]

server : AB.CD
DNS #—/ =D IPv4 7 F L A
X: XXX
DNS % —/3—®D IPv6 7 K L A
IPv6 U7 a—hT RUAZEBETH2HEGE, A V¥ —T7 =2 —ALBEETLHILERD
5 (fe80::X%vlanN D)

(AR RE]

L

[AJ1E— F]

rua—\varz 4 b—va e —R

[@ ]

DNS H—/3—1 2 MZH— "—%BINT 5,

PRI K 3B ETRETE D,

no B TEITLIEHAI. HE LY —/3—% DNS —— U 2 kB HIERT 5,
[/—F]

ip address dhep. ipv6 address dhep, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > N{Z &> T DHCP ¥
—/N—=5 DNS Y —_"—U X hZHfG L7256, Ko~y RORENEL IS,

72720, Ra< FIZL % DNS — 3= U X M OBRERED 3 ERmO%E 1, A6t 3£ TY X FdKEIZ DHCP
== BHS L7 DNS #— 33— U X F &ZBINd 5,

[BEH]

DNS #—/3—1U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 % BH1¥ 5,

SWR2311P (config) #dns-client name-server 192.168.100.1
SWR2311P (config) #dns-client name-server 2001:db8::1234
SWR2311P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

T3 T 74V b AL VZDRE

[EX]
dns-client domain-name name
no dns-client domain-name name

[73F A —&—]
name R AAL A (K 256 30F)

(IR RE]
L

[AJTE— F]
Ja—x\)ary7 41— g E— R
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[FiFA)
DNS WA OERHIHEHT DT 74V N RAAL VA ERET D,
no R TEITLIZEEIET 740 b RAAL VA4 ZHIBRT D,
[/ —H
ip address dhep =~ > RIZ X > CDHCP = N—InLT 74 )V b RAAL V(AT v ara—RI1SEREG LTS
f. Rav s FORENELEIND,
dns-client domain-list 7~ > R TRBE RA A VU A MPRRESNTVWDIHEAIX, Aa~v > FCRELET 74/ R KR
AA 4, BEOYN ipaddressdhep =~ > NIZ K> THERESNTZT 7 4/ b RAA VAT H S0,
[ EH]
T 74 N RAA 4% example.com ([ZFXET D,
SWR2311P (config) #dns-client domain-name example.com

TNABRBERAA U A NORE
[E=X

dns-client domain-list name

no dns-client domain-list name
[/XF A—F—]
name R AA K (K 256 30F)

[FIHAER E]

L

[ASTE— R

Ja—N\ a4l L—g s EF— KR

[FAA]

DNS WA O BERFICERATIMBE RAAL U A MIRAL V£ Z2BINT 5,
MBERAALA YA MIFKKO6MFETRAL VEBRETE B,

o K TEITLIESEAIT, 8ELTIZ R AL VEZEBRBRAAL U A M HHIBRT 5,
[/—F]

Kavwy RCHRERAAL U R MRHREINTOD5E . dns-client domain-name =~ > N CRE L7727 7 4+/L b K
AA 4, BEON ipaddressdhep 2~ RIZK > THERKESNZT 74/ b RAA AT S,

ipv6 address dhep. ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z X > T DHCP % — X—/ L%
RAAL YA RNERGLIZGS, Ka~vy FOREMELREENLD,

722l Ra~vy FIZEDBB AL U A FOBEED 6 fERMOSGE 1L, &t 6 £ TYU X FDOFKEIZ DHCP
P NG LTZR R AL U R M &BEINT 5,

[ E ]

R A A 4 examplel.com, example2.com % fR58 K A A U 2 MZBINT 5,

SWR2311P (config) #dns-client domain-list examplel.com
SWR2311P(config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MERDOFER

BN
show dns-client

[AFTE— F]
FHHFHE EXEC £ — R, #5H#E EXEC £— K
[FREA]
DNS 7 74 7 v MEHREERRT %,
FRANFIZUTO LR,
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HAE

gl%

B

DNS Client is enabled

DNS 7 A4 7 b VA%

DNS Client is disabled

DNS 7 T A 7k NEZ)

Default domain

FT AN FAAL

Domain list

BMBERAL Y AL

Name Servers

DNS #—/3— U Z MIP 7 R L R)

[FE B

DNS 7 74 7 v MEHRERRT 5,
SWR2311P>show dns-client

DNS client is enabled

example.com

examplel.com example2.com

192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl

Default domain
Domain list
Name Servers

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /L F % ¥ & ~MEHE

8.1IP v /L FF ¥ R MEKFRE

811 KRAD~NLFF¥ AT L —LADOUHEFTEDORE

EEN
12-unknown-mcast mode
[NT A—=F—]
mode WA TFFR Y R NT L— AOMEL T
BRIEME il
discard (€ B )
flood 7IITATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)Narz 4 L—va rE—R
B
MAC 7 RL AT =T MBS TN RN LT F X 2 N7 L— LAORBRHIEEZRET D,
Bl

KD NTFF ¥ A NEIEIET D,
SWR2311P(config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode
no 12-unknown-mecast

[/$F A—5—]
mode DI TF XY AR T U— LD G E
REME S

discard e )

flood T7I99T 4TS
[FIEIER E]
L
[ASE— K]
AR =T 2—AF— K
[FEHA]
VLAN A V2 —T7 = —ATZELIMAC T RL AT —TILZBEEEN TR LTFF ¥ A N7 L—ADUHT;
EEFRTET D,
no WX CTHEAT LGS IR EIZEY . VAT AREKORMO~ LT X v A 7 L— LNUBRFIEOREITHE D,
[/ —F]

A~ FIZVLAN A ¥ 5 =7 == RIZOHRETE 5.
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Ko<y RIZV AT AEBEORMO~ILF ¥ A N7 L— MU HEORE L VELEESN D,
[ EH]
VLAN#1 TZfELIZMAC 7 RL AT =7 /MICBHE SN TN RN LT F v A N7 L— A& HET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #12-unknown-mcast discard

813V v ru—hnN<NFF¥ AT L —LDERERE
B

12-unknown-mcast forward link-local

no 12-unknown-mecast forward link-local
[FIHIER 2]
L
[AJ1E— K]
Ja—nparyz 47 b—vg =R
B
12-unknown-mecast discard Z5X EL TW\WA L&, Vo 7a—hL</LFF ¥ AT RLADT L — A ZEEEE3C0s
ET 5,
no B CTHEAT LI HE 1, HBE LIEREZHIRRT 5.,
[/ —h]
Ka<wr RicBITA, Vora—hA<wLFXxy AT RUVRIZLLTO®&EHAE 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTIEIES N, ZOBXBREEND 2T 4 T EFHRALTEGAEITE
BIAYIZ 12-mcast flood =~ > RIZE XX b,

(B EHI]
Vo 7ua—AnN=LFXxx AT RLADT L—LERMOZILFF ¥ 2 b & L THESTICIEESET S,

SWR2311P (config) #12-unknown-mcast discard
SWR2311P (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ R FT7 L —ADEELERE

EEN
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr

[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 v~ /VF X A T LA

[FI8AE% €]

L

AT E— K]

A HF—T 2 —AF— R

B

VLAN A A —T7 2 —ATZE LT~V F XY XA MBREOT CTHENEELZIPVE~ILTF XY A RNT RLADT
V—L%ET7 T T 4TI D,

RKa<y RV AT LAEERT 100 HE TREN T B,

no JERTETLIESAIE. HBELEIPEA~ALTFF ¥ A N7 RLAORELXHIRT 5,

F2. IPA LT XY AT FLAZEBE LZHE1E, T XTORELHIFRT 5,



278| 2~ KU 77 LU A|IP v/ FF v A Ml
[/—F]
RKa< 2 RIZVLAN A VA —7 2 —RAZORBHKETE D,
Ka<w RTHESINEZIPVM LF XY AT RLAZIGMP AX—VE L T ORI E 725,
Bl
VLAN #1 TZAE L7235 IPv4 7 KL AN 22400251 D7 L —AL% T w75 4 735,

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#12-mcast flood 224.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BNRE
E=N

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time . <1-30>
IGMP/MLD 2 =V — X515 H IR (7))
[WIHIRRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—naryz 4 b—yarsE'w—R
B
AR IV =2k D AR U—ETREC, 72U 77— IGMP/MLD 7 = U — % %453 2 BREOBIE 2 3% E T
Do

no B CEST LA IT0IREIZR S,
IGMPMLD AX—¥ 7 L AR 7Y ) =20 LRI, PR —ERICL T AT X v X MBEDS—FF
PN 2 Z ERNH D20, AREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fE SN 72& L IZIGMP/MLD 7 =V —Z %57 5,
B LIS GIE. PR Y —EE RS> TH IGMP/MLD 7 = U —ZiX[E L7V,

[BREH]

AR\ —ZE B IGMP/MLD 7 =V —iXE 2 A2 L, bz 5 BICRET 2,

SWR2311P (config) #1l2-mcast snooping tcn-query enable 5

AR E =K IGMP/MLD 7 = I —i&(5 & Whic 4 %,
SWR2311P (config)#12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1IGMP A X—t° L 7 DEZL) / HWEhRE
BN

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X —E v 7 OEfE

R EME B!
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — > 7 Z I+ 5
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(AR E]

ip igmp snooping enable
[AJ1E— ]

A HF =T z—AE—F
B

A2 —T 2 —ZADIGMP A X —E > VOBNEEZRET 5.
no JIER CTHAT L7288 13 IR EICE D,

[/—F]

AKa<w 2 RIZVLAN A Vv Z—T = — AZDHHRETE 5,
[ EH]

VLAN #2 ® IGMP 2 X — ¥ > Z 2 (15,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping enable

VLAN #2 O IGMP 2 X — 2 7 2 85215,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping disable

8.22 IGMP R X —t° V& @iB DR E
E&N|

ip igmp snooping fast-leave
no ip igmp snooping fast-leave

[ E]

L

[ASJE— K]

A H—T 2—AF— ]

B

A B —T 2 —ZADIGMP A X—t L J Emiki B2 HMNCT 5,
no TR TEITTH L. IGMP A X — B J EdilisR 4 #shic 4 5,
[/—}]

AKa<w2 RIZVLAN AV F—7 = — A ZDOHBRETX 5,
Ko< R, LAN/SFP /R— MZBEE DB A SRR SN TWD VLAN f V¥ — 7 = — A TITHEME L7z &,
B&tl|

VLAN #2 O IGMP A X — &> 7 & ik a2 A+ 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & Mz 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping fast-leave

8.23 VILF X ¥ R M —F —DIER S DR IE
B

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
ST A—F—]
ifname . LAN/SFP R—FDA X —T =2 — R



280 2~ KU 77 LU A |IP</FF v & Ml
RETHA LV H—T =2 — A
[FIEIERE]
7L
[AJ1E— K]
AL H—T 2 —AF—F
[RiAA]
VILF Xy X R L—F =D S LTS LAN/SFP AR — bk A #HIC3RET 5,
no IR THATT H L&, HELWEFET S,
[/—}]
A< RIZVLAN A VX —T 2 —RAZOHGFEETE B,
L7 LAN/SFP R— MZIE, A FF ¥ A ML— X —NEFEINTNE I L, L —_—n5 IGMP LR— R &
Zf59 25 &, BT L7 LAN/SFP 7R — MZH&EET D,
Bl
VT XX A M—H— O E LT LAN R— b #8 23R ET 5.

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping mrouter interface portl.S8

ST F ¥ X FL—Z — DR S LAN AR — k #8 447,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ip igmp snooping mrouter interface portl.S8

8.24 7 = U — A GHEREDERE
BN

ip igmp snooping querier
no ip igmp snooping querier
[HIHIRRE]
L
[AJ3E— K]
A HF—Tz—AFE—R
(@]
IGMP 7 = U — A EHRAEZ AT 5.
no I THITT 5 & IGMP 7 = U — X EHERE & 202 T 5,
[/—}]
ARKa<wY FIZVLAN A V' F—T7 = —RZDHHEETEX D,
AREREEZ AN LIEEEIP T FLVAEZEE ST L& AHRIZIELWIP Y FLATZ 2 Y =2 F LA 25 DT
BT5Z L,
[EE B
VLAN #2 OEEHEREZ ANICT 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping querier

VLAN #2 OEEHEREZ HENICT 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = VJ —EEEIREORE
EEN

ip igmp snooping query-interval interval
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no ip igmp snooping query-interval

ST A—F—]
interval : <20-18000>

U = Y — (R RIRRCED)
(IR E]
ip igmp snooping query-interval 125
[ASE— K]
AP =Tz —AF—F
(B8]

IGMP 7 = ) — DA EMREZRET .

no FEXTHATT % &, IGMP 7 = U — D& R 2 PR E IR T,
[/—}]

A< RIZVLAN A VX —T 2 — A ZDOBRHFKETE 5,

[BREH]

VLAN#2 O 7 =) —iX 5/ Z 30 ICRET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping query-interval 30

VLAN #2 ® 7 =V — 245 Rbg 2 g1 EIc R

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /X v | @ TTL fEMFEBERE DFRE
E&y
ip igmp snooping check ttl switch
no ip igmp snooping check ttl
85 X —5—]
switch : IGMP /X% > k@ TTL fERRFEHEHE
REME B!
enable BN D
disable NS %
(AR E
ip igmp snooping check ttl enable
[AJIE— F]
A HF =T z—AE—F
B

IGMP /37 b @ TTL fERGERSREZ SR ET 5,

no I, CHEAT L= ST EICRH 5.

BN LTHATE, TP~y X —O TTL AR IE(L USM) 72 IGMP /87 » N ZiiEE+ 5,
BN LA, MUek Ny M EBEEET, TTLEZ 1 ICHIE L T d 5,
[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOBRFKETE B,

[ E B

VLAN #2 T IGMP /3% > k@ TTL {ERFERERE 2 0295
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SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping check ttl enable
VLAN #2 C IGMP /%% > k@ TTL fERRGEHERE & B2 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ttl disable

8.2.7IGMP R— g v DRE

[E=]
ip igmp snooping version version
no ip igmp snooping version

3T A= —
version o <2-3>
IGMP R— 3
(AR E)
ip igmp snooping version 3
[AS1E— F]
A VB =T z2—AE— R
[FAA]

IGMP D/X— 3 U ERIET 5,
no R THFEITT 5 L. IGMP N— 3 > AW E (VIR T,
[/ —}]
ARa<2 RIZVLAN A VX —7 2 —RAZOHFKETE B,
BRELHIHN—2a VD IGMP X7y F&%ZE LIGE. LFNOEEL 85,
o V2 ERERE

s V372V —mZELSGE. V272 —& LTk

« V3LR— I EZELEGE, IKE
. V3 RERF

s V27 x)—%XZELIELE,. V272 —L L TR

« V2 UR—bFEZELESG, V3 LAR— e LTk
[ EH]
VLAN#2 TIGMP N—V g % 2 ITHRET D,
SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping version 2
VLAN #2 TIGMP /N—¥ g > Z fIHHEIC =,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ip igmp snooping version

8.2.8 IGMP L " — NIIMSEE DR E

[ER
ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression

[23F A —%—]
switch : IGMP L R— ~#fiHse
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BRIEME il
enable EER) ] N B3
disable )] N 3
[WIEARRE]
ip igmp snooping report-suppression enable
[AS1E— F]
AH—T 2 —AF— K
B

IGMP L 7R— MfilHRE A2 3 ET D,

no JE TIAT LGB I3 EIZE D,

BT LIGAIE, 318 L7z Report A v E—X Leave A v E—UNLELEREZ L L2, F/IBEOA v E—T%
~NVF Xy A M —H—R— F~EET D,

BN LA, %15 L7z Report A v E—UX Leave A v — UV EZFR~/ILTF v A ML—H —R— h~HZkd
60

[/ —F]

ARa< RIZVLAN A V¥ —7 2 — R ZDHFEETE b,

[B%E B

VLAN #2 T IGMP L 7R— NlIESEE 2 A 20ic 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~kIEERE 2 5012 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression disable

8.2.9 VL F ¥ ¥ R hL—F —H— b ~DF — F AR OB E
[EX]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[T A—=F—]
switch DT E R == b O T — S R IR A
REE Bk
enable BINZT D
disable N5
(IR ]
ip igmp snooping mrouter-port data-suppression disable
[AJIE— K]
AU B —T 2 —AE— ]
[RLEA]

VN F XX A ML—F —R— b ~DF — F LI RE 2 R ET 5,

no IR CTHEAT LGB I3 IR EICK b,

B LTEBEE, v FF v A b —F —KR— K TReport A v —V%2ZELTEBEDHEYT —H 2~ /LFF
¥ A b—H —R— h RS 5,

RN LI BAIE. WO R— K TReport A v E—V%ZELTOIUE, 4T —ZiE~ /LT F v A hL—4
—AR— MIbiRE IS,

i1
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[/ =}
A~y RIZVLAN A ¥ 5 =7 == AIZOHRETE 5.
B
VLAN #2 T/ F %4 A b L— g —R— h~DF — G E AT 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T</LF F 4 X hL—H —R— h~DFT — Z IS 2 1 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping mrouter-port data-suppression disable

82.10 /L FF ¥ R ML —F —$ER— MEHROFER

E&

show ip igmp snooping mrouter ifname
[/3T7 A —F—]
ifname : VLAN A o H—T = — A%

FRTAL A —T = —R

[AJ1E—F]
FEREME EXEC £ — N, FiHE EXEC £— F
[@iA]
I FE SN, ERIEFHICERE LTV TF v X bL—F —Hi AR — MEREERT D,
[EXRE )

VLAN#2 D~V FF ¥ A F—F — iR — FOERE TR T 5,

SWR2311P#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.11 IGMP 7' /L —F A R —3 » FIEROFHTR

[EX]
show ip igmp snooping groups [detail]
show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—U—F]

detail D ORRHBIE R

[T A—5—]

A.B.C.D D WALFFXYARNTN—TT R R

ifname : VLAN A V' HZ—T = — A4
FRTAL L H—T = —R

[AF1E— K]

FFrHE EXEC E— R, %M EXEC E— I

[FFA]

IGMP 7 L —F A v — y PR A FRT 5,

[BREBH]

IGMP 7' V—T A v R —2 y T OIEREFRRT D,

SWR2311P#show ip igmp snooping groups

IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
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Reporter Version
1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP 7L —T A v =y T OFMIE R E KR T D,
SWR2311P#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.12 f V¥ —7 =—AD IGMP B EIFH % £~

E&y

show ip igmp snooping interface ifname
[/$5 A —5—]
ifname : VLAN A V' F—T = — A4

FRTDHA VA —T 2 —R

ASE— K]
FEREHE EXEC £ — N, FiHE EXEC £— F
[RA]
VLAN A > % —7 = —A D IGMP IR 2 £ RT 5,
[FRE B

VLAN #1 ® IGMP BEI A £RT 5,
SWR2311P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMP Snooping check TTL is enabled
IGMP Snooping Mrouter-port Data suppression enabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

8.2.13IGMP /L —F AL _R—L o 7Dy Y —HIkk
[EX]

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname
[F—T— K|
group OHIBRT AT Ry A NI NA—TT RLAZRET D
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interface © HIBRT D VLAN A v ¥ —7 = —AZIEET S

[/ A — & —]

A.B.CD D WAL FXRR A RNTL—TT KL R
AT R Y —

ifname : VLANA > X —T7 = —RA4

YIRd DA 2 —T =2 — R

[ASIE— ]

et EXEC B— N

B

IGMP /' V= A=y TOxE ) —ZHIRT 5,
[BX EH]

VLAN #1 O IGMP ' v —TF A =2y FOxr b U =%l 5,
SWR2311P#clear ip igmp snooping interface vlanl

83MLD AX—E

8.3.1 MLD A X — V' 7 DAL EHRE

[ER]
ipv6 mld snooping switch
no ipvé6 mld snooping

[/%5 A —5—]
switch : MLD A X—Ft > 7 Ok
R EM A
enable MLD A X—Vt > 7 ZHMNT 5
disable MLD A X —Vt 7 %M+ %
[WIHIRRE]
ipv6 mld snooping enable
[AS1E—F]
A E—=Tz2—AFE—FN
[FHA]

A B =T 2—ADMLD AX—E 7 OEEEHET D,
no FECHEAT LG E I3 WHIREICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 — R ZOHRETE D,
[BREH]

VLAN#2 O MLD A X —t > 7 /T 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — b F 245,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping disable
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R
il

8.3.2 MLD X X— v J&@E &
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEIRRE]

7L

[AF1E—F]

B =T =2 —AF— R
[

A B —T 2 —AD MLD 2 X—t» FEREE BN T 5,

no FERTHEITT D &, MLD AX— > ViR 2 g4 %,

[/ —}]

AKa< RIZVLAN A VX —T 2 —RAZDIHBRETE D, Fi2. MLD AX—VE VI NEHENRGAEDHERETE D,
Kz~ R, LAN/SFP FR— MIBEE DR A N SN TS VLAN f V' F — 7 = — A TITEMEL L7 &,
Bl

VLAN #2 O MLD A X — ¥V 7 BB R 2 G4 5

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping fast-leave

VLAN #2 ® MLD A X — "> 7 @ik & 523 5

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDETE
[E=X

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
[T A —&—]
ifname : LAN/SFP R— h DA » H—T = — A4
WRETDHA L H—T =2—RA
[FIHIERE]
7L
[AF1E— K]
Ao H—T —AF—FR
[BLFA]
~VNVF X ¥ A ML—F — D3P STV D LAN/SFP AR — k2 HIICERET 5,
no R CTHEATT D L. RELMWMHET D,
[/— 1]
ARKa<wy RIZVLAN A VX —T7 2 —RAZDOARETE D, £7o, MLD AX—E UV IR RGEDORHRETE D,
FXE L72 LAN/SFP R— MZIEZ, v FF v A M—F =i Tns 2 e, Lir——5 MLD LAR— R &
ZAET D & FE L7z LAN/SFP R — MIHEIET 5.
[BREH
VAT F ¥ A M—F =Dk E LCLAN R— N #8 3R ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping mrouter interface portl.8

< VT X A ML—H —DOEEHG S LAN " — b #8 2445,
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SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if)#no ipv6 mld snooping mrouter interface portl.8

8.3.4 7 = U — X EHEREDERE

[EF2

ipv6 mld snooping querier
no ipv6 mld snooping querier

(#1183 E]

L

[ASTE— K]

A H =Tz —AF— R

B

MLD 7 =V — & EHEEZ BT 5,

no IR CTEITTH &, MLD 7 = J — L EHEREA RIS 5

[/ —H]

RKa<w RIZVLAN A VX —T 2 —AIZDIHHRTETED, /2. MLD AX—E U T WRENRIGEDIHERETE D,
ARgRe & T 25561347 ipv6 enable =~ 2 RZWT IO VLAN A V¥ — 7 = —AIZRETHZ L, ipve
enable 2~ RRRESNTWARWES, MLD 7 = U —3IXESNRVOTHEETLHZ &,

B&il]

VLAN #2 O MLD 7 = J —iXEHGEZ B 20T 5

SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping querier

VLAN #2 O MLD 7 =V —i5EHRE & I5h i+ 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipvé6 mld snooping querier

(1

8.3.5MLD 7 = ) — X {ERIRDORE

[ER
ipv6 mld snooping query-interval interval
no ipv6 mld snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 =) — &5 HFE )
(R E]
ipv6 mld snooping query-interval 125
[AFIE—F]
B =T z—AE—F
[FiHA]

MLD 7 =V —DOEEHREEZ R ET b,
no TEXTHATITH &, MLD 7 =V —DOEEHBEEZ IR EIZRE T,

[/ —H]
ARa<w> RIZVLAN f VX —7 =2 — R ZOHFKETE D, £/, MLD AX—E I RENRGEDREETE B,
[RXEH]

VLAN#2 O 7 = I —% G % 30 RICERET 5,
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SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 —%E M 2 PIHEICRE T,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD "— 3 VDRE
B

ipv6 mld snooping version version

no ipv6 mld snooping version

[/3T7 A —F—]

version o <1-2>
MLD N —3 3 >

(AR E]

ipv6 mld snooping version 2

AFE— K]

AV HE—T2—RAE— R

[FAA]

MLD O — g U ERET D,
no X TEITTH L, MLD N— 3 VAR EV2)IZFRE T,
[/ — 1]
ARKa<wy RIEIVLAN A V¥ —T7 2 —RAZOHRETE D, £7o, MLD AX—E U I RFERRGHEDOHFEETE D,
BRELBIHNN—T a3 D MLD N7y bEZELESAE, LFOEEL 25,
o VI RERE
s V272 —mZELSGE. VI 72U —& LTk
« V2L R— I EZELLEGE, IKE
o V2 RERF
s VI —%ZELIELE. VI 72U —L L TR
« VI VAR—bFZZELESE, V2 LAR— & LTHak
[ EH]
VLAN#2 TMLD RN— 3 % 1 ISRRIET 5,
SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping version 1
VLAN #2 T MLD /A— 3 > 2 HIHEIC R T,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ipv6 mld snooping version

8.3.7 vV FF ¥ R hL—F —EEgHR— MEROER

[ER
show ipv6 mld snooping mrouter iframe
[T A—F—]
ifname : VLAN A V' H—T = — R4
RRTHA VA =T =—R
[AJIE— F]

FERFHE EXEC & — R, %7 EXEC £— F
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[FAA]
I SNnTe, FREFICRE LT VT F v R bPL— 2 =R — MERE£RT D,
[E 2Bl

VLAN#2 O~ VT F v A hb—X —EfiR— S OFEHRERRT 5,

SWR2311P#show ipv6 mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1 (dynamic) fe80::ae44:f2ff:fe30:291 00:01:04

8.3.8 MLD /L —F R L N—3 v FIERD R

[EFX]
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X-X:: X.X [detail]
show ipv6 mld snooping groups ifiname [detail]

[F—TU— K]

detail DR

[/NT A—F—]

XX XX DN TFERY AT N—=TT FLA

ifname © VLANA > Z—T = —RA4
FRTDHDA L H—T 2 —A

[AJ1E— F]

FHFeHE EXEC & — R, %74 EXEC E— N

[RLBA]

MLD 7 )V—TF A =y TEREFRRT D,

[EXE B

MLD Z)v—TF A \— s TOERE R TRT D,
SWR2311P#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
ff15::1 portl.3 00:00:44 00:01:07

fe80::a00:27ff:fe8b:87e3
MLD 7 /V—TF A =2y TOFMERE T RT D,
SWR2311P#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp Fwd Flags
fe80::221:70ff:fef9:8a39 00:00:03 00:01:06 Yes R

8.3.9 1 & —7 = —AD MLD BEF#RZ R R

E&

show ipv6 mld snooping interface ifname
[73T7 A —F—]
ifname : VLAN A VX —T =— R4

BRTHA LV F—Tz—RA
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[AF1E— F]

FERFME EXEC £ — N, b EXEC E— K

[FEA]

VLAN A > % —7 = — A MLD B#IEH 2 £ rT 5,
[BREH]

VLAN #1 @ MLD BJ#fE# & £~3 5,
SWR2311P#show ipv6 mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDv1l fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0O
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

8.3.10 MLD Z/V—F A _"—T v Dy M) —Hilk
BN

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—TU—F]

group DOHIBRT AT XY A NI NA—TT RLAEZRET D

interface © HIBRT D VLAN A ¥ —7 = —AZIRET D

[/3T7 A= —]

XX XX DA TFFXY R NI NL—TT KL R
I R —

ifname : VLAN A V' H—7 = — A4
HIBRT A v 2 —T7 = —2A

[AFTE—F]

¥ #He EXEC £— K

[FEEA]

MLD Z)V—=T A o N—=y TOxr b —2HRT 5,

[EXE 5]

VLAN #1 O MLD Z L —7F A =3 7Oy h ) —EHIERT 5,
SWR2311P#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y X N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZFEE L7eHE . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAFIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5,
protocol |Z tep ZHEE L72HE . SR TCP ~y ¥ O RST 7 7 V& I8ET 5,

op

protocol I tep ZfRE L= %

o> op

op

protocol (T tep Z457E L2, RIFIZ TCP ~y XD SYN 7 7 7 &2H8ET 5,
protocol IZ tep ZHRE L2 E. RIFICTCP ~v XD URG 7 7 7 %487ET D,

<1-2000>

IPvd 7 72U Z F® ID

<1-65535>

=l U ARG, MBET VAV A MAICBIT L= M) —DNEETRET D,

= U AFFEERR LGSR, VA MORBRBIZTZ MY —RBEEnD, 2oL E,

MFEORBRT P —I2 10 ZME LZEAFHT ) —0FSE LTHBRESND,
WO = o AF SR LTEBMLEZSES, = ) —0FSIL 101274 5,)

T 7R ARMEI T DEEELRET D

R EM A
deny FHEES"T S
permit B S i ] R )

HRLTLH7m b arf@iplzfiiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 » b

ST AERETIPVE T FLABFREHRET D
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R IEME 24 HH

JA ) RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 BEMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—0 IPvd 7 KL A(AB.CD)AEET D
any TRTOIPVvAT L AZRRET S
src-port 1 <0-65535>
protocol IZ tep, udp ZHEE L7256, R & T2 ME LR — FEE<0-65535>%fET 5. A&
3252 & HAhe
BEFE B
eq X A= FEZX)EIEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info R L T A IPVA T LU AR AR ET D
R EE A

JA )V KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0DIPv4 7 L A(AB.CD)EFEET S
any TRTOIPVET RLRAZRETH
dst-port 1 <0-65535>

protocol {Z tep, udp ZH457E L7256, SRfh & T 55008 — M 5<0-65535>%f8ET 5, A%
THZ L bR

BEHIE B!

eq X R—  EEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIHIRRE]
2L
[AS1E— K]
sa—s\)var7 4 b—3a E— R
[BLAA]

IPvd 772 A ) A NEAKT D,

AR L7778 AU R MCiE, EEMAX256 D&M ERETDH I ENTE 5,

AR LTZIPvd 772 AU A MEBHASELHA1T. A % —7 =—AF— FT access-group 2~ > K& 5,
no AT action LI 215 E L7256 1%, FIUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no X C action LARRZFRE L7 o728/, 778 AV A MO ID BN —ET51Pvd 778 AU X R ZHIRT 5,
[/ —}]

LAN/SFP R — FB L OGRS v ¥ —7 = —ACHA L TWAHT7 78R Y A NI, no B THIBRT 5 Z LixT& 2
WV, HTIEHE R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFADNIEE TZ A0, ZO X ICHFAZIRE L IPvA 7 78 A U X NI AT ALK
T—2721J access-group 2~ R TA U H—7 = —A|Z#HTX 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~OEZ4EET 5 IPvd 772U 2 b #1 2B 5.

SWR2311P (config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 772 AU Ak #1 ZHIBRT 5.

SWR2311P (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFBHAIGEAN

[

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
AISCAE BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCI T 32 3UF & TR E Al
(IR E]
L
[ASIE— F]
Ja—nN\)aryz 4 L—varE—FR
[BLFA]

B LTHDBIPvE T 78R Y X MIEBSTEENT 5,

o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,

[/—F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHASE-H# S, Ko< RCHAZBENT S
ZLIEETHE, (BREDTUHAXN EEEXT D)

[EX EH]

BIEIC 192.168.1.024 DT A bbb, 1721611 ~DEEEZIEST D IPvA 77 B AU X b #1 Z2/ERL L., s
[Test] #i1BINT 5,

SWR2311P (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2311P (config) #access-1list 1 description Test

913IPvd4 77 tRU R ~DEHA

[ER
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
WHTAIPvA T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7 =L L CHEASED
out EEZL—AIXLTCHEAIES
[FIHIRR 2]

L
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[AF1E— K]

AR =T 2—AE—F

[FHA)

LAN/SFP R— h B L UGBS X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

ZREAEETL—LBT 7 AU A MDOREL B LESHE, T/ EAV R MDOT 7 v a v BFYS 7 L— LT/ 5
7 7 3 a v (permit, deny) & 72 B,

no R TIAT LA, WHLEZT Z7®AU A % LAN/SFP R — F B L OGREA > ¥ —7 = — A LHIERT 5,
[/—}]

TI7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(n) L EE 7 L—L>Ou)DZENENIZ 1 DT Lok
FRTE R0,

EET7 V=29 57 78 A U A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIILL T 0@,

N— hFESHPH(range X Y)ZFEE LTZIPv4 727 A Y A ME, 257 L — L (out) Tl TE 720y,

ZET LT DT 78 AU A RRERE S U7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTABET 7R R MIHEA VX — 7 =2—R|ZHB L TVWA LAN/SFP R — Mok L CiEf T
R, 2L AZ— T v Tar 7 4 7 BB A VA —T7 = — A ZFTE LT 5 LAN/SFP iR — MIZE7 L—
DT BT IV BAV A NRED D DHE. HABZR— FOREDGHEA VA —T7 =2— R @A SN 5,

B&l|

LANFR—F#l DZET7L—HIZX LT, 778 AY RN #l Z#HT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #access-group 1 in

91.41IPv6 7 7R U R N DARR
[

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 2AY X M@ ID
seq_num 1 <1-65535>
V=l ARG, RMBET 7RV A MAICBIT L MY —DNEEARET D,
= U AFFEE LGS VA MORERRIZZ M) —RBINEhD, 2D E,
WA ORZRT U —I2 10 ZIHE L7ZENHH#HE S R —0FK 5L L THEBRE SN D,
(RN —r o AF SR L TBIMLESRS, = ) —0&SIT 101272 5,)
action L TR ARMICKT 2EMERTRET D
R EE A
deny FEEESR T D
permit e S ot A K )
sre-info DML T AEETLIPVE T RLUAFRARET S
REME B
R BT xRy b A7 RMbi)f & D IPve 7 R
XXXXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZXGET 5
[FIEIRRE]

mL
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[AJTE— K]
Ja—x\)aryz 4L —y g T — R
[FRHA]

IPv6 77 AU A NEERKT 5,

AR L7 782U 2 MCiE, BEMAX256 D&M ERETDHZENTE 5,

AR LT 78 A) A Ml SEL580F,. A X —7 = —RXF— KT access-group 2~ > REHf4 5,

no FEI T action LI Z T L1-HE1E. REETHR—&THIPv6e 77 B8R U 2 N ZHIRT 5,

no FE T action LI E Lo 72581, 778 AV A MDD ID N—ETBHIPv6e 77t AU A N &HIERT 5,
[/ —}]

LAN/SFP R— b B L UGHELA v X —T7 2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTEHZ R L T DHIBRT S Z &,

[ EH]

3fe:506::/32 N EH DNy M EEST D IPv6 77 B AU A K #3002 Z1EKT %,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 772 A U A b #3002 ZHIBRT 5,

SWR2311P (config) #no access-1list 3002

9.1.5IPv6 77 &R U X s ®FBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[/$F A—%—]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 EAU 2 R ID
line ¢ BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r)var 74—y g rE— R
[BEEA]

ER L THDIPve 77 AU A MIEHASEZBINT 5,
o B TEIT LIS, IPv6 7 7B XU X NOFHACEHIRT 5,

[/ —F]
LAN/SFP R— F B L OGBS LV X —T7 2 — AT 7B A A M2 EASE %L, Ko~y FCBAZBEMNT 5
ZEFARE, (A DB T EEET D)

[ EH]
3ffe:506::/32 B Dy NEFESAT S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
SWR2311P (config) #access-1ist 3002 description Test

91.6IPv6 7 7R Y X FDiEH
N

access-group ipv6-acl-id direction

no access-group ipvo-acl-id direction
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[73T7 A —=F—]
ipv6-acl-id : <3001-4000>
WHTHIPv6e 727 AU 2 LD ID
direction AT L—LADFMERET S
X EME Bl
in ZETZ LA LTHEHASED
out EE7LV—LIR L CHEASED
[WIERRE]
7L
[ASTE— ]
AH—T2—AE—R
[FLFA]

LAN/SFP R— b B L UOGHHELA VX —7 = —RIZIPv6 T 7B R Y A M &M 5,

ZERERT V=BT 72 A R FORMEE B LIEHA, T/ HAVAMDT 7 v a VS 7 L— LICHT 5
7 7 3 a v (permit, deny) & 72 B,

no IR CTIAT L72hA, WH LT Z78AU R L% LAN/SFP R— F B L OGREA ¥ —7 = — A LHIBRT 5,
[/—}]

TIEAVARNE, W=D X —T72—A2, ZIET L—2AL(in) L EE T L—L>ut)DZENLIUT 1 DT D LK
FETE 720,

HEETZ V=2t 57 78 A Y A ML LAN/SFP A — MK L COAEMAARETH 5,

HFFEIXLL T 0@,

ZIET L —DIRIT BT 7 AU A FIRERIE S 72 LAN/SFP iR — MIGHELA v 2 — 7 = — R TR TE 72\,

ZETL—AIHTABET 7R R MIHEA VX — 7 =—R|ZHB L TVWA LAN/SFP R — MNoxf L CiEf T
R, 2L A= T v ar 7 4 BB A VA —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L—
DT BT 7 BAV A NRED D DHE. ABZR— FORENTHHEA VA —T7 =2— R @A SN 5,

(% EH]
LAN AR— R #1 OFZ{ET7 L—AIZX LT, IPv6 727 AU X k#3002 2 HT 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #access—-group 3002 in

9.1.7TMAC 77t R U X FDAERK
E&N|

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

35 A—%—]
mac-acl-id : <2001-3000>

MACT7 7 &AUAXRDID
seq_num 1 <1-65535>

V=l U AEE, BTV AY A MNNIZBIT L = N =D EERET D,
=T U AFFEEM LIZGEIT, VA NOFRZRRBICZ N —RBNEhD, Z0LE,
MFOREKERETY MU —I2 10 ZME LZERFH= ) —0F S L LTHEREIND,
WO = o AR SR L TEBMLEES, = ) —0FZIX 101274 5,)

action T BASGMCR T A EMEERRET D
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REME A
deny A RS 5
permit N T B )
sre-info D RMEETAHEEILMAC T RUAIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
B —— %; > MAC 7" K L % (HHHH. HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T HEE MAC T LA RERET D
REME B
DAL K= FE Yk
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHA HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL A& ET5H
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4 —vgrET—FR
[

MAC 77 &RV A N&EAKT 5,

R LT 78 AU A MCE, BEMAX256 D&M E2RET D LN TE 5,

B LT 78R R MEEAIEI5E81L. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 2 8 E L7280, SMETH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2~ 2881, 778 AV A MO ID BN—FHT 25 MAC 727 AU X hEHIRT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 278 AU X NI, no B THIFRT 2 Z LixT& 722
W, ST EMER L CODHIRT S Z &,

"W", "H"X 0-9,a-f,A-F 5705 1 XFLER 5D,

[ EH]

MAC 7 F L & 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 AU & | #2001 1B 1 5,

SWR2311P (config) #faccess—-1list 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 & A YU A | #2001 ZHIpr3 5,

SWR2311P (config) #no access-1list 2001

9.1.8 MAC 7 7 B R U X s OFBAIGEN

EEN
access-list mac-acl-id description line
no access-list mac-acl-id description
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[73F A —&—]
mac-acl-id : <2001-3000>
A SCE BN 5 MAC 772 A U A h® ID
line ©BINT AR SC, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AS1E— F]
Jsa—nnarz 4 S —varE—RK
B

ER L ThHD MAC T 7 AU A MNMIBASCEBINT 5,
o IR TEIT LS. MAC T 782U 2 FO#EACAEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA NRHAISE-#% Y, Aoy NCaBSIEZBNT5
ZlFATEE, (A OUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A &HEHET 5 MAC 727 AU A k#2001 Z1/ERk L. #HASC Test)
ZBINd 5,

SWR2311P (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWR2311P (config) #access-1list 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[73F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R A D ID
direction D WA LA MERET D
R EM B
in ZEZLV—AHLTESES
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U A FE2HEAT 5,

SAET V=BT 7B RAY A MDORMEL =B LIHE, T2 8AV R MDT 7 a VBN T L—AIHT 2T
¥ 3 M (permit, deny) & 72 5,

no B CTEITLIEHA. WH LT 78 AU A % LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEDOT 72 A A NEBET DI LIXTERN,

HFEEIZLL T 0@,

ZETLU—LIRTEHT 7 BAY A NBERE ST LAN/SFP AR — MIGRELA ¥ — 7 = — AZHTR TE 7auy,
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ZIET L= AT BT 72 A Y A MIGHEEA V4 —7 = —AIZATE L TV % LAN/SFP AR— bt LGl i T
RN, 2L AF— T T ar T g 7 RICEEA 2 — 7 = — ZIZFTE LT D LAN/SFP AR — MZZfE 7 L —
DT DT 7 AV A MREND DYd, BETFR— FORENTHEA > 7 —7 = — AWM S D,
[FREH
LAN R— b #l DZAE7 L— LI LT, 778 AU X b #2001 Z28H T 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #access-group 2001 in

9,110 £ LT 7RV X FNDOFER

(&)
show access-list [ac! id]
[NT A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAJ X NDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT Z7E®RAY A NEFRRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A B —T 2—RZHEA I, o, S H o7 L —2% 1 O ESEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—}]

T 7 4 v 7 5B(QS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]
—BEFRRT D,

SWR2311P>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 HHE DI VT

[ER]
clear access-list counters [ac! id]
87 X —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78ATVANDID
[AS1E— K]
FHE EXEC £— R
[FBA]
show access-list @~ > N CHER I D HEitHE (match)z 7 U 79 %,
[BREBH]

etz 7 V79 %,

SWR2311P>clear access-1list counters
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9112 A UV F—T7 =2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[BA]
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZFRKRT D,
[EE B
—BmERTT D,

SWR2311P>show access-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB LR VLAN 7 7 T A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE (256 LFLN)

TR AT v T

[FIEIER E]
L
[AFTE— K]
Ja—)ary7 4 Jb—yg rF—FR
[FHA]
access-map-name CIEE LI2A4BID VLAN 77 B A< v T HAER LT2DOB  VLAN 77 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LS. HBE L VLAN 7 7 B2~ v FEHIRT 5,
[/—F]
VLAN 7 7 B A~y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit a2~ R L, Hikg
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7 E— R~BITT 5,

SWR2311P(config) #vlan access-map VAMOO1
SWR2311P(config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[/XF A—&—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY A MNEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 77 B A~y FWZH@AT 27 78XV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 E VLAN 7 7 B A~ v T BHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v ZIZR L TREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiRE L MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 77 B A~ v 7Z2{ERL L T, 192.168.0.1 2HD 8w haHESETLHT 78R A M
%&}\’:‘E“j‘ 50

SWR2311P (config) #access-1list 2 deny any 192.168.0.1/32 any
SWR2311P(config) #vlan access-map VAMOO1
SWR2311P (config-vlan-access-map) #match access-list 2

9115VLAN 7 7B A~ T 4 LV Z —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I L OCEMA T H(256 SLTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHLT V7 EAS v T4

vian-id o <1-4094>
vlan =¥ > RC enable JREEIZERE 41TV 5 VLAN ID

direction WA LA LMERET S, A LEBARZET LA LTHEHASRD

BREME Bk

in ZET7 VAR L THEASES
out EEZL—HIHHLTEASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\varz4 7 b—va e — R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — AT 5,

no JTERTHEAT L7256 1%, F5E L7z VLAN (295 VLAN 727 B A~ v 77 4 W Z—%HIFRT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 LILTERLY,

VLAN 7 7 A~ > L, FA—DA 2 —7x—R|2, ZE7 L—2A(In) L EET7 L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV A RERE LT VLAN 77t A~ v 7 id, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— MESEIPH(range X V)AFEE LT IPVA T 7 AU A b

[ EH]

VAMOO01 & W5 £47ii0D VLAN 7 7 B A~ » 7 a2 B LT, 192.168.0.1 226037 v NEERT 5T 78RV A M
BELT=OH, VLAN #1000 D55 7 L— 2%t LT VAMO001 Z i3 %,

SWR2311P (config) #vlan database
SWR2311P (config-vlan) #vlan 1000
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SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B A~ v DK/

EEN
show vlan access-map
[AJTE— F]
FHHrHE EXEC E— R, %M EXEC E— I
[FAA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToHEANERIND,

« VLAN 77t 2~ v 7 DOXHi

o VLANT7 7 A<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7 v A~ v 7 OIERE L RT D,

SWR2311P>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B R~ v 7 4 VF —DER
[EX)

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —OiRIGHE &RrnT 5,
ITOHENFREND,
o VLAN 7 7 & 2= v 7 O4L4Hi
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L— ADFh)(in/out)
[EXEH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRRTH,

SWR2311P>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DA - FhH|fH
[EF=R]

qos action

qos_disable
[/NT A—=F—]
action : Qos DEME
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REME il
enable Qos ZHMNZT 5
disable Qos Zshzd 5
(IR E]
no qos
[AFTE—F]
srua—)arr 4 L—vg E— R
[FFA]

QoS Z AT 5,
no ER CEITLI-H4A. QoS #MMT 5, k=, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/— 1]
7 u—flEOY AT NFEBANLEE. Qos wAMIZTH I LIFTERN,
QoS BHIE v > FiE, QoS A HAMMI L TENRVEETTERNVLDONEZH D D,
[BXRE )
QoS ZH T
SWR2311P(conf1g)#qos enable
Iz
(

QoS Z N 5,

SWR2311P (config) #gos disable
92257 4V k CoS DRE

[ER]

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 #/V bk CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =Tz —AF— R

[FEHA]

LAN/SFP R— F B L OHEIA v X —T =2 —ADT 7 4/ k CoS ZRET D,

no I TIAT LIZGE . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A H—Tx2—ADFTARNE—RBCoSIZHESNTWNDORETH 7 L7 L —LE%F L

FEICER SN D, (7 L—2AIZ CoS BREE SN T2 ®))

[/ —}]

ARa<r REFEITTDHITE, QoS A LT Z &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHWHE, Ka~vy RIFET=I—L7R5,

7 7 4V b CoS BH72 D LAN/SFP 7R — NMIFRELA » H — T = — R L LTHNRD Z LT TE R,

FITT A4 =T == AN U F— T = — AR L TV % LAN/SFP 7R — h D6 Ka<r FIEETE

~&ﬁ5 ttb x&—b7/7:/747i@ MELA X — 7 = — R ZFTE LT\ % LAN/SFP &R — h O E
AT R — FOBRENHEA > ¥ —7 = — A ZHH I D,

[ﬂﬁ%]

T 74 b CoSfEA 2 IZRET Do

SWR2311P(config-if) #qos cos 2
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T 7 4V CoS fHZ HIHIMEIZ R T,
SWR2311P (config-if) #no gos cos
923 b7 A ME— RORE
[EF=R]

qos trust mode

no qos trust

[/NT A—=F—]
mode : RTZABRE—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp EfFF = —% DSCPHICESWTIRET S
port-priority ZAz R CRRE SNV E AT 5
[WIHIRRE]
qos trust cos
[AJ1E— K]
A HF—T 2—AF—FR
[@iA]

LAN/SFP R— FB X OHBIA L X —T 2 —AD N T A ME— RZHRTET 5,
no JTEITIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

FT A ME— RS cos DAL, ZET7 L— LD CoS {1l A5 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?fm:\";~®ﬂ%ﬂi%?ﬁﬁ port-priority D ZIEA LV H—T 2 —AIZREESN
TBREITEESNT, FEF 2 —DIREZIT I,

CoS fEX° DSCP fE, ZAEAR— MK 2 XEF 22—, LTFTOa~y FTEET LI LNTE D,

FFRALE—F EEX 2 —RECHEATORERE | EavsF

CoS CoS-E{EF = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7 — 7/ | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDMEDOHF T, EEXFa—ZRETHELETHXA IV TIX4FHED D,
EEX 2 —HI0 2 Th

7T Ay FICEDEEF = —IEE

JIAS N E DTV~ —% U TIRE

I IAwy TN EB Y ~v—F TIRE

2,3,41Z N7 A FE— R"CoS"£721X"DSCP" DL EDHFEEFRETH Y, WTHOHEHLAHD M7 & ME— NITxf
J6T % TEEXa—IDEMT —T V] 2T HZLICLD, EEFa—DHVLETLEND,

[/—}]

Ka<o REFITTDHITIE, QoS #Ahc LT Z &,

LAN/SFP R— F B L OGRS v 4 — 7 2 —ZATRY —< v FREH I TV EEHE, FTF A ME— ROLF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIfRELA v ¥ —T7 = — AL LTHRNAD Z LIFTE 220,

A A —T =2 — AT LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, L, A —FT v
7:/747L® G L F— T = — ZIZFTB LTS LAN/SFP AR — R DR EIT. A ER— FORTEDHIEA
H—T7c— A ZHEBEENS,

QoS HEAETIE, P T A PE— RICE > TEITHIRA D D b O, RFHRORIRD LONRD D,
BBl
LAN/SFP R— F B L OGHHEA v X —T7 =2—AD KT A M E— K% DSCP IZRET D,

Eal ol
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SWR2311P(config-if) #gos trust dscp
LAN/SFP R— b B L OGHEA v X —T 2 —AD F T A FE—RKET 7 4 /L M(CoSITHRET D,
SWR2311P(config-if) #no gos trust

9.2.4 QoS HEE DR EIREB DK IR

[#FX
show qos
[ASTE—F]
FERFHE EXEC £ — R, $§#E EXEC ©— K
[@iHH]
QoS F&HRE D £ #(Enable), % (Disable)ki&Z #R7 %,
[ EH]
AT LD QoS DEEIREEFRT D,

SWR2311P#show gos
Enable

925 A L F—7 = —ZD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP iR— hB X OGHELA v ¥ — 7 = — 24, BAWEHIER— a5 L5,
KT HA X —Tx—RA

[AJ1E— F]
HHrtE EXEC £ — R, %5 EXEC £— |

B
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, KTHNETLUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T == R EHEHDORY > —~ v T LT
7 A=y TIEHRAE )

Port Default CoS Priority 7 7 4V & CoS fE(E 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— 7 (R— FHET)

Egress Traffic Queue Shaping NTFT7 47— T (F 2 —HA)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-EfF ¥ = — ID 57 — 7 /L (1% 2)

DSCP (Queue) DSCP-1%15 % = — ID B#a7 — 7 /L (7E 4)

Special Queue Assignment: Sent From CPU CPU DL EREND 7L —LDEEF 2 —HE

EDHEHSNTWDEIRY =<y TRRVIGEIEFRRINR, 7T A~y TIEHROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— KRR — MERE"OLEDOAERIND,
H4) b7 A FE— KR'DSCP"OFEDIRERIND,
[/—}]

AKa<wr REFATT 511, QoS ZHMT L T Z &,
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[BREH]
LAN R— b #1 ® QoS REZ FR~T D, (M7 A FE— R CoS)
SWR2311P#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Scheduling:

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queuel3 : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R— K #1 @ QoS X Ex &K ~T D, (F7 A FE— K DSCP)
SWR2311P#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Scheduling:
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(¢0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROELR
[ER]
show qos queue-counters [ifname]
85 X —5—]
ifname : LAN/SFP &R — N4, BRI R — N ERGLET 5,
TR T HA H—T =2 —R&
[AJ1E— F]
JERFME EXEC £ — K, 5t EXEC E— I
[FLBA]

F8E L7z LAN/SFP R — h DEEF 2 —BOFHEL X RT D, Fa2—OFHRIILLT CTHET 2,
(Fz—DEHF) = (F=2—ICHEAIIN TSN 778/ (F=z—DRALR)



9.2.7 CoS-EEX a2 — ID BT — TN D

308 AV KU Ty LU A | bT 74w il

[/ — P}

K= FiE QoS DIRIE(HE NN D LI TE %,

(% EH]
LAN R— b #1 OF 2 —fHfiRE2 TR 5,

SWR2311P#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhd R O
OO WO oo

P O o O O OO
o o o° A A o o oP

W
el

[EFX]

qos cos-queue cos-value queue-id
no os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHILD CoS
queue-id . <07>
CoS EIZ G % EE ¥ = — ID
(IR E )
[/ — M=
[AJ1E— ]
Ju—nrarz 4 L—varE—R
[FL8A]

EEF2—ZRETHOIEHT S CoS-BEF2a—ID BT — T NVDOEERET D,
no IR TEIT LA, FHEE L7z CoS HDEIEF = — ID ¥R IR,
CoS-EEFXFa2—ID BT —7 /T, FTAPE—FRBCoSITRESN TWAEHITHER NS,

[/—}

AKa~<r REFITTHITE, QoS =AML THL Z &,

CoS-IHEF = — ID AT — 7 LV OHHRET FERD LIV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoS fE"0"IZxf L TkfEF 2 —#4 ZHIV TS,
SWR2311P (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWR2311P (config) #no gos cos-queue 0
9.2.8 DSCP-35/E % = — ID ¥ T — T )L DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T A =4 —]
dscp-value 1 <0-63>
ZE it DSCP i
queue-id 1 <0-7>
DSCP EIZHIET D E(EF = — ID
[FIEARRE]
[/ — MR
[AJTE— K]
rsa—)ary 7 40—y g F— R
[FRA]

EEX 2 —Z2RET DO AT 5 DSCP-5{5F = — ID AT — 7 IV OEERET D,

no IR CIFAT L7245A . B5E L72 DSCP EDOE(E X = — ID ZHIHEEEICH T,

DSCP-ZE¥ 2 — ID AT — 7L, FF A FE— FRDSCP IZHE SN TWARSITHET SN,
[/—H]

AKa<r REFITT 5T, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREIZTTEDO LBV,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N | N ]| B~ W

56-63

[BREB]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2311P (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZHE T,
SWR2311P (config) #no gos dscp-queue 23

BXE

m

9.2.9 h— MERED
(&)

qos port-priority-queue queue-id

no qos port-priority-queue
[/NT A—=HF—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— K]

AH =T 2 —AF— K

[

LAN/SFP ;R— h B L OGHELA v X —T7 =2 — AT, ZEA v H— T = — AR T HDEECEE X 2 — ID) AR ET
Do

no W THEITLIEBE, IBELIA LV —T7 2 —ZADEEF 2 — ID Z2UHIEQ)IICRET,

A— MEEEIX, NI A ME— RB"R— MEECRESN TV DIEEOREF 2 —OIREIHEH SN,
[/—}]

AKa~v o REFATT 51T, QoS =AML THEL Z &,

FATTHA v H—T 2 —AD T A ME— R — MER"TIEARWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGwEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 20,

RITT DA 05 =7 2= AN,V F —7 = —ZITHTE LTV D LANSFP R — b D6 Ao~ RIFEIT=7
—eD, L, AX— T T a7 4 7 O A o F—T = — AZFTE LTS LAN/SFP AR — R OF%E
IE, BB AR — FOREDTHIEA v X —T7 = —RAZHEA S5,

[ EH]

LAN R— h #1 OFR— MEEEL LT, REXT=2—ID#M E2FV 4 T5,

SWR2311P#interface portl.1l
SWR2311P(config-if) #gos port-priority-queue 4

9210 AA v FARENOLEEIND 7 L—LDOEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sra—m\)var7 47—y aryE—FR

[BFA]

AL FAMK(CPU) D 45 LAN/SFP R — b ~XE S5 7 L — LD DREF 2 —2RET D,

no JEACEAT LG E . FIHHE Z-RET 2.

[/—H]

Ka<xy FEFTT 51203, QoS #A#C L TH 2L,

CPUMNDLKEESNL T L—LDEREZ FT 5L, KVEEEDOSNF 2 —n0bDORENMELRINL D, mAakt
DIRAET L2MS o — 7t e EOBRENEINE L 22 < R TR B D, Z D728, ARREMITFIRERIR Y K& 72
E(EERE) L T2 2 & 2#E+ 5,

Bl

CPUMNBHIXEEND 7 L — L DMEREF 2 — & #5 ITRET D,

SWR2311P (config) #gos queue sent-from-cpu 5



awrRU 77 LU A | MT T 4w 7 #3101
9211 7 F A~ (NTF T 4 v 7 OHESFE)DAERK
B

class-map name

no class-map name

[/XF A—&—]

name T ATy T4 (20 UL KT/ EXBIT D)
[AJTE— ]

Ja—N")aryz4JL—g T — R

B

I TRy T eAERRT D,

JIAy TN, ZETV—LENT T4 v I I TACGET D720 D0FMEERTHHOTHY, match 2~
RCER LIS E 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T Ay T DT 73 a  E RO LD IZ
25,
« 7271 AU A NMACL)Z&E L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT /v arBNI TR~y T DT Ivarbind,
« T7®AVUARNACLLSERE LIZHGA
FF Al (permit) & 72 5,
Eth. TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA X, FE LT T A~y T HHIRT 5,
[/—}]
Ka<wr RaeFAT9 512013, QoS ZHMC L T 2L,
HBELIY 7 A~y TRERB OGS, AiEOREICH L TERNMTR2bRS, 72720, R v—~vv 7N
LAN/SFP R— b B L UGHEA v ¥ — 7 = —RCHEHEAOEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< T class" VR T 5,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
37 X — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiA]

RV =~y T T A~y 7 &BEMT D,

77 A=y TOEMFICKNT DL, K=o T « 7T 2= RIIBIT D, R v—vv T+ 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV LT

s KU

e Uw—F 7

no W TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMIT ZiERT 5,
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AU —~< v D S 7- LAN/SFP R — MBI OGREEA v ¥ —7 = — AT, BEfMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I VTR T D, VTAYy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETET 5,

[/— 1]

Ka<o REFITTDHITIE, QoS #Azhc LT Z &,

deny 77> a D77 4y 777 A LT, QoSO EL L THEMENR,
[BE)

LAN R— h #1 DZE7 L— LI L CUTOREET D,

¢ 10.1.00 DXy NT—=I DD NT T 4 v 7 ZFFHA]

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 [CEE#ax . Red:MEE

[N 74w 0T ADES

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P(config-cmap) #match access-1list 1
SWR2311P (config-cmap) #fexit

[RY > —DRIE]

SWR2311P
SWR2311P

config) #policy-map policyl
config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P
SWR2311P

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 5 FESRME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 EAY A KID
<2001 - 3000>
MAC 77 & AU A k ID
<3001 - 4000>
IPv6 77 &A1Y A~ ID
[AJ1E— K]
7 IAYy TE—F
B

NTT 4w 7T ADGERMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RAVANDT 72 a BT T 49T T TADT I
T 3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 MIEDEMEREXHIGRT D,
[/—}]

Ka<wr REFATTHITIE, QoS ZAMC L THL Z &,

N7 4y ETT 78R A MIRETEDRMITRKRIGFETERD,
B!

25 A<y T classl"DESMRCT 7B AU A - #] ARET D,
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SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match access-list 1

9.2.14 F T 7 4 v 7 3 FEHEDFE(CoS)
[ER]

match cos cos-list

no match cos

[73F A —4F—]
cos-list o <0-7>
YRR L LTHET S CoS i, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
(LA

T T 4D 7T ADFEERMIC VLAN X 7~ XD CoS =M HT %,
no R TEIT LA, CoS OEMFREZHIBRT 5,

BEH D LIREB )% T, REZHVIRTZLENTE D,

[/ — 1]

ARa<r REFEITTHITE, QoS A LT Z &,

[ 2B

7 72'7 /7"013881"@ iﬁ ﬁ: C081 "1"&"2"% ﬁjﬁé

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 58S ORE(TOS BILE)
(&)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E L THERT B IP o~ Z D TOS 55 (precedence) 7 « —/V NE, K 8 il F TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

T 7 4 w7 7T ADGFESRMITIP ~ v X D TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L723GE . TOS AT K 2 & Ea HIbRT 5,

e O FIREQ ) E T, REEFMOIRTZ LN TX D,

[/ —}]

Kavr REFETT5I21E, QoS AL TR 2 L,

B!

7 F A~ 7 class1"DIYHALATIC TOS B E 3" L4 2 ET 5,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-precedence 3 4

9.2.16 ~7 7 4 v 7 5HFRSMHE D E(DSCP)

&3]
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SV L LTEMT 5 IP ~ v % @ DSCP(DiffServ Code Point) 7 -t — /L N, &K 8 {HE T
BT 5,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 47 7T ADGFESRMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZFEH T %,
no X CTIFAT L7254, DSCP IC K D 5M3E & HIBRT 5,

BEED FIRGE)E T, REZXMYIRT Z LN TE D,

[/— 1]

AKa<vr RuEFATT 5121, QoS ZHMT L T Z L&,

[BEH

7 A~ v 7 class1"DAYFAZAEIC DSCP 48" L "56" &2 % ET 5.

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-dscp 48 56

9.2.17 + T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN # Z & 2 HRET S

untagged D M VLAN Z 77 LA ET D

[/XT A —=HF—]

type D A=Y Ry T L —LDE A TERET S,

X EE B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 IAXy TE— R

[

NT T 4T TADESIEA —F Ry T L — LD F A FEE VLAN % 7 DFELFETT 5,

no WX TIFEITLIEHE, A — PRy N7 L —20D% A 7L VLAN ¥ 7 OFBIZ X 5 &M E a2 HIbRT 5.
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 2,

[/ —1}]

Ka<xr RuEFATT HI21F QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZEH LG A E 72 D(T 7 B AR— TR T EZ 7 L— 2% bW =),
[B% 2 5]

77 A= T elass1"DIPHSRIFIZ, A —HF Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match ethertype 0x0800
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9.2.18 87 7 4 v 7 HFRSKHE DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>

SRS E L CEM T %5 VLAN ID
[AF1E— F]
JITATy SE— R
[

7T 4w 7T ADGFERMT VLANID 27 %,

no IR TFEAT L728A. VLANID I X B 4M30E & HIFRT 5,
BEHD RGO E)E T, BREAMY KT Z LN TE 5.
[/—H]

AKa<wr REFATT HIT1E, QoS AL T Z &,

[ EH]

7T A~ 7 class]" D AR VLAN #20 X ET 5,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHEDORENVLANID LV VHE)

[ER
match vlan-range id-start to id-end
S5 A —&—]
id-start 1 <1-4094>
SrHESRE & LTS VLAN ID OBRAR1E,
id-end o <1-4094>
SRS E LT S VLANID O#& THE, BRAAD DT X TOFREHRIFH TR K T 30,
[AJTE— K]
7 IASy TE— R
(@A)

7T 4w 7T ADGFERMC VLANID ZE 17 %,

SESMEZEIBRT 5541, nomatch vlan =~ > R&EHT 5,

matchvlan 2~ > FORTEELHHITHZ LN TE S,

e D EBR30 {#)E T, mateh vlan =2~ > K> match vlan-range =~ > FOREZM Y KT Z LN TX 5,
[/—F]

RKa<wy REFITTHITE, QS ZAMILTHLL Z &,

[B% &

7 Z A=y T class1"DO/PASIZ, VLAN #20 0 H#30 £ TEEET 5,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match vlan-range 20 to 30

9.220 7 7 A< v TEBROFR
[

show class-map [name]
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[NT A —=F—]
name DT ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FEFFHE EXEC £ — I, %5 EXEC £—
(A
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 ARy THBOFTFNEITZLUTOLEY,
vI7varv IEH 2157
57 FA55 1 (match) Match Access-List 772 AY 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &%
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEDONR DL ITRRIND,

o HEEME. $HET D a2 Rmatch) 332 E S TORWIEAIEE RS2,

[/ —}]

AKa~<r REFITTHITE, QoS =AML T Z &,

[ E B

7T A= T elass1"DIF R E £RT D,
SWR2311P#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DER

[FX]
policy-map name
no policy-map name

[/XT7 A—=25—]

name DR =y T B2 LFUT. KXF/NF % KR %)
[AFTE— F]

Ja—\)ary7 4L —yg T — R

[FRHA]

R o—~wThEHTH, R v—<vFld, ZET LA TLIUTONEE T 7 w7 7T AIZE L
Db DTH D,

N

s Tlvw—FT

o A—XULT

s RV T

c Uw—F7

RKa<y FCTHERKLERY —< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b B L OGREEA > ¥
— 72— RAIZEATLZENTED, kY, RV v—~vTHNOEI T A~y S TZET7L—L0 b
T4 w77 TACGEINDGLOICRY, BT T 4 v 7k LT —HF—DFE L7z QoS ME R Thh s L 9
275,

%, TONEERET DR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, FRELLERY v—~ v 7 E2HIBRT 5,
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[/ — 1]
Aa<r REFETTHITE, QS ANz L T 2L

?ELKT)/~7/7#$Wﬁ$®ﬁu\mﬁﬂmm_ﬂbfﬁﬁhﬁ@bhé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHOEE . RE « HIBRT 5 Z LIXTE R0,

[ EH

LAN R—F#1 OZET7 L— LI L CUTORELT 5,

+ 101.00 DRy NT—TINLD NT T 4 v 7 &dFA]

. aR%mmcmn%wwEwlkwmf WK T A& 53 H
o Green:fi5k, Yellow:DSCP % 10 IZEXH#i % . Red:fl3E

[NTF 7407 T ADERR

SWR2311P(config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match access-1list 1
SWR2311P (config-cmap) #fexit
[RY > —DRE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #fremark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit
(
(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

92N ZET L —AIIHTHIRY —< v TFDEHA
[

service-policy input name

no service-policy name

85 A —5—|

name D AT ARY —= v T4
[AJTE— K]

A HE—T 2 —AF— R

B

RY v—~v 7 %% 43 5 LAN/SFP " — B L OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SFP R — hEB L UGHEELA v ¥ — T = —ANG R Y v—~ v T ERERT 5,
[/—}]

RKa<y REFEITTDHITE. QoS =AMz L THL Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UGRBEA V¥ — 7 = — R THEAHE A DGE. =7 —&7 b,

RN —= vy FAICEEMNT N7 T A~ v IOV T, LANSSFP R— F B L OHELS vV X —T =2 —AD T A I
F—RERGLRWVERTEN D THLEENTWEGE, =7 —¢Rb, JIARYTDOREDI B, FTAME—
Rz Xk 2EAFIRRH D3~ RIZLLTO LR,

FF A FE—F awr K il BRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FFRABME—F a<w K IR
Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

police, remark-map U ~—% 2 I DREAEEEIMER
AR(E D)

WDV ~—F 2 IR eMAE &1, police 2~ KD yellow-action F 7213 red-action 73 remark |Z5%E ST
D, Ho, ZY% A0 remark-map N E SN TW D EAEET,

RN —~ vy IO H S V72 LAN/SFP AR — ME, GaBlA v ¥ —7 = —RIZPTB TE R0,

R v—= v FIIGHEA X —7 = — A ZHTE LT 5 LAN/SFP AR — MMZxf L CEATE 2V, 72720, AX—Fh
Ty Tar 47 RICHEA A —T 2 —AIZFTE LTV D LAN/SFP AR— MIR U v—~ v TRIEN D HHE. &
BERAR— FOBREVNHIA o F—T =2— R ZHEA S5,

REHI

LAN R— K #1 12K Y v —~ » 7 policyl #iH T 5.,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #service-policy input policyl

LAN R— k #1 53R Y v—=~ v 7 policyl &R %,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #no service-policy input policyl

9.2.23 L <—F L J DFEE(CoS)
By

set cos value

no set cos
[7NT A —=HF—]
value : <0-7>
TLw—F% T TRET D CoS fE
[AJIE—F]
R)v—<vv 7« 7 TAE—FK
B

SEULIE T 7 477 TAD CoS %, HiE LT CoSHICAEE T D, £/, FTAME— FICHIELTCAFEF =
—ID T =T MIHEESE | BEX 2 —DOFED Y TEIT I,

o B TIETLIZHE, T 74 v 7 7 AT D CoSEDT L~v—=x > VB & HIFRT 5,
[/—H]

Ka<wy REFATT HITIE. QoS ZAMC L T Z &,

Tl —=F% 73 FEF—HRERE LT Z LIFTE RN,

[BEH]

LANR— kM #1 OZET7 L— LI LT FOREET D

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

« LN T T4y 7T A% CoSE2"ICERT S

[T 74y 20T ADERK]

SWR2311P (config) #faccess-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RU T —DFRE]
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SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set cos 2

SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9224 7L ~v—% L F D ETOS BFLEE)
B

set ip-precedence value

no set ip-precedence

[/NT A—F—]
value o <0-7>
T~ —F 7 CRIET D TOS I
[AJE— ]
RV —~wvS e 7 TAE—F
[REBA]

SHEULIZNT 7 47 7T ADIP ~v X O TOS B E (precedence) 7 « —/L K%, 5E L7- TOSEICEH T 5,
F7m, PTARAME—RIZHIGLEEEXF2—ID T =T MIESE, BEF2—0OFHE Y Y TEITH,
no JEATET LIS, T 74727 T RTHT D TOSBHRED T L~ —F o ZHBEHIFRT 5,
[/—H

Ka<wr FeFT1 51203, QoS Z AL T Z L,

Trr—F% 7%, REF—RERKR LT ZLixTE R,

[EXRE )

LAN R— k #1 OZ[E7 L— LK LTUTOREEZT S

© 101.00 DRy U= INED T T 4 v 7 wiFA]

« DELIENT T4y 00T A% TOS B S ICAEET S

[NF T 47 7T ADER

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #fclass-map classl

SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-precedence 5
SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.25 FL<=—% 7 DFREDSCP)
[EX]

set ip-dscp value

no set dscp
[73T A =4 —]
value : <0-63>
T~ —F 7 TEIET D DSCP A
[AS1E— ]

NI o—~vv 7« 7T RAE—F
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[FHA]
ST NT 74y 77 F ADDSCP %, $5E L7 DSCPEICEE 25, Eiz. FT7 A ME— FITxHR L7kE
Xa—IDT7T—7MIEDSE, BEEF2—DOFEVYTEITI,
no R TIATLISA. NTF 7 4 w27 7 7 RITkT 5 DSCPED 7 L~ —F o Z B EHIRT 5,
[/—}]
ARKa<wy REFITTHITE, QS AN L THL Z &,
T =X 7% BEFa—REER LT Z LIXTERY,
RFC THERR S LTV R W DSCP IE~D T L~ —F 2 7)) =~ —X 2 7%, it 4 E T2 CT& %5, RFC THESE
% DSCP %, FEROLEBY,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXEH)

LAN R— M #1 OZET7 L— LXK LU T OREET S

¢ 10100 DRy NT—=7nBD T T 4 v 7 ZFFA]

« HELIZNT 74> 7T A% DSCPE"10"ICE T %

[N 74w 0T ADES

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P(config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1
SWR2311P (config-cmap) #exit

[RY > —DRIE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #service-policy input policyl

9.2.26 AR Y —DREE > T L1 —})
(B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—TU—F]
single-rate DU L— MR —EEHTS
[7NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
CBS : <I11-2097120>
WA h—2 Ny RDsS— R R A R (kbyte)
EBS ¢ <11-2097120>

i h—2 Ny D= N A X (kbyte)
action DR T RIS Ny R OEME
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RIEME Btk
transmit iRk
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 77 RAE—F
[RLBA]

FELIZNT 7 47 7 AR LT, fEHRARY —( T — MaERET D,
BEIZ police =~ & R TRIEDMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, TN b— b 30T —<—H—RFC29NIZFESNTITV, S LIk 7 2 ek LT, LL
TORHAIRET D5 LNTE D,
«  Green : #5150 Z(F5E AR AT)
© Yellow : #aik, fE#E, U ~—F 7 n6ER
« Red:ff3E, V~—F 2 7R
72770, V~—x%270%, Yellow,Red D EH Hn—DOBAIRETHZ LINTE B,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ w7 « 7T ZAE— R)TITH, action 73 "remark" (2 5%
EINTZDIZNbD BT, EOHIRZ 7 26T 5 U ~—F 0 7 OFMERED R o726, U ~—F 2 713D
LD, ZOBE. WIHIREE(Yellow:fi51%, Red: AHE) A% fH S5,
no W TIEIT LIS G, A= V7 - RV T - Uv—F 0 ZOWNBREHIRT 2,
KR U P —(police-aggregate =~ > R)& OHFHITTE 220,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTELL I &,
[BREH]
LAN R— b #1 OZE7 L— LI LTUTOREET S
¢ 10.1.0.0 DRy U= HD NT 7 4 v 7 &R
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, ##~7 7 A % 43 ¥d
+  Green:#5i%, Yellow:DSCP fl% 10 ([ZE & #i %, Red:l3E
(N7 T4 w200 T ADER]
SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1

SWR2311P (config-cmap) ffexit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #fexit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.1l

SWR2311P (config-if) #service-policy input policyl

9.2.27 fHRIR Y p—DFREC A > L— 1)

E&
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— ]
twin-rate D VA= MR =TS
[/XT A—F—]

CIR : <1-102300000>
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77 4 > 7 L— h(kbps)

PIR : <1-102300000>
v'—27 b7 7 4 v 7 L— b(kbps), CIR LW/ NSUVMEIZFEETE 220,
CBS ;o <11-2097120>
WA h—2 Ny RON—A N A X(kbyte)
PBS 1 <11-2097120>
E—2 h—=27 7y FOR—Z kYA X(Kbyte)
action DM T RSNy b O@E
B EME Btk
transmit iRk
drop T HE
remark ) <= —33 7 (CoS/TOS/DSCP)
[AJ1E— F]
R =~y 7 7 TAE—F
[BFA]

GELIENTZ 740y 77 722 LT, R —V A b— MNERET D,
BEIZ police =~ > RTREMTOINLTWDEEIL, WEZEHT 5,
A—=Z ) TE, VA b— ]« 3HT—<—H—(RFC269)ZIS\TITWV, L7 7 22 LT, LLF
DIBRZFEET H T ENTE D,
«  Green : #5315 D A (F5E A AT)
o Yellow: #5325, fEFE, U ~—F 2 7N HER
o Red:f{EE, U~—F UMb ER
722l U~v—F 7L, Yellow,Red D ELOLN—HDOBRIEET HZ LN TE D,
U ~—F% 2 7 OFEMRTEIL. remark-map 2~ KR Y v —~ v 7 « 7T Z2F— R)TIT 9, action 73 "remark"|Z5%
ESNTZOIZr0b 6T, TOHRT 722675 ) ~—F 2 VT OFEMEREN e hoTohh, U ~—F 2 71385
LD, ZOBE. VIR E(Yellow:fi5k, Red: IR Nl SN 5,
no FEXTEIT LGS, A=V 7 RV 7 - V=% ZTONBEEHIERT 5,
KR U Y- —(police-aggregate =1~ > R)E OHFHITTE 22\,
[/—}]
RKa<wr FEFEITTHITE, QS AN L THL Z &,

[BEH

LAN R— b #1 ODZ[E7 L— A LT TFTOBREET 5

¢ 10100 DRy NT—=27nBD T 7 4 v 7 ZFFA]

« CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, k7 7 A & /3%

+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X% . Red:Af3E

[FT 7490 0T ADERE]

SWR2311P(config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-group 1

SWR2311P (config-cmap) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl
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9.228 fHRIR Y —D V) ~—F U T ORE
[EX]
remark-map color type value
no remark-map
[T A—F—]
color DU —F T EITOH Y T A
REME B
W7 7 A Yellow DV ~—F% o JREHAT

yellow 5
red W7 7 A Red DV v —F LV VREHZITH

type U= TR

REME A

cos CoS U~—F 7
ip-precedence TOS ) ~—F 7
ip-dscp DSCP U ~w—% 7

value o <0-7>
CoS, TOS BHED U ~—F o /i
<0 - 63>
DSCP U ~—% o /i

[ASIE—F]

RV —<wv T« JTAE—FR

B

BRI U — T/ L= #82 F X Yellow, Red (2% % U ~—% > VBIEOREEITH, £/-. T Z bE—NIC
SIS LB EF2—ID T —T S E, BEXF2—OFED B TEITH,

U~—X%271%. CoSfl. TOS ESEE . DSCPEOWTNMNERIRT DL ENTE D,

no JERTET LSS, V~—F U FHREXHIRT 5,

V=% T 52ATH120IE, Aa~<r ROREDIED, police 2~ N(KRY —<v 7« 7T AE— R)Ti%4d
L7 7 ADT 7 a v E remark"lTERTE L CTBLS MLERDH D,

[/ —F]

AKa<wr FEFEITTHITE, QS AL THELL I &,

V=% 7%, TLe—F U IR EXF a2 —DRELIHT LI ENRTE S,

REC THERE I N TWARWDSCP E~D ' L~—F /) ~—F 7T, 4FiHE Cha—V—EH/EL L THEAT
HZ LN TED, RFC THESEX LD DSCP fEiZ., TERDOEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

Bl

LAN BR—F #1 OZ{ET7 L — A LTCUTOREET S

e 10.1.00 DRy NT—=IMBED NT T 4 v 7 &FFA]

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #7 T A % 4348
o Green:#izit, Yellow:DSCPfEZ 10 I2ExH#1x . Red:fik3E
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[N 74w 0T ADESE
SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #fclass-map classl

SWR2311P(config-cmap) #match access-1list 1

SWR2311P (config-cmap) #exit

[RY 2 —DF%E]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.29 IR VU P —DARL

&3]
aggregate-police name
no aggregate-police name

[23T A —&—]

name O ERR YA (20 TFLL T, KT/ T E XK 5)
[AJIE— K]

Ja—r)arz 4 —y g rsE'w—R

[FHA]

LRV —% AT 5, BECEREROGEIL. ZONEERET D,

avy RRRIT 5 &, BRIR) P —ONEEZRET H2ENR Y b —8— NITEBT 5,

no R THEITT D &, BHAY —ZHIBRT D,

UTOHE, ERRV P —0ONREEETDHZ LI TERVERR Y —— FIZEB L),

o EBRRVY—DOBRESNTZI T Ay T 2GR —~ v 72 LAN/SFP R— h B L OGBS v X —T = — R
WZEH STV D

UTFOHE, BRI —2HIBRT 52 LIXTE RN,

« police-aggregate =~ NIZ XV | ERNR IV =N T T 1 v 7 7 FRATHEINTND

[/ =}

Aawy REFATT HITIE, QoS ZAMC L THL Z &,

[ 2B

IR Y P —"AGP-01"Z Ak 5

SWR2311P (config) #faggregate-police AGP-01
SWR2311P (config-agg-policer) #

9230 EEHNR Y S —DREC I/ L— 1)

[EFX

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DI nb— MR —E2MEHT S
[/3F A =4 —]
CIR 1 <1-102300000>

27 4 v L — b(kbps)
CBS ¢ <11-2097120>
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WA b—27 Ny R DOR—Z h YA X(kbyte)

EBS ;o <11-2097120>

i h—2 Ny D= N A X (kbyte)
action DOy T AT SN Y S OEME

REME BifE

transmit ik

drop &S

remark ) < —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERRY Y —F—F
B

HERRY S —I2, DTN L— bR —DREEIT,
no JEATETLIGE. A—2 V7 R 7 - Ux—F 0 TORMEEHIRT 5,
A—=Z ) TE, TN b— b 30T —<—D—RFC29TNZFESNTITV, L=k 7 22kt L <, L
TORBEZIREST D LN TE S,
Green : 516D A (FEE AR H])
o Yellow: #4325, EE, U ~—F 76l
« Red:f(3E. UV ~v—F 7 0bH3ER
7277 L, Uv—F 271, Yellow,Red D ELHMN—FHOAREETHI ENTX S,
U ~—% 7 OFAMREIX. remark-map =~ FEEKIAR U —F— ) TIT 5. action 73"remark"} Lﬁﬁﬁéﬁ’btﬁ)
b b, EORE T 7 ACKT D) v —F o T OFMBREN P> GE, V~y—F o JI3ES 25, =
e FIIRE (Yellow:#53%, Red:flgE) 2@ H Sh 2.
[/— "}
Kavr REFTT 51213, QoS AN LTk 2 L,
[BXEH)
EHKIR U Y — "AGP-01" Z1ERLT D,
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM I LD A —& U 7% FAT
* Yellow:DSCP ffi % 10 |[Z# & #i 2 . Red: 3
[EEKIAR U H—D1ERK]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.31 EHNR U b —DFRECA L — 1)

E=Y
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—U—F]
twin-rate D VA L= MR =TS
[/XT A —F—]
CIR ;. <1-102300000>
NZ 7 4> 7 L— F(kbps)
PIR : <1-102300000>

v'—27 K77 4 w2 L— h(kbps), CIR £V /NSUVMHEITIEETE 220,
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CBS ;o <11-2097120>
WA h—27 2y R DR—Z h YA X(kbyte)
PBS ¢ <11-2097120>
v —2 h—27 N7y RO/N—Z A X(kbyte)
action DA T AT S TN Y S OEME
REME BhfE
transmit ik
drop &S
remark < —% 7 (CoS/TOS/DSCP)
[ASIE— K]
FBRIRY p—F—F
B

FERRY Y —12, VA b— bR F—ORELTT I,
no B TIFAT LG A, A—F V7 - RV 7 U=—% 0 FOUMBEZHIRT 2,
A=AV TE, VA b— ]+ 38T —<—H—(RFC2698)IZHSWTITV, B L7-Hk 7 7 2 LT, BLF
DR ZIEEST HZ LN TE D,
+  Green : 516D A (FEE AR H])
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:fifFE, V~—F 2 7 nHiER
722l V~v—F 7%, Yellow,Red DEHEN—HDORIEET D LN TE S,
V~—%2 7O EIX, remark-map =~ > REEKR Y H—F— R)TITH, action 73 "remark"|Z5%E S L7z D
DO ZOHIY T AT L U v —F T OFFMREN R o T mE . VY —F o T3\ LD,
DY, HIIRLE(Yellow:#Ai%, Red: Al )3 H S 2,
[/— "}
RKa<wr FEFEITTHITE, QS AN L THL Z &,
[BXEH)
EHKIR U Y — "AGP-01" Z1ERLT D,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM I LD A —& U 7 % FAT
*  Yellow:DSCP ffi % 10 |[Z# & #i 2 . Red: 3
[EERIAR U H—D1ERK]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

ILNENRIY—D) ~v—F L FTORE
[

remark-map color type value

no remark-map

[3F A—F—]
color DU —F T ERITHOR Y T A
R EMH A
Wk 7 7 A Yellow DU ~—F% v VR IEELT
yellow 5
red Wk 7 5 2 Red DV ~—F L THREZITD

type U ~—F U JFER
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BRIEME i
cos CoS U~v—F 7
ip-precedence TOS B E Y ~v—F 7
ip-dscp DSCP UV vw—F% 7
value o <0-7>
CoS, TOS LDV ~—F > /{H
<0 - 63>

DSCP VU ~—% > J/{#
[ASE— K]
ERRY F—F— K
[FHEA]
HEHRIRY P —THR L7 7 X Yellow, Red I[ZX[ T2 U ~—F LV VBIEORELITH, iz, FT A ME—RIZ
MG LTEEEF2—ID 7T — 7T HESE, REF2—0BEID Y TE1TH,
U~—% 2 71%, CoS i, TOS A, DSCPEOWTNMNERINT HZ LN TE D,
no B TIAT LI E, V~—F L IREXHIRT 5,
V==X T H2TH1-01IE, Aa<r ROBREDIED, police 2~ REEMRY —F— RN TSI o877 7
ADT 7 a sk "remark" | E L TS LERH D,
[/—}]
AKa<wr REFATT HIT1E. QoS ZAMT L TH Z &,
V=% 70 F, T~ —F U IREEX 2 —DRELIHTHZ LN TE S,
RFC THEEE SN TWRWDSCP E~D S L~v—F 7/ ) ~—F 7%, 4FEE Chra—V—ERMEL LTHEHT
HZENTE D, RFC THEZES LD DSCP EIEZ, TERD LB,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

HEHIR Y P —"AGP-01" |2V ~—F > FTOREEIT I,

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM (2L D A —H% U v 7 %34T
*  Yellow:DSCP % 10 (ZE X #i 2. Red:Ail3E

(AR U —DIERL]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #fpolice twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.33 2K U b —DFRR

[EX]
show aggregate-police [name]
[P35 A —5—]
name COEEKARY =4, BREHIT R TOERR Y =015 L7225,
[ASTE— F]

FEHFHE EXEC £ — R, F#HE EXEC E— K
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[FEBA]

LR —ONEEFRRT D, FRNEIL, show class-map =2~ > K THR/R IS police £ 7 v a > & [Alkk,
[/— k]

Ka<wr FeFT1 51203, QoS AL T Z L,

[BREH]

HHIR Y P —"AGP-01"ODNE & KT 5.,
SWR2311P#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XAV Y —DEH

[EF2

police-aggregate name
no police-aggregate name

[23F A —%F—]

name AT AENRY Y—
[AFTE— F]

RV —<vwT+ JTRE—F

[FREA]

N7 4y 77T AT LT, BRRY b—2RET D,

no B TIATLIEGE, T 7 4 v 7 7 7 RHTHEKR Y B —ORELZHIFRT 2,

ERIR Y —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/— 1]

Ka<wy FeFT3 51003 QoS AL THL Z L,

[BEH]

RY =~y 7 policyl"D2DOD N T T w7 7T Alclassl", "class2"lZxf LT, KR Y —"AGP-01"Z i H T 5
+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2L 5 A —& U v 7 % EAT

*  Yellow:DSCP fi % 10 ([C#E & #2x | Red:fIE

AR U T —DIER]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

[RY 2 —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #class class?2

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl
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9235 A—F VU T hHO U/ Z—DFER

[EX]
show qos metering-counters [ifname]
[R5 A —5—]
ifname : LAN/SFP R— FB L OGHEBIA v ¥ — 7 = — A4, AKHIIER— M extgR 35,
[ASTE—F]
FFrHE EXEC E— N, %54 EXEC E— N
[BLFA]

FEE L7- LAN/SFP R— F B L OGRS, v X — 7 = —RICBIT S, TXTOR Y B —{B8BIR Y J—/FEKR Y $—)D
A=V THEHERE TR T D,

FRESNDHEHERIIUTO LB,

HH B

Green Bytes W7 7 A Green |2 FE S V7231 MK

Yellow Bytes ik 7 7 A Yellow (2378 S iz A MK

Red Bytes W7 7 A Red IS T 31 MK

7172 N OBIAIX, LAN/SFP AR — MBI OGRHEA V¥ — T = — R R ) v—~ v T ZlH LR R ini s 45,
[/ =}

AKavr REFITTHITE, QoS Z AL TEL Z &,

[BEH]

LAN R— h #1 DA =2V 7iEHERE R T 5,

SWR2311P#show gos metering-counters portl.1l
Interface: portl.1l(policyl)

* Kk kKK Inleldual * Kk kKK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok Kk Kk kK Aggregate * ok Kk Kk k kK
Aggregate- pollcer AGP-01

Class-map : class?
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—F VT AL E—DIIT

[ER]
clear qos metering-counters [ifname]
[/XNT A —F—]
ifname : LAN/SFP A — B I OGS v X —T7 = — R4, AEHIER—FERdRET 5,
[AJ1E— F]
HitE EXEC £— R
[FLBA]

FBE L72 LAN/SFP R — b B L OGHELA VX —T7 = — A ZBIT D, T_XTOR Y —{@BIR ) P —/HEHKR U —)D
A =2 U TREHERE 7 ) T T 5,

[/—F]
Ao~y REFEITTHITE. QS EACLTHLL Z &,
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[ EH]
LAN R— h #1 DA =2V o 7HEaHE®RE 7 V735,
SWR2311P#clear gos metering-counter portl.1l
9.2.37 P&1E % = — DHEE(CoS-Queue)
[EF=

set cos-queue value

no set cos-queue

[T A—=HF—]
value : <0-7>
R 22— ID (SR L 72 CoS i
[AJIE— F]
R)v—~vv 7« 7 T7AE—NR
B

SEELTE NS 74 v 7 7T RCEEXF 2 —FED YT,
(R % 2 — ORI 1T CoS A L, [CoS-i{E% 2 ID ZHT — 7] (HSVERIES 2 — 2810 4T Hh

60
no W THEITLIZGE, NI 74 v 27 7 T RTT 5KMEF 2 —DIFEZ BN 2,
[/ — ]

RKa<wr REFEITTHITE. QoS Az L THL Z &,
EEXF2—HBEIL, T~—F AT LITTERY,

CoSIZLDIEEF2—DFFEIL, CoS FT A ME—FREMALARD, R v—< v 7T $:v/b%a@77xv
T N—DOTHLEENDH \%®T)/%7/7iC®%7x%%%hu%@fw% T3 T & 7,

[RXEH]
LANR—F#l OZET7 L — AR LTUTOBREEXT A

¢ 10100 DRy NT—=TINLD NT 7 4 v 7 &FFA]

s DHELTENT T 4 v 77T ATEEF 2 — 3(CoSBNIEET S

[N 7490 0T ADERE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P(config-cmap) #match access-1list 1
SWR2311P (config-cmap) #fexit
[R VU —DF%E]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set cos—queue 3
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit

(

(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.38 2515 ¥ = — DFEEMSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[/3T A —HF—]
value - <0-63>

(5% = — ID (2%} L7z DSCP fi
[AS1E— ]

RN)o—~vv 7« 77 RAE—F
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[FHA]

FELIENT 7 47 7 7 RZEEF 2 —2HID B ToH,

BfE % = —OFFEITIT DSCP HZ{EH L. TDSCP-i£{5 % = — ID AT — 7 /b ) IZHESWIZEEF 2 —2F10 4T
b b,

no X TEITLIZEE. N T 74 v 7 7 T RACKTHEEF 22— DIREE LT 5,

[/—}]

Ko< REETT DI, QoS #AM LT T L,

EEX—EEIL S ~v—F 0T EITTE RN,

DSCP IZ X 5 FEF =2 —DFEIX, DSCP F 7 A ME—RFEH LD, R v —~v oI, Kavr FEE0rs 7 A
VTN —OTHLEENDIGA., TORY —~< v I DSCP b7 A E— RUADOFR— MIITEH TE 7220,
[BEH

LAN R— h #1 DZ[E7 L— A L CU T OREET S

¢ 10100 DRy NT—InbHD NT 7 4 v 7 ZFFH]

s DHELENT T4 v 7T AFTEEF 22— 3(DSCP2H)EET 5

(R T4 w207 T7 ADER]

SWR2311P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-1list 1
SWR2311P (config-cmap) #exit
[R U ¥ —DRIE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set ip-dscp-queue 24
SWR2311P (config-pmap-c) #exit
SWR2311P (config-pmap) #exit
(
(

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl

9239 R —= v FEROETR

[EF=
show policy-map [name]
[8F A—F—]
name D RNV =y T, BEEE, TRTORY v—~y SEBNERIND,
[A1E— ]
e EXEC E— R, F§#E EXEC £—
[FH]
RELLERY =~y 7OERERRT D, ZRNEITLLT,
HHE B
Policy-Map Name RY =~ 74
State RNV v—~ v 7 O HK R (attached/detached)
Class-Map Name 7 A~y W, FEHIIT show class-map =~ > R %
SO &
Match Sy FREA:

- Match Access-List (77 £ 2 U X | ID)
- Match ethertype (Ethernet Type)

- Match vlan (VLAN ID)

- Match vlan-range (VLAN ID)

- Match CoS (CoS 1)

- Match IP precedence (TOS &4 %)

- Match IP DSCP (DSCP i)
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HAE

gl%

B

Set

T~ —F U TRIE, KEF 2 —FEE

-Set CoS (FL~—F > 7 #&IE : CoS )

- Set IP precedence (7' L~ —F » Z 3 E : TOS L)
-Set IP DSCP (F' L' ~—=F% o 7 3% : DSCP fi)

- Set CoS-Queue (355 ¥ = —f57E : CoS)

- Set IP-DSCP-Queue (iE1E ¥ = —+57E : DSCP)

Police

A—=BV TSRV TV —F THE
XEEHILLT 2 & 1R

A=V TRV T )= TREDFHMILUL T LB,

HH A

Aggregator-Police Name ERIRY =L HERE SN TND
BEDRH)

Mode A=Y T T NI X ASITCM/
TrTCM)

SITCM D HFK7~

average rate

N 7 4 v 7 L — K (Kbits/sec)

burst size

WE b—2 vy FOSR—=R
A X(KBytes)

excess burst size

B s —2 oy FOA—Z R
4 X(KBytes)

TrTCM D B3R

average rate

N7 7 4 v 7 L — K(Kbits/sec)

peak rate

v'—7 b7 7 4 v 7 L — (Kbits/sec)

burst size

WA R—2 vy hOS—R R
4 A (KBytes)

peak burst size

v—27 =0 "y RO/ —R B
1 X (KBytes)

yellow-action

B 7 5 2 Yellow (2% 3 A EIE

(transmit/drop/remark)

red-action

#4277 A Red \Z%F9 % EhFE(drop/

remark)

+ Match & Set /3.

RESINTWVDEDONR—DIEITRREIND,

+ Match & Set & Police 1%, *fit~9 % =~ > RN(match, set, police) 3FXTE S AL TWRWIGEHITFTR A INAR,

[/—H

RKa=y REFITTDHITE. QoS =AML THL Z &,

[FAE B

RV v—= v 7 "policy|"DIEH & T 5,
SWR2311P#show policy-map policyl

Policy-Map Name:
State: attached

policyl

Class-Map Name: classl
Qos—-Access-List Name:
Police: Mode: SrTCM

average rate
burst size

yellow-action
red-action

1

(48 Kbits/sec)
(12 KBytes)
excess burst size

(Remark

(Drop)

(12 KBytes)
[DSCP:101])
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9240 ¥ Y T AT — X ADFKMR

[EX]
show qos map-status type [name]
[78T7 A= —]
type L RRT B~y TR
R EE B

policy RV =~y T ORAT—2 AERE TR
class I TGAR T DAT —H AERE TR

name D BT HRI T (FRITT TA YY) DL, AREFTITXTORY v—<v v
(FRZ7 T2~ 7) BB LD,

[AJTE— K]

FERFHE EXEC & — R, %7 EXEC £— F

[FREA]

R == TRV TAT Yy TDAT —Z AFEREFITFT D,
RKa<w  REFEHATL22E T R —<v 7N EDLAN/SFP R— MBI OGHEEA v ¥ —7 = —AZBEA STV
B0, VTARYTINEDRY =<y FICBFEINTWVENRE, R v—~v 7RI T A~ v 7TOFEICET

HIWBAEMD ZENTE D,

RTRARITLUTO LB,

policy-map

HH RTRNE

input port RY v—~v v 7HEH S TWD LAN/SFP A— b &
RS 25— 7 =— 2D

edit/erase policy-map/no policy-map 73 1T A[EEN & 9 7

attach limitation k7 A E— NgEOwE &

class-map

HH RTNE

policy-map asociation I IAR Y T RBERSNTWDOLRY =~y 7T D—F

edit/erase class-map/no class-map 3 FE{TA[FED & H M

attach limitation k7 A NE— NMgEOwEH S

R o=~ TRI T A~y TOFRENKITL, show policy-map, show class-map =~ > K CHERT 5 Z &,
[/— k]
ARa<wr FEFETTHITE, QS E#AMILTHEL I &,
[BRAEH]
AU —= v 7 "policyl"D AT —H A& FKRT B,
SWR2311P#show gos map-status policy policyl
policyl status
input port : portl.3
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

75 2w Fclass]"D AT — F A AR RTAH,

SWR2311P#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
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edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEXF 2 —DARFVa—1 VU IRE

[EX]
qos wrr-weight queue-id weight
no qos wrr-weight queue-id

[/3F A —4F—]

queue-id : <0-7>
HEEX2—

weight 1 <1-32>
WRR O H A

[FIERR ]

no qos wrr-weight 0

no qos wrr-weight 1

no qos wrr-weight 2

no qos wrr-weight 3

no qos wrr-weight 4

no qos wrr-weight 5

no qos wrr-weight 6

no qos wrr-weight 7

[ASE— K]

Ja—x)ars 74—y g F— R

[REFA]

AR 2 —ICH LT, WRR(EAFX 7 70 R B O EASTREET .
22— 7 ERIE, $XTO LAN/SFP R — B L OGBS v & —7 = — 2B ORE L 2 D,
no A THEAT L7, 45 F = —I1THaxHBE/E(SP) F R L 72 5,

[/—H

Ka<wy REFTTLHITE, QoS #AHBC LT Z &,

[E )

EIE ¥ = —#T#6 % SP 720 (7 2MESD). #5,#4#3 #2,#1,#0 2 WRR 72 (5:5:5:2:1:1) & 5,

SWR2311P (config) #no gos wrr-weight 7
SWR2311P (config) #no gos wrr-weight 6
SWR2311P (config) #gos wrr-weight 5
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

( )

( )

( )

H

SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

O N WD
=N ool

=
2l

9242 T T 4 v 72— T (R— BEAD)DH

[EX
traffic-shape rate kbps CIR burst BC
no traffic-shape rate
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[73F A —&—]
CIR ;. <18-1000000>

b774/7v~b&m9 HOIABDIFEAET D7D ANJMEIZHT U T HEBROE FAE DS 7
Y (WAENE %))

BC © <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BAL TORIE & 725,

(IR E

no traffic-shape rate
[AJIE— K]

B =T z—AEF— R
(@]

— hMZH LT, Y= 7 EHET D,
no B CTEIT LGS, A— b o—VE U 7 OBRE M 2D,
[/—}]
Ka< FEFITTHITIE, QoS #AhcL TR L
774y 7 b= MINDIARBFET D720, ATl iﬁb“(%f%@i@ ERERLRDGE18H 5,
[ EH]
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — BT (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate

[/3T7 A—5F—]

queue-id : <0-7>
Pl o —

CIR : <18-1000000>

N7 74 w7 L— b(kbps), HOIALDIEAET D728, ATMEITH LT HER D B 572
LHEND D[/ — NBHR)

BC 1 <4-16000>
/N— A N A X(kbyte), 4kbyte AL TOFRE & 725,

(AR E

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AS1E— K]
A H =Tz —AF— R
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[FHA]
R FORFEF2—ITH LT, v=—Er 7 2RET 5,
no A TIAT LI A. FEF 2 —ICHTH = - VOREFTER L 725,
[/—h]
AKa<wy REFATT HITIE, QoS ZAMC L TH T &,
N7 4y b= MIRDIALBBRIAET D720 ANEIT U CEBEOBNER R D560 5,
[ EH]
LAN 7R — [ #1 ®OF = — #0 7> O[5 % CIR:10Mbps, Be:64000byte (2 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 — il

9.3.1 7 u —fHfHIEEE 802.3x PAUSE Di%Z[E)DREE AT L)
&

flowcontrol #ype

no flowcontrol

[/XT A—&—]
type s 7o —HhilEoBE
R EM A

enable 7 n— il E AT D
disable 7 m— (il & EhC T 5

[WIHIRRE]

flowcontrol disable

[AJ1E— K]

Jua—N\)arz 4 b—vasE— R

[@iA]

AT AR D 7 1o —HIIEI(IEEE 802.3x PAUSE 7 L — AV 2 AT 5,

no B TIAT LI, 7 v — il 2 EEhi2 95,

[/ —}]

QoS KERENE /2 L &, VAT LD 7 a—HllE BT 5 LIETEX R,

7ua—iHl#E G L-GmE. BT —/L K » 7RI 72 5,

A B =T 2—AHO 7 a—HiL, AT AL A FZ—T 2 —Z[O 7 o0 —HIEIREEZZNTNENNC L
BOHENET D,

[BREH]

VAT LADT7a—Hl#EENT D,

SWR2311P (config) #flowcontrol enable

9.3.2 7 a —#|fHI(IEEE 802.3x PAUSE Di%EZE)DERE(AL v ¥ — 7 = —2R)

EEN
flowcontrol #ype
no flowcontrol

[RT A =5 —]
type © 7 a il oEE
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REME il
auto Tun—HEOBER AT — g e AR
[ )

both Pause 7 L' — L DEE/ZEEHINZT 5
disable 7 o — il & NI T D

[(WIHIRRE]

flowcontrol disable

[AS1E— F]

B —Tz—AE— R

[REFA]

LAN/SFP 7R — b @ 7 b —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X THFEAT LG, 7 v —Hilfll 2 Bahicd 5,

[/—}]

A== Rk LAN/SFP 7R — b Z DB E T RE,

VAT LD T a—HlEN RIS EEEL 2\,

PAUSE 7 L — L DE(E L ZEIEM T v N THREORE L 2D, (RELZEDOELLN—TF OB HMIHK
ETHI LI TER)

rP BT BRI | AL 5 2326159 % PAUSE 7 L — A O IR 1%, OXFFFF(65535)& 9%,
UTOHIRR & 5,

o I URIR— MIZIE"flowcontrol auto" & X E TE 720N,

[ EH]

LAN R— |k #1 © 7 v —#If 2 AT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #flowcontrol both

LAN F— | #1 © 7 o —§l# % w24 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #no flowcontrol

9.3.3 7 v —flH OBIEIREB DRI

[
show flowcontrol [inteface ifname]
[F—T—F]
interface DR TAEA A —T —AEEETD
[NT A—=HF—]
ifname : LAN/SFP AR— "4, BMERFIRA X —T = — A RF LT 2,
RRTHA L E—T =2 —A
[AJ1E— K]
FEFFHE EXEC E— R, 45 EXEC E— N
[BLAA]
7 v — N B D F (A 2R, PAUSE 7 L — LA DRZER) 2R T 5,
[/— 1]

PAUSE 7 L — AEZEHIT. U R— Fo 7o —§flnEhE 2o TV AEAEDRFERINS,
PAUSE 7 L — A E2(Z400%. clear frame-counters =~ > RE[THECZ VT &N 5,

[B%E A1)

LAN R— k #1 ® 7 o —#IHES 2 £ 1T 5,
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SWR2311P#show flowcontrol portl.1l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0

ER— b0 7 n—HflEERE LR TS
SWR2311P#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — Al

9.4.1 A h—LHBEDRE
[ER]

storm-control tyype [type..] level level

il

no storm-control

[2XT A—&—]
type DR N—AHEZ AT
A b — AL EZ AT B
broadcast ZDHF%?XFXF“Aﬁ@%ﬁﬁﬂﬁ
multicast <N FFx A MA M= AHIEEFHCT D
. SRR D2 =% ¥ X b7 L — Al %
unicast Y
level : <0.00-100.00>
B % R D S —k 7 — U THET D
BIMEIT/ IR T 2 L TRRIETE D
[F1H13R 2]
no storm-control
[AJ1E— K]
AR =T 2—AF— K
B

LAN/SFP B— Mt L7 o — F¥F ¥ A R R h—2AHfHl, =ATFFv 2 F R F—2FHEB L, sEFRHOZ=%
A N7 L—AOHIEGNC L, ZEHIREZ T 5,

B2 B2 TZE L7 L—M3EEESN S, 7272 L. BED 100% 05813 ZEHIRIZ Ly, Bffize7 L—2
HETHY, FEINITHRETE 220,

[ EH]

LANR—F#l O7 0 —RKF ¥y A MR M—AfIlE L F v 2 b2 F—LHEEZ G LBIE 30% %% ET 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #storm-control broadcast multicast level 30

9.4.2 2 b— Ll 28 EIREDORT
[#=X)

show storm-control [ifname]
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[7%F A —H&—]

ifname : LAN/SFP R— DA Z—T = — A4,
FRTHA L E—T 2 — R

[FIHARR E]

L

[AFTE— K]

JERFHE EXEC ©— N, F5#E EXEC £— F

[FHA]

7 L—AbLDO%E FIREE £RT B,

B =T 2= AL B LT HA/IE, B v X —T =2 — ARSI 5,

(% EH]

A B —T 2 — ADHBERIELFTT S,
SWR2311P#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/ —

10.1.1 = — % L RADIUS H— N —iSRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A MERFIT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Jua—\)varyz 4 l—y g rEw—NR
[FAA]

11— /L RADIUS H— S —HERED G N/ MR 2 i BT 5.

F7o. WEAEM UDP R — FEZEZEHETH I LN TE D,

no JER Ca~ > R&EFAT LG 3R EMIC R D,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 9121E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TLOUERD D,

[BREH]

1 —71 /b RADIUS H— " —HRE &2 AT %,

SWR2311P (config) #radius-server local enable

10127 78R VB —T 2 —ADHRE
[EX]

radius-server local interface interface

no radius-server local interface
8T A—H—]
interface : VLAN A V' Z— T = — R4,

[FIHAER E]

L

[ASE— R

Ja—\ a4l r—g s F— KR

[FAA]

7 —77 /L RADIUS Y —/N—=~DT 7 A% T 25 VLAN A VX —T = —AEZRET D,
TIRBAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> h(NASYOH DT 72 A% T[4 5,
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SWR2311P (config) #radius-server local interface vlanl
SWR2311P(config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[7XF A —H&—]

ca-name L BGIFE4
FREER4 D A S FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

[FIEIRR E]

L

[ASTE— K]

Ja—x\)ary7 4L —y g T — R

[FREA]

7747 v MNEAEEZBITT D100 — NERRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFET L3, i€ Lic/b— FNEGERZHIBRT 2,

[/—H

N— FRBRER A AR L TV R WA X, = — /L RADIUS $— N—FEREITAE FH T & 220,

BEIZ N — FREGERDER SN TV ORI TR R HFIRA 2R E L6, V— FMERERIL EEE Sh 5,
N— FBRERZHIREIT EEETD L BITHEHLDT T4 7 > FEAFT TN TEY) L2 D,

Jb— FEBFFRIAMFEIE LT T 1 erypto pki generate ca iX 232\ & b— REBFER & LT TE 720y,
[BEH]

PFEJA4 A "MYRADIUS" DLV — hiBFER % KT 5,

SWR2311P (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =27 4 JL—Y g E— K

[E=]

radius-server local-profile
[AFTE— R]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L— g3 VF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »E— NIZBITT A,

SWR2311P(config) #radius-server local-profile
SWR2311P (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFR

authentication mode [mode...]

no authentication
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[T A —5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #3AlE /7 =
eap-md5 EAP-MD5 5857 2
eap-tls EAP-TLS 587 5
eap-ttls EAP-TTLS #5552

(AR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— K]

RADIUS =7 4 7V Lb—va s E— N

[@i ]

1 —77 /L RADIUS $— "— T3 238G N a5 E T %,

no B Ta~y REET LGB ITMFIREMEICREY . T X TORIMLTADRGDE D,
[/—}]

PEAP, EAP-TTLS #HFEF O NHRERFESF X & LT, MSCHAPV2 & MDS &% 7R — b9 5,
MD5 #EHT 25613, BREHF AU eap-mdS ZHRET DL ENH B,

[ EH]

i 3 % 3855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #authentication peap eap-mdb

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRIE

[EFX]

nas host key secret

no nas sost
[¥F—U—F]
key : RADIUS 7 747 ¥ FMNAS) & OBERFICHEHAT 5 /XA YU — RZRET 5
[73F A —&—]
host S IPT RUVA, FE, PRy NU—2ZT RLX
REE A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . v MU =2~ A7 OFHIT 8~32 T IP 7
IPv4 %~ b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:128), T 7 AL hb— R T R L A(::/0),
=T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL Z(A:B:C::D/M) TVT 47 AKX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]"? A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 ' L—v g »E—R
B

RADIUS 7 A4 7> U A MZRADIUS 7 74 7 > F(NAS)Z BT 5,

B ROBEREIE 100 TH D,

no X Ta~r FEETLEEEAIE. 8E L7 RADIUS 7 74 7 FOREZTHIERET 5,
[/ —F]

Aa~ v RTERIE L RADIUS 7 7 A 7 M(NAS)E#tIX. running-config, 35 KT}, startup-config (ZIFFRR S 4172
U,

Flo, BEOREI~VY FEFRARY, Ka~vr REFETLERRTRET —# & LTREFESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > R TR TX 5,
A DR — FIRGEHERE Tr — /L RADIUS —_—Z 457 ET 25613, U TE2RET DLENH D,
SWR2311P (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /XA T — K"abede"?® RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan i #AF v 7 VLAN IO VLAN Z3RET 5
mac DRI AERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D B LT D SSID ZHRFE L7 EEIT SSID 4R ET 2
name AP RERET D
mail D I TIAT V bEHEORA A — AT VR EBRET D
auth CORRES RS A T ERET D
expire LU TAT v NEMEO AR 2 E T 2 GEAE T A 73 EAP-TLS D56 O A 7%))
T A—5—
userid ;. a2—H%—1D

(3 XFLLE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIRTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A= R ZER< A ST AR
EI<>") ANR— < I

EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R

(32 LFLINL \[1" 2 A=A 2 bR A IET - ML)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN & =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &S SSID
(32 LFLINL \[1"? A= 2 BB AT - A5
name o a—Y—4
(32 LFLUAN, "2 A= R & FR AT - AT
mail-address . A—LT RLZA
(256 SCF-LIN, AR L - @)
bpe =V
REME B
PAP §BiE X (= —#—ID L XRAU— %
pap T2 41 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF 72 (=2 —
beap P—ID LAY — REMET 5 41 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(AEMSEE 2037/12/31 L 5)
(YYYY/MM/DD BAE H £ 725 2037/12/31 £ T)
[FIHAER E]
L
[ASE— ]
RADIUS 27 4 7 L—3 a3 »E— R
[FAA)
RADIUS H—_—TFET 52— — % BT 5,
B KRB ERELIE 2000 TH B,
no B CTa~vy REFET LA, BE Lica—F—%2HIRT 5,
FBREH T EAP-TLS Z87E L7284, certificate user 2~ R CZ 74 7 > FEHAEDRITHNMLE L 70D,
Flo, NARATU—=RRZ T4 7 v MiEHEOAEIWIRAZET LIGE S, BESZ 747 2 MEHEORITHMLE L 72

Do
7 74T v MEAEZRITHADO 22—V =2 IR 556, BBRICY 747 & MEAEO KDL ZAT 9,
[/— ]

RKa<y FCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config {ZITFR/R I 720,

T, BEOREa~Y REITRRY, Ravr REFATLERRATRET —¥ & LTRFESND,

FRTE Lz — —15#I%, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL A[Z, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C X =AM A S
60

[ EH]

FRREL— W —Z eI D,
SWR2311P (config) #radius-server local-profile

SWR2311P (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FEFEREIFR DR E
[EX]

reauth interval time

no reauth interval

[T A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7L —3 g VE— R

B

RADIUS 7 7 A 7 > M(NASWZi@ 49 5 HidaE M@ 2 5% Ed 5,

FRAGERIRR & LT T 2 2028 22220V TliE, RADIUS 7 74 7 > F(NASYHlIZZ R B 5,
no JER Ca~ > REFAT LG SIIMEE IR T,

[ EH]

FRGEM I %2 604800 FMICF%ET 5,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #reauth interval 604800

10.1.9 17— %)L RADIUS ¥ — —~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £ — K
B

12— /L RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LEHE1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHF I H 4
ERH D,

[/—}]

ARawy REFATLIHA, B— 5L RADIUS — =37 — & & [ XH 2 72 D12 — I8 2 Hr Il L s etk
WZHBRT

[B%E R
7 — 71/ RADIUS r—"—{Z, BIEORELZ XM IE 5,

SWR2311P#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

[EX]
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA T FEHFEOFAT L AR — =~ A — L 2 AT D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLA k32 SCFLAN, "DEFAULT" LG EAS AT

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"? AR—=RZ R AT - AT
] \[1/:%|<>"2? AR—R &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
[FEHA]

EAP-TLS SRIF R AFEE L TWAL—H—D 7 T4 7 FEHEZRITT 5,
2= —ID 2l LI 81E, TROXFICEHT 2T~ TOa2—F =D T4 7 v Mt EEZ —fERITT 5,
« IIAT U MEAEFEE —EHRITL TV RN —Y—

o NRU—R, 7747 FMEHEORDMIR A LT Lo —HF—

FORE % EAP-TLS ~A W L7z 2 —H—

RE 0% EAP-TLS 75 EAP-TLS ISAMCAE T L —H—X, BEMICY 74 7 > FEAEZEZ RS 5,
mail ¥ — Y — REFEELZEE, user 2~ FTHREL TWVWDBA—LT RLA~NT T 4T FEHEE EMNT 5,
A=V DL & AR HOW TR, FEEEATIRFO A — )L E% E (mail send certificate =~ > N)DT 7 L— MNMIRED,
A—LT RUARHEE SN T RWIGEIT A —LEE LR,

[/—}]

IIAT v MEAEIZL 22— —IZoX 2BETEITTE S, 2BUERITLESGEITEVO L O GIEFICRS)
T 5,

T TAT v FEAED —FERITIIREIRZ DN D720 N0 7 75 RTIT-oTEY, BITHTEH o~ RFEITIETEE
Th b,

2L, PO a<y RIZOWTEFATTE L ) ICHIRZ 02T T 5,
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

 certificate user

 certificate mail user

+ certificate revoke

+ certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEEY - ERITT 5,
SWR2311P#certificate user

10.1.11 7 5 A 7 hFEBHEDRIT kT

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEZEORITZHEHATE 5,
[E B

74T v MNEHEO—FERITE P ST 5,

SWR2311P#certificate abort
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10.1.12 7 A 7~ FEEHEBO LS
[EF=X]

certificate revoke user userid

certificate revoke id certificate-id

[F—U— K]
user D BELEa—Y =D 74T v NEAEES R S D
id D ELEIAT U MEAEID O 74 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CFLL 1 32 SCFLAN, "DEFAULT" [ ZFEEASNAT)
RIEH R AJIATRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—RZ R PATERT - AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < A IR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— KN
[BEFA]

BELa—Y—F737 7947 MEAZEID 07 4 72 bERAELZ RSB,
7747 v MNERAENKRINTGE. EOEAEEZME S ZFRGET AT 5,

[/—}]
7 7 A 7 > bAEE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEHEEZ KRNI E D,

SWR2311P#certificate revoke user Taro

7747 MFEBE ID "Taro-DFS98EE9B44D22CC" D7 7 A 7 2 M EZ KBh & w5,
SWR2311Pf#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A4 7 v biEAEO T 7 2R — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— b5

user D HELEa— -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTIERET D

/3T A—&—]

userid . o2—%—1ID
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(3 3CF-LA | 32 U LA, "DEFAULT" 145 E A< F])

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"? AR—=RZ R AT - AT
] \[1/:%|<>"2? AR—R &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
[FEHA]

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
=7 AR— NEIE, SD 71— RN /swr2311p/certification/ T 5,
compress ZH57E L7255 & 1X. 7 747 > FREHEZE ZIP 7 7 A VITEM L TR b7 AR — T 5,

T RH— FHE Ak
" TRTDOT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TA T MEHEE. BEO 1 EOHRTH S,

B2 Hl]

2—H—ID Yamaha ® 2 7 A 7 FEEE SD 1 — R~/ AR — 2%,
SWR2311P#certificate export sd user Yamaha

10.1.14 7 5 A 7~ FREBAED T 7 AR — (A —/ViA(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —VEET D
user D EELEa—Y 27 T4 T NEAEEZ A —VEET D
compress 2 ZIP 7 7 A VIZIERET D
[2XT A—F—]
userid . o—H%— 1D
(3 3CFRA L 32 SCFLAN, "DEFAULT" (345 & A 7))
FRRE = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATET LA S
\[1/:%|<>"2? AR_—R &R AT
EAP-TL B
> 5 PR
[AF1E— K]
¥i#E EXEC £— K
[FAA]

7 TAT v FEFHEEZ A =LA L T2 —P =2 A —LIEET D,
EMNTA 79407 FIFHEIL, HFa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N WA —PF— {25 LTI, A—/LDEENMThILE,
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A=)V EEEFTHITIE, FRNZA—NVDOEFELXT— A=A =V OUL IR EE A — LT 7 — MIEE L, mail
send certificate =~ F T, BERIMEHTLIA—NLT 7T L —FIDZHRTEL TEMEND D,

[/ —H]
A—=IVIKEEND 7 TA T v MEEHEL, BHO 1 @BOHRTH D,
[EXEH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWR2311P#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-4> a7 4 T HO-#4
sd SD 1 — FND=a 7 1 7
dst_config_num D av—oar T 4 rEkE
RIEME B!
<0-4> a7 T HO-#4
sd SD i— KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% LV RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEREER

o BITLIV TA47 2 MiEHE

e a—Y—F—X

« EHTFANL

A RERELEDETRNTOHRTEE I — L7ZWIEETL, copy startup-config =~ > R Ta b —7925 2 LR TX

%)o

[/—}]

SD H— K= 7 2 FZILTWRVIRRET, sd ZIRELEHEIT= T — L7 5,
[B%E R

27 4 7 #0 D RADIUS ¥ —# % SD #— R~a bt —3 3%,

SWR2311P#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE PRy hU—=2 T FL A
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BEE LA
0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
Rz b o

T NI =< A7 OFPHIL 8~32 T IP 7
RUADHRANBIZO0 L7225

A=F XY A RT RLADY B RIEET L
IPv6 7 K L A (A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KL AC128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 % U —27 7 KL A(A.B.C.D/M)

IPv6 % v b T —27 7 KL Z(A:B:C::D/M) TVT 47 AR 1~128

[AF1E— ]

¥iHE EXEC £— K

[H]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24" D RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWR2311P#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

[EX]
show radius-server local user [detail userid]
[F—U— K]
detail D RE Lo —F—OREERE R T 5
[T A—F—]
userid . a—F—1ID
(3 CFLL Lk 32 SCF LN, "DEFAULT" 8 E A 1)
RAEH R ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A=A %R AT EATL
dEI<>") ANR— e e TS
EAP-TLS \qy/#:ﬁt T ? A A% i< AR
[AJ1E— K]
HitE EXEC £— R
[RLEA]
=R ERRT D,
[ERE B

A—F—HRO - HE2RKTT D,

SWR2311P#show radius-server local user

Total 1
userid name vlian mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = — W —{F & £ 7T 5,

SWR2311P#show radius-server local user detail 00a0de000001
Total 1



userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 5 A 7 FiEFAZE DO RITIREER R

a<w RV TZ7 LR | T r— 3 |351

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEMERITREOREEZ R TRT D,

FATINER

Py

done

054 T NEHEORITNGE T E 1 I ARRAT

processing

7747 MEHEZ FE T

aborted

certificate abort 2~ K72 BN K-> To 747 > MiE#A
FEORAT & P

[ 2B
7747 PREHERITLEOREZRRT D,

SWR2311P#show radius-server local certificate status

certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[/NT A—=HF—]

userid . 2—%—1ID
(3 CFLAE 32 SCF LN, "DEFAULT" I8 E A Al

A ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
» P N

EAP-TLS \“%E]-/%Lﬁ',;;% ? A 2% i< AR

[AJ1E— K]

HHE EXEC £— R

[FHA

FATH 2 T4 T > NEBED ) A N2 RRT B,

userid ZYgE LT-3HEBIL. FOa—VF—0OEMBEREZE T 5,

Bt
B —F—DRITE 2 TA 7 v MERAEEFTRET B,

SWR2311P#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR U X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £ — 1
(R A]
KRB INT=T T4 7 > FEHED Y A N &2FRRT 5D,

RENEH NE

revoked FENZ KBS

expired B RARREIAIC K 5 K%

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWR2311P#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked



e2]

A

aaa authentication auth-mac 172
aaa authentication auth-web 172
aaa authentication dotlx 171
access-group (IPv4) 294
access-group (IPv6) 296
access-group (MAC) 299
access-list (IPv4) 292

access-list (IPv6) 295

access-list (MAC) 297

access-list description (IPv4) 294
access-list description (IPv6) 296
access-list description (MAC) 298
action 138

agent-watch down-count 123
agent-watch interval 123
aggregate-police 324

arp 254

arp-ageing-timeout 254
arp-ageing-timeout request 255
auth clear-state time (-f % — 7 = — X & — ) 189
auth clear-state time (7' 2 —/ )L a7 4 7 L—3 g »F— K) 189
auth dynamic-vlan-creation 179
auth guest-vlan 179

auth host-mode 177

auth order 178

auth radius attribute nas-identifier 185
auth reauthentication 178

auth timeout quiet-period 180
auth timeout reauth-period 180
auth timeout server-timeout 181
auth timeout supp-timeout 181
auth-mac auth-user 175

auth-mac enable 174

auth-mac static 176

auth-web enable 176

auth-web redirect-url 188
authentication 341

auto-ip 251

B

backup system 144
banner motd 31
boot auto-apply 39
boot prioritize sd 38

C

cable-diagnostics tdr execute interface 46
certificate abort 346

certificate export mail 348
certificate export sd 347

certificate revoke 347

certificate user 345

channel-group mode 162

class 311

class-map 311

clear access-list counters 300

clear arp-cache 254

clear auth state 189

clear auth statistics 187

clear boot list 38

clear cable-diagnostics tdr 46

clear counters 157

clear ip dhep snooping binding 246
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clear ip dhep snooping statistics 246
clear ip igmp snooping 285

clear ipv6 dhcp client 266

clear ipv6 mld snooping 291

clear ipv6 neighbors 270

clear lacp counters 167

clear lldp counters 121

clear logging 60

clear mac-address-table dynamic 201
clear qos metering-counters 329

clear spanning-tree detected protocols 227
clear ssh host 99

clear ssh-server host key 96

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 46
cli-command 139

clock set 47

clock summer-time date 49

clock summer-time recurring 48
clock timezone 48

cold start 141

config-auto-set enable 129

copy auth-web custom-file 190

copy radius-server local 349

copy running-config startup-config 32
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 341

D

description 146

description (schedule) 138
dns-client 272

dns-client domain-list 274
dns-client domain-name 273
dns-client name-server 273
dotlx control-direction 173
dot1x max-auth-req 174
dotlx port-control 172

E

eee 148

enable password 28

erase auth-web custom-file 191
erase startup-config 35
errdisable auto-recovery 194
event-watch disable 128
event-watch interval 128
exec-timeout 53

F

find switch start 144

find switch stop 144

firmware-update execute 132
firmware-update http-proxy 132
firmware-update reload-time 135
firmware-update revision-down enable 134
firmware-update sd execute 134
firmware-update timeout 133
firmware-update url 131

flowcontrol (f > % —7 = —ZXE— ) 336
flowcontrol (7 @ —/ )L a7 4 7 L—3 3 F— R) 336
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H 12ms role 122

lacp multi-speed 166
hostname 140 lacp port-priority 171
http-proxy 91 lacp system-priority 165
http-proxy timeout 92 lacp timeout 166
http-server 88 led-mode default 142
http-server access 90 line con 52
http-server interface 89 line vty 53
http-server language 90 1ldp auto-setting 110
http-server login-timeout 91 1ldp interface enable 117
http-server secure 88 1ldp run 108

11dp system-description 108
I 1ldp system-name 109

1ldp-agent 109
instance 227 logging backup sd 59
instance priority 228 logging event 58
instance vlan 228 logging facility 56
interface reset 155 logging format 56
ip address 248 logging host 55
ip address dhep 249 10gg?ng stdout info 58
ip dhep snooping (f ¥ — 7 = — X & — R) 239 1ogg¥ng trap debug 57
ip dhep snooping (/' 2 — Va7 4 JL— 3 UE— R) 238 logging trap error 58

logging trap informational 57
loop-detect (f » &% —7 = — AFE— ) 235
loop_detect (7 a—/N)var7 g T L— g F) 234

ip dhcp snooping information option 240
ip dhep snooping information option allow-untrusted 241
ip dhep snooping information option format remote-id 242

ip dhep snooping information option format-type circuit-id 242 loop-detect blocking 236
ip dhep snooping limit rate 243 loop-detect blocking interval 237
ip dhep snooping logging 244 loop-detect reset 237
ip dhep snooping subscriber-id 243
ip dhcp snooping trust 239 M
ip dhep snooping verify mac-address 240
ip forwarding 255 mac-address-table ageing-time 200
ip igmp snooping 278 mac-address-table learning 200
ip igmp snooping check ttl 281 mac-address-table static 201
ip igmp snooping fast-leave 279 mail certificate expire-notify 105
ip igmp snooping mrouter interface 279 mail notify trigger 101
ip igmp snooping mrouter-port data-suppression 283 mail send certificate 104
ip igmp snooping querier 280 mail send certificate-notify 105
ip igmp snooping query-interval 280 mail server smtp host 99
ip igmp snooping report-suppression 282 mail server smtp name 100
ip igmp snooping version 282 mail template 102
ip route 251 management interface 55
ipv6 258 match access-list (QoS) 312
ipv6 address 259 match access-list (VLAN) 301
ipv6 address autoconfig 259 match cos 313
ipv6 address dhep 260 match ethertype 314
ipv6 address pd 261 match ip-dscp 313
ipv6 dhcep client nd-prefix 266 match ip-precedence 313
ipv6 dhcep client pd 262 match vlan 315
ipv6 forwarding 270 match vlan-range 315
ipv6 mld snooping 286 mdix auto 148
ipv6 mld snooping fast-leave 287 mirror interface 150
ipv6 mld snooping mrouter interface 287 mount sd 142
ipv6 mld snooping querier 288 mru 147
ipv6 mld snooping query-interval 288 mtu 256
ipv6 mld snooping version 289 multiple-vlan group name 215
ipv6 nd accept-ra-default-routes 263 multiple-vlan transfer ympi 215
ipv6 neighbor 269
ipv6 route 267 N
L nas 342
ntpdate interval 51
12-mcast flood 277 ntpdate oneshot 51
12-mcast snooping tcn-query 278 ntpdate server 50
12-unknown-mcast (-f & ¥ —7 = —ZE— ) 276
12-unknown-mcast (7' 2—/ )L a7 4 JL—3 5 E— R) 276 P
12-unknown-mcast forward link-local 277
12ms configuration 121 pass-through eap 191
12ms enable 122 password-encryption 28
12ms filter enable 125 ping 257

12ms reset 126 ping6 271



police single-rate (R U > —~ v 7 « 7 5 ZF— ) 320
police single-rate (J£4J7R U —F— ) 324

police twin-rate (N U ¥ —~< v 7 « 7 T ZF— ) 321
police twin-rate (IR U H—F— K) 325
police-aggregate 328

policy-map 316

port-channel load-balance 168

port-security enable 192

port-security mac-address 192

port-security violation 193

power-inline (f & % —7 = —ZF— ) 196
power-inline (/' 20—/ Va7 4 FL—3 g F— R) 195
power-inline description 197

power-inline guardband 198

power-inline priority 197

private-vlan 204

private-vlan association 205

Q

qos cos 304

qos cos-queue 308

qos dscp-queue 309

qos enable 303

qos port-priority-queue 309
qos queue sent-from-cpu 310
qos trust 305

qos wrr-weight 334

R

radius-server deadtime 184
radius-server host 182
radius-server key 184
radius-server local enable 340
radius-server local interface 340
radius-server local refresh 345
radius-server local-profile 341
radius-server retransmit 183
radius-server timeout 183
reauth interval 345

region 229

reload 141

remark-map (R > —~< v 7« 7 7 ZF— F)323
remark-map (25974 U —F— ) 326
restart 141

restore system 145

revision 229

rmon 70

rmon alarm 73

rmon clear counters 78

rmon event 72

rmon history 71

rmon statistics 71

S

save 33

save logging 59

schedule 136

schedule template 139
script 140

send from 103

send notify wait-time 104
send server 102

send subject 103

send to 103

service terminal-length 54
service-policy 317

set cos 318

set cos-queue 330
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set ip-dscp 319

set ip-dscp-queue 330

set ip-precedence 319

set lldp 110

set management-address-tlv 111

set msg-tx-hold 115

set timer msg-fast-tx 114

set timer msg-tx-interval 114

set timer reinit-delay 115

set too-many-neighbors limit 116

set tx-fast-init 116

sflow 78

sflow agent 79

sflow collector 79

sflow collector max-datagram-size 80
sflow max-header-size 81

sflow polling-interval 81

sflow sampling-rate 80

sfp-monitor rx-power 158

show access-group 301

show access-list 300

show aggregate-police 327

show arp 253

show auth statistics 187

show auth status 185

show auth supplicant 186

show boot 37

show boot prioritize sd 39

show cable-diagnostics tdr 47

show class-map 315

show clock 49

show config(show running-config) 33
show config(show startup-config) 34
show ddm status 158

show dhcp lease 250

show disk-usage 41

show dns-client 274

show eee capabilities interface 149
show eee status interface 149

show environment 40

show errdisable 195

show error port-led 143

show etherchannel 163

show etherchannel status 169

show firmware-update 134

show flowcontrol 337

show frame-counter 156

show http-proxy 92

show http-server 89

show interface 152

show interface brief 154

show inventory 40

show ip dhcp snooping 244

show ip dhcp snooping binding 245
show ip dhcp snooping interface 245
show ip dhcp snooping statistics 246
show ip forwarding 256

show ip igmp snooping groups 284
show ip igmp snooping interface 285
show ip igmp snooping mrouter 284
show ip interface 249

show ip route 252

show ip route database 253

show ip route summary 253

show ipv6 dhcep interface 265

show ipv6 forwarding 270

show ipv6 interface 264

show ipv6 mld snooping groups 290
show ipv6 mld snooping interface 290
show ipv6 mld snooping mrouter 289
show ipv6 neighbors 269

show ipv6 route 268



356| =~ KU 77 LA | #H]

show ipv6 route database 268
show ipv6 route summary 269
show 12ms 126

show lacp sys-id 165

show lacp-counter 167

show led-mode 143

show lldp interface 117

show 1ldp neighbors 120
show logging 60

show loop-detect 237

show mac-address-table 202
show mac-address-table count 203
show mail information 106
show memory 42

show mirror 151

show ntpdate 52

show policy-map 331

show port-security status 193
show power-inline 198

show process 41

show qos 306

show qos interface 306

show qos map-status 333
show qos metering-counters 329
show qos queue-counters 307
show radius-server 188

show radius-server local certificate list 351
show radius-server local certificate revoke 352
show radius-server local certificate status 351

show radius-server local nas 349
show radius-server local user 350
show rmon 75

show rmon alarm 77

show rmon event 77

show rmon history 77

show rmon statistics 76

show running-config 33

show sflow 82

show sflow sampling 82

show snmp community 69

show snmp group 69

show snmp user 70

show snmp view 69

show spanning-tree 223

show spanning-tree mst 232
show spanning-tree mst config 232
show spanning-tree mst instance 233
show spanning-tree statistics 225
show ssh-server 93

show ssh-server host key 96
show startup-config 34

show static-channel-group 161
show storm-control 338

show system-diagnostics 45
show tech-support 42

show telnet-server 83

show test cable-diagnostics tdr 47
show tftp-server 87

show tx-queue-monitor 160
show users 31

show vlan 216

show vlan access-map 303

show vlan filter 303

show vlan multiple-vlan 217
show vlan private-vlan 216
show y-unos 107

shutdown 146

snapshot delete 131

snapshot enable 130

snapshot save 131

snapshot trap terminal 130
snmp-server access 67

snmp-server community 64
snmp-server contact 63
snmp-server enable trap 62
snmp-server group 65

snmp-server host 60

snmp-server location 64
snmp-server startup-trap-delay 62
snmp-server user 66

snmp-server view 65
spanning-tree 219

spanning-tree bpdu-filter 220
spanning-tree bpdu-guard 221
spanning-tree edgeport 223
spanning-tree forward-time 218
spanning-tree instance 230
spanning-tree instance path-cost 231
spanning-tree instance priority 230
spanning-tree link-type 220
spanning-tree max-age 218
spanning-tree mst configuration 227
spanning-tree path-cost 222

spanning-tree priority (-f % —7 = — ZXFE— ) 222
spanning-tree priority (7 2 — 3V 3> 7 4 JL—3 3 E— R)

219

spanning-tree shutdown 217
speed-duplex 147

ssh 98

ssh-client 98

ssh-server 93

ssh-server access 94

ssh-server client alive 97
ssh-server host key generate 95
ssh-server interface 94
startup-config description 36
startup-config select 37
static-channel-group 161
storm-control 338

switchport access vlan 207
switchport mode access 206
switchport mode private-vlan 210
switchport mode trunk 207
switchport multiple-vlan group 214

switchport private-vlan host-association 210

switchport private-vlan mapping 211
switchport trunk allowed vlan 208
switchport trunk native vlan 209
switchport voice cos 213

switchport voice dscp 213
switchport voice vlan 212

system-diagnostics on-demand execute 45

T

telnet 85

telnet-client 86

telnet-server 83

telnet-server access 84

telnet-server interface 84

terminal length 54

terminal-watch enable 124
terminal-watch interval 124

test cable-diagnostics tdr interface 46
tftp-server 86

tftp-server interface 87

tlv-select basic-mgmt 112

tlv-select ieee-8021-org-specific 112
tlv-select ieee-8023-org-specific 113
tlv-select med 113

traceroute 258

traceroute6 272

traffic-shape queue rate 335
traffic-shape rate 334
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tx-queue-monitor usage-rate (-f > % —7 = —AE— K) 159
tx-queue-monitor usage-rate (7 2— )L a7 4 JL—3 g UE—
K 159

U

unmount sd 142

user 343

username 29
username privilege 30

\%

vlan 204

vlan access-map 301
vlan database 203
vlan filter 302

W

wireless-terminal-watch interval 127
write 33

Y

y-unos enable 106
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